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Introduction


Microsoft continues to improve on its server operating system with its release of Windows Server 2019. Although Windows Server 2019 doesn’t introduce any huge sweeping changes, it offers some great new features, simplifies some administrative tasks, and is, overall, a very polished version of Windows Server.

Security features have been improved upon that allow you to protect your user’s accounts and your organization’s devices, and staples like drive encryption with BitLocker Drive Encryption are still a tried-and-true part of the operating system. Shielded virtual machines (VMs) have also gotten some improvements, including the ability to run Linux!

Changes have also been made to make automation simpler. This includes improvements to Microsoft’s virtualization software and capabilities, and support for orchestration and automation tools. This has made Windows Server 2019 a better operating system for system administrators who need to deploy systems quickly and for developers who need to test their workloads against stable, production-like systems.



About This Book

Windows Server 2019 & PowerShell All-in-One For Dummies provides something for everyone — from the junior system administrator just getting his start, to the seasoned system administrator looking to improve her skills.

I try to cover as many of the everyday topics that you would need to know as a system administrator and explain things that are outside of your daily work. My goal with this book is to help you understand not just the what and the how, but also the why.

This isn’t the kind of book that you pick up and read from start to finish, and it’s probably not the kind of book you’ll read on the beach. Instead, this book is a reference — the kind of book you can pick up, turn to just about any page, and start reading. It’s divided into eight minibooks, each covering a specific aspect of working with Windows Server 2019 or PowerShell.

You don’t have to memorize anything in this book. Pick it up when you need to know something. After you find what you’re looking for, put it down and get on with your life.

Within this book, you may note that some web addresses break across two lines of text. If you’re reading this book in print and want to visit one of these web pages, simply key in the web address exactly as it’s noted in the text, pretending as though the line break doesn’t exist. If you’re reading this as an e-book, you’ve got it easy — just click the web address to be taken directly to the web page.



Foolish Assumptions

I had to make some assumptions about you as I wrote this book: 


	I assume that you want to know more about Windows Server 2019 and PowerShell and you’ve worked with some version of Windows Server in the past.

	I assume that you’re a system administrator, and that you have the permissions to do the things mentioned in this book. Some of the procedures require you to have administrator access.





Icons Used in This Book

As you read through the book, you’ll see icons in the margin. I use those icons to grab your attention. Here’s what each of these icons mean:

[image: Tip] Anything marked with the Tip icon will save you time or frustration or just generally make your life easier — at least your system administrator life (I can’t do anything about your relationship with your parents).

[image: Warning] If you see a Warning icon, take heed! Anything marked with this icon could be destructive or at the very least give you a major headache.

[image: Technical stuff] When you see the Technical Stuff icon, this is usually where I go full nerd and add some more in-depth technical information. If you want to let your inner geek flag fly, read these with gusto! But if you’re in a hurry and just want to get the information you absolutely need, you can pass these by.

[image: Remember] If something is really important — important enough for you to commit it to memory — I mark it with the Remember icon.



Beyond the Book

In addition to what you’re reading right now, this product also comes with a free access-anywhere Cheat Sheet that includes information on variables, aliases, conditionals, and loops, as creating and running a PowerShell script, and more. To get this Cheat Sheet, simply go to www.dummies.com and type Windows Server 2019 & PowerShell All-in-One For Dummies Cheat Sheet in the Search box.



Where to Go from Here

I’m a traditionalist, so I recommend starting with Book 1, Chapter 1. This is where you find out about the new things that await you in Windows Server 2019. From there, it’s entirely up to you! You can read the book in order, or skip around, letting your curiosity be your guide.

One last note: I highly recommend that you create a test environment as you go through this book and experiment with different components of the Windows Server operating system. I try to call attention to potentially destructive procedures, but it’s your responsibility to ensure that you’re practicing in a safe environment, ideally not your production environment.
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Chapter 1

An Overview of Windows Server 2019


IN THIS CHAPTER

[image: Bullet] Getting an overview of the features new to Windows Server 2019

[image: Bullet] Making sense of the Windows Server 2019 editions

[image: Bullet] Looking at the different Windows Server 2019 user experiences

[image: Bullet] Recognizing the benefits of Server Manager

[image: Bullet] Working with the Windows Admin Center



Windows Server 2019 is the latest version of Microsoft’s flagship server operating system. This chapter has something for everyone. If you’re already familiar with Windows Server, I discuss the new features that Windows Server 2019 brings to the table. If you haven’t worked with Microsoft Server operating systems much before, you’ll appreciate the information on the editions and user experiences that you can use, depending on your needs.



Extra! Extra! Read All About It! Seeing What’s New in Windows Server 2019

With each new version of Windows Server, Microsoft introduces new and innovative technologies to improve administration or add needed functionality. Here are some of the new features in Windows Server 2019: 


	App Compatibility Feature on Demand (FoD) for Server Core: The App Compatibility FoD package includes a set of binaries that improve compatibility for applications that require some of the graphical tools that haven’t historically been available with Server Core. To use these capabilities, you need to install the FoD package from Microsoft; it’s available as an optional package download from the Microsoft Evaluation Downloads page (www.microsoft.com/en-us/evalcenter/evaluate-windows-server-2019) in the form of an ISO image file. Just search for Windows Server Core Features on Demand, and ensure that you download the same version of FoD as the version of Server Core that you’re going to install or you’ve already installed. All you need to do is copy the ISO image file to the local storage on the server or to a shared storage location. Then you can use PowerShell to mount the ISO with the Mount-DiskImage command. This will give you the ability to use Internet Explorer 11, Event Viewer, Performance Monitor, Resource Monitor, Device Manager, Microsoft Management Console (MMC), File Explorer, Windows PowerShell ISE, and Failover Cluster Manager, and it will add support for SQL Server Management Studio.

	Improvements to clustering: Several improvements have been made in regards to clustering in Windows Server 2019: 
	Cluster Sets is a new technology that allow you to group multiple clusters. These clusters may just be compute or storage, or they may be hyperconverged (both storage and compute) clusters. This allows the movement of virtual machines (VMs) across different clusters, which, in turn, allows you to do maintenance tasks with little to no impact to the uptime of the VMs. To use the Cluster Sets feature, you create a VM and point it to a unified namespace (a name that is shared and provides access across multiple storage systems) for the cluster set. From there, the VM will be assigned to a cluster, and the cluster will assign it to a specific node.

	
File Share Witness is a file share that can be used to reach quorum in a clustering scenario. It received two enhancements in Windows Server 2019. The first enhancement enables the Failover Cluster Manager to block the creation of a file share witness if Distributed File System (DFS) is being used. An error message will also be displayed letting you know that this is not supported because it can cause stability issues in your cluster if your file share witness is put on a DFS share.

The second enhancement to File Share Witness enables you to use a file share witness in scenarios that were not previously supported — for example, when you have poor Internet connections to remote locations, when you don't have shared drives, when you don’t have a domain controller connection (for instance in a demilitarized zone [DMZ]), or in a workgroup or cross-domain cluster where there is no Active Directory–based cluster name.

[image: Technical stuff] The DMZ is the area where you’ll typically locate public-facing systems like web servers. It’s essentially a lower-trust network being exposed to an untrusted network, like the Internet.


	Moving clusters between domains no longer results in the cluster being destroyed. Two new PowerShell cmdlets were created that allow you to move a cluster from one domain to another domain.

	Failover Clustering will no longer use NT LAN Manager (NTLM) for authentication. Instead, you’ll use Kerberos and certificates to manage authentication on your failover clusters.




	
Improvements to containers: You may be aware that containers were added in Windows Server 2016. The underlying technology used on Windows Server for containers is Docker. (To learn more about containers and Docker, turn to Book 8.)

New container capabilities have been added in Windows Server 2019: 


	You can use group managed service accounts (gMSA) to access network resources. The container’s host name doesn’t need to be the same as the gMSA. You can use the gMSA on both Windows and Hyper-V isolated containers.

	Applications that have specific communications needs such as support for Serial Peripheral Interface (SPI), Inter-Integrated Circuit (I2C), general-purpose input/output (GPIO), and universal asynchronous receiver-transmitter/communication (UART/COM) port can now be containerized. Host Device Access allows you to assign a simple bus to Windows Server containers. This is especially useful for Internet of Things (IoT) devices like sensors and other peripheral devices.

	A third container image has been created that resolves application programming interface (API) dependencies that were not available in Server Core.

	You can now deploy Kubernetes on Windows Server 2019. The master node still needs to be on Linux, but you can configure worker nodes to run on Windows Server. If you’re in a Windows-centric shop and you’re trying to automate processes, or you’re just looking for a container orchestration solution, Kubernetes is a great one to go with. You can find lots of great resources on Kubernetes if it’s something you’re interested in. Because it’s such a large topic, I don’t cover it in this book.




	Congestion control: Windows Server 2019 includes Low Extra Delay Background Transport (LEDBAT), a network congestion control provider. As the name suggests, LEDBAT can find available network bandwidth for running updates and other network-intensive jobs. When the network is not in use, it can consume all the bandwidth. When the network is in use, it gives up bandwidth for your users and applications so that they don’t experience network delays.

	Security enhancements: There are three enhancements made to security in Windows Server 2019, expanding on work done in Windows Server 2016 when Windows Defender was officially introduced to the server operating system. These enhancements are as follows: 
	Windows Defender Advanced Threat Protection (ATP): Provides visibility to attack activities that target memory and kernel-level areas, as well as the ability to respond to compromised systems. It also aids in forensics investigations and can be used to collect data about the system remotely.

	Windows Defender ATP Exploit Guard: ATP Exploit Guard has similar capabilities to Host Intrusion Prevention Systems (HIPS). It’s designed to protect systems from multiple methods of attack, as well as block suspicious behavior that is often seen in compromises involving malware. The exploit protection capability replaces the older Enhanced Mitigation Experience Toolkit (EMET) that was previously offered by Microsoft.

	Windows Defender Application Control: This feature was actually released in Windows Server 2016, but customer feedback provided to Microsoft conveyed that it was difficult to deploy. The version that ships with Windows Server 2019 comes with default policies built in to address some of the hardships that organizations faced. Microsoft applications are allowed to run by default, and executables that are known to be able to bypass code integrity checks are blocked.




	Software-defined networking (SDN) enhancements: There were several improvements within the area of SDN: 
	One of the great improvements in security was made by introducing the Encrypted Networks feature, which provides end-to-end encryption and is configured on a per-subnet basis.

	High-performance gateways allow for the network throughput to be increased up to six times. This is really great for hybrid scenarios where some systems are on-premises and others are in Azure.

	Access control lists were introduced for the SDN fabric and can be applied automatically. This can improve the security of your SDN.

	Your Hyper-V hosts can now generate firewall logs in the appropriate format for Azure Network Watcher.

	IPv6 support was added, including all the security features available with the traditional IPv4 SDN.

	Virtual network peering was introduced, to give you a method to allow separate virtual networks to communicate.




	Shielded VMs: The concept of the shielded VM was introduced in Windows Server 2016. If you want to learn more about shielded VMs, turn to Book 7. Some cool new features available with Windows Server 2019 include the following: 
	The ability to run shielded VMs on systems that have intermittent connectivity to the Host Guardian Service (HGS)

	The ability to enable VMConnect enhanced session mode and PowerShell Direct to aid in troubleshooting efforts

	Support for shielded VMs running Linux operating systems




	
Improvements in storage: Storage Spaces Direct (S2D) was introduced in Windows Server 2016 Datacenter edition. This was a great step in the direction of hyperconverged architectures. It allows for locally attached storage to be leveraged to create highly available and easily scalable software-defined storage. If you want to learn more about this feature and other storage-related topics, check out Book 2, Chapter 2.

Some of the new features added in Windows Server 2019 include the following: 


	New PowerShell cmdlets: These cmdlets simplify volume management and the retrieval of performance history when using Storage Spaces Direct.

	Storage Migration Service: Storage Migration Service allows you to inventory existing servers for their data, security, and network settings, and then migrates those settings to a new modern server using Server Message Block (SMB). This is a huge win for you if you have some old file servers hanging around still because it simplifies the migration to a newer and more supported operating system. The new system takes over the identity of the old server — your users won’t even know anything happened!

	
Improvements to Storage Replica: Storage Replica was initially released in Windows Server 2016 Datacenter edition and allows for synchronous and asynchronous block replication between servers and/or clusters. With Windows Server 2019, Storage Replica has been made available in the Standard edition as well as the Datacenter edition.

[image: Warning] The Standard edition version of Storage Replica does have a few limitations that don’t exist in the Datacenter version. You’ll need to see if these limitations will impact your use case; if they will, be sure to install the Datacenter edition.





	System Insights: System Insights is a new feature in Windows Server 2019. It utilizes machine learning to analyze performance data and other metrics on each server. This feature can be especially beneficial if you need to do capacity forecasting for compute, storage, and networking needs. System Insights can be managed through PowerShell or through the newer version of Windows Admin Center.

	Windows Admin Center: Windows Admin Center can be used to centrally manage your servers, from viewing performance statistics, reviewing logs, and performing configuration tasks to setting up recovery for your local server to Azure by utilizing Azure Site Recovery. Windows Admin Center can now connect to Server 2008 R2, though with limited functionality. Server 2012, 2012R2, 2016, Windows 10, and of course Windows Server 2019 are fully supported. The tool is browser-based and is designed to complement existing tools, but not necessarily replace them.





Deciding Which Windows Server 2019 Edition Is Right for You

Windows Server 2019 comes in three editions: Essentials, Standard, and Datacenter. In the following sections, I walk you through each edition so you can determine which one is right for you.


Essentials

Windows Server 2019 Essentials is tailored for small businesses of 25 users or less. It operates from a single license that is good for up to 25 users and 50 devices. Although Essentials has been extremely popular with small businesses because of its lower cost, there are rumors on the Microsoft blogs that the 2019 version of Essentials may be the last. This is due in part to the low cost of cloud services, which make for a very viable alternative for small businesses that don’t want the additional cost of having to support physical hardware.

Note: You won’t see Essentials called out in this book specifically. However, many of the topics I cover in this book can be applied to Essentials.



Standard

The Standard edition is ideal for environments with little to no virtualization or when used as a guest operating system. Features in the Standard edition include the following: 


	Up to two Hyper-V containers and unlimited Windows containers

	HGS and Nano Server support

	Storage Replica (with some limitations)





Datacenter

The Datacenter edition has the same features as Standard and some additional features: 


	Unlimited Hyper-V containers in addition to the unlimited Windows containers

	Storage Replica (full version) and Storage Spaces Direct

	Shielded VM support






Walking the Walk: Windows Server 2019 User Experiences

Windows Server 2019 has two user experiences to choose from. What you use will depend on the workload you’re wanting to support, as well as organizational requirements. In this section, I explain the Desktop Experience and the Server Core experience, as well as some pros and cons of each.


Desktop Experience

Desktop Experience is what you would consider to be the standard graphical user interface (GUI) that you may have used in previous versions of the Windows Server operating systems. It allows you to interact with the system with buttons and menus rather than through the command line. Server with Desktop Experience can be managed through Group Policy if attached to an Active Directory domain, and workgroup (non-domain) servers can be managed via local Group Policy.

[image: Tip] Desktop Experience tends to be the easier form of server installation and administration for beginning system administrators, but I highly recommend that you don’t rely on the GUI (shown in Figure 1-1). Become a PowerShell ninja instead! PowerShell is a very versatile language and can be used on a variety of systems, including some of the newer versions of Linux.


 [image: Screen capture of the Desktop with a Start button at the bottom left and Recycle Bin at the top left.]

FIGURE 1-1: Server with Desktop Experience.







Server Core

Server Core (shown in Figure 1-2) provides a much simpler interface if you connect to the console. You’re greeted by a somewhat familiar-looking command window that prompts you for your username and password. After you’ve logged in, you get the traditional C:\ prompt. You can run the traditional command-line commands from this console. Alternatively, by typing powershell.exe, you can launch a PowerShell window. Initial configuration is done with the sconfig utility, though it could be done through a PowerShell script or PowerShell Desired State Configuration (DSC). This experience can be managed through Group Policy if attached to an Active Directory domain or through local Group Policy if they’re workstation servers.


 [image: Screen capture of the Command Prompt window depicting Server Core.]

FIGURE 1-2: Server Core.







Nano

Nano provides an even simpler interface and a much more limited console, which is referred to as the Recovery Console. It isn’t available through the regular installer on the disc; instead, you have to “build” the image from files available on the disc. Nano has a much smaller footprint, both in disk and compute needs than Desktop Experience or Server Core. Because it has a smaller overall footprint, the attack surface is also reduced. Windows Server Nano 2019 is available only as a container base operating system image, and can only be run as a container on a container host.

Note: You won’t really see Nano discussed in depth anywhere in this book because you’re far more likely to encounter the Desktop Experience or Server Core installations of Windows Server 2019.

Nano can’t be managed through Group Policy. You need to use PowerShell DSC instead if you want to manage Nano at scale. You may be asking why you would even use Nano when it’s such a limited version of the operating system. If you need to run container workloads that use .NET, Nano is an excellent candidate because it has been optimized to run .NET Core applications.




Seeing What Server Manager Has to Offer

When you first install Windows Server 2019 and you log in, the first screen that you’re greeted with is Server Manager (see Figure 1-3). This screen gives you a central area to do all the configuration tasks you need to do on your server. It presents a handy menu to manage all the roles and features installed on your server as well.


 [image: Screen capture of the Server Manager window depicting all the configuration tasks.]

FIGURE 1-3: Server Manager.





Server Manager will allow you to manage remote servers, not just the local server. The remote servers need to be added to Server Manager before they can be managed, and some firewall ports may need to be opened to allow full functionality. After remote servers are added, you can run PowerShell against them and perform basic management tasks like shutting down, connecting via Remote Desktop Protocol (RDP), and so on. You can manage up to 100 remote servers with Server Manager. This number may be lower depending on what you’re running on the manage servers. If you’re running large workloads, then you may not be able to manage as many.

[image: Remember] Server Manager can be used to manage the same operating system it’s installed on, as well as operating systems that are older than what is installed. It can’t manage the operating system on a server that is running a newer version of the operating system. For example, a server running Server Manager on Server 2012 R2 can’t manage a server running Windows Server 2016.

Figure 1-4 shows some of the options available through the Server Manager menu. You may notice that Remote Desktop Connection is grayed out. This is because I was logged on the server that is in the window.


 [image: Screen capture depicting a drop-down menu with some of the options available through the Server Manager menu.]

FIGURE 1-4: Managing servers with Server Manager.





Here’s a list of some of the more commonly used features of Server Manager: 


	Managing local and remote servers

	Managing roles and features on servers (To install or remove roles and features, the target system must be running at least Server 2012)

	Starting management tools like Windows PowerShell and MMC snap-ins

	Reviewing events, performance data, and results from the Best Practices Analyzer





Windows Admin Center: Your New Best Friend

Windows Admin Center is a newer server management tool from Microsoft. Microsoft has been investing heavily in Windows Admin Center, and it shows. You can use it to manage your on-premises systems, as well as your systems in Azure. Windows Admin Center is accessible through your browser and allows you to perform nearly all your administrative tasks through the same interface. Best of all, it’s free! You just need to pay for the license of the operating system it’s running on.

Admin Center has been optimized to administer Windows Server 2019, although it can manage older server operating systems as well. Server 2012 and newer versions feature full support for all functionality, while some limited functionality is provided for Windows Server 2008 R2.

By default, Windows Admin Center uses TCP port 6516, so you need to allow this through your server firewalls depending on how your network is architected. To access the Windows Admin Center Dashboard, you need the hostname of the system that Admin Center is installed on. In Figure 1-5, notice that the address is localhost:6516. That’s because I’ve installed it on a Windows 10 client in Desktop mode. Desktop mode is typically used by a single system administrator, as opposed to Gateway mode, which is available for a larger number of staff.


 [image: Screen capture depicting Internet Explorer browser at localhost:6516 page with all connected devices on the All Connections page.]

FIGURE 1-5: You can see all your connected devices on the All Connections page.





The first screen (refer to Figure 1-5) shows your connected devices.

If you click one of the devices in the list, you get a management view specific to that device. For Figure 1-6, I clicked on server2019-dc. You see an overview of the system as well as some management options. On the left side of the screen, there are many more options you can work from.


 [image: Screen capture depicting Internet Explorer browser with server2019-dc and an overview of the system as well as some management options.]

FIGURE 1-6: The Overview page shows, well, an overview of the device you clicked.





Installation of Windows Admin Center is simple. You download the Microsoft Installer (MSI) package from the Microsoft Windows Admin Center website (www.microsoft.com/en-us/cloud-platform/windows-admin-center). Before you install it you need to decide if you’re simply going to install it on your desktop client or if you want to install it on a server. My recommendation would be to use your desktop if you’re just trying it out or if you manage only a few servers. If you’re going to use Windows Admin Center in all its glory, install it on a server so that all your administrators can get to it. They’ll thank you!

You can install Windows Admin Center on Windows 10 (it needs to have the Fall Anniversary Update 1709) or Windows Server 2016 or newer. To manage older servers — including 2008 R2, 2012, and 2012 R2 — you need to install Windows Management Framework 5.1 on each of those servers.

When you install Windows Admin Center on Windows 10, it’s installed in Desktop mode, which means that you access it using https://localhost:6516. When Windows Admin Center is installed on a server, it installs in gateway mode which can be accessed with the server name in the URL (for example, https://servername).

[image: Technical stuff] You can’t install Windows Admin Center onto a domain controller. This would be a bad idea anyway! Because Windows Admin Center exposes its services via a web page, it provides a point of attack that would not normally be there.

Some of the coolest features of Windows Admin Center include the following: 


	Centralized server management

	Integration with Azure so you can manage on-premises and cloud resources from the same console

	Cluster management tools built into Windows Admin Center

	Showscript, which allows you to see the PowerShell scripts that are being run to do your administrative work



[image: Remember] The only browsers currently supported are Microsoft Edge and Google Chrome. Firefox hasn’t been tested, but most of the functionality should work as expected.





Chapter 2

Using Boot Diagnostics


IN THIS CHAPTER

[image: Bullet] Figuring out what’s going wrong with boot diagnostics

[image: Bullet] Using a special boot mode to bypass server issues

[image: Bullet] Performing a memory test on your server

[image: Bullet] Using the Command Prompt to troubleshoot

[image: Bullet] Troubleshooting with third-party boot utilities



As a system administrator, you’ll get the inevitable call one day about a server that just won’t start. Maybe the server is in a continuous boot loop. Maybe the server just hangs. Your mission, should you choose to accept it, is to figure out why the system is having issues starting and then fix the issue.

This chapter discusses basic tools and techniques to troubleshoot issues that are causing your system to not be able to boot properly.



Accessing Boot Diagnostics

The first step to figuring out what’s going wrong with your system is to access the boot diagnostic utilities that ship with Windows Server operating systems.


From the DVD

If the server that is having boot issues is a physical server, you can use a DVD or a USB flash drive to access the boot diagnostics menu. It’s very rare to have physical media on hand anymore, so, chances are, you’ll need to download the ISO file for Windows Server 2019 from the Microsoft website and burn the image to the DVD or USB flash drive.

[image: Technical stuff] An ISO file is a duplicate of what’s on a physical disc.

After you have the disc ready to go, you need to insert the disc or the USB flash drive into the server and boot from it. You may need to change the boot order on the server so that the boot order will start with the DVD drive or the USB flash drive before the hard drive. You can make this change by accessing the Basic Input/Output System (BIOS). On server systems, this option is available when the system is booting. The key you need to press to access the BIOS will depend on the firmware manufacturer that created the BIOS/UEFI. Some systems simply offer you a boot menu when you press F12, which will allow you to select the DVD drive or USB flash drive for a one-time boot.

When you’ve figured out how to boot from the DVD or USB flash drive, follow these steps: 


	Boot from the DVD or USB flash drive.

	
When you see the message Press any key to boot from CD or DVD, press any key.

The installation wizard for Windows Server 2019 runs.


	
On the first screen, click Next.

This screen is just asking for language, time and currency format, and keyboard or input method. You can safely accept the defaults.


	On the next screen, you see the big Install now button. Don't click that! Instead, look in the lower-left corner for the Repair Your Computer link (see Figure 2-1), and click that.

	
On the next screen, click Troubleshoot.

This gives you your available options (see Figure 2-2): 


	System Image Recovery: Allows you to restore your system from an image created by a backup utility. You’ll be asked to choose a target operating system to restore, and then you’ll be shown available backups you can use.

	Command Prompt: Allows you to do advanced troubleshooting and is especially helpful if you need to repair boot files. You can use the diskpart utility to work with the drive, and the bootrec command to either rebuild or repair the boot files.

	UEFI Firmware Settings: In newer systems, Unified Extensible Firmware Interface (UEFI) has replaced the older BIOS firmware due to the latter’s technical limitations and slowness; UEFI is now the preferred firmware to use. In fact, Intel announced that it was planning on dropping support for legacy BIOS firmware in 2020. The UEFI firmware will give you options that vary depending on the system in question, but they include things like enabling or disabling Trusted Platform Module (TPM), using Secure Boot Control, working with Secure Boot Keys, and more.







 [image: Screen capture depicting Server 2019 screen with the Repair Your Computer link at the lower-left corner.]

FIGURE 2-1: Look for the Repair Your Computer link in the lower-left corner.






 [image: Screen capture depicting  Advanced Options screen with Command Prompt option selected.]

FIGURE 2-2: The Advanced Options screen.







From the boot menu

In previous versions of the Windows Server operating system, getting to the boot menu meant pressing F8 repeatedly after the system had passed its Power-On Self-Test (POST). As operating systems began to boot more quickly, however, it became more and more difficult to press F8 in time to get to the boot menu. Today, you have a few more options that will get you to the Advanced Boot Options menu: 


	If the Windows Server operating system fails several times, it will automatically launch the Advanced Boot Options screen. This is helpful if it never gets to Windows. I don’t recommend forcing the operating system to fail several times, however, because you could corrupt the operating system.

	Assuming the system occasionally gets to Windows Server, you can hold down the Shift key while you restart. This gives you the Windows Boot Manager (shown in Figure 2-3). From the Windows Boot Manager, press F8. This will get you to the Advanced Boot Options menu. If you click Repair Your Computer, you get to the smaller menu shown in Figure 2-2.




 [image: Screen capture depicting  Windows Boot Manager with the instruction "To specify an advanced option for this choice, press F8."]

FIGURE 2-3: Windows Boot Manager.








Using a Special Boot Mode

After you’ve entered the Advanced Boot Options menu, you have quite a few tools that you can choose from to help troubleshoot the system. In the following sections, I walk you through each of the options in the Advanced Boot Options menu (shown in Figure 2-4).


 [image: Screen capture depicting  Advanced Boot Options menu with Repair your computer and Safe Mode options.]

FIGURE 2-4: The Advanced Boot Options menu.






Safe Mode

Safe Mode is almost always my go-to when there are boot issues with a system. Whenever new hardware or software has been installed, or if I suspect that a system may be having issues because of a malware infection, I turn to Safe Mode.

You may be asking, “What is Safe Mode, and why is it such a big deal?” Safe Mode starts Windows with the bare-minimum services and drivers it needs in order to run. Safe Mode is crucial for troubleshooting issues where a bad driver is causing a boot loop. By going into Safe Mode, you can troubleshoot what’s wrong with the driver, and uninstall or replace it. Safe Mode is also extremely useful with potential malware infections because the malware may have dependencies it needs to run that are not loaded, which allows you to run malware removal tools and destroy the last bits and pieces of the malicious code from the operating system.

The type of Safe Mode I use depends on what I’m needing to accomplish. For instance, if I’m just troubleshooting an issue that I suspect may be related to drivers, most of the time I use regular old Safe Mode. In the following sections, I walk you through the different forms of Safe Mode and why you may want to use each of them.


Safe Mode

This is just regular old Safe Mode. It loads only the basic services and drivers needed for Windows to function and for you to interact with it. Nothing more, nothing less.

In most cases, this regular form of Safe Mode is all you need to troubleshoot and resolve the issue at hand. It has a graphical interface like you’re used to seeing in Windows Server, but it has no access to the Internet or other network resources. In essence, it’s a stand-alone machine.



Safe Mode with Networking

Safe Mode with Networking is similar to regular Safe Mode, except the system will also load the drivers needed for the network interface card (NIC) to function properly. This is useful if you need to download software from the Internet (for example, drivers or diagnostic software) or over a network share.

Safe Mode with Networking is most useful when you’re trying to resolve a software or driver issue. It allows you to download replacement software or replacement drivers while still in Safe Mode. Then you can replace the misbehaving driver or incompatible software with a known good version and then boot successfully.



Safe Mode with Command Prompt

In Safe Mode with Command Prompt, you bypass the Explorer desktop environment. This can be especially useful if the desktop is not displaying properly for whatever reason.

If you like Server Core, you’ll like this version of Safe Mode. If you aren’t as comfortable with the command window as you would like to be, having a cheat sheet available may help you.

I recommend Safe Mode with Command Prompt when the issue that needs to be fixed has something to do with graphics. The problem may be due to a driver, graphics rendering, or removing a malware infection that relied on graphical components like wallpapers and screensavers.




Enable Boot Logging

If you need to see which drivers were installed as the system started up, you should choose Enable Boot Logging. This will create a file called ntbtlog.txt, which lists all the drivers that were installed when the operating system started. The file is stored in your Windows system directory; typically, this will be C:\WINDOWS. Incidentally, this is the same list you see flash by on the screen when you boot into Safe Mode.



Enable Low-Resolution Video

This setting is very useful if you're having display issues, most commonly after changing display settings to something your monitor doesn’t support. It uses the currently installed video driver but starts with lower resolution (typically 640 x 480) and refresh settings.



Last Known Good Configuration

Last Known Good Configuration is helpful in fixing issues with booting that occur because the Windows Registry has been damaged. Most commonly, this occurs due to user misconfiguration or from updates or patches. When you choose Last Known Good Configuration, the Registry is reverted so that it matches the settings it had the last time the system booted successfully.

[image: Warning] Any time you use something that modifies the Registry in any way, be extra cautious. There’s no way to undo using Last Known Good Configuration. If it doesn’t fix the issue, or it makes matters worse, you’ll need to restore from a backup.



Directory Services Restore Mode

This option only appears on a server that is a domain controller (and, therefore, it isn’t shown in Figure 2-4). Directory Services Restore Mode (DSRM) is a special form of Safe Mode made for domain controllers that allows you to repair or recover an Active Directory database.

[image: Tip] To use this utility you need to know the DSRM password that was set when the domain controller was initially created. If you don’t know the password, you can use the ntdsutil tool change the password. You need to have access to the Command Prompt on the system in question to run it.

If all of this is Greek to you, don’t worry! I cover Active Directory in depth in Book 2, Chapter 5. For now, think of Active Directory like a special database that stores information on users, computers, sites, and other objects in your network. This database can be crucial to your organization, so knowing how to restore it if it becomes damaged is a very useful skill.



Debugging Mode

If you’re a hard-core system administrator and you want to get your feet wet using a kernel debugger, this option is for you!

The kernel is a program that is one of the first to run when your server boots (the kernel loads right after the bootloader); it has total control over everything on your system.

Debugging Mode turns on kernel debugging, which allows you to work with the kernel debugger to examine states and processes that are running at the kernel level. This can be very useful for troubleshooting issues with device drivers that cause the infamous blue screen of death (BSOD) and issues with the central processing unit (CPU). You can look at the kernel memory dump on the system that is having the issue, or you can view the kernel memory dump remotely on another system via a serial connection. The information from the Debugging Mode is typically made available over the COM1 port (assuming you have a serial port and it’s assigned to COM1).



Disable Automatic Restart on System Failure

Eventually, every system administrator has a system that will continuously try to start, fail, reboot, and then try to start, fail, reboot, and so on. This situation is known as a boot loop. If you’re experiencing a boot loop on one of your systems, you can get the system to stop automatically restarting by choosing Disable Automatic Restart on System Failure from the Advanced Boot Options menu.

Disabling automatic restart can be very helpful if the system is getting the blue screen of death and you need to get the information being displayed. When the system halts on its next blue screen, you’ll have all the time you need to copy down the information.



Disable Driver Signature Enforcement

By choosing the Disable Driver Signature Enforcement option, you’re basically telling the system that it’s okay to load drivers that aren’t digitally signed. Microsoft requires drivers to be digitally signed by default, and will prevent unsigned drivers from running. Microsoft does this because, when a driver is digitally signed, it is seen as being authentic since you can verify from the digital signature that it came from the vendor it claims to be from. Digital signatures also guarantee that the driver has not been altered in any way since it was released from the vendor.

You may be asking, “What is a digital signature?” Digital signatures use a code-signing certificate to encrypt the hash of a file. (Hashes are unique thumbprints — any change to the file will change the hash.). That encrypted hash is then bundled with the certificate and the executable for the driver. When the end user installs the driver, the hash of the file is decrypted with the public key in the certificate. The file gets hashed again on the end user’s system, and the new hash is compared to the decrypted hash. If they match, the driver has not been tampered with.

[image: Warning] If you choose to disable driver signature enforcement, you’ll be able to load unsigned drivers. Choose this option at your own risk: You could end up installing malware that presents itself as an unsigned driver.



Disable Early Launch Anti-Malware Driver

Malware that installs after Windows has booted will most likely be seen by the antivirus software that is installed on the system. But the problem is, virus writers began writing malware called rootkits. These rootkits can be very difficult to get rid of because they install and execute before the operating system has booted. Many of the more sophisticated rootkits began installing drivers that start really early in the boot process of the system. This can make them extremely difficult to find and remove.

Microsoft does its best to evolve and respond to threats and prevent them whenever possible. In this case, it came up with the early launch anti-malware (ELAM) driver. Certified antivirus vendors whose products support early launch can get their products’ drivers to launch before the Windows boot drivers, which allows them to scan for malicious processes on boot. Pretty cool, right?

But what happens if a legitimate boot driver for Windows gets flagged as malicious? Your server will not boot. So, Microsoft gives you the ability to turn off this feature, by choosing Disable Early Launch Anti-Malware Driver, to allow the boot driver to launch like normal.

[image: Warning] This feature is a great one to have on, so I would only disable it if you absolutely have to, and then only until the issue is resolved.




Performing a Memory Test

What happens if your server is crashing unexpectedly or throwing blue screens when you least expect it? That can be a difficult question to answer. These symptoms could occur because of corrupted software or because of hardware failure. Memory is a great place to start with your troubleshooting efforts, and Windows Server 2019 includes a built-in memory diagnostic utility, called the Windows Memory Diagnostics Tool.

You can run the Windows Memory Diagnostics Tool by pressing the Windows Key + R, typing mdsched.exe, and clicking OK. If you do nothing, the Windows Memory Diagnostics Tool will run in Standard mode. You can interrupt it at any time by pressing F1 to enter the Options screen and change the settings. Your options are as follows (see Figure 2-5): 


	
Test Mix: The test mix is the set of tests you want the tool to run: 


	Basic: Runs three tests on your memory and is the fastest option.

	Standard: Runs the same tests on your memory as Basic, and adds five additional tests. It takes longer to complete than Basic.

	Extended: Runs the same tests as Standard and adds nine additional tests. This test is the most detailed and takes the longest to complete.



[image: Tip] If you don’t know what each of these tests is looking for, I would say that Standard is a good starting point for your tests. Extended will take longer, so if you don’t need the extra tests, you may not get any worthwhile information from running them. That said, it won’t hurt your server to run either of the three tests.


	Cache: Cache sets the cache setting (cache is used to improve the speed of memory access for things that are frequently accessed by the CPU) for each test you’re going to run. The cache should be disabled if you’re running tests that require direct access to the memory. Your options are as follows: 
	Default: In most cases, Default is the appropriate setting. It selects the correct cache setting for the test that is being run.

	On: Forces the cache on for the tests.

	Off: Forces the cache off for the tests.




	Pass Count (0–15): Pass count controls how many times the whole test mix you selected will run. If it’s set to 5, then the selected test mix will run through its tests five times. The default for this setting is to make two passes.




 [image: Screen capture depicting  Windows Memory Diagnostics Tool options with Test Mix, Description, Cache, and Pass Count (0–15).]

FIGURE 2-5: Windows Memory Diagnostics Tool options.





After you’ve made your selections, press F10 to apply the settings, and the scan will restart.



Using the Command Prompt

When all else fails, the Command Prompt is always there. I’ve had to troubleshoot many issues over the years where I was saved because the Command Prompt was available. Corrupted system files? Open the Command Prompt and run sfc /scannow. Damaged hard drive perhaps? Open the Command Prompt and type chkdsk /f /r.

In Table 2-1, I list some of the most helpful tools that I’ve used over the years. The majority of these commands need the command window to be running with administrator credentials. To run the Command Prompt as administrator, choose Start  ⇒  Windows System, right-click Command Prompt, click More, and then select Run as Administrator, or if you can bring up Task Manager, you can choose File ⇒  Run New Task and type cmd.exe.



TABLE 2-1 Troubleshooting with the Command Prompt




	
Name

	
Command

	
Description






	
System File Checker

	
sfc /scannow

	
This utility checks system files to see if they match what's expected by comparing the signature of the system file on the server with the signature of a cached copy of the same file. The cached files are stored in a compressed folder located at C:\Windows\System32\dllcache. If a corrupt system file is found, it’s replaced.




	
Check Disk

	
chkdsk /f /r

	
This utility repairs file system errors and marks bad sectors so that the operating system doesn't use them anymore. The /f will tell the utility to fix any issues it finds, and the /r will locate the bad areas (sectors) on the disk. This can take a while. Kick it off, and grab a cup of coffee.




	
Driverquery

	
driverquery

	
This utility queries the system for all the hardware drivers that are installed on Windows. This can be very helpful if you're running into issues with systems that have similar hardware and you want to know if they have a driver in common.




	
BCDEdit

	
bcdedit

	
This utility is covered in depth in Book 1, Chapter 4. For now, just know that it allows you to edit the boot configuration on your Windows server.









Working with Third-Party Boot Utilities

This chapter wouldn’t be complete without a brief look at third-party utilities that are designed to help diagnose and resolve boot issues, or to at least assist with recovery. Table 2-2 lists a few of my favorites, along with their cost and a brief description.



TABLE 2-2 Third-Party Boot Utilities




	
Name

	
Cost

	
Description






	
Ultimate Boot CD

	
Free

	
This is one of my all-time favorite utilities. It includes multiple diagnostic and recovery tools. To use it, you boot to the disc. It’s that easy! Go to www.ultimatebootcd.com for more information.




	
Trinity Rescue Kit

	
Free

	
Trinity Rescue Kit is full of great features, this is also a very useful utility. Go to http://trinityhome.org/Home/index.php?content=TRINITY_RESCUE_KIT____CPR_FOR_YOUR_COMPUTER&front_id=12&lang=en&locale=en for more information.











Chapter 3

Performing the Basic Installation


IN THIS CHAPTER

[image: Bullet] Installing the prerequisites to support a successful installation

[image: Bullet] Doing a clean install of Windows Server 2019

[image: Bullet] Upgrading from a previous version of Windows Server

[image: Bullet] Performing a network install with Windows Deployment Services (WDS)



You’ve made the decision: You want to install Windows Server 2019. Great! You may be wondering what’s next. One of the most important things you can do to ensure a successful installation is make sure that you’re meeting all the prerequisites for Windows Server 2019. By ensuring that you have the appropriate hardware to meet the needs of the operating system, you can definitely save yourself some headaches later.

When you’ve got everything necessary to install Windows Server 2019, you’re ready to go. In this chapter, I walk you through how to perform a clean install as well as an upgrade install. I also explain how to do a network install with Windows Deployment Services.

[image: Tip] You should know that you can’t change between Server Core and Server with Desktop Experience anymore. This capability was removed in Windows Server 2016, in order to support the newer Windows 10 desktop experience on the server, rather than the older legacy desktop experience you had with Windows Server 2012 R2. If you install Server Core, and then change your mind and decide you actually want Server with Desktop Experience, you need to reinstall it.



Making Sure You Have What It Takes

Microsoft publishes the prerequisites for each of its operating systems. Some of the hardware requirements are independent of which edition of Windows Server you’re planning to install; other hardware requirements vary based on whether you’re installing Server with Desktop Experience or Server Core.

Windows Server 2019 is available only as a 64-bit operating system; there is no 32-bit version available. When you run the installer, you’re presented with options for the Standard edition or Datacenter edition. At the same time, you choose whether you want to install Server Core or Server with Desktop Experience.

[image: Warning] Where I discuss minimum requirements in this section, it’s important to understand that these are the bare minimums to successfully install Windows Server 2019. You should not expect your server to perform well if you give it the specs listed here. For any real workload, your server should have faster processors, more processor cores, and more memory.



VERSION AND EDITION REQUIREMENTS
 
For the most part, there is aren’t many differences between the minimum requirements of Server Core and those of Server with Desktop Experience. The one very important exception to that is the amount of random access memory (RAM). The minimum requirement to install Server Core is 512MB of RAM; Server with Desktop Experience needs a minimum of 2GB of RAM.

If you’re installing Windows Server 2019 Standard, you should base the hardware specifications on the requirements of the workload you’re intending to run. If you choose to run Windows Server 2019 Datacenter, you may want to look at installing better hardware. A great example of a use case for the Datacenter edition is as a Hyper-V host. The Datacenter edition doesn’t limit you in terms of how many virtual machines (VMs) you can run. Your hardware will really be the limiting factor. In this use case, you would want multiple cores and a lot of memory.



So, what are the absolute bare minimums that you have to meet in order to install Windows Server 2019? Read on.


Central processing unit

The central processing unit (CPU) is the brains of the outfit. It processes instructions made by the program and/or applications. The CPU requirements for Windows Server 2019 are pretty easily met by most modern processors: 


	1.4 GHz 64-bit processor: Considering that the operating system is an x64 system, it makes sense that the processor must also be an x64 processor. Even a cheap server with a lower-end processor should be able to meet the 1.4 GHz requirement with flying colors.

	
Supports No Execute (NX): When the NX bit is enabled on certain areas of the memory, the processor will not execute anything in that memory space, which can provide protection against malware. Areas protected by the NX bit usually contain things like processor instructions or data storage.

[image: Technical stuff] Intel may refer to this technology as XD (short for Execute Disable), while AMD processors refer to it as Enhanced Virus Protection (EVP).


	Supports Data Execution Prevention (DEP): DEP provides additional protection against malware that may target memory locations.

	Supports CMPXCHG16b, LAHF/SAHF, and PrefetchW: These settings are specific to the processor, and there are multiple whitepapers published on the specifics. CMPXCHG16b is an instruction set supported by most modern x86_64 processors. Load AH from Flags (LAHF)/Store AH into Flags (SAHF) is needed to support virtualization. PrefetchW provides improvements to performance when using AMD processors. You don’t need to memorize these things — just know that these processor features can speed up execution of tasks and add some additional security features as well.

	Supports Second Level Address Translation (Extended Page Table [EPT] or Nested Page Table [NPT]): This feature is especially important if you’re planning on running Hyper-V. It improves the performance of the VMs on the system and takes some of the pressure off the hypervisor, which can, in turn, improve hypervisor performance.



[image: Tip] You may be curious how you can tell if your CPU supports these requirements. Microsoft offers a tool that is part of the Sysinternals suite named Coreinfo; this tool tells you what your processor is capable of supporting. You can download Coreinfo for free from the Microsoft website (https://docs.microsoft.com/en-us/sysinternals/downloads/coreinfo). The file you download is a compressed zip file, so you need to extract it first. Then launch a command prompt to run the utility. To run Coreinfo, simply type coreinfo into the command window and you get a report of all available and unavailable features. Available features are marked with an asterisk (*), and unavailable features are marked with a hyphen (-), as shown in Figure 3-1.


 [image: Screen capture depicting the command prompt window for Coreinfo utility features on a Windows system.]

FIGURE 3-1: Running the Coreinfo utility on a Windows system.







Random access memory

Random access memory (RAM) is used by the server to store things that you need to access right now and things that you may need to access in the near future. RAM is much faster than persistent storage, so a server that has lots of RAM will perform far better than a system with very little RAM. As I mention in the “Version and edition requirements” sidebar, earlier in this chapter, Server Core requires a minimum of 512MB of RAM, while Server with Desktop Experience requires a minimum of 2GB of RAM. The RAM must also be Error Correcting Code (ECC)–type memory. ECC-type memory is able to correct single-bit errors (for example, if electrical interference flips a bit in error, using the parity bit can ensure that the data in memory is corrected).



Storage

There’s no fancy formula or calculation here. If you want to install Windows Server 2019, you need a minimum of 32GB of hard drive space. Remember that this is the absolute bare minimum to install the operating system. If all you have is 32GB, you won’t have room to install anything else. If you’re limited on storage space, according to Microsoft, Windows Server Core is approximately 4GB smaller than Windows Server with Desktop Experience.



Network adapter

A server does you no good if you can’t access it. The network adapter, also referred to as the network interface card (NIC), gives your server a way to talk on your network. For Windows Server 2019, your network adapter will have to support at least gigabit ethernet. Your network adapters may be onboard, meaning that they’re a part of the motherboard, or they may be on a NIC, which plugs into a PCI Express slot.

Your network adapter should support the Pre-boot Execution Environment (PXE). This is what the majority of organizations use today to image systems from a central imaging server like Windows Deployment Services or System Center Configuration Manager.



DVD drive

Not all servers come with DVD drives anymore. There are so many more options for installing operating systems like booting from flash drives or booting from the network that many system administrators don’t bother with DVDs. That said, if you want to install from a DVD, you need to ensure that you have a DVD drive. The drive can be internal or external.



UEFI-based firmware

Unified Extensible Firmware Interface (UEFI) has replaced the traditional legacy Basic Input/Output System (BIOS) at this point. I highly recommend that you choose UEFI rather than BIOS. It’ll be required if you want to use some of the advanced features like secure boot.



Trusted Platform Module

The majority of motherboards come with a Trusted Platform Module (TPM) chip nowadays. If you plan on doing disk encryption with BitLocker, this is a must-have item.



Monitor

It goes without saying that you need to be able to see what’s going on with your server when you’re installing your operating system. Windows Server 2019 requires a Super Video Graphics Array (SVGA) connection with a minimum of 1024 x 768 screen resolution. You can accomplish this by attaching a physical monitor to the server or by viewing the video stream through a KVM.

[image: Technical stuff] KVMs allow you to use one keyboard, monitor (video, in the acronym), and mouse to administer multiple servers. The older KVMs required you to be physically on site to use the keyboard, monitor, and mouse. Modern KVMs allow you to administer your servers remotely through a web service, and they provide similar functionality to what you would get if you physically plugged in a keyboard, monitor, and mouse to your server.



Keyboard and mouse

You can connect a keyboard and mouse directly to the server during imaging or you can present them to the system via a KVM. Either way, you need a keyboard and a mouse of some kind to interact with the system.




Performing a Clean Install

Clean installs are my preferred way to go. By performing a clean install, you’re far less likely to run into issues caused by bad drivers, corrupted system files, or misconfigurations. In this section, I walk you through how to do a clean install of Windows Server 2019.

In this section, I assume that you’ve already booted to whatever media you’re going to use for the installation (DVD, flash drive, and so on), and you’re on the starting installation screen for Windows Server 2019. If you’ve done this, you should see a screen that looks like Figure 3-2. From this screen, follow these steps: 


	
Select the appropriate settings for your locality and click Next.

In my example, I’ve chosen the following: 


	Language to Install: English (United States)

	Time and Currency Format: English (United States)

	Keyboard or Input Method: US



After you click Next, the screen shown in Figure 3-3 appears.


	Click Install Now.

	
On the next screen, enter the product key and click Next.

If you don’t have a license key, click the I Don’t Have a Product Key link.


	
On the next screen, choose which version of the operating system you want to install and click Next.

The default selection is for Windows Server 2019 Standard (shown in Figure 3-4). If you prefer, you can select Windows Server 2019 Standard (Desktop Experience), Windows Server 2019 Datacenter, or Windows Server 2019 Datacenter (Desktop Experience).


	On the next screen, check the I Accept the License Terms box and click Next.

	
On the next screen, choose Custom.

The other option is for upgrade installations.


	
On the next screen, select the partition on which you want to install Windows and click Next.

In Figure 3-5, you can see that this is Drive 0.

Windows Server 2019 begins installation and restarts after it’s finished. That’s when the real fun begins!





 [image: Screen capture depicting first installation screen for Windows Server 2019 with Language, Keyboard, and Time options.]

FIGURE 3-2: The first installation screen for Windows Server 2019.






 [image: Screen capture depicting Windows Server 2019 Install now button.]

FIGURE 3-3: The Windows Server 2019 Install now button.






 [image: Screen capture depicting Windows Setup window with Windows Server 2019 Standard option selected.]

FIGURE 3-4: Choosing your desired edition and experience of Windows Server 2019.






 [image: Screen capture depicting Windows Setup window with Drive 0 selected.]

FIGURE 3-5: Choose where to install Windows.







Upgrading Windows

When considering an upgrade install, you need to ensure that the version of the operating system you’re starting with is able to be upgraded to Windows Server 2019. Table 3-1 tells you which operating systems you can upgrade from, and which edition of Windows Server 2019 you can upgrade to. You also need to check with your application vendors to ensure that the applications on the server are compatible with Windows Server 2019. If they aren’t, then you may need to upgrade your applications before you upgrade the server operating system.



TABLE 3-1 Windows Server 2019 Upgrade Compatibility Matrix




	
If you’re running this edition …

	
You can upgrade to these editions …






	
Windows Server 2016 Standard

	
Windows Server 2019 Standard or Datacenter




	
Windows Server 2016 Datacenter

	
Windows Server 2019 Datacenter




	
Windows Server 2012 R2 Standard

	
Windows Server 2019 Standard or Datacenter




	
Windows Server 2012 R2 Datacenter

	
Windows Server 2019 Datacenter




	
Windows Server 2012 R2 Essentials

	
Windows Server 2019 Essentials






[image: Tip] There is no direct upgrade path from Windows Server operating systems that are older than Windows Server 2012 R2. If you’re migrating from an older server, start with a clean installation. If you can’t use a clean installation, you’ll need to upgrade to either Windows Server 2012 R2 or Windows Server 2016 to be able to then upgrade to Windows Server 2019.

After you’ve verified that you’re on a compatible version, you can begin the upgrade install. For this example, I’ll start with a Windows Server 2016 Datacenter installation and upgrade it to Windows Server 2019 Datacenter. Follow these steps: 


	Log in as the administrator on the system that you want to upgrade.

	
Insert the disc or other installation media into the system that you’re wanting to upgrade, and run setup.exe.

The next screen asks if you want to download updates and drivers ahead of time (see Figure 3-6).


	
Select the Download Updates, Drivers, and Optional Features radio button and then click Next.

The next screen asks you which image you want to install.


	Select Windows Server 2019 Datacenter with Desktop Experience (or whichever version you want) and click Next.

	
Read through the license terms if you have time on your hands, and then click Accept.

On the next screen, you choose whether to keep your personal files and apps or keep nothing. If you're sticking with the same experience (Core or Desktop), you’ll see both options. If you’re changing the experience, the only option you’ll have will be to keep nothing.


	
If you have the option, select the Keep Personal Files and Apps radio button, as shown in Figure 3-7, and click Next.

The installer fetches any applicable updates and presents you with a summary screen.


	
If everything looks correct, click Install.

The installer begins the upgrade install to Windows Server 2019. It may restart several times during this process.

That’s it — you’re done!





 [image: Screen capture depicting Windows Setup window with download updates and drivers option selected.]

FIGURE 3-6: The Get Updates, Drivers, and Optional Features option can simplify your upgrade.






 [image: Screen capture depicting Windows Setup window with Keep Personal Files and Apps option selected.]

FIGURE 3-7: Upgrade options in Windows Server 2019.







Performing a Network Install with Windows Deployment Services

Windows Deployment Services (WDS) is a role that can be installed on a Windows Server operating system. It serves as a combination of a Preboot Execution Environment (PXE) server and a Trivial File Transfer Protocol (TFTP) server and enables you to install Windows over a network connection by choosing the network interface card as the boot device.

Installing WDS is fairly straightforward. You can choose to install it as a stand-alone server or integrate it with Active Directory. You tell it what the boot file is that you want to use. The easiest one to start with is the boot.wim file on the Windows Server installation media, which contains the Windows Preinstallation Environment (WinPE).

From there, you need to create the installation files. The simplest way to do this is to copy install.wim from the Windows Server 2019 installation media. It gives you the same edition and experience options that you would’ve gotten from the installation wizard on disc. After WDS is fully configured, it serves images over the network. All you need to do is tell your new server to boot from the network.

[image: Technical stuff] If you’re doing a network install, and the server isn’t in the same subnet as the WDS server, you need to set Dynamic Host Configuration Protocol (DHCP) options 66 and 67. Option 66 specifies the hostname or IP address of the WDS server, and Option 67 is the bootfile name. You may also need to create a firewall rule to allow UDP ports 67 and 68 if there is a firewall between the two networks.





Chapter 4

Performing Initial Configuration Tasks
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Now that you’ve installed Windows Server 2019, it’s time for the fun to begin! As an administrator, your next task after installing the server operating system is to configure it to do what you want it to do.

Microsoft introduced the Server Manager feature in Server 2008, and it was updated heavily in Windows Server 2012 to support Remote Management, as well as multi-server management. Server Manager is your starting location for the majority of the configuration tasks that you need to accomplish on your server if you’re working on a server that has Desktop Experience.

If you’re working on a Server Core system, you won’t use Server Manager on the console. Instead, you’ll use the sconfig utility to do your initial configuration, assuming that you aren’t deploying Server Core images that are already configured for your environment. Of course, you can use Server Manager to administer your Server Core systems remotely, with a little setup initially to get things going. I cover that subject in my overview of the configuration process.



Understanding Default Settings

When Windows Server 2019 is first installed, there are some settings that are created or set by default. Typically, these are things that you’ll want to change, such as setting the server’s name, setting an IP address, joining the server to a domain, and so on. Table 4-1 covers these default settings and discusses what they’re set to out of the box to give you a better idea of what you’re starting with.



TABLE 4-1 Windows Server 2019 Default Settings




	
Setting

	
Default Value

	
Description






	
Computer Name

	
WIN-<randomstring>

	
This will be a randomly generated name starting with WIN-. You should change the name based on your organization’s naming standards. When you change the name, you’ll be required to restart the system.




	
IP Address

	
Assigned by DHCP

	
By default, your brand-new server is using DHCP to automatically receive an IP address. If your organization uses DHCP to manage IP addresses, you’re good to go. If not, you may need to set a static IP address.




	
Domain or Workgroup

	
Workgroup named WORKGROUP

	
Windows Server 2019 begins life joined to a workgroup named WORKGROUP. If it’s going to be a standalone server, then that setting may work well for you. Servers in workgroups are not domain joined. If your server needs to be joined to a domain, you’ll want to change this setting. Doing so will require a reboot.




	
Windows Update

	
Automatic update download

	
Updates are downloaded automatically, but they aren’t installed until you allow them to be.




	
Windows Firewall

	
Public and private profiles: On

Core OS functionality: Allowed

	
In its default state Windows Firewall has a public and a private profile. Core functionality needed for the operating system to function is allowed automatically. The domain profile will appear if the server becomes domain joined.




	
Windows Defender Antivirus

	
Real-time protection: On

	
Provides real-time virus/malware scanning. It prevents malware from installing and/or running on your server. Automatic sample submission is also enabled by default. This sends sample files to Microsoft for analysis.




	
Roles and Features

	
Some roles/features are installed

	
Some roles and features are enabled out of the box to allow the server basic functionality. It’s important to note that just because a role or feature is selected, that doesn’t mean that the role as a whole is installed.




	
Remote Management

	
Enabled

	
Allows the server to be managed by PowerShell remotely. Also allows applications or commands that require Windows Management Instrumentation (WMI) to manage the server.




	
Remote Desktop

	
Disabled

	
Allows users to connect to the desktop of the server remotely. Allowed users can be configured individually or by security groups.









Getting an Overview of the Configuration Process

When you start with a freshly installed server, it isn’t configured to do much of anything. You’ll need to take some basic configuration steps. Some of these steps are the basics like setting the day and time; others are tasks that will allow you to manage your systems remotely.

Here’s the basic process: 


	Activate Windows Server 2019.

	Set the date, time, and time zone.

	Change the computer name.

	Add to the domain (if there is one to join).

	Configure the networking.

	Configure the server to receive Windows updates.

	Add roles and features.

	Setup the Windows Server OS for remote administration.

	Configure the Windows Server firewall.



You can find the specifics on how to do each of these tasks in the following section.



Providing Computer Information

When you’re deploying new servers, you have to perform certain tasks, such as activating the operating system with a valid Microsoft product key, setting the time zone, changing the name, and adding the server to the domain. In this section, I explain how to provide information for the server on both Windows Server 2019 with Desktop Experience and Server 2019 Core.


Windows Server 2019 with Desktop Experience

Many system administrators got their start with the graphical user interface (GUI) of a Windows Server operating system. Windows Server 2019 continues the tradition of the GUI with the Desktop Experience installation. Let’s take a look at what is involved with configuring Windows Server 2019 with Desktop Experience.


Activation

One of the first things that you do after installing the Windows Server operating system is activate it with a valid product key. You can do this through the desktop interface or through the command line.

In this section, I cover activating through the desktop interface. I cover activation through the command line in the later section on activation for Server Core. 


	
Log into the server.

Server Manager opens automatically.


	In Server Manager, click Local Server in the navigation pane.

	
To start the activation process, click the Not Activated hyperlink next to Product ID.

A dialog box launches automatically asking for the product key.


	
Enter your product key and click Next.

You’re prompted to activate Windows.


	
Click Activate.

You get a confirmation that Windows has been activated.


	
Click Close.

You’re left on the Activation screen shown in Figure 4-1, where you see that your version of Windows is now activated.





 [image: Screen capture depicting Activation screen that Windows Server 2019 is activated.]

FIGURE 4-1: The Activation screen showing that Windows Server 2019 is activated.







Time zone

Setting the time zone is a common task in the server provisioning process. You may want to set the server to the time zone that you are in, or to the same time zone as a corporate office located elsewhere. This is common if your servers are in a co-location and you want them to be on the same time zone as your local systems. 


	In Server Manager, click Local Server in the left-hand menu.

	
Click the hyperlink next to Time Zone.

This may already be set to the correct time zone for your area.


	Click the Change Time Zone button.

	Select your time zone from the drop-down list.

	If you’re in an area that uses Daylight Saving Time, click the check box next to Automatically Adjust Clock for Daylight Saving Time. If you do not use Daylight Saving Time, leave the box unchecked.

	Click OK to exit the Time Zone Settings dialog box, and then click OK again to exit the Date and Time dialog box.





Computer name and domain

Setting the computer name is a must in an enterprise environment. Most organizations have a naming convention that you need to follow, but the names the organization requires will certainly be easier to remember than the default randomly generated name. Joining to the domain is one of the simpler steps, but also one of the most important steps to enable centralized authentication management and configuration capabilities. 


	In Server Manager, click Local Server in the left-hand menu.

	
Click the hyperlink next to Computer Name.

This will be the default name that starts with WIN- and will be followed by a random string of letters and numbers.


	Click the Change button.

	
In the Computer Name field, enter the name that you want for your server, and then click OK.

A dialog box appears telling you that you need to restart the server.


	Click OK.

	
Click the Close button in the System Properties dialog box.

You’re prompted to either Restart Now or Restart Later.


	
Click Restart Now if you want to reboot the server immediately. Click Restart Later if you want to finish other administrative tasks you may have first.

If you click Restart Later, you’ll need to manually reboot the server when you’re ready.


	To join a domain, perform Steps 1 through 3.

	In the Computer Name/Domain Changes dialog box, click the Domain radio button, and enter the name of the domain you want to join.

	
Click OK.

A dialog box appears telling you that you need to restart the server.


	Click OK.

	Click the Close button in the System Properties dialog box.

	
Click Restart Now or Restart Later.

After the restart, the server will be joined to the domain.






Configure networking

Your server will use a dynamically assigned IP address by default. If this is not desirable, you’ll want to set a static IP address so that the server will continue to use the same address. 


	In Server Manager, click Local Server in the left-hand menu.

	Next to Ethernet, click the hyperlink that says IPv4 Address Assigned by DHCP, IPv6 Enabled.

	Right-click your network adapter (it should be called Ethernet), and click Properties.

	
Click Internet Protocol Version 4, and then click the Properties button.

By default, the server is set to obtain an IP address automatically and obtain DNS server address automatically. If this is what is desired, then no changes are necessary.


	If you need to make changes, select Use the Following IP Address.

	Fill in the IP address, subnet mask, and default gateway.

	
Manually enter the addresses for the preferred DNS servers.

See Figure 4-2 for an example.


	Click OK to close the dialog box.

	Click OK one more time to exit out of Ethernet Properties.




 [image: Screen capture depicting  Internet Protocol Version 4 Properties dialog box with addresses for the preferred DNS servers.]

FIGURE 4-2: The Internet Protocol Version 4 Properties dialog box.








Windows Server 2019 Core

Many system administrators have configured a Windows Server with a GUI, but not many have used Windows Server Core. As you see in this section, Windows Server Core has a simple interface, and when you learn how to navigate it, you may find it simpler to work with than Windows Server with Desktop Experience.


Activation

Windows Server Core gives you a few different options for activating your copy of Windows Server 2019. In this section, I cover activating via sconfig, as well as activating via the command line.


ACTIVATING WITH SCONFIG

Sconfig is the built-in configuration utility in Windows Server Core. It’s a text-based menu that allows you to do the majority of your initial configuration tasks all from one central location. 


	At the Command Prompt, type sconfig to launch the configuration utility.

	Type 11 for Windows Activation and press Enter.

	Type 3 to install your product key.

	
Enter your 25-character product key in the dialog box that pops up, and then click OK.

A Command Prompt window appears using the slmgr.vbs script to set the key. This script is covered in “Activating from the command line,” later in this chapter.

After the key is installed, you see a message saying the key was installed successfully.


	Close the window by clicking the red X, or by typing exit and then pressing Enter.

	
When you’re back on the sconfig screen, type 2 to Activate Windows, and then press Enter.

A Command Prompt window launches again with the slmgr.vbs script to perform the activation. Assuming there are no errors, this will complete with no message.


	Close out of the window by clicking the red X or by typing exit and then pressing Enter.





ACTIVATING FROM THE COMMAND LINE

After you’ve logged into Windows Server Core, you’re presented with the Command Prompt. From there, you can activate your copy of Windows. First, you have to set the key. You do this with the Windows Server License Manager script, slmgr.vbs.

[image: Technical stuff] The slmgr.vbs script allows you to work with your Windows Server product keys in different ways depending on the parameter that you use along with it. In the example in this book, I use both -ipk and -ato. The -ipk parameter is used when installing product keys, and the -ato parameter is used to specify online activation.

To install the product key that will be needed for your version of Windows Server 2019, use the following command with the parameter -ipk. Just replace <productkey> with your 25-character license key, including the dashes. 

slmgr.vbs -ipk <productkey>

You get a dialog box that tells you the product key installed successfully. Click OK.

After the license key is installed, you use the same script with the -ato parameter to do an online activation of your copy of Windows. You do that with the following command: 

slmgr.vbs -ato

If the activation was successful, you get a dialog box that says the product was activated successfully (see Figure 4-3).


 [image: Screen capture depicting dialog box with the message that Windows Server activated successfully.]

FIGURE 4-3: Using slmgr.vbs to activate Windows Server.








Time zone

Much like activation in Windows Server Core, you can set the time zone via sconfig or the command line. In this section, I cover both methods. The great thing about the command line version is that it will work on Windows Server with Desktop Experience as well.


SETTING THE TIME ZONE WITH SCONFIG

Sconfig is the built-in configuration utility in Windows Server Core. Because it's a simple text-based menu, it provides a simple way for administrators to configure the time zone without needing scripting knowledge to do so. 


	At the Command Prompt, type sconfig to launch the configuration utility.

	
Enter 9 to go into the settings for Date and Time.

The Date and Time dialog box appears.


	Click the Change Time Zone button.

	Select your time zone from the drop-down list.

	If you’re in an area that uses Daylight Saving Time, click the check box next to Automatically Adjust Clock for Daylight Saving Time. If you do not use Daylight Saving Time, leave the box unchecked.

	Click OK to exit out of the Time Zone Settings dialog box, and click OK once more to exit out of the Date and Time dialog box.





SETTING THE TIME ZONE FROM THE COMMAND LINE

If you prefer to work on the command line, you can also set the time zone from there. This utilizes the control command to call the Control Panel’s Date and Time screen. 


	At the Command Prompt, type the following: 
control timedate.cpl

The Date and Time dialog box appears.


	Click the Change Time Zone button.

	Select your time zone from the drop-down list.

	If you’re in an area that uses Daylight Saving Time, click the check box next to Automatically Adjust Clock for Daylight Saving Time. If you do not use Daylight Saving Time, leave the box unchecked.

	Click OK to exit out of the Time Zone Settings dialog box, and click OK once more to exit out of the Date and Time dialog box.






Computer name and domain

Setting the name and adding a server to a Windows domain are some of the most common activities that system administrators do with new servers. With Windows Server Core, there are two methods that you should know to complete this task: sconfig (the configuration utility in Windows Server Core) and the command line.


SETTING THE COMPUTER NAME WITH SCONFIG

The sconfig utility in Windows Server Core makes it simple to change the name of your server with its text-driven menus. Follow these steps: 


	At the Command Prompt, type sconfig to launch the configuration utility.

	
Type 2 to change the computer name.

You’re prompted to enter a new name.


	
Enter the new name, and press Enter.

You need to restart your computer to apply the change.


	Type yes to reboot now or no to reboot later.





ADDING TO A DOMAIN WITH SCONFIG

When the server has the correct name, you may want to add it to a Windows domain. You can do this with the sconfig utility as well. 


	At the Command Prompt, type sconfig to launch the configuration utility.

	Type 1 to change the domain.

	Type D to join a domain and press Enter.

	Give it the name of the domain you want to join and then press Enter.

	Enter the name of an authorized user and press Enter.

	
Enter the password of the user and press Enter.

You need to restart your computer to apply the change.


	Click yes to reboot now or no to reboot later.





SETTING COMPUTER NAME FROM THE COMMAND LINE

Although sconfig is a nice utility, you may want to be able to script the changes that you want to make. Whenever this is the case, the command line can be very helpful. From running batch scripts in the Command Prompt, to running PowerShell scripts in PowerShell, both methods work regardless of whether you’re on Windows Server Core or Windows Server with Desktop Experience. 


	
From the Command Prompt, type powershell.

The PowerShell window opens on your Server Core box.


	Use the Rename-Computer command to change the name of your server: 
Rename-Computer -NewName <new-name>

You get a message stating that the NetBIOS name will be truncated if your name is longer than 15 characters.


	If you receive this message, type Y and then press Enter to accept.





ADDING TO A DOMAIN FROM THE COMMAND LINE

The ability to script the joining of the domain is a useful skill if you’re going to be deploying any quantity of servers. Not only does adding a domain via the command line make it simpler to do, but it also helps to ensure that there are no mistakes in the process of joining the domain. 


	
From the Command Prompt, type powershell.exe.

The PowerShell window opens on your Server Core box.


	
Use the Add-Computer command to add the server to the domain.

Here's an example: 

Add-Computer -DomainName "your_domain_name" -Restart

A dialog box appears asking for a username and password.


	Enter a username that is authorized to add systems to your Active Directory domain and enter the corresponding password.

	
Click OK.

The server restarts.







Configure networking

Before you can set the IP address for the adapter with PowerShell, you need to find out what the index of your interface is. You can do this by typing the following: 

Get-NetAdapter

The output lists all network adapters. In this case, you want the one that says Ethernet. After you have the index number, you can set the IP address and the DNS servers. On my server, the index is 3.

Use the following command to set the static IP address. InterfaceIndex is the index number for my network card, IPAddress is the IP address I want to assign, PrefixLength is the subnet mask that I want to use, and DefaultGateway is the gateway address for the local network (see Figure 4-4). 

New-NetIPAddress -InterfaceIndex 3 -IPAddress 192.168.2.10 -PrefixLength 24 -DefaultGateway 192.168.2.1


 [image: Screen capture depicting the IP address with PowerShell window with commands.]

FIGURE 4-4: Setting the IP address with PowerShell.





[image: Technical stuff] I haven't discussed PowerShell much at this point, and this is a more complex bit of PowerShell. The New-NetIPAddress is a cmdlet that allows you to work with IP addresses on Windows Server systems. The parameters that come afterward, like -InterfaceIndex, help to identify the object you want to work with (the network adapter, in this case) or to make changes to the settings, like the -IPAddress parameter where you specify the IP address you want to set on the network adapter.

To set the DNS Server after that, the command uses the same index number for my network card. ServerAddresses is used to identify the DNS servers that the system should use (see Figure 4-5). If you have more than one, you can separate them with a comma. 

Set-DNSClientServerAddress -InterfaceIndex 3 -ServerAddresses 192.168.2.2, 192.168.2.3

 


 [image: Screen capture depicting the DNS servers with PowerShell window with commands.]

FIGURE 4-5: Setting the DNS servers with PowerShell.









Updating Windows Server 2019

After you have installed your brand-new Windows Server, and maybe even done some of the basic configuration work like changing the name and joining the domain, you'll want to update the server. Updates contain fixes for security vulnerabilities and new features, and should always be installed before turning a server over to the team that requested it.


Windows Server 2019 with Desktop Experience

Considering how important it is to stay up to date on Windows Server updates, most organizations are going to set up automatic updates. You may have a server that can’t be set to receive updates automatically, or there may be an emergency patch that was issued and you want to apply it right away. In this section, I explain how to do automatic updates and manual updates.


Automatic updates

Most organization use automatic updates. The following directions walk you through setting up your server to reach out to Microsoft’s update servers (the default behavior).

[image: Technical stuff] Many organizations have patching solutions that handle the scheduling of updates, and could still be considered an automatic update because the tool will schedule the deployment of approved patches. 


	Click the Start menu and type gpedit.msc.

	Navigate to the Windows Update section by clicking on Computer Configuration, then Administrative Templates, then Windows Components, and finally Windows Update.

	Double-click Configure Automatic Updates.

	
Select Enabled.

You’re given configuration options.

Under Configure Automatic Updating, you can see that it’s set to Auto Download and Notify to Install. This is the default setting.


	
Click the drop-down box and select the setting that works best for your environment.

In my case, I’ve chosen Auto Download and Schedule the Install. See Figure 4-6 for an example.


	Click OK to save the change.




 [image: Screen capture depicting the DNS servers with PowerShell window with commands.]

FIGURE 4-6: Using the Local Group Policy Editor to change the automatic updates setting in Windows Server 2019.







Downloading and installing updates

You hear about the next big security vulnerability on the news media, and vendors release patches to the vulnerability very quickly after that. When a security vulnerability impacts your Windows Server systems, you may want to start a manual update — that way, your systems are protected outside of your normal patching windows. If your organization uses a patching solution, the patch may be pushed from that system, but there are always a few systems that don’t take the patch for whatever reason. You may have to manually update when that occurs. 


	With Server Manager open, click Local Server in the left-hand menu.

	
Click the hyperlink next to Last Checked for Updates.

This may say Never if it hasn’t been run yet.


	
Click the Check for Updates button.

The server will check to see if there are any updates available.







Windows Server 2019 Core

Windows Server Core has the same needs when it comes to receiving updates from Microsoft that Windows Server with Desktop Experience does. In this section, I show you how to set up automatic updates and how to perform manual updates from the command line.


Automatic updates

There are two ways you can enable automatic updates on Server Core: using the sconfig utility and using the command line.


SETTING UPDATES TO AUTOMATIC VIA SCONFIG

The text-driven menu provided by the sconfig utility makes enabling automatic updates very simple. You can set up automatic updates in just four quick steps: 


	At the Command Prompt, type sconfig.

	
Type 5 to configure Windows Update settings, and then press Enter.

You’re given the choice of selecting A for automatic download and install, D for download only (which is the default), or M for manual updates.


	
Type A for automatic download and installation of Windows updates.

You get a dialog box confirming the change was successful.


	Click OK.





SETTING UPDATES TO AUTOMATIC VIA COMMAND LINE

To set updates to automatic via the command line, you need to navigate to C:\Windows\system32 and stop the Windows Update service. It may already be stopped. Then you can use the script program to execute scregedit.wsf. Adding the switch /AU 4 enables automatic updates, /AU 1 would disable automatic updates. The following example enables Windows updates: 


	Stop the Windows Update Server service. 
net stop wuauserv


	Set automatic updates to 4 which is enabled. 
cscript scregedit.wsf /AU 4


	Start the Windows Updates Server service. 
net start wuauserv




If you would like to see an example of what this looks like and what the responses should be, please see Figure 4-7.


 [image: Screen capture depicting automatic updates setting in the Command Prompt.]

FIGURE 4-7: Setting automatic updates in the Command Prompt.








Downloading and installing updates

To force Server Core to then detect and install any available updates, simply type the following command and press Enter. 

wuauclt /detectnow

 





Customizing Windows Server 2019

After your Windows Server operating system is installed, the next step is to customize it and make it your own! This involves things like installing roles and features, setting up remote administration, and configuring the firewall.


Windows Server 2019 with Desktop Experience

I'll start the customization discussion with the Desktop Experience. When you log into a server with Desktop Experience enabled, by default Server Manager will launch. A lot of the configuration and customization tasks you may have can be accomplished from Server Manager.


Adding roles and features

Roles and features are added in Windows Server 2019 with Desktop Experience through Server Manager. 


	Open Server Manager

	Choose Manage⇒  Add Roles and Features.

	On the Before You Begin page, click Next.

	On the Select Installation Type page, click Next.

	On the Select Destination Server page, click Next.

	
Check the check box next to the role that you want to install and click Next.

For this demonstration, I’ve chosen File Server under File and Storage Services (see Figure 4-8).


	On the next screen, select any features you may want to install and then click Next.

	If you want the server to restart automatically if needed for the role you installed, you can select the Restart the Destination Server Automatically if Required check box. If a restart is not needed, or you don’t want it to restart, leave the check box unchecked.

	Click Install to install the roles and/or features you selected.




 [image: Screen capture depicting Add Roles and Features with File Server under File and Storage Services selected.]

FIGURE 4-8: The select Server Roles Screen with File Server selected.







Enabling remote administration

[image: Remember] Remote Management is enabled by default and allows for remote administration through PowerShell. Remote Desktop is a separate setting that allows you to connect to the server and work with it directly.

When a server has Desktop Experience, administrators often prefer to work with the server over Remote Desktop. This is disabled by default; you enable it to use it. If the firewall on the server is enabled and does not have Remote Desktop enabled, you won’t be able to connect to it. You need to enable the Remote Desktop – User Mode (TCP-In) rule listed in the Inbound Rules of your server’s firewall. 


	With Server Manager open, click Local Server in the left-hand menu.

	Click the hyperlink next to Remote Desktop that says Disabled.

	
In the dialog box that appears, select Allow Remote Connections to This Computer.

A dialog box appears telling you that a firewall exception will be made for Remote Desktop.


	Click OK.

	If you want to set remote access for specific people or groups, click the Select Users button.

	Click Add, choose your person or group, and click OK.

	Click OK again on Remote Desktop Users to close out of it.

	Click OK one more time on the System Properties screen to enable Remote Desktop.





Configure Windows Firewall

Assuming that you’re going to use the Windows Firewall on your server, you need to know how to enable applications through the firewall. By allowing inbound traffic, you enable the server to do the job you plan on using it for. 


	From Server Manager, select Local Server on the left-hand side.

	
Click the hyperlink that says Public:On next to Windows Defender Firewall.

The Firewall & Network Protection app opens.


	Click Allow an App through Firewall.

	Select File and Print Sharing and enable it for the Private profile by selecting the check box under Private (see Figure 4-9).

	Click OK to save your changes.




 [image: Screen capture depicting Allowed Apps window with File and Print Sharing box checked.]

FIGURE 4-9: Allowing an app through Windows Defender Firewall.








Windows Server 2019 Core

Whether you’re running PowerShell commands against your Windows Server Core system while connected to the console or through remote PowerShell, you can do much of your configuration work with just a few PowerShell commands.


Adding roles and features

To get really good working with Server Core, half of the battle you face is learning how to find the things you want. In Server with Desktop Experience, you have the GUI to guide you. Not so with Server Core.

Let’s look at the example I used with the Desktop Experience server. You want to install the File Server role. Before you can install the role, you need to find out what to call it. By using Get-WindowsFeature, you can find the names of the roles and features you’re interested in. If you have an idea of what the name is, you can do a wildcard search. In the following example, I’ve used *file* to indicate that I want the Get-WindowsFeature cmdlet to return results that have the word file in them. 

Get-WindowsFeature *file*

When you type the preceding command, you get three results of items that have file in their names. You can see File Server under Display Name. For the installation command, you need the name under the Name column. In this case, it's FS-FileServer. Now you’re ready to install it! Use the following command to install the File Server (see Figure 4-10): 

Install-WindowsFeature FS-FileServer

 


 [image: Screen capture depicting PowerShell with command to install roles and features.]

FIGURE 4-10: Using PowerShell to install roles and features.





You see a progress bar as the feature is installed. After it’s installed, if you run the first command again, you see that all three results are now installed. File and iSCSI Services was installed because File Server relies on it.



Enabling remote administration

Remote Management is enabled by default in Windows Server 2019. If it was disabled in your environment, you can enable it by running the Configure-SMRemoting command. This allows you remotely administer your server with Server Manager. 

Configure-SMRemoting.exe -Enable

To be able to administer the server remotely with PowerShell, you need two additional commands. Enable-PSRemoting configures PowerShell to receive remote commands that are sent to your system. Winrm quickconfig will analyze and automatically configure the WinRM service for you. This is very helpful when you just want it to work and don't need to customize it. The command starts the WinRM service if it isn’t already started, and ensures that WinRM is set to automatically start. It also configures listeners for HTTP and HTTPS, and ensures that the Windows firewall is allowing HTTP and HTTPS traffic inbound.

The Enable-PSRemoting command will not give you any output if it succeeds. You’ll simply be presented with the PowerShell prompt again. 

Enable-PSRemoting -force

Running winrm quickconfig is a little different. After it runs its analysis, it tells you what needs to be changed and asks for a yes or no as to whether it can make the necessary changes. Select Y and press Enter. If everything looked good during the analysis, you'll be told that WinRM is already running and is already set up for Remote Management instead of the yes/no question. 

winrm quickconfig



Configure Windows Firewall

Working with the Windows Defender Firewall on Server Core is pretty simple. You need to find the name of the rule you want to work with first. You can do that with the Get-NetFirewallRule command (see Figure 4-11). Using the Format-table command at the end makes the output more easily readable. Try the command without it — you'll see what I mean! 

Get-NetFirewallRule *remote* | Format-table

 


 [image: Screen capture depicting PowerShell with Get-NetFirewallRule command.]

FIGURE 4-11: Using Get-NetFirewallRule to find rules.





The preceding command looks for any rules that have remote in the name. You can see each rule and whether it’s enabled.

Let’s enable the Remote Firewall Management rules. These would allow you to administer this server’s firewall from another system. The rules you’re interested in are RemoteFwAdmin-In-TCP and RemoteFWAdmin-RPCSS-In-TCP.

Here are the commands you'll use to enable these (see Figure 4-12): 

Set-NetFirewallRule –Name "RemoteFwAdmin-In-TCP" –Enabled True

Set-NetFirewallRule –Name "RemoteFwAdmin-RPCSS-In-TCP" –Enabled True

 


 [image: Screen capture depicting PowerShell with firewall rules command.]

FIGURE 4-12: Using PowerShell to set firewall rules and validate that they’re enabled.





If the commands complete successfully, you’ll get no response. You’ll be returned to the PowerShell prompt. If you run your search again, you’ll see that these rules are now enabled.





Configuring Startup Options with BCDEdit

With Windows Server 2008, Microsoft introduced a utility called BCDEdit, which allows you to manipulate the Windows boot configuration data (BCD) store. The BCD is used to tell the operating system how it should boot; it contains all the boot configuration parameters needed to support that function. This replaced the older bootcfg.exe utility that was used to edit the boot.ini file pre–Windows Vista. You must be a member of the local Administrator's group on a system to use BCDEdit. This is an advanced utility that is useful in troubleshooting issues that are preventing a server from booting properly.

[image: Remember] You may need to disable or suspend both BitLocker and Secure Boot on a system before you can use BCDEdit.

[image: Warning] Mistakes made using the BCDEdit utility could leave your system unable to boot at all. Always make sure that you either have a good backup of the system, or if you don’t have a good backup, export the current settings from BCDEdit so that you can restore them if needed. You can export the current boot configuration database by typing BCDEdit /Export <export_path>. If you need to restore from that export, the command is very similar. You need only type BCDEdit /Import <path_to_export>.

Table 4-2 lists some of the more common options available for BCDEdit.



TABLE 4-2 BCDEdit Common Options




	
Option

	
Description






	
/bootdebug

	
Enables or disables boot debugging.




	
/dbgsettings

	
Configures the type of debugging connection.




	
/debug

	
Enables or disables kernel debugging.




	
/delete

	
Deletes boot entries from the datastore — use with caution!




	
/deletevalue

	
Deletes or removes a boot entry option — use with caution!




	
/displayorder

	
Sets the order used by the boot manager when displaying the multiboot menu.




	
/enum

	
Lists all the entries in the boot configuration datastore.




	
/export

	
Exports the contents of the BCD; can be used as a backup to restore the BCD.




	
/import

	
Imports the contents of an exported file; can be used as a restore option if needed.




	
/set

	
Sets a value in a boot option.






Most often, you'll use bcdedit /set to make changes to your boot configuration datastore. Before you make any changes, you need to know what your BCD looks like currently. You can use the /enum option to do that. In Figure 4-13, you can see the current settings for the Windows Boot Manager and the Windows Boot Loader.


 [image: Screen capture depicting PowerShell with bcdedit /enum command with current settings of the boot configuration datastore.]

FIGURE 4-13: Using bcdedit /enum to see the current settings of the boot configuration datastore.





You may notice that the description in the Windows Boot Loader just says Windows Server. Maybe you want it to be more descriptive than that. You can change it with bcdedit /set. You need the ID of the object that you're wanting to work on. In this case, you’re wanting to edit the Windows Boot Loader; the identifier that you can see in Figure 4-13 is {current}. The full command you type will look something like this: 

bcdedit /set {current} description "Windows Server 2019 Datacenter"

 

When you get the message The operation completed successfully, use bcdedit /enum again. You'll see your new description. See Figure 4-14 for my example.


 [image: Screen capture depicting PowerShell with bcdedit /set command with Windows Boot Loader entry.]

FIGURE 4-14: Using bcdedit /set to alter the description of the Windows Boot Loader entry.





Why would you want to change the name on the Windows Boot Loader? Consider the example of a multiple boot system that has the same operating system on both disks. The disks are used for very different purposes, so you want to ensure that you remember which is which. Being able to change the descriptions will simplify choosing the appropriate disk in the boot menu. BCDEdit can also be used to change the order of the boot menu. This is useful if you want to set one of your disks to be first in the list and the default disk to boot to after a certain amount of time.
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Chapter 1

Configuring Server Roles and Features


IN THIS CHAPTER

[image: Bullet] Using Server Manager to administer your server

[image: Bullet] Understanding the server roles available in Windows Server 2019

[image: Bullet] Understanding the server features available in Windows Server 2019



Being familiar with Server Manager, and how to find the tools that you need will make your life as a system administrator much simpler. From knowing how to access the basic information about your server (like its hostname, IP address, and activation status) to installing new roles and features, Server Manager offers you a central administration point to start from.

This chapter starts with an introduction to Server Manager and discussed where the tools are located at that will enable you to be able to perform your job. Then I explain about the roles and features that are available in Windows Server 2019.



Using Server Manager

Server Manager is where you’ll spend a great deal of time with a brand-new server. It launches right after you log in and is a central management area for the server you’re logged into.

When you first log in, Server Manager will launch with the Dashboard selected. The Dashboard has a large tile at the top, called a Quick Start tile, that has typical initial server configuration tasks available as hyperlinks, shown in Figure 1-1. If you want this large tile to go away, you can click Hide in the lower-right corner.


 [image: Screen capture depicting Server Manager Dashboard with the Quick Start tile at the top.]

FIGURE 1-1: The Server Manager Dashboard with the Quick Start tile at the top.





Below the Quick Start tile are tiles for all the roles that are installed on the server. With a fresh installation of Windows Server 2019, you’ll have tiles for File and Storage Services and Local Server. These tiles are very useful because they can tell you very quickly if your server is healthy. If the tile is green and has a little up arrow, that means that the service is up and running properly. If the tile is red and it has a little down arrow, that means that the service either ran into problems or isn’t running. You can click the individual tiles to get more information on the individual roles. For instance, if I click the File and Storage Services role tile, I can see events related to the services running that are supporting this role, shown in Figure 1-2. On the left side are the configuration options for the local server’s storage, including volumes, disks, and pools.


 [image: Screen capture depicting File and Storage Services management window.]

FIGURE 1-2: The File and Storage Services management window.






Roles and features

Roles and features allow you to add functionality to your server. A role is something you want to use your server to do. For instance, you may install the Active Directory Domain Services role so that you can make this server a domain controller. A feature is typically used to support a role. In this case, you would also install the management tools for Active Directory Domain Services (you’ll be prompted to install this feature when you select the role). The management tools are a feature.



Diagnostics

Server Manager gives you quick and easy access to many of the diagnostic tools that you may need over your career. To access them, simply click Tools in the top menu, shown in Figure 1-3.


 [image: Screen capture depicting Tools menu in Server Manager.]

FIGURE 1-3: The Tools menu in Server Manager.





Here are a few of the items in the Tools menu that have helped me over the years: 


	Event Viewer: When I’m troubleshooting an issue, my first stop is almost always the Event Viewer. I start with the System, Application, and Security logs, and then I get into role- and/or component-specific logs if needed.

	Performance Monitor: Performance Monitor is a very useful tool when you need to be able to measure very specific metrics in relation to performance like central processing unit (CPU) idle time, interrupt time, user time, and so on. It provides hundreds of counters out of the box and can be set to start when a certain criteria or threshold is met. This tool is most useful for troubleshooting issues related to performance like slowness and/or freezing.

	Resource Monitor: If you just want a quick look at how your system is doing, Resource Monitor is great for that. It has a simple summary screen that gives you information on your CPU, disk, network, and memory usage. This tool focuses on resource utilization and could help troubleshoot issues like low disk space, an overutilized disk, or insufficient network bandwidth.

	System Configuration: I use System Configuration when I’m having boot issues. The Boot tab gives me several helpful options, including whether I want to use safe boot, if I want to create a boot log, and if I want to use a very basic video setting.

	System Information: When you need to know what your hardware specs are or what some of your settings are, this should be your go-to utility. It can even tell you what version of BIOS you’re running and what mode it’s running in.

	Windows Memory Diagnostic: This is the same memory diagnostic that I cover in Book 1, Chapter 2. You’re simply launching it from the menu rather than typing in the name of the program.

	Windows PowerShell: PowerShell is always handy. You can query settings and export to a text file if need be.





Configuration tasks

The majority of your configuration tasks will be done in the Local Server section in Server Manager. When you click Local Server, you’re presented with a Properties page that displays current server information, shown in Figure 1-4. The great thing about this page is that every setting is a clickable hyperlink. If you click it, you’re taken to where you can configure that individual setting. Pretty cool, right? When you have a freshly built server, it simplifies the configuration process because you can change the hostname and IP address from here, as well as update the server, add it to a domain, even activate the operating system.


 [image: Screen capture depicting Local Server properties screen.]

FIGURE 1-4: The Server Manager → Local Server properties screen.







Configure and Manage Storage

I mentioned previously that by default all Windows Server 2019 systems have the File and Storage Services role installed. This gives you an easy-to-access menu to work with your server’s storage. When you click File and Storage Services in the navigation menu, you’re presented with several options; select Disks. This is where you can bring new disks online, initialize the disks, and create volumes, shown in Figure 1-5.


 [image: Screen capture depicting Server Manager with disks in the File
and Storage Services area.]

FIGURE 1-5: Working with disks in the File and Storage Services area of Server Manager.








Understanding Server Roles

As I mention earlier, a role is something that we want the server to do. By installing roles, you make servers useful. Maybe you’re building out an Active Directory infrastructure, or maybe you’re creating a robust virtualization platform. Regardless of what you’re trying to accomplish, you’ll most likely start by installing a role.

Let’s take a look at the roles that are part of Windows Server 2019.


Active Directory Certificate Services

Active Directory Certificate Services (AD CS) is a role that allows you to create a public key infrastructure (PKI) in your organization that will allow you to issue your own internal certificates. This may include certificates for your domain controllers so they can support Lightweight Directory Access Protocol (LDAP) over Secure Sockets Layer (SSL), or certificates for internal web servers, or even code-signing certificates for scripts that will run on your organization’s systems. You can install certificate authorities and provide additional services like Online Certificate Status Protocol (OCSP), which provides lookups for certificate revocation information, and Network Device Enrollment Service (NDES), which allows network devices to enroll for certificates without domain credentials.

AD CS has a lot of moving pieces. If you’re interested in learning more about AD CS, including how to install and configure it, check out Book 5, Chapter 6.



Active Directory Domain Services

Active Directory Domain Services (AD DS) gives you the ability to store information about users and other network objects in a directory service. You can organize these objects in a hierarchical structure with forests, domains, and organizational units (OUs).

Active Directory contains a global catalog, which contains information about every single object in the directory, and is required for successful logon to the domain. With Active Directory, it’s simple to search for and locate specific objects if you know a little information about them.

If you’re interested in AD DS, you can learn more about installing and configuring AD DS in Book 2, Chapter 5.



Active Directory Federation Services

Active Directory Federation Services (AD FS) can provide single sign-on capabilities to organizations that are utilizing AD DS. It allows those with an Active Directory account to use that account on applications that are outside the boundaries of their Active Directory (for example, a web application hosted by a business partner), or applications that don’t rely on Active Directory accounts for authentication at all. By creating a federation (the sharing of identity information), the user can be authenticated via his company’s Active Directory and can then be authenticated to the business partner’s web application with a claim. The business partner simply has to configure their web application to trust the incoming claims.



Active Directory Lightweight Directory Services

Active Directory Lightweight Directory Services (AD LDS) is a Lightweight Directory Access Protocol (LDAP)–based directory service similar to AD DS. It’s designed to be used with directory-enabled applications, and it’s especially handy for an organization that may want to establish a directory of customer accounts, but keep that directory separate from the organization’s AD DS infrastructure.

It can be used as an identity provider with AD FS for both authentication and the generation of claims to web applications that are configured to understand federation.



Active Directory Rights Management Services

Active Directory Rights Management Services (AD RMS) allows businesses to create and enforce policies to protect their data. The rules are created on the AD RMS server but continue to protect documents even if they leave the premises. For example, you can set the policy to allow documents to only be accessible for a brief amount of time, after which the recipient can no longer open them. You can take away the ability to print the document or copy text out of it with copy/paste.

AD RMS is not perfect. It won’t prevent someone from taking a screenshot of the data in a sensitive document (there aren’t many rights management products that can prevent this activity). Plus, the applications on the client side must support RMS. The functionality exists in the Microsoft Office suite of applications, SharePoint, and Exchange Server. You can also make Internet Explorer compatible with an add-on.



Device Health Attestation

The Device Health Attestation role was added in Windows Server 2016. It gives administrators a way to verify that a device is healthy as it boots. It can measure several different settings and is configured with whichever settings the system administrator or network administrator wants to track. This role is often used for systems to validate that they’re safe before they’re allowed to connect through remote access services like DirectAccess or other virtual private network (VPN) services.

The settings Device Health Attestation can validate include the following: 


	Is BitLocker enabled?

	Is Early Launch Anti-Malware (ELAM) enabled?

	Is Secure Boot enabled?

	Is Code Integrity enabled?





Dynamic Host Configuration Protocol

Dynamic Host Configuration Protocol (DHCP) is a system administrator’s best friend for sure. Before DHCP was invented, you had to manually assign an IP address and track which IP addresses were assigned. DHCP automates that process. It can automatically assign IP addresses out to systems on a lease-based system. When the lease has gotten to 50 percent of the configured lease duration time, the client will request that the IP address be renewed. If a system needs to keep the same IP address, you can set a reservation for that IP address. For as long as the system in question has the same network interface card, it will get the same IP address. As an additional bonus, you can set DHCP options for each scope that is defined. These options may tell the systems in the scope where they can find their gateway server, their DNS servers, where an imaging server might reside, and so on.

If you’re interested in finding out more about DHCP, check out Book 2, Chapter 5, where I cover installing DNS and DHCP. Be sure to also check out Book 2, Chapter 6.



Domain Name System

Domain Name System (DNS) is a very useful service that helps map hostnames to IP addresses. It’s because of DNS that you can type www.dummies.com in your web browser, which is really easy to remember, instead of having to remember an IP address like 13.32.254.23. Let’s face it, the human brain remembers words and phrases better than numbers.

DNS can resolve hostnames to IP addresses and also can do reverse lookups, which map IP addresses to hostnames. When dealing with network devices that deal only with IP addresses, this can be extremely useful.

If you’re interested in finding out more about DNS, check out Book 2, Chapter 5, where I cover installing DNS and DHCP. Be sure to also check out Book 2, Chapter 6. In addition, there is a whole section on securing your DNS infrastructure in Book 5, Chapter 7.



Fax Server

The Fax Server role can give a server the ability to act as a fax machine. The server enables users on the network to send and receive fax messages. The server is handling the actual message transmission and requires a fax modem with a connection to a telephone line, as well as a network connection so that it can communicate with your users on the network.

This type of setup is far more efficient than having multiple physical fax machines hanging around the office. The coolest thing about this role is that it can be configured to send faxes to your users by email, and they can send an email or Word document to the server and have it faxed out.



File and Storage Services

The File and Storage Services role has quite a few components that you can install. By default, on a fresh install of Windows Server 2019, the Storage Services component is installed. None of the following components under File and iSCSI Services is installed: 


	File Server: Manages folder shares and lets users access those shares from the network.

	BranchCache for Network Files: A bandwidth optimization technology that caches the contents of servers at your main site with servers at branch sites.

	Data Deduplication: Saves disk space by eliminating duplicate data on drives; a single copy is left intact and links are put in place of the file in the other locations.

	DFS Namespaces: Allows you to use a logical namespace to access groups of shared folders on different servers, but it appears to be a single folder with multiple subfolders to end users.

	DFS Replication: Synchronizes folders across multiple servers.

	File Server Resource Manager: Allows you to manage and classify data on your file servers.

	File Server VSS Agent Service: Allows you to enable volume shadow copies on your system, which will take backup copies (snapshots) of your files and/or volumes even if something is using them.

	iSCSI Target Server: Services and management tools for iSCSI targets. iSCSI allows you to send SCSI commands for storage over regular TCP/IP networks and enables organizations to have a storage area network (SAN) that is not cost prohibitive.

	iSCSI Target Storage Provider: Allows applications connected to an iSCSI target to make volume shadow copies of the data on virtual iSCSI disks.

	Server for NFS: Allows the server to serve files to Unix and Linux systems that use the NFS protocol.

	Work Folders: Synchronizes files across multiple computers.





Host Guardian Service

This role was introduced for the first time in Windows Server 2016. It manages and releases keys for Hyper-V hosts that are considered trusted (known as guarded hosts). This allows the guarded hosts to power on shielded virtual machines (VMs) and perform live migrations. It uses two services to do its work: 


	Attestation Service: Validates the identity of the hosts that are communicating with it as well as their configuration

	Key Protection Service: Gives access to the encrypted transport keys that allows the guarded hosts to work with the shielded VMs



If you want to learn more about shielded VMs, check out Book 7, Chapter 2.



Hyper-V

Installing the Hyper-V role installs a hypervisor on to the Windows Server operating system. On Server Standard edition, you’re limited to two VMs; you can run an unlimited number of VMs on Server Datacenter edition. Datacenter edition also includes the ability to work with shielded VMs.

I cover Hyper-V in great detail in Book 7.



Network Controller

Network Controller is a newer role that was introduced in Windows Server 2016. It’s only available in the Datacenter edition, not the Standard edition. Network Controller allows you to configure, monitor, program, and troubleshoot your physical and virtual network infrastructure. To do this work, it can leverage Windows PowerShell or the Representational State Transfer (REST) application programming interface (API) to communicate with the devices. If your organization wants to begin exploring Software-Defined Networking (SDN), this is a great way to start. Being able to use PowerShell to work with the Network Controller could be very powerful, but the REST API will allow you to build integrations with other products, including those that would not understand PowerShell. The communication is done through HTTP/HTTPS, so you don’t have to worry about opening any uncommon network ports to support REST APIs either.



Network Policy and Access Services

Network Policy and Access Services installs the Network Policy Server (NPS). This provides services like RADIUS and offers authentication, authorization, and accounting. NPS is very commonly used for authentication of network devices and VPN clients.

Note that you can only install this role on Server with Desktop Experience.

If this sparked your curiosity, check out Book 4, Chapter 3, where I cover the installation and configuration of NPS as a RADIUS server.



Print and Document Services

By installing the Print and Document Services role, you can turn your server into a network print server. This centralizes the management of printing, from working with queues to setting your desired default configurations for network printers. These are commonly things like printing in black and white or printing double-sided.



Remote Access

The Remote Access role allows you to do a few different things. It can provide connectivity to your network with DirectAccess and VPNs, and also offers a web application proxy. At its core, Remote Access is designed to be a VPN solution. Routing and Remote Access Service provides a traditional VPN service to support connectivity to your internal network, while DirectAccess offers end users a more seamless experience with VPN-like functionality. Your users will not have to stop or start their VPN connections; with DirectAccess, they’re connected to your organization when they have a good Internet connection. If you install the web application proxy, you can publish HTTP- and HTTPS-based web applications to devices on and off your network. The Routing functionality provides very similar functionality to a traditional router, including network address translation (NAT) and other methods needed to perform routing on an IP network.



Remote Desktop Services

Previously known as Terminal Services, Remote Desktop Services lets users access virtual desktops to run software just as they would if they were on their own desktops. This can be very helpful when you have limited licenses for applications, and the application can be used in this way. It can be especially helpful for client/server-style applications where upgrades can be an overwhelming effort due to configuration changes that need to occur after an upgrade. You can make the changes on each RDS server once, instead of having to do it on hundreds of desktops.



Volume Activation Services

This role creates a Key Management Service (KMS) server, which can manage all the keys for your Windows products and take care of automatic keying and activation for domain-joined systems, servers and clients alike. You can even set requirements like requiring systems to check in with the KMS server every 15 days or the key will no longer be valid. This can help to ensure that laptops find their way back on premises for patches and other things at least every 15 days as well.



Web Services

Web Server installs the Windows-based web server known as Internet Information Services (IIS). IIS can be used to host multiple websites and supports many of the server-side languages you know and love, like PHP and ASP. It also provides support for FTP services. With the Microsoft Web Platform installer, setting up applications like ASP.NET, Microsoft SQL Server, and non-Microsoft applications like WordPress or Joomla is very simple.



Windows Deployment Services

Windows Deployment Services (WDS) makes managing images for servers and desktops very simple. WDS is part Preboot Execution Environment (PXE) server and part Trivial File Transfer Protocol (TFTP) server with a nice, user-friendly graphical user interface (GUI) console to manage it. If you aren’t familiar with PXE, it allows a server with no operating system to boot from the network so that a system administrator can configure it and choose an operating system image for it. TFTP is used to transfer the image over the network. Images are saved as .wim files and can be kept up to date with tools already available on the system. Systems that are imaged by WDS are booted from their network interface card (NIC) and are able to get the settings for the WDS server from DHCP options 66 and 67.



Windows Server Update Services

Windows Server Update Services (WSUS) is exactly what the name implies: a server role that installs software, which allows you to centrally manage security patches and other updates for all your Microsoft products. It scales well and can be deployed as a single server that does it all, or as an upstream server that downloads updates from Microsoft and then makes those updates available to other downstream WSUS servers.




Understanding Server Features

Roles get a lot of attention, but features provide the necessary support for roles and other applications to perform their functions. Features can provide everything from frameworks to support applications to management tools and encryption functionality.


 .NET 3.5

Provides support for .NET 3.5 and legacy support for .NET 2.0 APIs. APIs allow applications to interact with the operating system or services. This may be required for the application you're are trying to install; vendor documentation will usually be very explicit in telling you what needs to be installed as a prerequisite for the application.



 .NET 4.7

Windows Server 2019 ships with the newer .NET 4.7, which is installed by default. This feature can also add support for ASP.NET 4.7 and adds support for WCF Services. Many newer applications are taking advantage of these features. Check with your application vendor to see if it supports .NET 4.7.



Background Intelligent Transfer Service

Background Intelligent Transfer Service (BITS) is used to transfer files between servers and clients and will provide progress information on the status of those transfers. It’s very commonly used by the Windows operating system to download updates.

The cool thing about BITS is that if the connection is for some reason lost, BITS will suspend the transfer. When the connection is back up, BITS will resume the transfer as if something happened.

There is a service installed by default with the Windows Server 2019 OS, so you don’t need to install this feature unless an application requires the feature to serve its purpose.



BitLocker Drive Encryption

BitLocker Drive Encryption is responsible for encrypting the entire hard drive and its contents on systems where it has been enabled. On modern systems with a TPM 1.2 or later chip, BitLocker ensures that the system has not been tampered with while the system was offline. Assuming the hardware checks out okay, it will boot.

Systems with older TPM chips can still use BitLocker, but it is not as user-friendly. Older TPM chips (pre-1.2) do not check for system integrity like the newer TPM chips do either.

[image: Technical stuff] TPM stands for Trusted Platform Module. It’s a chip on your computer’s motherboard, and it’s what generates the keys that BitLocker uses to provide the full disk encryption. It keeps half of the key, and the other half of the key is stored on disk. This prevents a thief from stealing a BitLocker-encrypted hard drive and booting it in another system.

BitLocker can lock the startup process until the user enters a PIN. This ensures that the user is the authorized user and will prevent data loss from an unencrypted drive if the system is stolen while offline.



BitLocker Network Unlock

The BitLocker Network Unlock feature was introduced in Windows Server 2012. It gives systems the ability to automatically unlock BitLocker if the system is on the corporate network. This can make patch management simpler if a company is using a Wake on LAN technology to wake systems up for patching or software installations.

BitLocker Network Unlock does have some dependencies on DHCP, so make sure that you’re running DHCP in your environment if you want to use it.



BranchCache

You may recall from the File and Storage Service role that BranchCache is a bandwidth optimization technology that copies files from main office file servers and caches the content locally at remote (branch) locations. For users at the remote locations, this means that they can access files with decreased latency. This also means that their network traffic is not crossing the network to the main office to retrieve files, which can improve bandwidth utilization significantly.

Turning on the BranchCache feature on a server enables you to turn your server into a hosted cache server or a BranchCache-enabled content server.



Client for NFS

If you have Unix- or Linux-based file servers in your environment that are using the NFS protocol, installing the Client for NFS feature will allow your server to access the NFS shares, so long as the shares allow anonymous access.



Containers

If you want to run Hyper-V Containers or Windows Server Containers, you need to enable this feature. If you want a higher degree of isolation and want to go with Hyper-V containers, you need to enable the Hyper-V role in addition to the Containers feature.

When the containers feature is installed, you have more steps to getting to a working container host like installing Docker and pulling base images. In the Standard edition, you can have unlimited Windows containers, but you can only have two Hyper-V containers. In the Datacenter edition, both Windows containers and Hyper-V containers are unlimited.

Containers are an exciting new technology that was first introduced in Windows Server 2016. For more on containers, check out Book 8.



Data Center Bridging

If your server is going to be used for clustering or for storage, you should consider enabling Data Center Bridging (DCB). DCB allows you to prioritize certain kinds of traffic over others (think of it like a traffic cop). It allows you to utilize your hardware for better bandwidth allocation as well.



Direct Play

Direct Play is a part of the DirectX API and has been deprecated. You must have Desktop Experience enabled to be able to enable the Direct Play feature. You may still run into applications that require the Direct Play API, though, this is unlikely to be found on a server because it was traditionally used for gaming.



Enhanced Storage

Enhanced Storage enables support for additional functions that are available when you use Enhanced Storage–compatible devices. These devices have built-in safety features that can require you to authenticate before you can access the data on the drive. This is very commonly used in USB flash drives.



Failover Clustering

Failover Clustering is a feature used to provide high availability to server roles. It’s often used for file servers, Hyper-V hosts, and database applications like Microsoft SQL Server. If a server in a failover cluster fails, services can be moved almost seamlessly to another server in the cluster. Systems in a failover cluster are referred to as nodes. Failover clusters take advantage of shared storage so that all nodes have access to the same data. If a failover event occurs, the transition from node to node can be as seamless as possible, because each node has access to the same storage.

For more on high availability with the Failover Clustering feature, check out Book 7, Chapter 5. There, I discuss Failover Clustering in relation to Hyper-V, but the way it works is pretty similar regardless of which application is using it.



Group Policy Management

Group Policy Management is a Microsoft Management Console (MMC) for managing group policies across your environment. It allows you to create, edit, delete, and assign group policies all the way down to an OU level. It can also be used to enforce a Group Policy Object.



Host Guardian Hyper-V Support

If you want to provision shielded VMs on your Hyper-V hosts, you need to install this feature. It’s available in the Datacenter edition only. This allows the Hyper-V server to communicate with the Host Guardian Service.



I/O Quality of Service

Enabling this feature will allow you to set quality of service settings for your applications, including maximum I/O and bandwidth limitations.



IIS Hostable Web Core

The IIS Hostable Web Core feature allows you to write your own custom applications that can host core IIS functionality on their own. Your application will be able to serve HTTP requests and use its own configuration files (applicationHost.config and web.config) instead of the configuration files used by the traditional full Web Server (IIS) role installation. After the IIS Hostable Web Core is installed, you can open a browser and type http://localhost. This will load the traditional IIS splash screen even though the Web Server role is not installed.



Internet Printing Client

Internet Printing Client allows you to connect to and print to printers on the network or Internet using the Internet Printing Protocol (IPP). It does require that Desktop Experience be installed and, as such, is not available in Server Core.



IP Address Management Server

IP Address Management (IPAM) was a breath of fresh air to network administrators and system administrators who had to manage multiple DNS and DHCP servers. It provides a centralized management pane for both DNS and DHCP and is able to help you locate available IP addresses, available subnets, and so on. Best of all, it supports multiple Active Directory forests, so it really can be a single pane of glass for your organization.

You can read more about IPAM in Book 2, Chapter 6.



Internet Storage Name Server Service

Internet Storage Name Server (iSNS) Service provides discovery services for networks using iSCSI SANs. It can process registration requests, deregistration requests, and queries from iSNS clients. An iSCSI SAN allows you to pass your storage traffic over a TCP/IP network without the purchase of special network switches.



LPR Port Monitor

Line Printer Remote (LPR) Port Monitor enables your server to print to a printer that is shared using Line Printer Daemon (LPD). This will typically be a Unix or Linux server being used as a print server.



Management OData IIS Extension

This feature gives you the ability to expose PowerShell cmdlets through an OData-based web service that runs on IIS. OData is a data access protocol that allows you to query and update data. To use this feature, you need to install the Web Server role.



Media Foundation

Media Foundation allows you to work with media files. You can transcode. You can analyze media files. You can even generate thumbnail images for media files. It also offers DirectX Video Acceleration and an enhanced video renderer (EVR). Media Foundation supports many of the codecs, sources, and sinks that you would expect, including AVI, DV, H.264, MP3, and MP4.



Message Queueing

Message Queueing is often used by applications to deliver messages to other applications. It guarantees message delivery and provides routing, security, and messaging based on priority between applications. Applications are able to send and receive messages from the queues. This is very useful when you need the guarantee that the message will get to its end destination, or when an application may not be able to get the message right away because it's busy or offline. If your application requires Message Queueing, your vendor will list it as one of its requirements.



Multipath I/O

What happens if your server is connected to its storage through a network switch, and that switch goes down? Your server can’t communicate with its storage any longer. With Multipath I/O, you can allow your server to use multiple paths to your SAN — you could have connections through two separate switches, for instance. If you have connections to two separate switches, your server will still be up and able to access its storage even if one of the switches goes offline. This allows you to build a truly fault-tolerant storage network.



Multipoint Connector

If you’re using Multipoint Services, the Multipoint Connector allows the system to be managed by the Multipoint Manager and the Multipoint Dashboard.



Network Load Balancing

Network Load Balancing (NLB) allows you to spread traffic across multiple servers, which can improve response times because the traffic is evenly distributed. It’s popular with web servers, especially with a stateless application, where the user’s request can be served by a server in the NLB cluster. As load increases, you can simply add more servers to the cluster, and when you need to do maintenance on a particular server, you do so while keeping the other servers in the NLB cluster up. An NLB cluster focuses on reliability and performance, not high availability or fault tolerance.



Network Virtualization

Network Virtualization allows you to create virtual network overlays on the same physical network. If you want to start working with software-defined networking (SDN), this is an important feature to examine. By taking advantage of network virtualization, you can automate the provisioning of networking resources, in addition to other server automation projects you may be working on.



Peer Name Resolution Protocol

Peer Name Resolution Protocol allows applications to register and resolve names on your computer so that other computers on the network can also communicate with these applications. This is especially helpful for systems that are in workgroups, rather than being domain-joined.



Quality Windows Audio Video Experience

Quality Windows Audio Video Experience, also known as qWave, is a networking platform for A/V streaming applications on home IP networks. When it’s installed on a Windows Server OS, it only provides rate of flow and prioritization services.



RAS Connection Manager Administration Kit

The RAS Connection Manager Administration Kit (CMAK) feature serves a very simple purpose: to create profiles for connecting to remote servers and remote networks. This feature is only available in the Desktop Experience.



Remote Assistance

The Remote Assistance feature allow you, as the support person, to offer remote assistance to your end users. You can view and control the user’s desktop from the server. Remote Assistance requires Desktop Experience.



Remote Differential Compression

Remote Differential Compression can help to optimize bandwidth. It’s able to look at a source and destination object and will only transfer the differences between the objects, rather than transfer the object as a whole.



Remote Server Administration Tools

Remote Server Administration Tools (RSAT) is your best friend as a system administrator. Installing the RSAT feature will give you all the snap-ins and command line management tools to manage roles and features. Typically, when you install a role or a feature that has a management tool in RSAT, you’ll be prompted to install the management tool at the same time. Installing RSAT is traditionally reserved for client-side devices to aid in remote administration tasks, so unless you’re going to administer roles and/or features on the server, you shouldn’t install the tools there.

To install RSAT on your client device, you can download the RSAT installation package from the Microsoft website. For Windows 10 client systems that are not on the October 2018 update, you can download RSAT at www.microsoft.com/en-us/download/details.aspx?id=45520. If you’re using Windows 10 and have the October 2018 update, you don’t need to download the RSAT installer. It’s included as a Feature on Demand, which you can install from the operating system directly.

[image: Remember] If you install the role or feature through PowerShell, you have to specify the management tools to get RSAT to install — for example, Install-WindowsFeature -Name Web-Server -IncludeManagementTools.



RPC over HTTP Proxy

This feature is typically used to support VPN clients that need to communicate over HTTP. It relays RPC traffic over HTTP, as the name suggests.



Setup and Boot Event Collection

This feature was first introduced in Windows Server 2016. With this feature enabled, you can set up your server as a collector, which can be used to gather lots of different types of events from other systems as they boot up or as they go through the setup process. You can view the events once they're collected with Event Viewer as you’re used to.



Simple TCP/IP Services

This feature is provided for backwards compatibility and should not be installed unless it’s required. It’s a collection of utilities used on the command line. The utilities respond to telnet requests on specific ports. Quote of the Day, for example, will give you a random quote when you telnet to port 17.



SMB 1.0/CIFS File Sharing Support

If you enable this feature, you’re enabling support for Common Internet File System (CIFS) clients and/or CIFS servers to connect over SMB v1.0, which is an insecure protocol at this point. Only use this feature if absolutely necessary. At this point, it’s a huge security vulnerability and should never be enabled. If you have devices or applications that require SMB v1.0, you need to work with your organization to get those devices and/or applications replaced.



SMB Bandwidth Limit

The SMB Bandwidth Limit feature allows you to categorize your SMB traffic and limit the amount of traffic you want to allow by category. This is especially helpful when you’re doing live migrations on Hyper-V hosts and you want to limit the amount of bandwidth that the live migrations are able to use so that you don’t negatively impact your other VMs or your end users.



SMTP Server

The SMTP Server in Windows Server 2019 is a basic email server. It can be used as an organization’s main email server so long as the organization is small. Just keep in mind that it’s nowhere near as robust as Exchange Server.



Simple Network Management Protocol Service

Simple Network Management Protocol (SNMP) is used by many organizations to monitor devices for events and status. Enabling the SNMP Service gives you the ability to accept events from other servers and devices.

To configure SNMP after installation, launch the Service Control Manager MMC console (services.msc) and locate the SNMP Service. In the Properties for the service, you can set the community string and which hosts you want to receive SNMP packets from.



Software Load Balancer

This feature provides outbound network address translation (NAT), provides inbound NAT, can load-balance between multiple instances of applications, and can check to make sure that an instance of the application is healthy before sending traffic to it. This is excellent for SDN because you can configure it though PowerShell. It operates at Layer 4 of the OSI model, the Transport Layer.



Storage Migration Service

Storage Migration Service is new to Windows Server 2019. It allows you to painlessly inventory your data and settings on a server and then transfer that data and the configuration settings to a newer server. The new server can then take over the identity of the old server. Applications and users don’t need to change anything on their end.

This is a great new feature! Think of that old Windows Server 2008 system that’s still hanging around because everyone is afraid to touch it. Storage Migration Service is your answer to that old server. You can migrate data from systems as old as Windows Server 2003, but the destination server has to be Windows Server 2012 R2 or newer.

[image: Tip] Using a Windows Server 2019 system as the destination is recommended because you can install the Storage Migration Service Proxy, which can double the transfer performance over older versions of Windows Server.



Storage Migration Service Proxy

When this feature is installed on the destination server, the transfer performance of the Storage Migration Service is almost doubled. This is only available on Windows Server 2019.



Storage Replica

Storage Replica adds the capability to replicate synchronously or asynchronously across servers or clusters. This is great for disaster recovery!

When Storage Replica was first introduced, it was only supported in the Datacenter edition. With Windows Server 2019, Storage Replica was made available in the Standard edition as well, though it does have some limitations when it’s installed on Standard: It can only replicate a single volume, volumes can have only one partner, and volumes can only be a max size of 2TB.



System Data Archiver

This feature is installed by default on Windows Server 2019 and is also new to Windows Server 2019. Its job is pretty simple: It’s responsible for collecting and archiving system data from the server.



System Insights

One of the challenges of being a system administrator is forecasting what your compute and storage needs are. New to Windows Server 2019 is System Insights. This cool new feature includes analytics and machine learning to predict based on usage what your needs may be. It’s a very useful tool when doing capacity forecasting, and can cover compute, storage, and networking needs. No more guesswork!



Telnet Client

The Telnet Client allows you to connect to a Telnet Server using the Telnet protocol.

[image: Warning] Use this carefully! It can be very useful for troubleshooting, but because it sends information in plain text, you don’t want to send usernames or passwords through it.



TFTP Client

The TFTP Client feature allows you to interact with a TFTP server. With this feature installed, you can read from and write to a remote TFTP server. This may be beneficial for network administrators in particular to pull/push images on network equipment.



VM Shielding Tools for Fabric Management

Fabric in this context is referring to a guarded fabric, which provides a more secure infrastructure for shielded VMs to run on.

This feature should be installed on the Fabric Management Server. It includes utilities that can be used by solutions that manage the fabric.



WebDAV Redirector

The WebDAV Redirector allows you to connect to WebDAV sites and access files on the sites through a mapped drive. This is great from a compatibility standpoint because some applications don’t support WebDav, but they can absolutely understand how to access files on a mapped drive.



Windows Biometric Framework

The Windows Biometric Framework allows you to use fingerprint devices or facial recognition to authenticate to Windows. This includes the Windows Biometric Service, which supports the Windows Biometric Framework API. Client applications are able to leverage the API to take advantage of biometric authentication.



Windows Defender Antivirus

This feature is installed by default and was previously known as Windows Defender. It’s a built-in next generation antivirus solution that is able to look at file and process behaviors for things that appear malicious. It gets regular updates from signatures, and through machine learning and threat research.



Windows Identity Foundation 3.5

The Windows Identity Foundation 3.5 feature provides a .NET 3.5 framework for building claims-aware applications. You should only use this if for some reason you need to code against .NET 3.5 or .NET 4.0. Windows Identity Foundation is included in .NET 4.5 and is no longer a separate feature that needs to be installed.



Windows Internal Database

The Windows Internal Database is a relational database intended to support Windows roles and features such as AD RMS, WSUS, and Windows System Resource Manager. This is not designed to replace SQL Server. It’s really only intended to support roles and features in the Windows Server operating system.



Windows PowerShell

Windows Server 2019 includes both PowerShell 5.1 and the PowerShell ISE installed by default. In most cases, this is all you need to work with the server with PowerShell. You can also install the older PowerShell 2.0 Engine, PowerShell Web Access, and PowerShell Desired State Configuration (DSC).

PowerShell is such a broad topic that Book 6 is devoted to it.



Windows Process Activation Service

When you install the Windows Process Activation Service, you can provide features you would normally get with IIS and HTTP applications to non-HTTP applications using Windows Communication Foundation (WCF) services. Additionally, IIS 10.0 takes advantage of Windows Process Activation Service to do message-based activations over HTTP.



Windows Search Service

Windows Search Service (WSS) can analyze a set of documents and extract useful information, typically metadata, which can then be queried later on. The processing of indexing can be pretty CPU intensive, but the service will throttle itself or even pause indexing if the user experience might be impacted by indexing. By leveraging the indexing, your users will notice a performance improvement when they do a search on your file server.



Windows Server Backup

Windows Server Backup is a built-in backup utility. It can be used to back up and restore data, and can perform full backups, system state backups, volume backups, and specific folder backups. You can even do a bare metal backup, which will allow you to completely restore your system should it need to be rebuilt.

Backups can be saved on a local drive or on a remote server share, and they can be run once or scheduled to run as often as needed.



Windows Server Migration Tools

Microsoft tried to make migrating to a newer version of Windows Server as painless as possible with Windows Server Migration Tools. This feature, when installed, can migrate roles, features, OS settings, and shares. I think that the greatest value of this tool is being able to move roles from several versions of the operating system back. This can be a very scary proposition for some system administrators, but Windows Server Migration Tools really simplifies the process and reduces the risk of things going wrong.



Windows Standards-Based Storage Management

Do you need to discover, manage, and monitor your storage devices? Are the management interfaces using the SMI-S standard? If you answered yes to both questions, then this is the feature for you. Installing this feature will add several Windows Management Instrumentation (WMI) classes and Windows PowerShell cmdlets to the server and will allow you discover, manage, and monitor compatible devices.



Windows Subsystem for Linux

The Windows Subsystem for Linux (WSL) originally gave you the ability to run a form of an Ubuntu-based bash shell on Windows. It has been enhanced since that early start and now allows you to install a full version of Linux from the Windows Store. It should be noted that WSL does not give you the full graphical Linux experience. It gives you terminal access and was primarily designed with developers in mind.



Windows TIFF IFilter

When the Windows TIFF IFilter is enabled, you can search TIFF files for text using optical character recognition (OCR). The IFilter can be used by the Windows search utility and will allow you to do full text searches of the TIFF files on your systems. It’s worth noting that the text needs to be clear. If the TIFF image is the result of a scan and the scan quality is poor, or includes images, the IFilter may not be able to read the TIFF file as well.



WinRM IIS Extension

Enabling WinRM IIS Extension allows you to manage the server remotely from a client that is using WS-Management (WS-Man), like PowerShell remoting for example.



WINS Server

WINS Server maps out NetBIOS names to IP addresses. A Windows system could register itself with WINS, and then other systems in the workgroup could query the WINS server for that system’s IP address. This has, for the most part, been replaced by DNS in most organizations.



Wireless LAN Service

If your server needs to connect to a wireless connection, you’ll need to install this feature. Wireless LAN Service allows the server to find wireless network adapters and manages both the wireless connections and wireless profiles.



WoW64 Support

WoW64 Support is installed by default on Windows Server 2019 and allows you to run 32-bit applications on a 64-bit system.



XPS Viewer

The XPS Viewer is installed by default on Windows Server 2019 with Desktop Experience. It allows you to read XPS documents and assign permissions or digitally sign XPS documents as well.






Chapter 2

Configuring Server Hardware
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Whenever you’re working with a brand-new server, and sometimes when you’re working with an older one, you’ll have configuration tasks you need to perform. Some of these tasks are related to the operating system and the applications you want to install; others are related to the server hardware.

When you first install a new server, one of the first things that you’ll want to do is verify that all the hardware is functional. This means checking to ensure that there is a driver present for each piece of hardware and that none of the devices is having issues.

With an older server that is having issues, you need to be able troubleshoot whether the hardware is the issue. This is especially important if the software has not been changed, but the server has suddenly started freezing, crashing, or performing slowly.

In this chapter, I walk you through some different methods of working with server hardware and explain your options.



Working with Device Manager

Device Manager has been front and center for working with hardware in Windows operating systems for a very long time. In fact, it was introduced for the first time to the Windows Server operating system with Windows Server 2000. Its strength comes from its simple interface that makes it very easy to spot hardware devices that are having difficulties. Icons next to each section and driver tell you at a glance if there is an issue with a device in that section and which device is having the issue. Here are the icons you may run into: 


	An orange triangle with an exclamation point in the middle: Indicates that the device is having a problem. It may still be functioning but should be checked out.

	A white circle with a black arrow pointing down: The device is disabled. You can enable the device by right-clicking the device and choosing Enable Device.

	A white circle with a lowercase i in blue: This does not mean there is a problem of any kind. Instead, it indicates that the device was manually configured and is not using Use Automatic Settings.

	A white circle with a blue question mark: This means that a driver has been installed that should be compatible with the device, but it is not the device’s intended driver, because that driver could not be located.




Opening Device Manager

There are multiple methods to open Device Manager. In this section, I present one of the shortest methods to open it. Microsoft simplified getting to many of the administrative tools that are commonly used on the Windows Server operating system, and this is one of those tools. 


	Right-click the Start menu.

	
Select Device Manager from the menu.

Device Manager looks similar to Figure 2-1.





 [image: Screen capture depicting Device Manager on Windows Server 2019.]

FIGURE 2-1: Device Manager on Windows Server 2019 will look familiar to those who have worked with Windows in the past.







Configuring how Device Manager displays

The View menu in Device Manager gives you different ways to visualize the hardware in your system. You can logically group your hardware in different ways that make sense to you, which can make it easier to troubleshoot.

When you choose the View menu, you have the following options: 


	Devices by Type: This groups the hardware logically by the type of hardware. For instance, if your server has multiple network interface cards, they will all be grouped under Network Adapters. If you have multiple hard drives, they’ll be grouped under Disk Drives. This is the default view that Device Manager opens up to.

	Devices by Connection: The devices in your server are able to do their jobs because they’re all connected to each other somehow. This view sorts them by how they’re connected. Many of your storage devices and network adapters will show up under the PCI Bus because that’s typically how they’re connected.

	Devices by Container: This view groups devices by container IDs. These container IDs may be assigned to the device, or the device may inherit a container ID from a parent object. For instance, one of the parent containers is your server. Some of the items grouped under that container may be communications ports, ATA channels, processor cores, and so on.

	Resources by Type: This view will sort all your server’s devices into resource types. The types are direct memory access, input/output, interrupt request, and memory. I discuss these in more detail in this chapter, in the “Understanding resources” section.

	Resources by Connection: This view sorts your system’s resources by how they’re connecting and interacting with one another. This view was very helpful back when it was common to have to research interrupt request (IRQ) conflicts but may not be as widely used now.



You can also customize what information you’re shown in Device Manager. Choose View⇒  Customize and the Customize View dialog box appears (see Figure 2-2). From here, you can change which items are displayed to you. I’ve never really had a good reason to change from the default view.


 [image: Screen capture depicting Customize View dialog box.]

FIGURE 2-2: Customizing your Device Manager view.







Viewing devices that are not working properly

Typically, if a device is broken, it will show up in one of two ways: 


	If the device is having issues but is still somewhat functional, it will have an orange triangle on it with an exclamation point in the middle.

	If the device is not working at all and has a white circle with a black downward-facing arrow, that means the device is disabled.



When you have a device that’s having an issue, it will automatically be expanded in Device Manager when you open it. That makes it much simpler for you as the system administrator to find the device that’s having problems. In Figure 2-3, you can see I have two devices with issues. The DVD/CD-ROM drive is disabled, and under Other Devices I have a Base System Device that is in a problem state.


 [image: Screen capture depicting an option listed under DVD/CD-ROM drive in Device Manager.]

FIGURE 2-3: Device Manager makes it simple to identify devices with problems.





The DVD/CD-ROM can be re-enabled to see if it’s having issues. I can simply right-click it and choose Enable Device. In my case, it will function properly because I disabled it to take the screenshot. The Base System Device is the more difficult one to troubleshoot because I have very little information to go on.

When I view the Properties screen for the broken device, I can find out that there is no driver installed for the device. I can have Windows automatically search to see if it’s able to find a compatible device. Most often this will fix the problem. If not, you need to do a little more sleuthing to figure out which device is having the issue, and then go to the vendor’s website to download the drivers manually.



Understanding resources

Understanding the resources that are represented in Device Manager can be very helpful when troubleshooting technical issues on the system. In some cases, like input/output (IO) and IRQ, having duplicate addresses can cause issues with devices. The devices may stop working or may cause your system to freeze or crash.

If you’ve gone through the content for the A+ certification, this section will probably be old news and you can feel free to skip it. If you haven’t worked on your A+ certification yet, or you’re new to servers and computing, read on!


Direct memory access

Direct memory access (DMA) allows attached devices to communicate directly to the memory, taking the central processing unit (CPU) out of the equation as the middleman. This can speed up communication significantly. Typically, around 16MB of memory can be used for DMA.



Input/output

IO, at its simplest, is defined as any device that can transfer data to or from your server. This could include input devices like keyboards and mice, output devices like printers and monitors, and other devices that are capable of both input and output (like disk drives). In the context of Device Manager, on the Resources tab you can see which IO addresses have been assigned to specific devices by looking at I/O Range.



Interrupt request

An IRQ is essentially a signal sent to your CPU that “interrupts” what it’s doing so that the device or software that sent the interrupt can get attention. This is used to support multitasking as the processor is told when it’s needed, instead of having the CPU ask (poll) while it’s idle. Interrupts are assigned to specific devices and are not shared. If two devices have the same IRQ, you’ll get an IRQ conflict. This used to be an issue that system administrators needed to be aware of, but because most devices today are plug and play, it’s not really an issue most system administrators have to work on.



Memory

Random access memory (RAM) is great for loading things quickly because it’s a solid state technology. In Device Manager, you can view the memory ranges that are assigned to the individual devices under the Resources tab for each device.




Viewing hidden devices

Sometimes devices aren’t visible in Device Manager when you first open it. Devices that are not currently connected and devices that are not plug and play are examples of devices that won’t show up in Device Manager by default.

For devices that are not plug and play, choose View⇒  Show Hidden Devices. This causes the non-plug-and-play devices to show up.

To view devices that were once installed but are no longer attached to the server, you need to open a Command Prompt as an administrator and enter the following command: 

SET DEVMGR_SHOW_NONPRESENT_DEVICES=1

Then in the same Command Prompt window, launch Device Manager by typing devmgmt.msc. When Device Manager opens, choose View⇒  Show Hidden Devices. You see “ghost” entries for the devices that once existed. This is helpful if old device drivers are causing issues with new devices or applications because you can remove them when you can see them.



Scanning for new devices

If you’ve installed a new device but it isn’t showing up in Device Manager, you can start a scan for new hardware by choosing Action⇒  Scan for Hardware Changes. This will scan for new hardware, and if it locates it, attempt to locate and install a driver for the hardware.



Working with older devices

As a system administrator, you may be asked to install a device that is older and not recognized by the computer when it’s plugged in. For these non-plug-and-play devices, your best bet is to use the Add Legacy Hardware option in Device Manager. You can get to it by choosing Action⇒  Add Legacy Hardware from inside the Device Manager window.



Viewing individual device settings

While in Device Manager, viewing the settings of individual devices is simple. You can double-click the device, or you can right-click the device and choose Properties. On most devices, you have a minimum of four tabs: 


	
General: The General tab (shown in Figure 2-4) contains basic information regarding the device, such as the name of the device, the type of device, who manufactured it, and the device’s location on the system.

[image: Tip] One of my favorite parts of this tab is the Device Status box at the bottom. If you’re troubleshooting an issue, the Device Status box can be very helpful. When your device is working properly, it will look like what you see in Figure 2-4.


	
Driver: The Driver tab gives you information regarding the installed driver and allows you to perform several driver-related management tasks. It starts out with the name of the driver and then lists the provider of the driver, the date the driver was made available, the version of the driver, and if the driver is signed it includes the identity of the organization that signed it.

The following buttons allow you to manage the drivers on your system from this tab: 


	Driver Details: Provides more details regarding the driver, including where the driver files live and what their names are.

	Update Driver: You can click this button to update your drivers. You’re given two options. You can search automatically for updated drivers, which searches your system and the Internet for updates, or you can browse to the driver software if you know where the updated drivers are located on your system.

	Roll Back Driver: Say you updated you driver, and now your device isn’t working properly. You can click Roll Back Driver to go back to the previously installed driver.

	Disable Device: Clicking Disable Device disables the device in Device Manager. When you disable a device, the icon next to the device name will have a downward-facing arrow indicating that it is currently disabled.

	Uninstall Device: If you need to uninstall the device altogether, you can press this button. This option is useful for removing stale drivers that weren’t removed when hardware was uninstalled, for removing drivers that have become corrupted, or for manually removing device drivers that are causing stability issues on your system.




	Details: The Details tab doesn’t look like much when you first click it, but it actually contains a wealth of information regarding your device. By default, the drop-down box will have Device Description selected, but you can choose from many other properties to get more information on the specifics of your device.

	Events: The Events tab contains events that have occurred to the specific device. On a new system, there won’t be much to look at — you have the initial Device Started and Device Configured entries. If the server has been around for a while and you’re trying to troubleshoot an issue, click View All Events, and the Event Viewer appears with a custom filter so that you can look at events specific to the device.




 [image: Screen capture depicting General tab in LSI Adapter dialog.]

FIGURE 2-4: The General tab for an LSI storage adapter.





Some devices have additional tabs that add further management capabilities, such as Power Management and Resources. Power Management gives you the ability to allow the computer to shut off a device to conserve power, or allow the device to wake the computer if it’s in Sleep mode. The Resources tab, when it’s available, tells you which memory ranges a device is using, which IRQ it’s using, and if there are any conflicting devices.



Updating drivers

Updating drivers from Device Manager is pretty simple. You have two options: You can right-click the device and choose Update Driver, or you can right-click the Device, choose Properties, and click the Drivers tab.

After you select Update Driver through either method, you see the dialog box shown in Figure 2-5. Here, you’re presented with the choice to search automatically for the driver or browse the computer for the software. Searching automatically is typically the easiest method; it searches the local computer and then searches the Internet for updated drivers. If for some reason it isn’t able to locate the drivers and you know where they’re located, choosing to browse your computer for the driver software may be the best option.


 [image: Screen capture depicting Update Drivers LSI Adapter dialog with search automatically for the driver option selected.]

FIGURE 2-5: You have two options when updating drivers in Windows Server 2019 through Device Manager.







Configuring power management

Some of the devices in Device Manager have a Power Management tab. This tab lets you configure the behavior of the device in regards to — wait for it — power management. You have two or three options, depending on what the device is: 


	Allow the Computer to Turn Off This Device to Save Power: This option is most useful on devices that will run off battery power like laptops. You most likely don’t want components of your server to turn off, though, so you may want to uncheck this box.

	Allow This Device to Wake the Computer: A device with this check box selected is able to wake the server if it has gone to sleep. This feature is used by network cards that need to be able to wake a server for patching, and by input devices like mice and keyboards so that they can wake up the attached system.

	Only Allow a Magic Packet to Wake the Computer: This setting is available on network adapters and is only available if Allow This Device to Wake the Computer is enabled. The magic packet is also known as a Wake-on-LAN packet and is a special broadcast packet designed to wake the system.






Using the Add Hardware Wizard

With most devices being plug and play, you shouldn’t ever need to use the Add Hardware Wizard. In fact, it was removed from the Control Panel back in Windows 7, because driver installation is handled automatically. If for some reason the device driver is not being installed, maybe because the device is too old or because it’s too new, you can manually launch the Add Hardware Wizard. Download the drivers from the manufacturer’s site first, and then follow these instructions: 


	Right-click the Start menu and choose Windows PowerShell (Admin).

	
Type hdwwiz.exe and press Enter.

The Add Hardware Wizard launches (see Figure 2-6).


	Click Next.

	Select the radio button next to Search for and Install the Hardware Automatically (Recommended) and click Next.

	If the wizard finds new hardware, it will tell you what it found and you can install the driver.

	If the wizard did not find new hardware, it will ask you to choose a hardware category. Choose one and click Next.

	
Choose the manufacturer and the model of your device and click Next.

The wizard installs the driver.





 [image: Screen capture depicting Add Hardware Wizard with Next option selected.]

FIGURE 2-6: The Add Hardware Wizard.





It is worth noting that there are multiple ways to get to the Add Hardware Wizard that are not documented in steps that I’ve just described. Find the way that works best for you to access these items — don’t be afraid to experiment.



Performing Hard-Drive-Related Tasks

Central to most of the work you’ll do on your servers is the hard drive. Hard drives store the operating system and the data that your organization needs to do what it does best. There are two main types of storage in use today. 


	Hard disk drives (HDDs): For quite a few years, magnetic storage (known as hard disk drives) were the only option. These drives were available at varying speeds and capacities; higher-speed and higher-capacity drives were more expensive. Because they were mechanical drives, they were prone to wearing out, and as technology improved, magnetic storage was no longer able to keep up with some of the more storage-intensive workloads because of their physical constraints. Magnetic storage hasn’t gone away — it’s still around. Due to their lower cost, HDDs are still an excellent choice for data storage when high speed and high performance aren’t as important as keeping cost down.

	Solid state drives (SSD): Solid state drives have no moving parts; they store data on non-volatile flash memory chips. As technology improves, their lifespans increase, their capacities continue to grow, and their prices come down. For most system administrators, SSD drives are the staple of operating system drives because they’re so fast. If you have an application that needs constant steady performance and high input/output operations per second (IOPs), SSDs will meet that need.



[image: Tip] In many scenarios, system administrators and storage administrators take a best-of-both-worlds approach: They create tiered storage. Higher-tier storage is composed of the faster and more expensive SSD drives, while lower-tier storage, which is used for infrequently accessed data, is made up of the less expensive HDDs.



TALKING THE DISK TALK
 
Before I continue into the exciting world of storage, here’s a quick rundown on some terms I use in this chapter: 


	Disk: The physical or virtual storage device that is presented to the server to allow for the storage of data.

	Partition: A disk can be broken into multiple partitions. These partitions are smaller chunks of the disk that may or may not contain a file system.

	Volume: Volumes have names and are what you present to your users. They have a file system and can store data of all kinds. You can have multiple volumes on disks and in partitions.







Choosing basic or dynamic disks

When you first initialize a disk, it’s a basic disk. For most users, this works just fine. Basic disks are a simple solution and, by default, how new disks are created. However, if your organization wants to use more advanced disk features, you need to upgrade to a dynamic disk. Dynamic disks support 


	Simple: A simple dynamic disk is very similar to a basic disk. When you first convert a basic disk to a dynamic disk it will be a simple volume.

	Striping: Data is written across multiple drives (or striped). This can improve write performance, but it’s not a fault-tolerant solution. You need a minimum of two disks to take advantage of this functionality, and if you lose one disk you have lost the entire striped set. Striping is sometimes referred to as RAID 0.

	Spanned: A spanned volume is a logical volume created from combining multiple physical hard drives. This can be really cool if you have a couple of smaller hard drives, but you need one big hard drive. The downside to this approach is that, like striping, there is no fault tolerance if one of the drives ceases to function. You lose all the data on the drive.

	Mirroring: Data is written identically to two or more drives. This provides fault tolerance because there is no data loss if one of the drives becomes inoperable. Mirroring is sometimes referred to as RAID 1.

	RAID 5: A RAID 5 volume is also referred to as a parity volume. It requires a minimum of three disks, one of which is used for parity. That parity bit guarantees that if one of the drives goes down, there will be no data loss. Of course, if you lose more than one drive, you’ll suffer data loss.





Using multipath I/O

Picture yourself in the datacenter working on installing a new server. You’re working on getting it cabled in, grumbling about the inevitable rat’s nest of cables in the way, when you realize you accidentally unplugged the power from the rack switch that is used for connections to the Internet Small Computer Systems Interface (iSCSI) storage. You brace yourself for the inevitable slew of angry phone calls, but nothing happens. Then you realize that every system has a second network cable going to the iSCSI switch in the rack next door. You breathe a sigh of relief — you have multipath I/O (MPIO).

MPIO is a technology that allows a server to recognize more than one path to its storage area network (SAN) storage. This is commonly set up for Fibre Channel and iSCSI storage networks to provide fault tolerance for the storage network. In addition to that, depending on how it’s configured, it can help increase performance because you can use both connections at the same time.

Installing MPIO is pretty straightforward, but the configuration can be a little more complex. MPIO is offered as a feature in Windows Server 2019. Here’s how to install MPIO: 


	With Server Manager open, choose Manage⇒  Add Roles and Features (as shown in Figure 2-7).

	On the Before You Begin screen, click Next.

	On the Select Installation Type screen, select Role-Based or Feature-Based Installation and then click Next.

	On the Select Destination Server screen, your server will be highlighted; click Next.

	On the Select Server Roles screen, click Next.

	On the Select Features screen, scroll down and select Multipath I/O (as shown in Figure 2-8) and click Next.

	On the Confirm Installation Selections screen, click Install.

	When the installation is finished, click Close.




 [image: Screen capture depicting Server Manager with Add Roles and Features option in a drop-down menu for Manage.]

FIGURE 2-7: Installing the MPIO feature in Windows Server 2019.






 [image: Screen capture depicting Add Roles and Features wizard with Multipath I/O selected.]

FIGURE 2-8: Select the Multipath I/O check box on the Select Features screen.





With MPIO installed, you can configure it to work with your iSCSI storage or even Serial Attached SCSI (SAS) storage.



Working with storage area networks

For years, the local storage on the server was all you had to work with. Being limited to the storage in the server had several problems. It wasn’t fault tolerant (unless you used RAID, with the exception of RAID 0), it wasn’t easily scalable, and the capacity was limited to however many disks would fit in the server.

Somebody came up with the idea of creating drive arrays to alleviate those issues. The drive arrays could have expandable trays of disks. Those trays could be used to mirror other trays or to use RAID if fault tolerance was the main goal. These large drive arrays needed a network that could support the growing amount of data being pushed into them. And so the SAN was born.

There are many different protocols in use in SANs, but here are the two most frequently used in enterprise environments today: 


	iSCSI: iSCSI became a favorite of small to medium businesses because the business could use the existing network infrastructure to support the storage traffic. This made iSCSI a smaller upfront investment because there was no need to purchase special cards and switches to support iSCSI traffic. The business simply needed an iSCSI storage device, and it could use iSCSI. The iSCSI protocol encapsulates SCSI commands inside a Transmission Control Protocol (TCP) packet. That data is then transferred over traditional Ethernet cabling to its destination.

	Fibre Channel: Fibre Channel is still the more popular of the two protocols, mainly due to speed and reliability. It requires the purchase of special network cards and special switches to support the Fibre Channel protocol. Although Fibre Channel offers fast data transfers, it’s limited by distance, far more so than iSCSI is. Fibre Channel uses fiber-optic cable to transmit data. Data is transmitted as flashes of light down a glass fiber.



What happens if you want the best of both worlds? Some companies sell what is referred to as unified storage. These storage devices are capable of supporting both iSCSI and Fibre Channel.



Understanding Storage Spaces Direct

Storage Spaces Direct is a feature that was introduced in Windows Server 2016 Datacenter edition. It was a great way for organizations that couldn’t afford a SAN to be able to achieve the dream of highly available and highly scalable storage. It took advantage of the local storage on the servers to create a pool of storage that the entire cluster of servers, called nodes, could take advantage of.

To use Storage Spaces Direct on multiple servers, you need to install the Failover Clustering and Hyper-V roles on each server. You need a minimum of 10 Gb Ethernet between the clustered systems, and remote direct memory access (RDMA) is recommended.

Setting up the storage is fairly straightforward. You create a storage pool from the physical disks, and from there you create logical disks and then volumes. I’ll show you how to do this on a standalone server, but the process is very similar with clustered servers. First, you’ll create a storage pool. Then you’ll create logical disks and volumes.


Creating the storage pool

The storage pool is the starting point when building out the storage for Storage Spaces Direct. Here’s how to create the storage pool: 


	From Server Manager, click File and Storage Services in the left-hand menu.

	
Click Storage Pools.

If you have available disk drives, they show up under Physical Disks on the lower-right side. Notice under Storage Pools that there is an entry called Primordial. This is created by default with the available disks (see Figure 2-9).


	Right-click where it says Primordial and choose New Storage Pool.

	On the Before You Begin screen, click Next.

	
On the Specify a Storage Pool Name and Subsystem Screen, enter a name for the pool and click Next.

I’m naming our pool “Pool1.” Notice in Figure 2-10 that the primordial pool is selected by default.

On the Select Physical Disks for the Storage Pool screen, you see all the disks that were in the primordial pool. You can choose some of the disks or all of the disks.


	For this example, select all the disks.

	Change the Allocation drop-down box on the last drive to Hot Spare, as shown in Figure 2-11, and click Next.

	
On the Confirm Selections screen, click Create.

If all goes well, the View Results screen should say Completed.


	Click Close.




 [image: Screen capture depicting Server Manager with Physical Disks on the lower-right side.]

FIGURE 2-9: The Storage Pools screen showing available physical disks.






 [image: Screen capture depicting New Storage Pool wizard with Storage Pool Name.]

FIGURE 2-10: Choose a name for your storage pool and choose the primordial pool to select physical disks from.






 [image: Screen capture depicting New Storage Pool wizard with all options selected in Physical Disks.]

FIGURE 2-11: Configuration of the physical disks in the storage pool.







Creating a logical disk

Now that the pool is created, you can create a logical disk. Follow these steps: 


	
Right-click Pool1 and choose New Virtual Disk, or click the To Create a Virtual Disk, Start the New Virtual Disk Wizard hyperlink in the Virtual Disks box.

You will be asked to select the storage pool you want to work with. You should only see the one pool that we created so far, Pool1.


	Select Pool1 and click OK.

	On the Before You Begin screen, click Next.

	On the Specify the Virtual Disk Name screen, name the disk Disk1, as shown in Figure 2-12.

	Click Next.

	
On the Specify Enclosure Resiliency screen, leave the Enable Enclosure Awareness check box unchecked and click Next.

The next screen is the Select the Storage Layout screen. You have three options: Simple, Mirror, and Parity. These are very similar to the RAID levels as far as what they do. Simple is a non-RAID disk, Mirror is similar to RAID 1, and Parity is similar to RAID 5.


	Select Simple, as shown in Figure 2-13, and click Next.

	On the Specify the Provisioning Type screen, Select Thin for the Provisioning Type, and click Next.

	
On the Specify the Size of the Virtual Disk screen, tell it how big you want the disk to be and click Next.

In my example, I’ve chosen to make the virtual disk 10GB.


	On the Confirm Selections page, click Create.

	If everything succeeded, click Close.




 [image: Screen capture depicting New Virtual Disk Wizard with Disk named Disk1.]

FIGURE 2-12: You have to name your virtual disk before you can use it.






 [image: Screen capture depicting New Virtual Disk Wizard with Simple storage layout selected.]

FIGURE 2-13: Selecting the storage layout can be very important if you need it to be fault tolerant.







Creating a volume

Now that you’ve created a storage pool and a virtual disk, you’re ready to create a volume. Follow these steps: 


	Right-click Disk1 and choose New Volume, as shown in Figure 2-14.

	On the Before You Begin screen, click Next.

	On the Select the Server and Disk screen, you should only have one server and disk at this point, so you can simply click Next.

	
On the Specify the Size of the Volume screen, enter a size and click Next.

I’ve entered 5GB.


	
On the Assign to a Driver Letter or Folder screen, select a drive letter or specify a folder and click Next.

I’ve kept it simple and chosen a drive letter. I was automatically given the letter E, as you can see in Figure 2-15.


	
On the Select File System Settings screen, select the file system settings and click Next.

I’ll stick with the default NTFS and the default allocation unit size, and I’ll name the volume, Volume1.


	On the Confirm Selections screen, if everything looks good, click Create.

	If everything on the Completion screen says Completed, you’re good to go, so click Close.




 [image: Screen capture depicting Server Manager window with New Volume option in drop-down menu from Disk1.]

FIGURE 2-14: Creating a volume that the operating system can use is simple after the virtual disk has been created.






 [image: Screen capture depicting Driver Letter or Folder screen from New Volume wizard with E selected.]

FIGURE 2-15: Choosing a drive letter for my new volume.








Working with Storage Replica

Storage Replica is a great tool for disaster recovery scenarios. It can do synchronous or asynchronous block-level replication of volumes between servers or clusters. By implementing stretch clusters, you could even replicate across distant sites.

Storage Replica was initially released in Windows Server 2016 Datacenter edition. As of Windows Server 2019, you can also take advantage of Storage Replica, although it does have a few limitations: 


	Storage Replica is only able to replicate one volume, not an unlimited number of volumes.

	A volume can have only one replication partnership, unlike Datacenter where a volume can have an unlimited number of partners.

	Storage Replica will only support sizes up to 2TB, while Datacenter has no limit on size.





Using Storage Quality of Service

Storage Quality of Service (QoS) allows you to centrally monitor the storage performance of virtual machines (VMs) when you’re using Hyper-V and the Scale-Out File server roles. Note that you can use cluster shared volumes instead of Scale-Out file server if desired. Storage QoS accomplishes a few things: 


	It ensures that one VM can’t use up all the storage bandwidth.

	It monitors storage performance.

	It uses policies to determine minimum and maximum I/O for VMs.



One of the simplest ways to experiment with Storage QoS is to set up a failover cluster and create a cluster shared volume. If you do this, then Storage QoS is set up automatically. You can view it under the Cluster Core Resources.



Encrypting with BitLocker

Securing data has never been more critical than it is today. With BitLocker, you can protect your data from would-be thieves by encrypting your entire data drive. BitLocker can encrypt both fixed drives and removable drives. Fixed drives will in general use a Trusted Platform Module (TPM) chip to save the cryptographic key, while BitLocker To Go utilizes either a password or a smart card to unlock it.

In the following sections, I explain t what a TPM is, and walk you through installing BitLocker as well as configuring BitLocker To Go and BitLocker.


Understanding Trusted Platform Modules

A Trusted Platform Module is a special chip on the motherboard designed to store passwords, certificates, and cryptographic keys. For the most seamless BitLocker experience, you’ll want a TPM chip that is version 1.2 or newer. If your system doesn’t have a TPM, you can still use BitLocker, but you’ll have to use Group Policy to override the TPM requirement. You’ll have to enter a password to unlock the system. I cover how to setup BitLocker without a TPM later in this chapter in the section called, “Knowing what to do if there’s no TPM module.”



Installing BitLocker

To install BitLocker on Windows Server 2019, you need to install the BitLocker feature. Follow these steps: 


	With Server Manager open, choose Manage⇒  Add Roles and Features.

	On the Before You Begin screen, click Next.

	On the Select Installation Type screen, click Role-Based or Feature-Based Installation and click Next.

	On the Select Destination Server screen, click Next.

	On the Select Server Roles screen, click Next.

	
On the Select Features screen, click select the BitLocker Drive Encryption check box, as shown in Figure 2-16, and click Next.

You’ll be asked if you want to install additional features that are required for BitLocker Drive Encryption, as shown in Figure 2-17.


	Click Add Features and then click Next.

	
On the Confirm Installation Selections screen, select the Restart the Destination Server Automatically if Required check box.

The BitLocker Drive Encryption feature requires a reboot.


	Click Install.




 [image: Screen capture depicting Add Roles and Features wizard with BitLocker Drive Encryption selected in Features.]

FIGURE 2-16: Installing the BitLocker Drive Encryption feature.






 [image: Screen capture depicting Add Roles and Features wizard with install additional features for BitLocker Drive Encryption.]

FIGURE 2-17: Adding features that are needed for BitLocker Drive Encryption to work its magic.





After the server reboots, you can move on to configuring BitLocker.

[image: Warning] Anytime you look at encrypting your data, be sure that you have a good backup to recover from in case something goes wrong. If you don’t have a good backup, and the encryption process runs into an issue, you will need to restore from your backup.



Configuring BitLocker To Go

To configure BitLocker To Go, you need to navigate to where the management utilities are hidden and then you can start to play. Follow these steps: 


	Click Start, scroll down to Windows System, and choose Control Panel.

	Click System and Security.

	Under BitLocker Drive Encryption, click Manage BitLocker (see Figure 2-18).

	
On my system, BitLocker is currently off, so I’ll click Turn on BitLocker for Volume1 (see Figure 2-19).

Because Volume1 is considered a removable disk, the TPM is not used, and you have to set a password or tell it to use a smart card. This is to support BitLocker To Go.


	Set a password, as shown in Figure 2-20.

	
Click Next.

You’re asked how you want to back up your recovery key. You can save to a file or print the recovery key.


	
Save it, and then click Next.

You’re asked how much of your drive you want to encrypt.


	Choose Encrypt Used Disk Space Only and click Next.

	
On the Choose Which Encryption Mode to Use screen, select Compatible Mode and click Next.

It’s generally safest to go with Compatible Mode for removable media.

You’re asked if you’re ready to encrypt the drive.


	
Click Start Encrypting.

After the encryption is complete, you see the status of BitLocker on the BitLocker To Go drive. It should say BitLocker On, as shown in Figure 2-21.





 [image: Screen capture depicting System and Security window with Manage BitLocker option under BitLocker Drive Encryption.]

FIGURE 2-18: Getting to the BitLocker Management screen from the Control Panel.






 [image: Screen capture depicting  BitLocker Drive Encryption window with Turn on BitLocker for Volume1 option.]

FIGURE 2-19: Turning on BitLocker for Volume1.






 [image: Screen capture depicting  BitLocker Drive Encryption window with password option.]

FIGURE 2-20: Setting a password for BitLocker To Go.






 [image: Screen capture depicting  BitLocker Drive Encryption window with BitLocker To Go enabled on Volume1.]

FIGURE 2-21: BitLocker To Go enabled on Volume1.







Configuring BitLocker

To configure BitLocker, you need to navigate to where the management utilities are. These steps are the same as Steps 1 through 3 in “Configuring BitLocker To Go,” so I’ll start the instructions after Step 3. If you need a refresher on how to get to the BitLocker Management screen, review steps 1 through 3 in “Configuring BitLocker To Go” before proceeding. 


	
On my system, BitLocker is currently off on the C drive, so I’m going to click Turn on BitLocker for the C drive.

On the How Do You Want to Back Up Your Recovery Key screen, you can choose to save to a file or print the recovery key.


	
Save the file and click Next.

You’re prompted to choose how you want to encrypt your drive. You can encrypt the entire drive, or just the used space only. You should choose whatever your organization requires.


	I’ll choose Encrypt Used Disk Space Only.

	Click Next.

	On the Choose Which Encryption Mode to Use screen, select New Encryption Mode and click Next.

	
On the final screen, select the Run BitLocker System Check check box.

This ensures that BitLocker can read the keys before it encrypts the drive (see Figure 2-22).


	
Click Continue.

You’re dropped back out to the BitLocker screen and asked to restart your system, as shown in Figure 2-23.


	
Click Restart Now.

After the system comes back up, BitLocker will begin the drive encryption. After the encryption is done, it will say BitLocker On, as shown in Figure 2-24.





 [image: Screen capture depicting  BitLocker Drive Encryption window with Are You Ready to Encrypt This Drive screen.]

FIGURE 2-22: The Are You Ready to Encrypt This Drive screen.






 [image: Screen capture depicting  BitLocker Drive Encryption window with Restart Now option in a dialog.]

FIGURE 2-23: The restart prompt after enabling BitLocker on the main system drive.






 [image: Screen capture depicting  BitLocker Drive Encryption window with BitLocker enabled on all the drives.]

FIGURE 2-24: BitLocker enabled on all the drives.







Knowing what to do if there’s no TPM module

You may run into a server that doesn’t have a TPM module. When you try to turn on BitLocker, you get an error saying that a compatible TPM could not be found. This doesn’t mean that you can’t use BitLocker; it just means that there will be more work involved to get it to encrypt the data drive. Follow these steps: 


	Click the Start Menu and choose Run.

	Type gpedit.msc.

	Click Local Security Policy, click Computer Configuration, click Administrative Templates, click Windows Components, click BitLocker Drive Encryption, and click Fixed Data Drives, as shown in Figure 2-25.

	Double-click Configure Use of Hardware-Based Encryption for Fixed Data Drives.

	Select Enabled and ensure that the Use BitLocker Software-Based Encryption When Hardware Encryption Is Not Available check box is selected (see Figure 2-26).

	Click OK.

	Click Local Security Policy, click Computer Configuration, click Administrative Templates, click Windows Components, click BitLocker Drive Encryption, and click Operating System Drives, as shown in Figure 2-27.

	Double-click Require Additional Authentication at Startup.

	Choose Enabled.

	Make sure the Allow BitLocker without a Compatible TPM check box is selected, as shown in Figure 2-28.

	Click OK.

	Close out of Local Group Policy Editor.

	
Now go ahead and go back in to the BitLocker screen.

You should have no issue getting it to work now.





 [image: Screen capture depicting  Configure Use of Hardware-Based Encryption for Fixed Data
Drives selected on Local Group Policy Editor window.]

FIGURE 2-25: Configuring BitLocker to work without a TPM module involves editing the local security policy.






 [image: Screen capture depicting  Use BitLocker Software-Based Encryption When Hardware Encryption Is Not Available selected in Configure window.]

FIGURE 2-26: Enabling software-based encryption for BitLocker.






 [image: Screen capture depicting Require Additional Authentication at Startup selected in Local Security Policy.]

FIGURE 2-27: Allowing alternate authentication methods for the system drive.






 [image: Screen capture depicting Allow BitLocker without a Compatible TPM selected in Require Additional Authentication at Startup window.]

FIGURE 2-28: Letting the operating system drive encrypt or decrypt without a TPM requires this setting.









Performing Printer-Related Tasks

Printers are a pretty important resource. If your print server goes down, you’ll start getting calls very quickly. Conversely, if users are trying to print, they’ll get very cranky if they can’t.

There are a few different ways you might install a server. A locally attached printer, for example, will most likely be connected through a USB cable. That printer may be used by one user or, in a small office setting, it may be shared from that workstation so that multiple users can print to it. Network-attached printing is very common as well, from homes with a wireless printer to large organizations that have printers on their local area networks (LANs). Some organizations may use a print server to manage their print queues centrally. You print to the server’s print queue, and it sends the job to the printer through the network.


Using the Printer Install Wizard

The Printer Install Wizard walks you through the installation of your printer. You can launch it by going to the Control Panel and selecting View Device and Printers under the Hardware category. From there, you simply click Add a Printer and the wizard launches.

If your printer is found, the wizard is a nice easy type of install. If your printer is not found, you have a little more work to do. Here’s how to add a printer that just doesn’t want to cooperate: 


	Click The Printer That I Want Isn’t Listed.

	In my case, my printer is on my network so I choose Add a Printer Using a TCP/IP Address or Hostname, as shown in Figure 2-29.

	Click Next.

	
Fill in the IP address of your printer (as shown in Figure 2-30).

Your IP address will be different from mine, so you’ll need to check your printer to see what IP address it’s using.


	
Click Next.

If all goes well, the system will be able to contact the printer and figure out which driver it needs.


	
Click Next.

On the Printer Sharing screen, you can decide if you want to share the computer with another system.


	I’m going to select Do Not Share This Printer.

	
Click Next.

The last page gives you the option to set the new printer as the default printer.


	Leave that check box selected and click Finish.




 [image: Screen capture depicting Add a Printer Using a TCP/IP Address or Hostname in Add Printer dialog box.]

FIGURE 2-29: Selecting how you’ll find your printer.






 [image: Screen capture depicting IP address in Add Printer dialog box.]

FIGURE 2-30: Configuring the IP address of your printer.





[image: Tip] If you need to use the more advanced print features that are available from your printer, but the Windows drivers aren’t giving you the options you need, you may need to download the drivers from the manufacturer’s website. The drivers are typically packaged in an executable file to aid in installation.



Configuring print options

To configure individual printers, there are two options to look at: 


	Printing Preferences: Printing Preferences allows you to set what the default print settings will be for you printer. From here, you can set the orientation of your printing. If you click the Advanced button, more settings are available — those settings depend on the driver that is installed for your printer. My printer settings are shown in Figure 2-31.

	Printer Properties: The Printer Properties option gives you configuration items for the printer. For instance, if you choose after installation to share the printer or change the driver, or if you need to change the IP address, you can do that with Printer Properties. To open Printer Properties, right-click the printer and select Printer Properties. You get a screen similar to Figure 2-32.




 [image: Screen capture depicting Printer dialog box with printer settings options.]

FIGURE 2-31: Advanced Options gives you more settings to work with.






 [image: Screen capture depicting Printer properties dialog box with printer settings options.]

FIGURE 2-32: The Printer Properties screen allows you to change configuration items.







Configuring the Print Server role

In Windows Server 2019, Print Server is a role that can be installed and then configured.


Installing the Print Server role

Here’s how to install the Print Server role: 


	With Server Manager open, choose Manage⇒  Add Roles and Features.

	On the Before You Begin screen, click Next.

	On the Select Installation Type screen, choose Role-Based or Feature-Based Installation and click Next.

	On the Select Destination Server screen, click Next.

	Scroll down and select Print and Document Services.

	
Click Add Features when you’re prompted to do so.

Your screen should look like Figure 2-33.


	Click Next.

	On the Select Features screen, click Next.

	On the Print and Document Services screen, click Next.

	On the Role Services screen, select Print Server, as shown in Figure 2-34, and then click Next.

	On the Confirm Installation Selections screen, select Install.

	On the Installation Progress screen, click Close after the installation is complete.




 [image: Screen capture depicting Add Roles and Features wizard with Print and Document Services selected in Server Roles.]

FIGURE 2-33: Install the Print and Document Services role to set up your print server.






 [image: Screen capture depicting Add Roles and Features wizard with Role Services screen, Print Server selected.]

FIGURE 2-34: Select Print Server for the role that you want to install.







Configuring the Print Server role

Now that you’ve got the Print Server role installed, you can configure it. Here’s how to add your first printer: 


	From Server Manager, choose Tools⇒  Print Management.

	Expand Print Servers, right-click your print server, and choose Add Printer, as shown in Figure 2-35.

	Select Add a TCP/IP or Web Services Printer by IP address or Hostname and click Next.

	
Enter the IP address and click Next.

On the next screen you can name your printer. In an enterprise, I recommend doing this.


	I’ll call my printer Main Office Printer #1, as shown in Figure 2-36.

	
Click Next.

If the wizard finds the printer, the next screen tell you that the printer was found and shows you a summary of the printer information.


	
Click Next.

The server installs the drivers for the printer.


	After the drivers are installed, click Finish to exit the wizard.




 [image: Screen capture depicting Print Management dialog box drop-down menu with Add Printer option selected.]

FIGURE 2-35: Adding a printer to the Print Server.






 [image: Screen capture depicting Network Printer Installation Wizard with printer named Main Office Printer #1.]

FIGURE 2-36: Naming the printer and adding a location makes it easier for your users to find the printer.








Connecting to a Printer on a Print Server

Connecting to a printer on a print server is pretty simple. You can add the printer with a Universal Naming Convention (UNC) path like \\servername\printername. For this to work, the server's name must resolve in DNS. If you don’t have the printer name in DNS, you can do the UNC with the IP address instead of the server name. In enterprise environments, it’s common to use group policy to manage printers for users and/or computers.

[image: Technical stuff] Using the UNC path to an object, like a share on a file server or a printer, is a convenient way to access resources without knowing where they’re located. In the example of a file server, for instance, the local path to a file might be E:\SomeFolder\SomeShare\SomeFile.txt. The UNC path would be \\ServerName\SomeShare\SomeFile.txt. If the share was ever moved to a different disk, the UNC path would remain the same.




Performing Other Configuration Tasks

I’ve covered a lot of configuration steps in this chapter, and I’m almost done. The last few configuration tasks are more important to your experience when working with the server then they are for your users, who will consume a service from the server.


Keyboard

From the Control Panel, go to Hardware, Devices, and Printers. Right-click the keyboard you want to manage and select Keyboard Settings. The Keyboard Properties dialog box (shown in Figure 2-37) appears. From here, you can adjust the repeat rates, adjust the cursor blink rate, and view information about the drivers.


 [image: Screen capture depicting Keyboard Properties dialog box with repeat rates, cursor blink rate, and information about the drivers.]

FIGURE 2-37: You can adjust the keyboard settings to work better with your typing speed.







Mouse

From the Control Panel, go to Hardware, Devices, and Printers. Right-click the mouse you want to manage and select Mouse Settings. The Mouse Properties dialog box (shown in Figure 2-38) appears. From here, you can adjust button configuration, cursors, and the behavior of the scroll wheel.


 [image: Screen capture depicting Mouse Properties dialog box with button configuration, cursors, and the scroll wheel.]

FIGURE 2-38: You can adjust the mouse settings to customize your experience.







Power management

Right-click the Start Menu and click Settings. From Settings, click System, and then click Power & Sleep. The first screen has the sleep settings for the screen. Click Additional Power Settings. You can choose from premade power plans, and you can customize the plan so that it’s to your liking by clicking Change Plan Settings. You’ll be presented with some very basic settings. However, you can get very granular by clicking Change Advanced Power Settings (see Figure 2-39).


 [image: Screen capture depicting Power Options dialog box with Advanced Settings granular power management scheme.]

FIGURE 2-39: Advanced Power Settings lets you create a granular power management scheme.







Sound

Right-click the Start menu and click Settings. From Settings, click System, and then click Sound. With this screen, you can customize your default sound devices and recording devices. You can troubleshoot your sound devices from here as well.



Language

Right-click the Start menu and click Settings. From Settings, click Time & Language and then click Language. From this screen, you can add new languages, set new default languages, and change keyboard layouts if desired. The Language screen on your server should look similar to Figure 2-40.


 [image: Screen capture depicting Settings window with the Language screen.]

FIGURE 2-40: The Language screen allows you to adjust settings for language and keyboard layouts.







Fonts

You may need to install new fonts on the server. This may happen because the company standard requires a different font than normal. I’ve even had to install barcode fonts before. To work with Fonts, right-click the Start menu and choose Settings. Click Personalization and then click Fonts. What I love most about the new interface is that it gives you visual samples of each of the fonts and the ability to get more fonts from the Microsoft Store. Figure 2-41 shows the Fonts screen.


 [image: Screen capture depicting Settings window with the Fonts screen.]

FIGURE 2-41: Samples of the installed fonts available on the server.










Chapter 3

Using the Control Panel


IN THIS CHAPTER

[image: Bullet] Finding your way to the Control Panel

[image: Bullet] Setting up the Control Panel

[image: Bullet] Seeing what’s in the Control Panel



The Control Panel has been the central administrative area in Windows operating systems for years. Microsoft has made an active effort to replace the aging Control Panel with the newer Settings menu, but some settings are available only through the Control Panel. Plus, for system administrators who have been around for a while, the Control Panel is a more familiar interface to work with. In this chapter, I explain how to access and configure the Control Panel. Then I walk you through the various Control Panel items.



Accessing the Control Panel

You can access the Control Panel in two ways: 


	Click the Start menu and select Control Panel.

	Click the Start menu, scroll down to Windows System, and select Control Panel.



The Control Panel opens with the Category view and should look similar to Figure 3-1.


 [image: Screen capture depicting the Control Panel with settings that can be adjusted.]

FIGURE 3-1: The Control Panel in all its glory.







Configuring the Control Panel

For some people, the Category view in Control Panel (refer to Figure 3-1) works well. Items are grouped with similar items in categories. When you click a category, you get the list of configuration options within that category.

But maybe you don’t want to have to dig through categories. Maybe you just want a simple list of configuration items like the good old days. You can change this setting by clicking the View By drop-down list and selecting either Large Icons or Small Icons (see Figure 3-2).


 [image: Screen capture depicting the Control Panel with drop-down menu for Large Icons or Small Icons view.]

FIGURE 3-2: Changing the view in the Control Panel.





To make it easier for you to see them in this book, I’ve chosen Large Icons. Each one of these icons represents an item that was previously in a category with other items (see Figure 3-3).


 [image: Screen capture depicting the Control Panel with all items in Large Icons view.]

FIGURE 3-3: Items in the Control Panel allow you to configure settings on your server.







Understanding Control Panel Items

The items in the Control Panel are used to configure different settings on your server. Features you’ve installed through Server Manager may show up in Control Panel. In the following sections, I walk you through the items that are available on a fresh install of Windows Server 2019.



Administrative Tools

The Administrative Tools item is a shortcut to the same tools that are available through the Start menu on a tile named Windows Administrative Tools. They include the majority of the items that you need to administer your server, including management tools installed by roles and features and troubleshooting applications like Performance Monitor and Resource Monitor.



AutoPlay

The AutoPlay item allows you to set different autoplay settings for different kinds of media. You can make distinctions between removable drives, camera storage, DVDs, Blu-ray discs, CDs, software, and other devices.



Color Management

The Color Management item isn’t something you’ll likely use unless you’re working in digital artwork or other areas where it’s important that colors are as true as possible. Here, you can create custom profiles that allow you to set how the server will render various items, including images, line art, and charts and graphs. You can also calibrate your display.



Credential Manager

The Credential Manager item allows you to manage the credentials that are stored in the Credential Manager vault. These are separated by web credentials and Windows credentials. Whenever Windows prompts you to save your password, this is where the password is stored. You can manually delete any passwords saved here at any time.



Date and Time

The Date and Time item is pretty self-explanatory: It lets you set the date, time, and time zone on your server. You can also add additional clocks and set Internet time servers that your system can reach out to for syncing time.



Default Programs

The Default Programs item allows you to set a default app for an action and/or associate a file type or a protocol with a specific program. If you choose Set Your Default Programs, you’re forwarded to the newer default programs area in the Settings app. You’re given a very simple list of types of apps and the default app set. For example, in Figure 3-4, you can see that the default photo viewer is set to Paint. I can change that to another program, like Adobe Photoshop, if I have it installed.


 [image: Screen capture depicting the Control Panel with drop-down menu for Large Icons or Small Icons view.]

FIGURE 3-4: Setting default apps in Windows Server 2019.





If you want to associate by file type instead, scroll down and select either Choose Default Apps by File Type or Choose Default Apps by Protocol. When you select Choose Default Apps by File Type, the screen shown in Figure 3-5 appears.


 [image: Screen capture depicting the Settings screen with Default Apps option with default photo viewer set to Paint.]

FIGURE 3-5: In this example, HTML files are set to open with Internet Explorer.





If you select Choose Default Apps by Protocol, you can select the protocol you want. For instance, next to the option for FTP, I can select a default application to support this protocol if I want this server to be an FTP server.



Device Manager

Device Manager item has been around in Windows operating systems for ages. It’s still one of the best tools for troubleshooting hardware issues, including driver issues and resource conflicts.



Devices and Printers

The Devices and Printers item allows you to configure the peripherals that are connected to your server. This includes input devices like mice and keyboards, output devices like monitors and printers, and many other items.



Ease of Access Center

The Ease of Access Center contains all the accessibility tools that are included in the Windows operating system. You can do lots of different things here, such as the following: 


	Optimize your experience if you’re blind or visually impaired.

	Set up alternatives to mice and keyboard if the traditional input devices don’t work well for you.

	Adjust settings on the keyboard.

	Set up an onscreen magnifier.

	Set up a screen reader (called Narrator).

	Set up an onscreen keyboard.

	Set up high-contrast settings for visibility.





File Explorer Options

The File Explorer Options item allows you to control your experience when working with files and folders in File Explorer. You can set things to open with a single click instead of a double-click. You can set it to show file extensions and hidden files and folders. You can also customize how the Search function works.



Flash Player (32-bit)

The Flash Player (32-bit) item allows you to fine-tune the settings related to the Flash Player that is native to Windows that provides legacy support for browsers and/or applications that are not 64-bit.

[image: Remember] Your server operating system is 64-bit, but that doesn’t mean that all your applications are.



Fonts

The Fonts item gives you the older interface where you can interact with the fonts that are installed on your computer. You can download new fonts, delete fonts you hate (like Wingdings), or choose to show and hide fonts.



Indexing Options

The Indexing Options item allows you to specify areas where you want the Windows operating system to index files and folders. This can be useful on file servers where there are a multitude of documents. Indexing can cause searches to go much faster. It can also slow your system down, especially if there is a lot of content to index and it has just been turned on.



Internet Options

The Internet Options item lets you set home pages, clean up your browsing history, set trusted sites and what can automatically run, and set web proxies if you’re using them. The Advanced tab allows you to fine-tune what you want and don’t want to support with simple check boxes. In an enterprise environment, some of these options may be grayed out because they’ll be set by group policy.



iSCSI Initiator

The iSCSI Initiator item allows you to configure your server to connect to iSCSI targets. When you first click it, if the iSCSI service is not running, you’ll be prompted to start the service. If it isn’t started, the server won’t be able to connect to iSCSI targets properly.

iSCSI is a type of storage that sends storage commands over a traditional TCP/IP network; it’s a lower-cost method of implementing a storage area network (SAN).



Keyboard

The Keyboard item lets you configure repeat speed and blink rate for your keyboard. You can type in a box to test out changes that you make to your repeat rate so you can find the setting that works best for you.



Mouse

The Mouse item lets you configure features on your mouse such as the desired button configuration, how fast you want to double-click, which pointers you want to use, and how you want the wheel to behave.



Network and Sharing Center

The Network and Sharing Center is a central management area for network setups, including connecting to new networks and configuring network adapters. It also has a built-in network troubleshooter that can help if you’re experiencing connection issues.



Phone and Modem

The Phone and Modem item allows you to set up a modem on your server. Modems aren’t very common anymore, but you may need one to support legacy applications.



Power Options

The Power Options item allows you to specify a premade power management plan or customize your own plan at a very granular level. In general, servers are set to high performance.



Programs and Features

The Programs and Features item is the older interface to uninstall, change, or repair programs. You can also view installed updates by clicking View Installed Updates, and turn Windows features on and off. If you click Turn Windows Features On or Off, Server Manager will launch and start the Add Roles and Features Wizard.



Recovery

The Recovery item can aid in the recovery of the machine if something goes wrong. You can create a recovery drive, as well as configure or open System Restore.



Region

The Region item lets you specify regional settings such as language and date and time formatting.



RemoteApp and Desktop Connections

The RemoteApp and Desktop Connections item allows you to connect to a Remote Desktop (RD) Web Access Server and run remote applications as if they were local and installed on your system. If this is configured, the remote applications will show up in your programs list under RemoteApp and Desktop Connections.



Security and Maintenance

The Security and Maintenance item opens to a screen that shows the health of security and maintenance items on your server (see Figure 3-6). Recent alerts are displayed here, and basic settings and status are reported here as well. The maintenance schedule for your system also shows up in this item, and you can modify the settings so that it runs at a specific time of day.


 [image: Screen capture depicting the Settings screen with Choose Default Apps by File Type screen.]

FIGURE 3-6: Security and Maintenance gives you a quick look at alerts and maintenance schedules.







Sound

The Sound item allows you to configure sound-related devices like speakers, headphones, and microphones. You can also change the default Windows sounds if you don’t like them and test your sound devices here.



Speech Recognition

The Speech Recognition item guides you through setting up speech recognition on your server. This includes setting up the microphone that you want to use, taking a tutorial on how to interact with speech recognition, and training the computer so that it can more accurately capture your speech.



Sync Center

The Sync Center item allows you to set up partnerships with network file servers. You have offline copies of the files on your system, and when the system is connected to the network, those files are able to sync up. When the system is not connected to the network, or having issues connecting to the network due to latency, the offline copies are still available.



System

Launching the System item brings up system properties like which processor is installed, how much random access memory (RAM) the system has, which edition of the operating system is installed, and if the operating system is activated. If you click the Advanced System Settings link, you can change performance settings and environment variables.



Taskbar and Navigation

The Taskbar and Navigation item allows you to customize how the taskbar interacts with you. You can lock the taskbar or hide it if you want it out of the way. You can also set the location of the taskbar on the screen and customize items that are available. For instance, when you right-click the taskbar, you can set it to show Windows PowerShell rather than the Command Prompt.



Text to Speech

The Text to Speech item allows you to configure the native screen reader’s specific settings. You have two voices to choose from: David (a male voice) and Zira (a female voice). You can adjust the speed at which the voice reads as well.



Troubleshooting

The Troubleshooting item can launch the Microsoft troubleshooting tools for various issues. These are divided into four categories: Programs, Hardware and Sound, Network and Internet, and System and Security. Clicking any one of these categories lets you choose which troubleshooting tool you want to launch.



User Accounts

Managing local user accounts is simple with the User Accounts item. You can create accounts, assign roles, and change your environment variables.



Windows Defender Firewall

The Windows Defender Firewall item opens on a very basic screen that tells you if the firewall is enabled and gives you a summary of the settings. You can allow specific applications through the firewall by clicking Allow an App or Feature through Windows Defender Firewall.

If you want to work with the firewall in a more granular fashion, click Advanced Settings. From there, you can create specific rules for inbound and outbound traffic. The example in Figure 3-7 is the inbound rules configured for the server.


 [image: Screen capture depicting the Windows Defender Firewall screen with inbound rules configured for the server.]

FIGURE 3-7: Inbound rules on the Windows Defender Firewall.











Chapter 4

Working with Workgroups


IN THIS CHAPTER
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[image: Bullet] Weighing the pros and cons of workgroups

[image: Bullet] Knowing the difference between centralized and group sharing

[image: Bullet] Understanding how to configure a server for a workgroup

[image: Bullet] Keeping your workgroup running smoothly

[image: Bullet] Examining how Peer Name Resolution Protocol helps workgroup communications



For some networks, it doesn’t make sense to have a domain controller with Active Directory running. In these networks, however, it’s still considered desirable to be able to share things from system to system. This is where workgroups come into play.

In this chapter, I explain what workgroups are and how to create them. I also fill you in on the Peer Name Resolution Protocol, what it does, and why it’s important for workgroups.



Knowing What a Workgroup Is

A workgroup is a peer-to-peer group of computers that share resources but that do not belong to an Active Directory domain. A workgroup may have a central server that it uses to consume various services, or it may simply share data from individual workstations. A workgroup can be as small as two computers, or it can scale up to be quite large. The key point is that there is no Active Directory domain involved.

For a workgroup to work properly, all the systems must share the same workgroup name. By default, in Windows, a non-domain-joined system will belong to a workgroup called WORKGROUP.

The biggest difference to keep in mind between peer-to-peer and client–server relationships like those made in Active Directory is that peer-to-peer are decentralized in every way. You have to explicitly set up access for users and resources on each server that they want to connect to. Systems in a client–server relationship like Active Directory have a centralized location that handles authentication and authorization for access to resources.

[image: Tip] One of the key advantages to workgroups is that they can be very simple to manage as long as they’re small. You simply configure a resource for sharing and define who you want to share that resource with. You don’t have to worry about complex group policies, because everything is set locally. Workgroups can also be an inexpensive option because you don’t need multiple servers to support a workgroup; in fact, you don’t technically need servers at all.

[image: Warning] However, because user accounts are managed on each individual system, security is a concern with workgroups. Passwords may not be changed very often. If they are changed, a user may update his password on a few systems but not on all of them, and then end up out of sync. Plus, some applications may require Active Directory; you won’t be able to use these applications if you’re using workgroups.



Knowing If a Workgroup Is Right for You

When you’re considering creating a workgroup, you need to understand what you can and cannot do with a workgroup. This will determine whether a workgroup is really a good fit for your environment. For instance, if you have a small network with less than 15 systems, a workgroup may be a good route to go. If you have 200 systems, a workgroup probably won’t be a good choice because it would result in a very large amount of administrative overhead.

In a workgroup, you can share files, databases, and printers. If this is all you need to do, and you have a small pool of systems (ideally 15 or less), then a workgroup is a good fit. This saves organizations the expense of setting up domain controllers, which will consume another server operating system license, as well as the cost of hiring a system administrator who knows how to take care of Active Directory.

However, you don’t have centralized authentication — every user must have an account on the system on which he wants to access resources. You can’t manage systems with group policy — you have use local security policies only. Finally, you can’t run applications that require Active Directory.



Comparing Centralized and Group Sharing

If you’ve decided a workgroup is right for you, the next thing you need to decide is whether you want to use a centralized sharing model or a group sharing model.

In the centralized sharing model, all your data is stored on one system —a workstation or a server. All the other members of the workgroup connect to this central location to use the shared resources. The centralized sharing model is the simplest to sustain, because you can set up accounts for the workgroup members on the server and they’ll be able to share the resources.

In the group sharing model, all the workstations in the group share different resources. The group sharing model can be far more complex to manage because the users all need to have access to every system on which they need to access a resource.



Configuring a Server for a Workgroup

When configuring a server to be a workgroup server, you need to add groups, users, and whatever resources you want to share. Before you do any of these things, though, you need to change the name of your workgroup.


Changing the name of your workgroup

The Windows default workgroup name is WORKGROUP. You should change this to something that’s meaningful to you. Here’s how: 


	In Server Manager, click Local Server.

	
Click the WORKGROUP link, below the computer name, shown in Figure 4-1.

The System Properties dialog box appears (see Figure 4-2).


	Click the Change button.

	
Change the workgroup name to whatever you want it to be, and click OK.

In my example, I changed the name to NOTWORKGROUP (see Figure 4-3).

You see a message welcoming you to your workgroup.


	
Click OK.

You see a message saying that the server needs to restart.


	Click OK.

	In the System Properties dialog box, click Close.

	When prompted to restart the server, click Restart Now.




 [image: Screen capture depicting Server Manager window with Local Server and WORKGROUP link.]

FIGURE 4-1: Configuring the workgroup begins in the Local Server screen in Server Manager.






 [image: Screen capture depicting System Properties dialog box with system description.]

FIGURE 4-2: The System Properties dialog box allows you to set the workgroup name.






 [image: Screen capture depicting Computer Name/Domain Changes dialog box with workgroup named NOTWORKGROUP.]

FIGURE 4-3: Setting the workgroup name.





Changing the workgroup name is simple, and it follows a security best practice of changing the defaults.



Adding groups

You grant permissions for the shared resources to the group rather than directly to user accounts. This ensures that the users get access to everything they need — and it’s far easier to manage than individual user permissions. For this reason, you should create groups before you create users.

Here’s how to create a group: 


	In Server Manager, choose Tools⇒  Computer Management.

	Click Local Users and Groups

	
Double-click Groups.

Windows Server 2019 includes several groups out of the box. In this example, I’ll create a simple group called Workgroup Users.


	
Click More Actions on the right-hand side of the screen and choose New Group.

The New Group dialog box appears (see Figure 4-4).


	Enter a name in the Group Name field and click Create.

	Click Close to close the New Group dialog box.




 [image: Screen capture depicting New Group dialog box used to allow access to workstation resources.]

FIGURE 4-4: Creating a group to allow access to workstation resources.







Creating users and adding users to the group

[image: Tip] In order for a user to access a workgroup, she must have a local account on the system she’s trying to connect to. When you create the user account, you can grant permissions directly, but adding the user to a group with the correct permissions is much simpler. Imagine if you have to create five users: You can set permissions for each of them, or simply add them to the group.

Here’s how to create a user and add the user to a group: 


	In Server Manager, choose Tools⇒  Computer Management.

	Click Local Users and Groups

	
Double-click Users.

Windows Server 2019 includes a few user accounts out of the box. In this example, I’ll create a user account called User1.


	
Click More Actions on the right-hand side of the screen and choose New User.

The New User dialog box appears.


	
Fill in the User Name, Full Name, and Password fields (see Figure 4-5).

[image: Tip] In a Production environment, you’ll want to leave the User Must Change Password at Next Logon check box selected.


	Click Create.

	Click Close to close the New User dialog box.

	
Right-click the newly created user and choose Properties.

The User Name Properties dialog box appears (where User Name is the name of the user whose properties you’re looking at).


	
Click the Member Of tab, and click Add.

The Select Groups dialog box appears.


	
In the Enter the Object Names to Select field, type the name of the group that you created earlier and click Check Names.

If the group is found, it will be underlined and will start with the server name, as shown in Figure 4-6.


	Click OK to close the Select Groups dialog box.

	Click OK to close the User Name Properties dialog box.




 [image: Screen capture depicting New User dialog box with User Name, Full Name, and Password fields.]

FIGURE 4-5: Creating a user account to allow access to workstation resources






 [image: Screen capture depicting Select Groups dialog box with Enter the Object Names to Select field and Check Names button.]

FIGURE 4-6: Selecting the group for your user account.







Adding shared resources

The most common things that are shared in a workgroup scenario are printers and files. In Book 2, Chapter 2, I explain how to install and configure the print server role. Here’s how to share files and folders: 


	In Server Manager, choose Tools⇒  Computer Management.

	Click Shared Folders.

	Double-click Shares.

	
Click More Actions on the right-hand side of the screen, and choose New Share.

The Create a Shared Folder Wizard appears.


	On the first screen, called Welcome to the Create a Shared Folder Wizard, click Next.

	
On the Folder Path screen, click Browse.

The Browse for Folder dialog box appears.


	Navigate to the folder that you want to share (see Figure 4-7).

	Click OK to close the Browse for Folder dialog box.

	
Click Next.

The next screen allows you to change the name of the share and set the offline settings. This allows users who are offline to access share files.


	
After you’ve selected the options you want, click Next.

The next screen allows you to customize permissions for the share.


	
Select the Customize Permissions radio button, and then click Custom.

The Customize Permissions dialog box appears.


	Click Add.

	Type the name of the group that you created earlier and click Check Names to ensure that it resolves.

	Click OK.

	
In the Permissions for Workstation Users section, set the desired permissions for the share.

Typically, you will select the Change and Read check boxes, as shown in Figure 4-8.


	Click OK to close the Customize Permissions dialog box.

	Click Finish.

	On the Sharing Was Successful screen, click Finish again.




 [image: Screen capture depicting Browse for Folder dialog box with WorkgroupData folder selected.]

FIGURE 4-7: Selecting the folder you want to share in the Create a Shared Folder Wizard.






 [image: Screen capture depicting Customize Permissions dialog box with Change and Read check boxes selected.]

FIGURE 4-8: Customizing the shared folder permissions.





After the share has been added, it will show up in Shares under Shared Folders, as shown in Figure 4-9.


 [image: Screen capture depicting Computer Management dialog box with WorkgroupData listed under Shares under Shared Folders.]

FIGURE 4-9: The new folder share is visible in the Shares section of Shared Folders.





If you ever set up workgroups on an older version of Windows, you know that your next step was to add the group you created to the share permissions on the folder in the file system as well. This was a lot of double work. Lucky for us, Microsoft remedied that. When you share the folder in the Shared Folders area in Computer Management, it sets the share permissions as well. If you want to look at the settings, follow these steps: 


	
Click the folder icon in the taskbar at the bottom of the screen.

File Explorer launches.


	Click This PC, and then double-click the volume where you create the shared folder.

	Right-click the shared folder, and click Properties.

	
Click the Sharing tab, and then click Advanced Sharing, as shown in Figure 4-10.

On this screen, you can change the number of users who can connect at the same time, you can change the permissions, and you can change the caching. In this context, caching refers to offline access.


	Click OK.

	Click OK again.

	Click Close.




 [image: Screen capture depicting WorkgroupData Properties dialog box with Sharing tab showing the share location.]

FIGURE 4-10: The Sharing tab shows the share location.








Managing Workgroups

As the administrator of a workgroup, you may need to take care of some ongoing management tasks. Some of the most common are resetting passwords, though you can also change the user’s role. In this section, I fill you in on a few different methods to manage user accounts.


The Computer Management console

The Computer Management console is a great place to start. Follow these steps: 


	From Server Manager, choose Tools⇒  Computer Management.

	Double-click Local Users and Groups to expand it.

	
Double-click Users to show the user list.

[image: Tip] If all you want to do is reset the password, right-click the user account and choose Set Password. Click Proceed in the dialog box, and then enter the new password and click OK.


	
Right-click the account you created earlier, and choose Properties.

The Properties dialog box appears. Here’s what you can do on each tab of this dialog box: 


	General: Set the account to disabled, or require the user to change her password the next time she logs in.

	Member Of: Assign group memberships to the user.

	Profile: Set login scripts and set home folder locations.

	Environment: Set a program to start when the user logs in, and set the desired behavior of client devices.

	Sessions: Set how you want the sessions to be handled for a particular user account.

	Remote control: Allows you to take remote control of a user’s session. This is very helpful when troubleshooting an issue.

	Remote Desktop Services Profile: Similar to the Profile tab, except this only applies to Remote Desktop sessions.

	Dial-in: Controls alternative connection options.








The User Account window

The User Account window allows you to do the same user management functions that the Computer Management console does, just with a nicer looking interface. Here’s how to access it: 


	Click the Start menu and choose the Control Panel tile.

	Click User Accounts.

	Click User Accounts again.

	Click the Manage Another Account link (shown in Figure 4-11).

	Select the user you created earlier.




 [image: Screen capture depicting User Account window with Manage Another Account link.]

FIGURE 4-11: Clicking the Manage Another Account link allows you to manage accounts other than your own.





From here, you can rename the account, change the account’s password, change the account type, or delete the account (see Figure 4-12).


 [image: Screen capture depicting User Account window with Make Changes to Numero Uno's account option.]

FIGURE 4-12: Managing the account of another user.







PowerShell

You can manage your user accounts with graphical tools, but you can also use PowerShell to do the trick. In fact, there are a few administrative tasks that can only be accomplished by using PowerShell.

To get to PowerShell, click the Start menu and choose Windows PowerShell.

[image: Tip] I opened the PowerShell Integrated Scripting Environment (ISE) for the screenshots in this chapter. If you’re new to PowerShell, the ISE can be very handy because it can make suggestions based on what you’ve previously typed. For the tasks that I’m doing, you need to right-click either PowerShell or PowerShell ISE, click More, and then choose Run as Administrator. The majority of the tasks that you’ll want to accomplish will require that PowerShell is run as an Administrator. If you want to learn more about the PowerShell console, PowerShell ISE, or some of the other methods to work with PowerShell, see Book 6.

Here are two handy commands for working with local accounts. 


	To see the account’s current settings, type the following: 
Get-LocalUser -Name "User1"

Get-LocalUser queries the system for information on the user account that you specify.


	To change the user's password, type the following: 
$Password = Read-Host -AsSecureString

$UserAccount = Get-LocalUser -Name "User1"

$UserAccount | Set-LocalUser -Password $Password

The words with $ in front of them are called variables. Think of them as containers for things. For instance, Read-Host -AsSecureString prompts you for a password and then saves it in the $Password variable as a secure string. The Get-LocalUser cmdlet retrieves the information for User1, and you store User1's information inside a variable named $UserAccount. Finally, you take the contents saved in $UserAccount and set the password with the secure string you saved earlier into $Password.




Figure 4-13 shows an example of the commands having been run.


 [image: Screen capture depicting PowerShell ISE with user account management code line.]

FIGURE 4-13: PowerShell ISE with user account management code line.








Examining the Peer Name Resolution Protocol

Peer Name Resolution Protocol (PNRP) was first introduced in Windows XP. It allows for name resolution and registration within peer-to-peer networks.

You may have noticed in the file sharing example that the share address started with the server’s name. If it weren’t for PNRP, you would have to connect with IP addresses because you would have no way to resolve the hostname. I don’t know about you, but having to remember a list of IP addresses would be very difficult for me to do, especially if there were multiple systems. You may be thinking, “Why not use Domain Name Resolution (DNS) instead?” There is no harm in using DNS, but you would need a DNS server to support that. PNRP does not require a separate server. You can get name resolution using the infrastructure already in place. Pretty cool, right? You can secure the PNRP traffic with a firewall if you need to provide better security. PNRP uses UDP 3540 to allow for name resolution to occur.

So, how does PNRP work? Let’s say that you’re on ServerA and you want to talk to ServerB. Here’s what happens: ServerA examines its cache to see if it has a PNRP ID for ServerB. There are two possibilities: 


	If a match is found, ServerA sends a PNRP request message to ServerB.

	If a match is not found, ServerA sends a PNRP request message to whichever system has the closest PNRP ID to ServerB.



The PNRP request is received by whichever node it was sent to. From here, there are three options: 


	If the PNRP request was sent to ServerB, and ServerB is up and responding, ServerB will send a reply to the request back to ServerA.

	If the node that received the PNRP request is not ServerB and doesn’t know who ServerB is (it doesn’t have a PNRP ID for ServerB), the node that received the request will respond to ServerA that it is not able to assist.

	If the node that received the PNRP request is not ServerB, but it either has the PNRP ID for ServerB or knows of a node closer to the PNRP ID of ServerB, it will respond with that information to ServerA. ServerA can then either reach out to ServerB, or reach out to the next closest node and start the search again.







Chapter 5

Promoting Your Server to Domain Controller


IN THIS CHAPTER

[image: Bullet] Understanding Active Directory domains and why you want them

[image: Bullet] Preparing to create your domain with Windows Server 2019

[image: Bullet] Performing the domain configuration prerequisites

[image: Bullet] Configuring your server as a domain controller



In the last chapter, I explain how to create and use workgroups. Although workgroups work well for smaller environments with few systems (less than 15 systems), they do not scale at all for enterprise environments.

In most enterprise environments, you’ll be using a domain. A domain provides one central source of truth for all authentication events. You only need to create a user account once, assign it to the appropriate groups, and then you’re able to assign the group to whatever resources the user needs to access. This simplifies user management significantly and improves your organization’s security standing because you’re able to enforce settings across the domain with Group Policy (see Book 3, Chapter 2).



Understanding Domains

Before I dive into how to create a domain controller, I think it’s important that you understand what an Active Directory domain is, how it’s architected, and some of the default groups that are created when you first create an Active Directory domain. I also cover domain controller roles. If you’re already familiar with these topics, feel free to skip ahead. If not, read on!


What is a domain?

Let’s start with the basic concepts and then build on them. A domain in a Microsoft network is commonly referred to as an Active Directory Domain Services (AD DS) domain. Each AD DS domain has its own database of objects within it. An object could be a user, a group, a computer, or even a printer.

AD domains are organized into a hierarchical structure with the forest being the highest level, followed by domains and organizational units (OUs). Each forest can have multiple domains, and each domain can have multiple OUs.



Forests and domains and OUs, oh my!

I’m throwing around a lot of terminology here, so let me define some things before moving on: 


	Organizational units: OUs are containers for objects stored in Active Directory. They’re typically used to group like objects together — for example, all user accounts for people in the accounting department, or every computer on the second floor of a building. By grouping like items together, it can be simpler to manage these objects because it’s likely they’ll have similar settings or configurations.

	Domains: Think of a domain as a security boundary. A domain contains its own database of the objects it contains. All those objects share that database and any security policies that are assigned within the domain. Additionally, a domain may be set to trust another domain by creating a trust relationship, which may allow users in one domain to access resources in another domain.

	Domain trees: A domain tree is simply a collection of domains. For instance, you may have the domain tree namespace set to sometestorg.com, and the domains underneath that tree would be something along the lines of accounting.sometestorg.com or hr.sometestorg.com. The domains share the namespace with the domain tree.

	Forests: An Active Directory forest is the top-level object. It stores the entirety of Active Directory including all the trees and domains. The first domain created in a forest is referred to as a forest root domain. It will typically share the name of the forest.

	Schema: The Active Directory schema is similar to a dictionary in that it contains definitions. It contains the definition of every object class and every attribute that can be used by an Active Directory object.



Depending on the organization where you work, you may have a small instance of Active Directory that has only one forest and one domain, or you may work for a large company with multiple forests and multiple domains.

You may be asking why you would want to have more than one forest. It's more management overhead, right? Yes, it absolutely is. However, if you work in an environment where separating security boundaries is crucial, then multiple forests are your best bet. A common example is separating the corporate network from the production network. The corporate forest is used to manage corporate workstations where email and Internet are accessed. The production forest is used only to manage authentication traffic to servers or network devices. By separating the forests, and by extension the security boundaries of these two networks, you safeguard the production environment from the potentially malware-laced corporate environment.



Understanding privileged domain groups

When you create an Active Directory domain, several administrative groups are created by default. I’ve known a few administrators who simply put their accounts into the Enterprise Admins group and never looked back. As a system admin, you really want to enforce the concept of least privilege, meaning that people should have the permissions to do what they need to do, but nothing more. The Enterprise Admins group is a very privileged group to be in and shouldn’t be the solution to all your permissions woes.

Table 5-1 covers the various groups and what permissions you get when you’re placed into them.



TABLE 5-1 Default Domain Groups




	
Group Name

	
Description






	
Enterprise Admins

	
This group is located in the forest root domain. It’s a member of the Built-in Administrators in every domain in the forest. Members of the Enterprise Admins group can make changes to the forest, add or remove domains, establish forest trusts, and raise forest functional levels.

This group should only be used when needed because it is such a highly privileged group — for example, when you’re constructing a forest for the first time, or when you’re making forest-wide changes like establishing forest trusts.




	
Domain Admins

	
Members of the Domain Admins group are members of the Built-in Administrators group for that domain. They’re automatically added to the Local Administrator’s group on every system that is joined to their domain.




	
Administrators

	
Domain Admins are members of the Administrators group for the domain in which their account resides. Enterprise Admins are members of this group across all domains in their forest. This group is the one that grants them access to the local administrator’s group on all domain-joined systems.

This group has the ability to manage most of the domain’s objects with full permissions, and can take ownership of most every object in the domain.




	
Schema Admins

	
Schema Admins is a special group. It exists in the forest root domain similar to the Enterprise Admins group. Schema Admins have permission to manage the schema in Active Directory but nothing else. This makes Schema Admins a less privileged group, but be very careful who you assign to be a Schema Admin. Changes to schema that go poorly can damage Active Directory. This group should only be assigned in the infrequent instance when schema changes need to made.




	
Additional Administrative Groups

	
Additional Administrative Groups are created as you install roles and applications. DHCP, DNS, and Exchange Server are just a few example of roles or applications that will create new administrative groups in Active Directory.









Examining Flexible Single Master Operation roles on domain controllers

When Active Directory first came about, there were some definite challenges. Through the years, Microsoft continued to improve on how domain controllers work with Active Directory. It came up with the idea of Flexible Single Master Operation (FSMO). By using FSMO roles, domain controllers don’t fight over who gets to make changes, nor do you have to be as concerned about your main domain controller going down because the roles it was taking care of can be moved to another domain controller.

Here are the FSMO roles you see in today’s domain controllers and what each of them does: 


	Forest wide: 
	Schema Master: Manages the read/write copy of your AD schema.

	Domain Naming Master: Ensures that you don’t create domains with the same name as an existing domain.




	Domain wide: 
	RID Master: Every security principal in Active Directory has a security identifier (SID). That SID is made up of the domain SID, which is the same for all systems in the same domain, and the relative ID (RID), which is unique for each security principal in that domain. The RID Master assigns blocks of SIDs to domain controllers so that they can issue them.

	PDC Emulator: PDC used to stand for Primary Domain Controller, which was used in environments running Windows NT 4.0 and earlier. The PDC Emulator was introduced to provide support for legacy systems, and it still performs important functions for modern systems. The PDC Emulator is the authoritative domain controller. It handles authentication, password changes, authentication failures and Group Policy Objects and sets the correct time for the entire domain. Next time you’re late for a meeting, blame your PDC emulator!

	Infrastructure Master: The Infrastructure Master is essentially the translator between domains. It can convert SIDs, globally unique identifiers (GUIDs), and distinguished names (DNs) between domains so that Domain1 understands what Domain2 is requesting. This allows users to access resources on other domains, not just the domain that they exist and authenticate to.






One last important conversation outside of roles is the Global Catalog. A Global Catalog server stores records for all the objects in all the domains in the forest. A domain controller keeps a fully writeable copy of its own Global Catalog, and a read-only copy from the other domains in the same forest. This allows you to search for objects in Active Directory without having to go to each individual domain to do it.




Preparing to Create a Domain

You’ve decided that you want to create a domain. There are a few tasks that you need to take care of ahead of time.

One of the most important tasks, especially if this is a brand-new server, is to install any available security updates and ensure that you have an up-to-date antivirus software installed. This is going to be your central authentication server after all, so you want to make sure that it’s protected.

The task that everybody dreads and sometimes skips is the planning task. I think it gets skipped over because it tends to be less fun than installing the server role and configuring it. Here’s the thing, though: If you take the time to plan the installation and configuration ahead of time, the outcome will be much better. You’ll be able to ensure that the server will meet your needs and, better yet, you won’t have to reinstall it when you find out it doesn’t meet your needs. So, sit down for a moment, and map out how you want your Active Directory to look. Will it have multiple domains? What kind of OU structure are you going to use?

Of course, mapping out how you want your AD to look tends to be more for new installations where Active Directory is not currently deployed. But if you’re adding a domain controller to an existing Active Directory environment, you should still plan things out. Will this domain controller host any of the FSMO roles? If so, which ones? Is this a newer domain controller being built to replace older domain controllers? If so, what is their current forest functional level and domain functional level?


Functional levels

Functional levels are used to tell domain controllers which features can be enabled at the forest or domain levels. With each new version of Active Directory, new features are added that you may want to take advantage of. Additionally, functional levels can prevent a server from becoming a domain controller if its functional level is too low. Functional levels can be set at the forest level or the domain level. Domains can run with a higher functional level than the forest they’re in, but they can’t run at a lower functional level than the forest.

When you raise the functional level, you can’t add domain controllers that are set to a lower functional level. It’s also important to note that the domain functional level can be equal to or higher than the forest functional level, but it can’t be below it.

In older server operating systems, raising the functional level was a one-time deal. There was no nice way to back out the change if it caused problems. That is no longer the case. You can revert back to an older version with PowerShell as long as the rollback is supported, and none of the new features has been enabled that require the newer functional level. If you did enable them, you have to disable them before you can roll back.


Rolling back the forest functional level
 
Set-ADForestMode –ForestMode <desired forest level>

Forest functional levels include 


	Windows 2016 Forest

	Windows 2012 R2 Forest





Rolling back the domain functional level
 
Set-ADDomainMode –DomainMode <desired domain level>

Domain functional levels include 


	Windows 2016 Domain

	Windows 2012 R2 Domain






Forest functional level

In order to raise the forest functional level, you have to be a member of the Enterprise Admin group. You must raise the forest functional level from the domain controller that runs the Schema Master role. You can’t do it from the other domain controllers.

To check your current forest functional level, open PowerShell and run the command Get-ADForest.



Domain functional level

In order to raise the domain functional level, you have to be a member of the Domain Admin group. You must raise the domain functional level on the domain controller that runs the PDC Emulator role. You can’t do it from the other domain controllers.

To check your current domain functional level, open PowerShell and run the command Get-ADDomain.




Performing Domain Configuration Prerequisites

You've finished the planning stage. Now comes the fun part! Hopefully, you’re installing the Active Directory Domain Services (AD DS) role on a fresh new server. If you are, you can skip ahead to installing Domain Name System (DNS) and Dynamic Host Configuration Protocol (DHCP). If you’re installing AD DS on an older server, you need to ensure that there are no unsupported roles or features that need to be uninstalled first.

AD DS requires DNS and DHCP to function properly. If you already have these in your environment, then great — you’re all set! If not, you can install them on the same system as AD DS or on separate systems.


Checking for unsupported roles and features

Microsoft doesn’t publish a list of roles and features that are incompatible with AD DS. If you’re installing AD DS on a system that has other roles and features, there two approaches you can take: 


	If the roles and features are no longer in use, uninstall them.

	If the roles and features are in use, back up the system, uninstall the roles and features, install AD DS, and re-install the other roles and features.



[image: Remember] The best and safest practice is to install AD DS on a freshly built server, but if you find that you have no choice (this often happens in smaller companies that can’t afford multiple systems), follow the preceding steps.



Installing and configuring Domain Name System

DNS is responsible for resolving easy-to-remember hostnames to not-so-easy-to-remember IP addresses. It’s a requirement for Active Directory to function properly. If DNS is not installed on the system on which you’ll be installing AD DS, but it is available in your environment, then you’re good to go. If DNS does not exist in your environment, you need to install it.

You can install the DNS server role by itself, or you can install it as part of the configuration tasks when you install AD DS. I’m going to show you how to install DNS by itself.

[image: Technical stuff] Before you install the DNS role, ensure that your server has a static IP address. If it doesn’t, you’ll be presented with a warning while installing the role. You’ll be allowed to continue with the installation, but your clients could lose connection to the DNS server if the IP address changes.


Installing Domain Name System

Follow these steps below to install DNS: 


	From Server Manager, click Manage and then click Add Roles and Features.

	On the Before You Begin screen, click Next.

	On the Select Installation Type screen, click Next.

	On the Select Destination Server screen, click Next.

	On the Select Server Roles screen, select DNS Server.

	Click Add Features in the dialog box that pops up.

	Click Next.

	On the Select Features screen, click Next.

	On the DNS Server screen, click Next.

	Click Install.

	Click Close after the installation is complete.





Configuring Domain Name System

Follow these steps to configure DNS: 


	From Server Manager, click Tools and then click DNS.

	
Click the arrow next to your server’s name to expand your options.

You see the configuration areas, which should look similar to Figure 5-1.


	Right-click Forward Lookup Zones and select New Zone.

	In the Welcome to the New Zone Wizard, click Next.

	On the Zone Type screen, leave Primary Zone selected and click Next.

	
On the Zone Name screen, enter the zone name.

This will typically be your domain name. It indicates the namespace in which this DNS server is authoritative. In Figure 5-2, you can see that I’ve entered sometestorg.com.


	Click Next.

	On the Zone File screen, leave the selection on Create a New File with this File Name, and click Next.

	On the Dynamic Update screen, leave the selection on Do Not Allow Dynamic Updates, and click Next.

	In the Completing the New Zone Wizard, click Finish.

	Right-click Reverse Lookup Zones and select New Zone.

	On the Welcome to the New Zone Wizard screen, click Next.

	On the Zone Type screen, leave Primary zone selected and click Next.

	On the Reverse Lookup Zone Name screen, ensure IPv4 Reverse Lookup Zone is selected, and click Next.

	
On the next Reverse Lookup Zone Name screen, enter the Network ID.

This will be the host bits in the IP address. My DNS server’s IP address is 192.168.176.128. Assigning the network ID for this would be 192.168.176, as shown in Figure 5-3.


	Click Next.

	On the Zone File screen, leave the selection on Create a New File with this File Name, and click Next.

	On the Dynamic Update screen, leave Do Not Allow Dynamic Updates selected and select Next.




 [image: Screen capture depicting DNS Manager screen after installation with no zones configured.]

FIGURE 5-1: The DNS Manager screen after installation with no zones configured.






 [image: Screen capture depicting New Zone Wizard screen with Zone named and Next button.]

FIGURE 5-2: Naming your zone indicates which zone the DNS server is authoritative for.






 [image: Screen capture depicting New Zone Wizard screen with Zone 192.168.176 and Next button.]

FIGURE 5-3: Assigning the Network ID.





That’s all there is to it. You now have a functional DNS server. You may be wondering why I told you to leave the dynamic updates off. When Active Directory is installed, you can enable secure dynamic updates. Until then, you have to enable all dynamic updates, which could actually be a very bad idea because any system would be registered in DNS.




Installing and configuring Dynamic Host Configuration Protocol

Installing DHCP is the next step on your journey. DHCP is responsible for assigning available IP addresses to systems on your network. This was a huge improvement over having to manually track IP addresses in a spreadsheet like you used to have to do. The DHCP client is enabled on the majority of systems, workstations, and servers. If a system needs a static IP address, like the infrastructure services I’m discussing right now (AD DS, DNS, DHCP), for example, that IP address should be set as a reservation on the DHCP server so that it doesn’t issue an IP address that is already in use.


Installing Dynamic Host Configuration Protocol

Follow these steps to install the DHCP server role: 


	From Server Manager, click Manage and then click Add Roles and Features.

	On the Before You Begin screen, click Next.

	On the Select Installation Type screen, click Next.

	On the Select Destination Server screen, click Next.

	On the Select Server Roles screen, select DHCP Server.

	Click Add Features in the dialog box that pops up.

	Click Next.

	On the Select Features screen, click Next.

	On the DHCP Server screen, click Next.

	Click Install.

	Click Close after the installation is complete.





Configuring Dynamic Host Configuration Protocol

Follow these steps to configure DHCP: 


	From Server Manager, click flag, and then click Complete DHCP Configuration.

	
In the DHCP Post-Install Configuration Wizard, click Commit.

This creates the security groups you need to manage the DHCP server.


	Click Close when it’s complete.

	From Server Manager, click Tools and then click DHCP.

	
Click the arrow next to the server’s name, and then the arrow next to IPv4.

Your screen should look similar to Figure 5-4.


	
Right-click IPv4, and choose New Scope.

[image: Tip] A DHCP scope defines the IP addresses that are available for lease to the systems that are on the subnet that has been defined. For each subnet on your network, you need a separate DHCP scope defined before you can issue IP addresses for systems that are in that subnet.


	On the Welcome to the New Scope Wizard, choose Next.

	
On the Scope Name screen, you can leave the description blank and click Next.

I’m calling it Demo Scope, just for the sake of this example.


	On the IP Address Range screen, enter the pool of addresses you want the DHCP server to manage, as well as your subnet mask (see Figure 5-5).

	Click Next.

	
On the Add Exclusions and Delay screen, enter addresses that you don’t want the scope to assign.

Here I’ve entered my gateway address, as shown in Figure 5-6.


	
Click Next.

On the Lease Duration screen, you can see that the default is eight days. In most cases, this will be fine.


	Click Next.

	On the Configure DHCP Options screen, leave it set to Yes, I Want to Configure These Options Now and click Next.

	
On the Router (Default Gateway) screen, add the IP address for your default gateway and click Next.

In my case, this is the same number I excluded from DHCP earlier.


	
On the Domain Name and DNS Servers screen, enter the domain name you created earlier on your DNS server.

You can see my example in Figure 5-7.


	Click Next.

	
On the WINS Servers screen, you can optionally enter the name or IP address of a WINS Server on your network, and then click Next.

I’m going to leave this blank.

The last screen asks if you want to activate your scope. The default option is Yes.


	Leave it set to Yes, and click Next.

	On the Completing the New Scope Wizard screen, click Finish.




 [image: Screen capture depicting DHCP screen with IPv4 options.]

FIGURE 5-4: DHCP Console allows you to configure DHCP services.






 [image: Screen capture depicting New Scope Wizard with IP Address Range screen.]

FIGURE 5-5: The IP Address Range screen allows you to specify the address range for the DHCP scope.






 [image: Screen capture depicting New Scope Wizard with gateway address under Add Exclusions and Delay.]

FIGURE 5-6: Excluding the gateway address is a good example of an exclusion.






 [image: Screen capture depicting New Scope Wizard with domain name under Domain Name and DNS Servers screen.]

FIGURE 5-7: Setting the domain name and DNS servers in the DHCP Scope Options.





That’s all there is to it.





Configuring the Server as a Domain Controller

To create a Windows Domain Controller, you need to install and configure Active Directory Domain Services. AD DS installs Active Directory and its database. It creates a central source of authentication and simplifies user management greatly.


Installing Active Directory Domain Services

With most things in Windows, you can install this role through the graphical user interface (GUI) or through PowerShell. In this section, I show you how to install this through the GUI, but I point out to you where you can get the PowerShell to rerun this same command if you’re configuring multiple domain controllers. 


	From Server Manager, click Manage and then click Add Roles and Features.

	On the Before You Begin screen, click Next.

	On the Select Installation Type screen, click Next.

	On the Select Destination Server screen, click Next.

	On the Select Server Roles screen, select Active Directory Domain Services.

	Click Add Features in the dialog box that pops up.

	Click Next.

	On the Select Features screen, click Next.

	On the Active Directory Domain Services screen, click Next.

	
Click Install.

[image: Technical stuff] Do you have more domain controllers to build? After you’ve installed AD DS, the screen has an Export Configuration Settings link at the bottom. Click this link and save the XML file it generates. When you want to use it to create another domain controller, simply use PowerShell to point the installer to the XML file: 

Install-WindowsFeature –ConfigurationFilePath <path and name of file>


	Click Close after the installation is complete.





Configuring Active Directory Domain Services

After AD DS is installed, the next natural step is to configure it so that your server can begin its life as a domain controller. Follow these steps: 


	From Server Manager, click the flag, and then click Promote This Server to a Domain Controller, as shown in Figure 5-8.

	
On the Deployment Configuration screen, select Add a New Forest.

[image: Remember] There are three options when promoting a server to domain controller: 


	Add a New Forest is typically used when there is no existing AD infrastructure.

	Add a New Domain to an Existing Forest is used when creating domains other than the forest root domain. As you may imagine, this option is used if there is existing AD infrastructure in place.

	Add a Domain Controller to an Existing Domain does exactly what it says. You aren’t creating a forest or a domain; you’re just adding a new domain controller.




	Enter the root domain name, and click Next.

	
On the Domain Controller Options screen, select the functional levels you determined you needed earlier, and then click Next.

Leave Domain Name System (DNS) and Global Catalog selected. Enter a restore password and save it somewhere you can get to it; if AD ever has to be restored, you need this password to recover.


	On the next DNS Options screen, click Next.

	On the Additional Options screen, click Next.

	On the Paths screen, accept the default locations and click Next.

	
On the Review Options screen, click Next.

[image: Tip] If you’re installing multiple domain controllers, you can click the View script button and see the PowerShell script for the same setup.

On the Prerequisite Check screen, it’s common to have a few warnings. As long as you have a message at the top that says “All prerequisite checks passed successfully,” you’re good to go. See Figure 5-9 for an example.


	
Click Install.

After AD DS is installed, the server will automatically restart, and you’ll be able to log in as the domain administrator account.





 [image: Screen capture depicting Server Manager with drop-down menu for Post-Deployment Configuration.]

FIGURE 5-8: Promoting the server to a domain controller.






 [image: Screen capture depicting Active Directory Domain Services wizard with Prerequisite Check screen.]

FIGURE 5-9: Checking the prerequisite checks passed before installing.







Converting your DNS Zone to an Active Directory Integrated Zone

When you set up DNS earlier in this chapter, you created the zones but chose manual updates rather than dynamic. Now that the DNS zone is associated with Active Directory, you can go back, integrate the DNS zones with Active Directory, and select secure dynamic updates.

Making your DNS zone and Active Directory integrated zone gives you a multi-master environment where any domain controller that is running DNS can update zones as long as they’re an authoritative server for that zone. Zone data is replicated through Active Directory rather than through the traditional zone transfer method. After you’ve chosen to make your zone and Active Directory integrated zone, you can also enable secure dynamic updates. This allows you to control which systems can update record names, as well as keep unauthorized systems from overwriting names in DNS.

Follow these steps to convert your zone to an Active Directory integrated zone and how to enable secure dynamic updates: 


	From Server Manager, click Tools and then click DNS.

	
Expand the server name, and then expand Forward Lookup Zones.

You should see the zone you created earlier.


	Right-click the zone and choose Properties.

	On the General tab, under Type: Primary, click the Change button.

	With Primary still selected, check the Store the Zone in Active Directory check box and click OK.

	When you’re asked if you want the zone to be Active Directory integrated, click Yes.

	
Under Dynamic updates, select Secure Only.

See Figure 5-10 for an example of how your screen should look at this point.


	Click Apply and then click OK.

	
Expand Reverse Lookup Zones.

You should see the zone you created earlier.


	Right-click the zone and choose Properties.

	On the General tab, under Type: Primary, click the Change button.

	With Primary still selected, check Store the Zone in Active Directory check box and click OK.

	When you’re asked if you want the zone to be Active Directory integrated, click Yes.

	
Under Dynamic updates, select Secure Only.

See Figure 5-10 for an example of how your screen should look at this point.


	Click Apply, and then click OK.

	
Under Forward Lookup Zones, create the record for this server.

Future systems should pop up automatically now.


	
Right-click your domain name under Forward Lookup Zones and select New Host (A or AAAA).

[image: Technical stuff] Host records are used by the DNS server to map hostnames to IP addresses. A records match hostnames to IPv4 addresses, while AAAA records map hostnames to IPv6 addresses.


	Under Name, enter the name of your system.

	Under IP Address, enter the IP address of the system.

	
Check the Create Associated Pointer (PTR) Record check box.

This creates a matching entry in the Reverse Lookup Zone.


	Click Add Host.

	Click OK on the confirmation box.

	Click Done in the New Host box.




 [image: Screen capture depicting General tab of properties screen with DNS zone to AD integrated.]

FIGURE 5-10: Setting the properties of your DNS zone to AD integrated.





Now you’re all set. Active Directory is installed, and you’re allowing dynamic updates in DNS in a secure fashion. You created a DNS record for your server. You can test at this point to make sure that name resolution is working properly. Here are the steps to test name resolution: 


	Right-click the Start menu and choose Windows PowerShell.

	
Type nslookup <servername> as shown in Figure 5-11.

If DNS is working properly, it should return the IP address of the server name that you put in.





 [image: Screen capture depicting PowerShell screen with nslookup to verify that DNS is working properly.]

FIGURE 5-11: Using nslookup to verify that DNS is working properly.





As you can see, integrating DNS after the fact can be rather time consuming. You can install it at the same time as Active Directory and save yourself quite a bit of the configuration work. However, now you’ve seen it done the long way, so the shorter way will be much simpler.



Authorizing your DHCP Server for your Active Directory environment

There’s one last thing you need to do before you can use DHCP properly. Earlier, you installed DHCP and then set up a scope. Now that this server is a domain controller, you need to authorize DHCP in Active Directory so it can start handing out IP addresses for domain joined systems. By authorizing your DHCP server, you prevent rogue DHCP servers from appearing on your network. Rogue DHCP servers can cause a denial of service attack. To authorize your DHCP server, follow these steps: 


	Starting with Server Manager, choose Tools⇒  DHCP.

	Right-click the server’s name and select Authorize.

	
Click Action and then click Refresh.

The red downward-facing arrow that was on IPv4 should be a green check mark now.




Now your DHCP is configured to work with your Active Directory domain. Anytime you stand up new DHCP servers and you want them to work with your Active Directory environment, you need to authorize them.



Configuring the user accounts

Now that Active Directory is installed, you may want to start creating user accounts. The main purpose of Active Directory is for authentication after all! Here’s how to create your first user account in Active Directory: 


	From Server Manager, choose Tools⇒  Active Directory Users and Computers.

	Expand your domain name by clicking the arrow next to it.

	
Click Users (this is the Users OU) to select it.

You see the built-in accounts and groups.


	Right-click Users, and choose New⇒  User, as shown in Figure 5-12.

	
Fill in the First Name and Last Name fields.

Notice that Full Name fills in automatically with what you typed.


	
Enter what you want the user’s login name to be.

In my example, for John Smith, I’m creating a username of jsmith (see Figure 5-13).


	Click Next.

	Set the temporary password for the user.

	Type it in again in the Confirm Password field.

	Leave the User Must Change Password at Next Logon box checked and click Next.

	Click Finish.

	Double-click the new user, John Smith.

	
Click the Member Of tab.

You see that John Smith is a member of Domain Users.

Let’s say that John will be managing our DNS and DHCP servers.


	Click Add and type DNSAdmins and then click OK.

	Click Add again and choose DHCP Administrators and then click OK.

	Click OK once more to close out of John’s configuration.




 [image: Screen capture depicting Active Directory Users and Computers window with the mouse pointer against User option.]

FIGURE 5-12: Creating a new user in Active Directory.






 [image: Screen capture depicting New Object - User window of John Smith.]

FIGURE 5-13: Creating my first user, John Smith.







Sharing resources on a domain

Sharing resources on the domain is pretty similar to sharing resources off the domain. When working in an Active Directory domain, the best way to manage access to resources is to use groups.

Let’s create a group called File Share Users, add John Smith to it, and then assign it permissions on a folder share. Follow these steps: 


	Right-click the Users OU, and choose New⇒  Group.

	Enter a Group Name, and then click OK.

	Double-click the new group (in my case, that’s File Share Users) and click the Members tab.

	Click Add.

	Type John Smith and then click OK.

	Click OK once more to exit out of the group’s configuration screen.

	Click the File Explorer icon in the bottom of the screen (it looks like a folder).

	
Click This PC and determine which volume you want to create this folder share on.

I have an E: drive so I’m going to use that.


	Double-click the volume to open it.

	Right-click the blank space and choose New⇒  Folder.

	Name the folder Files.

	Right-click the Files folder and choose Give Access To⇒  Specific People.

	
In the box, type the name of the group you created earlier (in my case, File Share Users), and then click Add.

The security group is added with read permissions.


	Click the arrow next to Read, and choose Read/Write, as shown in Figure 5-14.

	Click Share.

	On the Your Folder Is Shared screen, click Done.




 [image: Screen capture depicting Network Access dialog box with File Share Users set to Read/Write.]

FIGURE 5-14: Sharing a folder to a domain security group.





When a user in the security group wants to access the share that you just created, all he has to do is the following: 


	Click the Start menu.

	
Type \\servername\sharename.

In my case, this is \\server2019-dc\Files.


	
Press Enter.

This takes the user to the shared folder.




The great thing about this approach is that new users only need to be added to the security group File Share Users, and they have read/write access to the folder share that you created.



Joining clients to the domain

The last step on this journey is, of course, joining other systems to the domain so that you can then authenticate with domain credentials rather than local credentials. In this section, I cover doing this in both Server with Desktop Experience and Server Core.

By default, any member of the Authenticated Users group can add a workstation to an Active Directory domain. Members in the Authenticated Users group can add up to ten workstations. (This should be changed depending on your organization’s policies.) It can be adjusted domain wide in the Default Domain Controllers Policy in the Group Policy Management Console, located under Computer Configuration, then Windows Settings, then Security Settings, then Local Policies, and then User Rights Assignment. Double-click Add Workstations to Domain. Add the security group you want to use to allow systems to be added to the domain (I’ve often seen Domain Administrators used here) and remove Authenticated Users.


Server with Desktop Experience

Server with Desktop Experience is the graphical version of Windows that most people are used to. Joining to the domain with Windows Server is pretty simple. Follow these steps: 


	Log on to the non-domain-joined system as an administrator.

	When Server Manager launches, click Local Server on the left side of the menu.

	
Underneath the server name, click WORKGROUP.

The System Properties box, shown in Figure 5-15, appears.


	Click the Change button.

	
Under Member Of, select the radio button next to Domain, and fill in the name of the domain you want to join.

This should look similar to Figure 5-16.


	Click OK.

	
Enter the username and password of an account that has permissions to join to the domain.

[image: Technical stuff] If you’ve been following along and you’ve built your domain from scratch, the domain administrator account will have the same password as the local administrator account did back on the domain controller. If you’re joining an established domain, this password may be different.


	
Click OK.

You get the message “Welcome to the <domain name> domain.


	
Click OK.

You’re told that you need to restart the system.


	Click OK.

	Click Close to close out of System Properties.

	
Click Restart Now.

The system restarts, and when it comes back up it will be joined to the domain.





 [image: Screen capture depicting System Properties box with Computer Name setting options.]

FIGURE 5-15: The System Properties box allows you to change the computer name and the workgroup/domain membership.






 [image: Screen capture depicting Computer Name/Domain Changes dialog with Domain under Member of set to sometestorg.com.]

FIGURE 5-16: Changing the domain membership of the server.







Server Core

Server Core doesn’t have the graphical menus that most admins are used to, so the experience of joining a domain is different. There are two ways to join a domain: You can use the sconfig utility, or you can use PowerShell.


JOINING THE DOMAIN WITH SCONFIG

sconfig is the text-menu-driven utility present in Server Core. You can access it by typing sconfig and pressing Enter. When sconfig starts, you have a screen similar to Figure 5-17.


 [image: Screen capture depicting sconfig menu in Server Core, the main system configuration area.]

FIGURE 5-17: The sconfig menu in Server Core is the main system configuration area.





Let’s join the domain using sconfig. For the purposes of instruction, I’ll assume you’ve already typed sconfig and are at the menu. Follow these steps: 


	Press 1 to select Domain/Workgroup.

	Press D for domain and then press Enter.

	Enter the name of the domain you want to join, and then press Enter.

	
Enter a domain admin account.

In my case, I type sometestorg\administrator.


	
Enter the password for the account and press Enter.

You’re asked if you want to change the name of the computer before restart.


	
Select No.

If you need to restart, feel free to select Yes.

You’re prompted to restart the server.


	Click Yes to restart.

	When the system comes back up, it will be joined to the domain.





JOINING THE DOMAIN WITH POWERSHELL

Sconfig is a manual process and, as such, does not work well with server automation efforts. PowerShell can make the domain-joining process much faster than sconfig and can be used as part of a scripted task. Here’s the command to join a server to Active Directory with PowerShell: 

Add-Computer –domainname <domain name> -Credential domain\administrator -restart –force

See how nice and short and straightforward PowerShell can be? I recommend that you take the time to learn PowerShell. Book 6 is all about PowerShell.

Here are the steps to join Active Directory with the PowerShell command: 


	Log in to the Server Core system.

	At the Command Prompt, type powershell.exe.

	
Using the example command earlier, type the domain name and credentials specific to your test domain, and then press Enter.

You’re asked for your password. Figure 5-18 shows the command and the prompt.


	
Enter the password, and then click OK.

The system will automatically restart. When it comes back up, it’s joined to the domain.





 [image: Screen capture depicting Windows Powershell credential request with Username and Password.]

FIGURE 5-18: Being prompted for your password after telling the server to join the domain.










Wrapping Things Up

You may be asking yourself at this point, how do all these things tie together? If you worked through this chapter from beginning to end, you installed DNS, DHCP, and Active Directory. You went back and converted the DNS zone to an Active Directory integrated zone and then set up secure dynamic updates. You also went back and authorized your DHCP Server for Active Directory. Then you joined some systems to Active Directory.

If you go back to your DNS, all four systems are registered. This occurred when you joined them to the domain. You can see my example in Figure 5-19.


 [image: Screen capture depicting DNS Manager screen after integrating DNS zones.]

FIGURE 5-19: Active Directory–integrated DNS zones offer improved replication across your domain controllers, and secure dynamic updates ensure that records are added by authenticated users.





It’s important that the systems are registered because this means that your users can remember system names instead of IP addresses. With DNS resolving names properly, you can use the name, and the system will know what the IP address needs to be. Pretty cool when you think about it!

Name resolution is great and all, but as you scale, you don’t want to keep track of IP addresses manually. Let’s check on the DHCP server. Because it was authorized for Active Directory, when you joined your systems to Active Directory, it issued them IP addresses, as shown in Figure 5-20.


 [image: Screen capture depicting DHCP address leases for all domain-joined systems.]

FIGURE 5-20: DHCP address leases for all your domain-joined systems.





You may have noticed that SERVER2019-DC has a reservation rather than a lease expiration date. You can set reservations to ensure that DHCP does not issue an IP address to another system. You can do this easily by right-clicking a system with a regular lease and choosing Add to Reservation.

Now let’s look at Active Directory. Your new domain-joined systems will show up in Active Directory now. Follow these steps: 


	Starting from Server Manager, choose Tools ⇒  Active Directory Users and Computers.

	
Click the Domain Controllers OU.

You see the system that you set up as a domain controller.


	
Click the Computers OU.

You see the other three servers.




Now that these systems are in Active Directory, you have a central location to manage these systems. You can view which operating system they’re running, and you can delegate permission to them as well.





Chapter 6

Managing DNS and DHCP with IP Address Management


IN THIS CHAPTER

[image: Bullet] Getting IP Address Management up and running

[image: Bullet] Setting up IP Address Management the way you want

[image: Bullet] Working with IP Address Management



When you work for a smaller organization, managing your Domain Name System (DNS) and Dynamic Host Configuration Protocol (DHCP) servers isn’t all that bad. You may have one server or just a handful of servers. As your organization grows, however, you may start to feel the pain of managing multiple DNS and DHCP servers. It may get more difficult to keep track of all the zone and scopes.

Microsoft chose to solve for the inevitable sprawl of DNS and DHCP servers with a feature known as IP Address Management (IPAM). The name is super catchy, don’t you think? IPAM combines the management of your network services like DNS and DHCP into one application so you can manage both your DNS infrastructure and your DHCP infrastructure all from a central management console.

One of the really great things about IPAM is that it can tell you when a subnet is being very heavily utilized. This can help you keep track of when you may need to add additional subnets so that your users or systems don’t run out of usable IP addresses.

In this chapter, I walk you through how to install, configure, and use IPAM.



Installing IP Address Management

Before you begin trying to install IPAM, keep in mind the following requirements: 


	IPAM can’t be installed on domain controllers.

	IPAM shouldn’t be installed on a DHCP or DNS server because it can cause issues with discovery.

	IPAM needs to be installed on a domain-joined system.

	IPAM is Microsoft-centric. You can’t manage third-party products like BIND on Linux.



With those simple requirements addressed, you’re ready to install IPAM. Follow these steps: 


	In Server Manager, click Manage and then click Add Roles and Features.

	On the Before you Begin screen, click Next.

	On the Select Installation Type screen, click Next.

	On the Select Destination Server screen, click Next.

	On the Select Server Roles screen, click Next.

	On the Select Features screen, select IP Address Management (IPAM) Server and click Add Features when it pops up.

	Click Next.

	On the Confirm installation selections screen, click Install.

	When installation finishes, click Close.





Configuring IP Address Management

Installing IPAM is pretty straightforward, you just have to make sure that you don’t skip anything. All the tasks that you need to follow to configure IPAM show up as numbered tasks in the Quick Start tile after you’ve clicked IPAM. Do yourself a favor: For this installation, log in with an account that has domain administration privileges. Then follow these steps: 


	
In Server Manager, click IPAM on the left-hand menu (see Figure 6-1).

Notice the tasks in the Quick Start tile. Task 1: Connect to IPAM Server is already complete.


	Click Task 2: Provision the IPAM Server.

	On the Before you Begin screen, click Next.

	On the Configure Database screen, accept the default Windows Internal Database, and click Next.

	
On the Select Provisioning Method screen, select the Group Policy Based radio button, and enter a Group Policy Object (GPO) name prefix in the GPO Name Prefix field (see Figure 6-2).

[image: Technical stuff] A Group Policy Object (GPO) is a collection of settings that describe how a system will act or how it will look to users. It can be targeted at users and/or computers.

I like the obvious IPAM prefix. It tells me exactly what these group policy objects are for.


	Click Next.

	
On the Summary screen, click Apply.

If all goes well, you should be greeted with the IPAM Provisioning Completed Successfully screen.


	
Click Close.

Now you need to push the new group policies out to the domain. You have to do this in every domain that you want IPAM to manage. In this case, I have only one domain.


	Right-click the Start menu on the IPAM server and choose Windows PowerShell.

	Run the following command (you must be logged in as a domain admin for this step): 
Invoke-IpamGpoProvisioning -Domain <domain name>

-GpoPrefixName "IPAM" -force


	
Confirm that you want to do this three times, once for each policy being created.

The policies are: IPAM_DC_NPS, IPAM_DHCP, and IPAM_DNS.


	
Return to the IPAM Quick Start tile in Server Manager.

The next task is Task 3, where you configure server discovery.


	Click Configure Server Discovery.

	
Click the Get Forests button.

A query will be run.


	Click OK to close the Server Discovery screen.

	
After the job completes, click Configure Server Discovery again.

This time, the forest and domain will be filled in.


	Next to the domain, click Add.

	
Select the server roles you want IPAM to discover.

Your screen should look similar to Figure 6-3.


	Click OK.

	
Click Task 4: Start Server Discovery.

This schedules a discovery job. Wait for it to complete. It will let you know when the job finishes.


	After the job finishes, click Task 5: Select or Add Servers to Manage and Verify IPAM Access.

	Right-click the server, and choose Edit Server.

	Change the Manageability Status drop-down list from Unspecified to Managed, as shown in Figure 6-4.

	
Click OK.

This adds the managed server to those GPOs you created earlier.

[image: Technical stuff] You may see IPAM Access Status blocked at this stage. Typically, this means that the group policies haven’t applied on the other system yet (assuming you used group policy for your provisioning method). To resolve this, log in to the other system, open a PowerShell window, and type Invoke-GPUpdate -Force. Then go back to your IPAM server, right-click the system in question and choose Refresh Server Access Status. If this still doesn’t work, you may need to reboot the server that you’re wanting to manage.


	Right-click the managed server and choose Retrieve All Server Data.




 [image: Screen capture depicting Server Manager with IPAM on the left-hand menu.]

FIGURE 6-1: IPAM shows up in Server Manager after it’s installed.






 [image: Screen capture depicting Select Provisioning Method screen with manual or group policy based.]

FIGURE 6-2: Provisioning methods for IPAM include manual or group policy based.






 [image: Screen capture depicting Configure Server Discovery screen with forest and domain filled in.]

FIGURE 6-3: Configuring server discovery in IPAM.






 [image: Screen capture depicting Add or Edit Server window with Manageability Status drop-down list.]

FIGURE 6-4: Setting the manageability status of the server to Managed.





After the retrieval job is complete, you can start managing the server you added through IPAM. Congratulations! That was the hard part!



Using IP Address Management

You may wonder what you can actually do in IPAM. In the following sections, I walk you through the different areas in IPAM that you can use to configure and manage your DNS and DHCP infrastructure.


Overview

Now that IPAM is configured, go to the Overview section. Remember that Quick Start tile you were using? Instead, click the second orange tile, the one that says Actions. You should see a list of the things you can do similar to Figure 6-5.


 [image: Screen capture depicting Server Manager with a drop-down list of some of the actions against servers that are being managed in IPAM.]

FIGURE 6-5: Some of the actions you can take against servers that are being managed in IPAM.







Server Inventory

The Server Inventory section should look familiar to you — it may have been the source of much frustration when you were configuring IPAM. The main things that this screen gives you are an overview of the servers you’re managing, their IPAM Access Status, and the ability to pull fresh data from the servers outside of the scheduled retrieval task. You can filter by IPv4 and IPv6, and you can also filter by Managed (GPO Provisioned) servers and Unmanaged (Manual) servers. Check out Figure 6-6 for a view of the Server Inventory screen.


 [image: Screen capture depicting Server Manager screen with list of your servers and what their status is.]

FIGURE 6-6: The Server Inventory screen gives you a list of your servers and what their status is.







IP Address Space

If you click the first selection in IP Address Space, called IP Address Blocks, you see the DHCP scope that was set up earlier. Right now, for Utilization, it says Under, as shown in Figure 6-7. This means that it has plenty of IP addresses available. Before IPAM, you had to track this utilization on a spreadsheet, which could be difficult because the spreadsheet might not be up to date, and the spreadsheet had no way to give you a friendly warning that you were overutilizing your space.


 [image: Screen capture depicting Server Manager screen with IP address utilization.]

FIGURE 6-7: IP address utilization is easy to see at a glance in IPAM.





The other screens under the IP Address Space category — IP Address Inventory and IP Address Range Groups — give you similar data just with different views. Take the time to click through these and get familiar with what’s in each.



Monitor and Manage

Monitor and Manage is where you’ll spend a significant amount of your time in IPAM.


DNS and DHCP Servers

When you click DNS and DHCP Servers, you can see the status of the services on every server you’re managing through IPAM. If all is well, Server Availability should say Running for both DNS and DHCP. See Figure 6-8 for an example of the status page.


 [image: Screen capture depicting Server Manager screen with status of the DNS and DHCP servers.]

FIGURE 6-8: The status of the DNS and DHCP servers that are being monitored and managed through IPAM.







DHCP Scopes

DHCP Scopes contains all the DHCP scopes that are configured on all the DHCP servers IPAM is aware of. This interface gives you the same utilization metric that you had before in the IP Address Blocks section. It tells you what some of the basic subnet settings are, like the subnet mask and the lease duration. If you right-click over on the existing scope, you see that you’re presented with a ton of options to manage the DHCP Scope. See Figure 6-9 for the configuration options available to you.


 [image: Screen capture depicting Server Manager screen with DHCP Scope configuration drop-down options.]

FIGURE 6-9: DHCP Scope configuration can be done across multiple DHCP servers all from IPAM’s DHCP Scopes screen.







DNS Zones

In the DNS Zones section, you can see with a quick glance whether the Zone status is good or bad. You can also get some really helpful information at a glance regarding the DNS server that the zone is hosted on. You can select whether you want to look at the forward lookup zones (names to IPs) or if you want to look at the reverse lookup zones (IPs to names). And of course, just like the DHCP Scopes screen, you can right-click the zone and configure it right from IPAM. No need to go to multiple DNS servers anymore! See Figure 6-10 for an example of what the DNS Zones screen looks like.


 [image: Screen capture depicting Server Manager screen with DNS Zones screen drop-down options.]

FIGURE 6-10: Configuring DNS zones can be done from inside of IPAM.







Server Groups

Server Groups lets you separate out the systems by the type of service running on them. You simply click the Server Type drop-down list and select whichever service you’re interested in.




Event Catalog

Event Catalog gathers all the events in Event Viewer that are directly related to IPAM. This can be very helpful if you’re troubleshooting why something isn’t working properly.



Access Control

The last section, Access Control, allows you to view the roles within IPAM that allow you to manage various activities. There are several built-in roles and you can also create your own role by clicking Tasks and then clicking Add User Role. For the most part, I think you’ll find that the built-in roles will meet your needs. If you need to create one though, follow these steps: 


	In the Access Control section, click Tasks and then click Add User Role.

	
Name the role and then select the desired permission.

In my case, I’m creating a role for a DNS Zone Administrator. See Figure 6-11 for an example of what that looks like.


	
Click OK.

After the role is created, it shows up in the list, and you can tell it isn’t a built-in role because it says No under the Built-in Role column. See Figure 6-12 for the final view.





 [image: Screen capture depicting Add or Edit Role window with DNS Zone Administrator permissions.]

FIGURE 6-11: Creating a DNS Zone Administrator is easy given the granular permissions available.






 [image: Screen capture depicting Server Manager Roles window with DNS Zone Administrator.]

FIGURE 6-12: The new role is created and shows up with the built-in roles.
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Chapter 1

An Overview of the Tools Menu in Server Manager


IN THIS CHAPTER

[image: Bullet] Accessing the Tools menu in Server Manager

[image: Bullet] Working with common administrative tools in Windows Server 2019

[image: Bullet] Using Remote Server Administration Tools to manage your servers



The majority of the time, when you log in to a server, it’s to manage a role, manage a feature, or troubleshoot issues the system may be having. The great thing about the modern server operating systems is that Server Manager launches upon login and is your jumping-off point to all the tools that you’ll ever really need to use.

There are some things in the Tools menu that will be there on every server. Disk management utilities, troubleshooting utilities, and other useful system utilities are right at your fingertips. As long as the tool was written by Microsoft, and it has to do with administering the server, including the roles and features you’ve installed on the server, it will be in the Tools menu.



Accessing the Server Manager Tools Menu

There are a few ways to access the Tools menu. The simplest method is to click Tools from inside Server Manager. You can find this along the top bar of Server Manager. It gives you one-click access to the majority of your administrative tools. See Figure 1-1 for an example of the Tools menu.


 [image: Screen capture depicting Tools menu option from within Server Manager.]

FIGURE 1-1: The Tools menu from within Server Manager.





Notice that there are Active Directory tools in the menu as well. This is due to the fact that we’re on a domain controller, which has the administration tools loaded. You can install these tools on your local PC with Remote Server Administration Tools (RSAT), which I cover later in this chapter.

The second method to access the Tools menu is to click the Start menu and scroll down until you reach Windows Administrative Tools. This is the same menu that shows up under Tools in Server Manager. It may be your go-to method of access if you’ve disabled Server Manager on startup. See Figure 1-2 for the Start menu location of the Tools menu.


 [image: Screen capture depicting Windows Administrative Tools in the Start Menu is the same as the Tools menu in Server Manager.]

FIGURE 1-2: Windows Administrative Tools in the Start Menu is the same as the Tools menu in Server Manager.





[image: Tip] If you’ve disabled Server Manager on startup, you can click the Start menu and launch it from the Server Manager tile, or simply type servermanager into PowerShell, at the Command Prompt, or into the Run box.

The third way to access the Tools menu is the more classic method: Click the Start menu and choose the Control Panel tile. In Control Panel, choose System and Security, and you’ll have an option for Administrative Tools. This is the same menu you get with the other two methods. See Figure 1-3 for its location.


 [image: Screen capture depicting System and Security window with Tools menu through Control Panel.]

FIGURE 1-3: Accessing the Tools menu through Control Panel.







Working with Common Administrative Tools

Now that you know how to find the Tools menu, I need to fill you in on some of the more common administrative tools that you’ll find yourself using.


Computer Management

Computer Management is useful for a number of reasons. It gives you quick access to System Tools, which is a collection of tools such as Task Scheduler, Event Viewer, Shared Folders, Performance, and Device Management. It allows you to manage Storage, and it gives you access to manage the services and applications that are installed on the system. I cover each of these tools in later chapters, but for now, know that Computer Management gives you a way to access them all from the same console, as shown in Figure 1-4.


 [image: Screen capture depicting Computer Management window with administrative tools.]

FIGURE 1-4: The Computer Management console gives you a centralized area to use administrative tools.







Defragment and Optimize Drives

When you choose Defragment and Optimize Drives, you’re given a menu that will allow you to manually analyze and optimize your drives. Optimization depends on what type of drives you have. A traditional hard disk drive (HDD), for instance, will get defragmented by the optimization process. A solid-state drive (SSD) with TRIM support (which allows the operating system to tell the SSD which blocks are not in use and can be wiped) will be retrimmed. You’ll notice that this is scheduled to run automatically once a week by default, as shown in Figure 1-5.


 [image: Screen capture depicting Optimize Drives window with Defragmenting.]

FIGURE 1-5: Defragmenting you hard drive is a scheduled task, but you can choose to run it manually.





This was a pretty good win for administrators, because the process of defragmenting drives used to be a manual one that you had to remember to do. It was typically only done when a system began having performance issues. With defragmentation being done automatically, you don’t have to worry about doing it anymore.



Disk Cleanup

The Disk Cleanup tool has been in Windows operating systems for a very long time. When you run it, it asks you which drive you want to run it against, and then it scans for things that you can get rid of safely. This will typically be temporary Internet files, content in the Recycle Bin, and so on. The tool gives you an estimate of how much space it will be able to free up. All you need to do is click OK, and it will remove whatever you have told it to remove. Note the check boxes that are checked in Figure 1-6. These are the items it will remove.


 [image: Screen capture depicting Disk Cleanup window with Downloaded Program Files and Temporary Internet Files checkboxes checked.]

FIGURE 1-6: The Disk Cleanup utility in all its glory.





There is a More Options tab you can select that gives you the ability to remove programs you don’t use, as well as old copies of System Restore and Shadow Copies if you have them enabled.



Event Viewer

Event Viewer is probably one of the most helpful utilities when it comes to troubleshooting issues with hardware, software, and applications.

Most people, if they’ve spent any time with Windows operating systems, are used to the basic three logs in Event Viewer: Application, Security, and System. There are so many other logs you can leverage, though. Under Custom Views, you can look at logs specific to the roles that you have installed. If you click Applications and Services, then click Microsoft, and then click Windows, you can view logs specific to Windows components. A common scenario, for instance, is when you think the Windows Firewall may be blocking you. The logs for Windows Firewall show up under Applications and Services, then Microsoft, then Windows, and then Windows Firewall with Advanced Security.

If you’re looking for something specific, you can choose the log you want to search and then create a filter like the one in Figure 1-7.


 [image: Screen capture depicting Filter Current Log dialog with logs.]

FIGURE 1-7: Using a filter in Event Viewer to find failed logins.





I highly recommend digging into Event Viewer and experimenting with filters. The filters will really save time, especially when you’re troubleshooting an issue and your boss wants information ASAP!



Local Security Policy

Local Security Policy allows you to change many of the settings on your system. If you’re in an Enterprise environment, chances are, you won’t access this because everything will be set through Group Policy. If you’re on a standalone system, or on a computer that is in a workgroup, then Local Security Policy is where you set requirements for security on the system. This may include settings for accounts, auditing requirements, and other security-related settings. You can see the local password policy in Figure 1-8.


 [image: Screen capture depicting Local Security Policy window with Password Policy options.]

FIGURE 1-8: The local password policy set in Local Security Policy.







Registry Editor

[image: Warning] The Registry Editor will allow you to make changes to your system’s Registry. Use this tool with extreme caution! If you change something that you shouldn’t have, you could cause damage to your system.

I cover the Registry in more depth in Book 3, Chapter 3. Be sure to check it out! There, I discuss what each of the hives is for, how to interact with them, and even more important, how to back up the Registry before making changes.

Just about every setting on your system is stored in the Registry somewhere. Figure 1-9 shows you the area of the Registry where system colors are set. These are stored as RGB values. For instance, 255 255 255 is white and 0 0 0 is black.


 [image: Screen capture depicting Registry Editor window with Colors options.]

FIGURE 1-9: System colors are stored in the Registry.







Services

Clicking Services brings up the Services management console. Every service on the system shows up in the console. You can see what the status of the service is, what the startup type is set to, and which account each of the services is using to run.

[image: Technical stuff] A service is an application that runs in the background. You don’t normally interact with it directly, although you can stop and start a service and define startup options for it.

If you double-click one of the services, you’re presented with several tabs. The General tab allows you to change the startup type. You have your choice of the following: 


	Automatic: Services whose startup type are automatic will start when the server starts.

	Automatic (Delayed Start): If a service has Automatic (Delayed Start) it means that it will start, just not right away. This is typically done for services that have a dependency on another service. It ensures that the dependency is satisfied before the service comes up.

	Manual: If a service is set to manual, it means that something has to kick it off. This may be a user action or a call from an application.

	Disabled: If a service is disabled, it can’t be started.



You can also stop and start the service. On the Log On tab, you can set the account the service will run with. The Recovery tab allows you to specify what action to take if the service runs into an issue. You can set it to restart the service, run a program, or restart the system. The Dependencies tab will tell you if the service is dependent on any other services, and whether any services are dependent on it. You can see the Properties of the Server service in Figure 1-10.


 [image: Screen capture depicting Server Properties dialog box with Service Name in General Tab.]

FIGURE 1-10: The Server service Properties page allows you to set startup type and manage the service.







System Configuration

System Configuration allows you to work with boot time services. On the General tab, for instance, you can choose Normal Startup (default), Diagnostic Startup, or Selective Startup. These are helpful for diagnosing issues that happen when the full OS boots. See Figure 1-11 for an example of the General tab in System Configuration.


 [image: Screen capture depicting System Configuration dialog box with startup options in General tab.]

FIGURE 1-11: The General tab in System Configuration lets you set the type of startup you want.





The Boot tab allows you to specify which drive to boot to, and some boot options like safe boot, No GUI boot, and so on.

The Services tab allows you to specify which services should be enabled or disabled. You can choose to hide all the Microsoft services so that you can see which third-party services are installed.

The Startup tab still exists, but Startup items are not enabled by default, so the tab is blank unless you enable them.

Last but not least, the Tools tab has many different OS tools. You can select the tool, and it will display the location of the tool. In addition, you can click the Launch button to actually launch the tool.



Task Scheduler

The Task Scheduler allows you to schedule various administrative tasks so that they execute automatically. Many of the Windows components have their own tasks out of the box.

You can create your own tasks to run custom scripts or perform other actions through Task Scheduler as well. You choose what you want the trigger to be. Triggers can be anything from a scheduled time to a logon, an event, and so on. See Figure 1-12 for a view of a custom task in Task Scheduler.


 [image: Screen capture depicting Create Task option in General tab with Task Scheduling options.]

FIGURE 1-12: Creating a custom task in Task Scheduler.








Installing and Using Remote Server Administration Tools

When you install the management features along with roles and features, you are installing components of RSAT. RSAT is often installed on a desktop so that you can manage your servers from your workstation instead of logging on to each individual server. In this section, I walk you through installing RSAT on a Windows 10 system, and show you how to add servers to manage.


Installing Remote Server Administration Tools

Installing RSAT is the first step toward using it. If you’re on a version of Windows 10 prior to the October 2018 update, follow these instructions: 


	Download the RSAT package from Microsoft for your operating system.

	Double-click the RSAT package to begin the installation.

	When you’re prompted to install the update (RSAT is packaged as a Windows Update), click Yes.

	Click I Accept on the License Terms screen.

	Click Restart Now when the installation completes.



If you have the October 2018 update (Windows 10 1809), RSAT is now included as part of the operating system and you only need to enable it. Follow these instructions if you have the October 2018 update or later: 


	Click Start and then click Settings.

	Go to Manage Optional Features.

	Click Add a Feature.

	Select the specific RSAT tools you need.



The 1809 version update was a nice touch. It saves administrators time because you no longer have to go out to download and install the package. Be sure to install Server Manager. The examples I provide assume that you installed this part of RSAT.

[image: Tip] Microsoft provides version numbers that identify which build of Windows 10 you’re on. For instance, version 1809 was released on November 13, 2018. The previous version of Windows 10, 1803 was released on April 20, 2018. The first two numbers indicate the year that the version was released.



Using Remote Server Administration Tools

After RSAT is installed, you’ll want to start using it. Let’s get started! 


	Click the Start menu.

	Scroll down to S and choose Server Manager.

	
When Server Manager launches, click the Add Other Servers to Manage link on the Quick Start tile.

The Active Directory tab allows you to search Active Directory for systems to add, as shown in Figure 1-13.


	Select SERVER2019-DC and click the right arrow to select it.

	Click OK.

	After the system is added, the roles and/or features that are installed on that server can now be managed through Server Manager on my Windows 10 client system, as shown in Figure 1-14.




 [image: Screen capture depicting Add Servers dialog box with Active Directory tab options.]

FIGURE 1-13: Searching Active Directory for systems to manage.






 [image: Screen capture depicting Server Manager window with the roles from the system added.]

FIGURE 1-14: Server Manager showing the roles from the system I added.





You can now add roles and features just as you would if you were on the servers in question. Let’s try that. 


	From Server Manager click Manage and then click Add Roles and Features.

	On the Before You Begin screen, click Next.

	On the Select Installation Type screen, click Next.

	On the Select Destination Server screen, choose the remote server you want to install the role or feature on and click Next.



From that step on, it’s identical to installing while logged into the server.

[image: Tip] In Server Manager on the All Servers tab, right-click on a server you want to manage. Depending on what’s installed, you get a slightly different list. The list in Figure 1-15, for instance, is from my domain controller, which I just added.


 [image: Screen capture depicting Server Manager window with the drop-down menu options for a remote server.]

FIGURE 1-15: Managing a remote server with Server Manager on Windows 10.





That should give you an idea of what Server Manager is capable of doing. Install it and make your life as a system administrator easier!






Chapter 2

Setting Group Policy


IN THIS CHAPTER
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Making settings changes on one or two systems isn’t that bad. But imagine you work in an enterprise with 200 systems. Or 2,000 systems. Suddenly making settings changes on individual machines becomes an impossible task. This is where Group Policy comes into play.

Group Policy allows you create a policy and then target that policy to users or systems within organizational units (OUs), security groups, or even on an individual basis. Group Policy is a very powerful way to enforce your organization’s requirements across all Active Directory domain joined systems. Common items that get configured by Group Policy are 


	Password policies

	User rights assignments (who can do what)

	User Account Control (UAC) settings

	BitLocker settings

	Patch management settings



Group Policy offers hundreds of configuration items that allow you to centrally manage the configuration and security of all your domain-joined systems.



Understanding How Group Policy Works

A Group Policy Object (GPO) is a collection of settings. The GPO can be linked at several different levels, most commonly domain or OU. You can target specific systems or security groups within the GPO as well.

On startup, computer-focused GPOs are applied. These GPOs affect settings on the computer regardless of who logs into the system afterward. User policy objects are applied when a user logs in; they’re used to make changes that would impact the user. User GPOs follow the user regardless of which system the user logs in from. Remember the following rule: Last applied wins. If you run into an issue with a policy not doing what you’re expecting it to do, a later GPO may be overwriting the behavior of an earlier GPO.

By default, Group Policy refreshes every 90 minutes, although there may be a randomized delay of up to 30 minutes. So, if you apply a change, it may take up to 120 minutes for that change to be applied to all systems/users. Some settings do not refresh in this way and require the user to log out and log back in or require a restart of the system. Changes that fall into this category are things like folder redirection, drive mappings, and some file preferences.

Group Policy applies its settings in a set order: 


	Local policies (set by gpedit.msc)

	Site policies

	Domain policies

	OU policies



Think of it as a top-down approach to processing: After the local policies have been applied, site GPOs are the most broad, followed by domain GPOs, and then OU GPOs. Most system administrators have experience managing GPOs at the domain and OU level.

A common issue that occurs is when a system administrator makes a change to a domain-level policy, but the change doesn't seem to be applying. The most common culprit is an OU-level policy that is overwriting the setting from the domain policy.

In Group Policy, you configure settings with policies and preferences. Table 2-1 is a comparison of the two to see what the differences are between them.



TABLE 2-1 Group Policy: Policies versus Preferences




	
Policies

	
Preferences






	
When a Group Policy policy is no longer applicable, the setting is removed, and the original value is restored.

	
When a Group Policy preference is no longer applicable, the setting remains in the registry.




	
When a Group Policy policy is set to a certain value for an application, the application uses the value set by the policy. If the policy is removed, the application will use the original value.

	
When a Group Policy preference is set to a certain value for an application, it overwrites the default value for the application. If the preference is removed, the value for the application will remain the same.




	
When a Group Policy policy is used to enforce settings, users see grayed out options that inform them that the setting is managed by their administrators.

	
When a Group Policy preference is used to enforce settings, users can change the setting manually. Group Policy will not reapply the configured value after the first time it was applied.






[image: Tip] One last thing before I move on to the next section: Group Policy has been around for a long time, since Windows Server 2000. There is a newer way to configure systems: PowerShell Desired State Configuration (DSC). Group Policy and PowerShell DSC should not be used to make configuration settings on the same systems at the same time. If one setting is different between the two, you’ll run into a constant battle between the GP policy applying and overwriting a setting, followed by PowerShell DSC changing the setting back to the previous value. If you’re in an enterprise environment that is already using Group Policy, my suggestion is to stick with Group Policy. If you’re building your environment from scratch, or if you’re in a DevOps-centric environment, PowerShell DSC is the better choice going forward. You can learn more about PowerShell DSC in Book 6, Chapter 5.



Starting the Group Policy Editor

In Server Manager, choose Tools⇒  Group Policy Management. Group Policy Management is available on the server itself, assuming you installed the management tools. It is also available through Remote Server Administration Tools (RSAT) so you can manage Group Policy from your Windows 10 desktop.

When you first start the Group Policy Management snap-in, you see an entry for the Active Directory forest you’re in. Click the arrow beside that forest to expand it. Click the arrow next to Domains to expand that, and then expand your domain name by clicking the arrow next to it.

With a fresh Active Directory environment, you have a Default Domain Policy. This is linked at the domain level. The Default Domain Policy is typically where you set things that will apply to all users, like passwords and other security settings. You can see in Figure 2-1, that the Default Domain Policy is applied to anyone in the Authenticated Users group, indicated by the presence of this group in the Security Filtering section.


 [image: Screen capture depicting Group Policy Management window with Default Domain Policy set at domain level.]

FIGURE 2-1: The Default Domain Policy is set at the domain level.





To open the Group Policy Management Editor, all you need to do is right-click a GPO and choose Edit. The Group Policy Management Editor opens, and you can make your changes from there.

In the following sections, I show you how to make changes to Group Policy. I cover computer management first and then user configuration. I also go over how you can see which policies are getting applied.



Performing Computer Management

Computer management activities can encompass everything from security settings to what applications you want to install on a particular system. You can do quite a few different things with Group Policy. The only real limitation to what you can do with Group Policy is whether there is a setting that will perform the configuration you require.

Follow these steps to create a brand-new GPO: 


	With Group Policy Management open, and the tree expanded, right-click Group Policy Objects and choose New, as shown in Figure 2-2.

	
Name your GPO.

I’ll name mine Computer GPO.


	
Leave Source Starter GPO blank and click OK.

[image: Tip] If you want to create GPO templates for common administrative tasks, you can create them in the Starter GPO’s folder instead of the Group Policy Objects folder. This allows you to choose them as a source when creating a new GPO and will automatically copy their settings into your new GPO.


	With the new GPO selected, click the Add button underneath the Security Filtering section in the main window of the policy.

	Click the Object Types button, select the Computers check box, and click OK.

	
Enter the name of the server (or group of servers) you want to target, and click OK.

In my case, this will be SERVER2019-DC.


	To link the GPO at the domain level, right-click the domain name and choose Link an Existing GPO.

	Select Computer GPO (or whatever you chose to call your new GPO) and click OK.




 [image: Screen capture depicting Group Policy Management window with New chosen from Group Policy Objects drop-down menu.]

FIGURE 2-2: Creating a new Group Policy Object.





That’s all there is to getting started with editing Group Policy. Now let’s make some actual edits to the Computer GPO that you just created.


Modifying computer software settings

The software settings area in Group Policy allows you to install software on systems to which the GPO is applied. You might use this to deploy software to a particular group of systems, or to all your systems as a whole.

Note: The software you want to deploy needs to be in a shared folder that is accessible to the systems that you’re wanting to deploy it to. The systems need to have permission to access the shared folder and its contents. In this case, I’ve created a shared folder called Software, and that is where I’ve chosen the package.

Follow these steps to deploy software with Group Policy: 


	Starting from the Group Policy Management screen, right-click the GPO that you created earlier and choose Edit.

	Expand Computer Configuration, Policies, and Software Settings, and then select Software Installation.

	
Right-click the blank space next to Software Installation and choose New⇒  Package.

The browser box will open looking for Windows installer packages. These typically end in .msi.


	Select the file and click Open.

	Select Assigned and click OK.



You can see in Figure 2-3 that I now have my software package assigned to be installed through this GPO, and that the software source is the shared folder I created before.


 [image: Screen capture depicting Group Policy Management Editor window with source software shared folder.]

FIGURE 2-3: Setting up software to be deployed via Group Policy.







Modifying computer settings

The Windows Settings area of the Computer Configuration allows you to change certain areas of the system configuration. You can configure Domain Name System (DNS) settings, set Startup and Shutdown scripts, and set up printers and security settings.

Here’s how to set some of the basic security settings for a computer: 


	Starting from the Group Policy Management screen, right-click the GPO that you created earlier and choose Edit.

	Expand Computer Configuration, Policies, Windows Settings, Security Settings, and Local Policy, and then select Audit Policy.

	Double-click Audit Account Logon Events.

	Select Define These Policy Settings, choose Success and Failure, and click OK.

	Repeat Steps 3 and 4 for each of the items in Audit Policy.



When this is completed, your screen should look similar to Figure 2-4.


 [image: Screen capture depicting Group Policy Management Editor window with audit policy tracker.]

FIGURE 2-4: Setting the audit policy to track both successes and failures.





Take the time to look through the rest of the settings under Local Policies. You can do quite a few things to customize how your users will interact with your systems. For instance, you can block Microsoft accounts so users have to log in with an Active Directory account. You can change the login screen so that it doesn’t show who the last logged on user was. There are so many settings available to you that I recommend you look through them and experiment in a home lab or a test lab if you have one.

[image: Warning] Don’t modify Group Policy in a production environment until you’ve fully tested the change in a test environment. Due to the delay in Group Policy processing, you could break things — badly, and you can’t roll back quickly. It could take a few minutes for Group Policy to reapply with the working settings.



Using Administrative Templates

Administrative Templates allow you to further customize how your users will interact with your systems. Here’s how to customize the Start menu: 


	Starting from the Group Policy Management screen, right-click the GPO that you created earlier and choose Edit.

	Expand Computer Configuration, Policies, Administrative Templates, and Start Menu and Taskbar.

	Double-click Do Not Keep History of Recently Opened Documents.

	Choose Enabled and click OK.



This is just a very small example of what you can do. Look through the rest of the Administrative Template settings that are available to you. You have loads of customization options.




Performing User Configuration

User configuration follows a user rather than a particular computer. User GPOs apply when a user logs in and potentially when a user logs out, depending on what the GPO has been set to do. User GPOs are often used to make account settings or software installations where the user is more important to target than the system. Use them with care, though, because they can increase login times for users.


Modifying user software settings

Similar to the Computer Configuration, software can be installed based on users if configured in User Configuration. Follow these steps: 


	Starting from the Group Policy Management screen, right-click the GPO that you created earlier and choose Edit.

	Expand User Configuration, Policies, and Software Settings, and then click Software Installation.

	
Right-click the blank space next to Software Installation, and choose New⇒  Package.

The browser box will open looking for Windows installer packages. These typically end in .msi.


	Select the file and click Open.

	Select Assigned and click OK.



Your screen should now look similar to Figure 2-5. If it does, you’ve successfully deployed software to your users. Note: You would not typically deploy the same software to computer and user. You would choose one or the other.


 [image: Screen capture depicting Group Policy Management Editor dialog with source software shared file.]

FIGURE 2-5: Software deployed via the User Configuration.







Modifying a user’s Windows Settings

Similar to Computer Configuration’s Windows Settings, the User Configuration’s Windows Settings has system-specific settings. The biggest difference is that they apply when the user logs in, rather than when the system starts up. Windows Settings doesn’t have anywhere near as many options as the Computer Configuration equivalent does.

Let’s set up folder redirection for the user’s Documents folders. This is a common use case because users save things in Documents where they don’t get backed up. By turning on redirection, you can save the user’s Documents folders on the server where it does get backed up. Follow these steps: 


	Starting from the Group Policy Management screen, right-click the GPO that you created earlier and choose Edit.

	Expand User Configuration, Policies, Windows Settings, and Folder Redirection, and then select Documents.

	
Right-click the blank area to the right of Documents, and choose Properties.

The Document Properties dialog box appears.


	On the Target tab, from the Setting drop-down list, choose Basic.

	Under Target Folder Location, select Create a Folder for Each User under the Root Path.

	
Click the Browse button and choose where you want the Documents folders to redirect to.

Your screen should look similar to Figure 2-6.


	
Click OK.

You receive a warning regarding older operating systems not potentially being able to support folder redirection.


	Click Yes to continue.




 [image: Screen capture depicting Group Policy Management Editor dialog with Document Properties dialog with redirection folder.]

FIGURE 2-6: Setting up folder redirection for the Documents folder.





You’ve now set up folder redirection for your user’s Documents folder. You won’t see anything in the Group Policy Management Editor. However, you can verify the redirection is working by having one of the affected users log out and then log back in. She should have her folder created on the server in the share location you specified. Pretty cool!



Using user Administrative Templates

User Administrative Templates are very similar to the Computer versions, except they allow you to customize specific areas in the OS related to users. 


	Starting from the Group Policy Management screen, right-click the GPO that you created earlier and choose Edit.

	Expand User Configuration, Policies, Administrative Templates, and Desktop, and then choose Desktop.

	Double-click Disable Active Desktop.

	Choose Enable and then click OK.



If your organization has wallpaper it wants on everyone’s systems, you can set that here as well, under Desktop Wallpaper. Simply point it to the shared folder where the wallpaper is stored and — voilà! — the next time your user logs in, he’ll get the new wallpaper.

I recommend you dig through the menus and see what options are available to configure. You can customize to a great level of detail.




Viewing Resultant Set of Policy

You’ve configured your GPOs and you’ve applied them, but something just isn’t working right. Your user isn’t receiving the Group Policy settings that you’re expecting her to, and you aren’t sure why. This is where you need to look at Resultant Set of Policy (RSoP). Let’s launch RSoP and see what the results look like: 


	Right-click the Start menu and choose Windows PowerShell.

	
Type rsop.msc and press Enter.

RSoP runs and then displays the results of the settings that are currently applied.


	
If PowerShell Core had not installed for me, I could click User Configuration, click Software Settings, and select Software Installation.

If PowerShell Core is there, then I know the policy applied and the installation must have failed for another reason.




RSoP is a very helpful utility. It shows you only the categories that have settings applied. Keep in mind that User Configuration applies to the currently logged-on user. In Figure 2-7, for example, you can see that I don’t have Administrative Templates showing up under my User Configuration even though I set the setting for Active Desktop. This is expected behavior in this case, because I haven’t logged out and logged back in since I made that change. If I was troubleshooting an issue for a user and saw this, I would ask the user to log out and then log back in so the new setting could apply.


 [image: Screen capture depicting Resultant Set of Policy window with drop-down list for Computer and User configuration.]

FIGURE 2-7: RSoP shows which GPOs are successfully applied.









Chapter 3

Configuring the Registry
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There aren’t many things that will scare a system administrator, but messing with the Registry is definitely up there. The Registry in a Windows system is like the skeleton of the operating system. Control Panel items are just graphical front ends to the values that exist in the Registry. Every single thing that is installed or has ever been plugged into your system is recorded in your Registry. It’s not surprising then, that it can be a very intimidating prospect changing this thing that is so central to the operating system and how it functions. You delete or change the wrong key, and all of a sudden, your system is no longer functional.

In this chapter, I explain what the Registry is, what it’s made up of, how to safely configure it, and how to recover it if something goes terribly wrong.



Starting Registry Editor

There are several different ways to start the Registry Editor. If you’re in Server Manager, you can simply choose Tools⇒  Registry Editor. If you aren’t in Server Manager, you can right-click the Start menu, choose Windows PowerShell, and then type regedit.exe. You need to have administrative privileges to run Registry Editor. Assuming you have the necessary privileges, using either option will open the Registry Editor, shown in Figure 3-1.


 [image: Screen capture depicting Registry Editor window with hives and keys listed.]

FIGURE 3-1: The Registry Editor allows you to work with the hives and keys in the Registry.





When you open the Registry for the first time, all the hives will be collapsed. If you have been in the Registry on the system before, it will typically open to where you were last.



Importing and Exporting Registry Elements

Importing and exporting Registry elements gives you the ability to back up and restore your Registry. The process itself is very simple and really hasn’t changed much over the years. This same process will work on older systems, as well as on Windows Server 2019.


Exporting Registry elements

Whenever you’re planning on making a change to the Registry, it’s always a good idea to get a backup of your settings. This gives you a way to restore your Registry should something go horribly wrong. One of the simplest ways to back up the Registry is to export it to a .reg file. The .reg is used to identify Registry files.

Here's how to create a backup of the Registry: 


	From Server Manager, choose Tools⇒  Registry Editor.

	Select the element that you want to export.

	With the individual element selected, choose File⇒  Export.

	Select a save location for the .reg file.

	Click Save.



Note that you can export individual keys as well. You don’t have to export the whole hive.



Importing Registry elements

Having a backup is great, being able to restore it is even better. To restore your Registry, you need the exported .reg file and access to the Registry Editor. There are a couple reasons why you may choose to import a .reg file: 


	You may have made changes to the Registry that have caused the system to become unstable, so you need to restore from the exported .reg file you made before you started your work.

	You may have made customizations to the Registry on one of your servers and you want to more easily apply the same configurations to another server. You can do this quickly by importing the .reg file from the configured server into the one that you want to configure.



[image: Tip] If a Registry change has made it to where your system is unable to boot and you can't get to the Registry Editor, your best bet is to restore from your most recent system backup.

Here’s how to restore the Registry from your backup file: 


	From Server Manager, choose Tools⇒  Registry Editor.

	Choose File⇒  Import.

	Navigate to the location where your .reg backup file is stored.

	
Select the .reg file and click Open.

A progress bar pops up showing you the progress of the restore.


	Click OK when the restore is complete.






Finding Registry Elements

At some point in your career, you'll be charged with making an update to the Registry that will require you to find a specific key within a hive. This can be like finding the proverbial needle in a haystack given the levels of recursion in the hive in addition to the sheer content. Thankfully, the Registry has a search tool that can make finding what you’re looking for much easier.

Say, for example, I needed to find the SCHANNEL key because I needed to edit some of the encryption protocols my server supports, but I just can’t remember where SCHANNEL is. Here’s how the search tool can help me find my key: 


	From Server Manager, choose Tools⇒  Registry Editor.

	In Registry Editor, choose Edit⇒  Find (or just press Ctrl+F).

	Type in your search term in the Find What box, and select what types of elements you want to look for, as shown in Figure 3-2.

	Click Find Next.

	If the first result isn’t what you were looking for, choose Edit⇒  Find Next, or you can simply press F3 until you find the result you want.




 [image: Screen capture depicting Find window with keys selected and a key searched by name.]

FIGURE 3-2: Searching the Registry for a specific key.







Understanding Registry Data Types

There is quite a bit of new terminology when it comes to the Registry that you may not be used to. Hives, for instance, are the highest level in the hierarchy in the Registry and are discussed in the next section.

Within each hive are keys, which look like folders in the Registry and are used for organizational purposes. Keys can have multiple levels of keys nested inside of them. Each hive and each key can contain data housed an some kind of data type. It’s important that you understand each data type, and what the data type might be used for. A DWORD and a QWORD may sound very similar, for instance, but in general they aren’t interchangeable.

Here are the different data types you’ll come across in the Registry and what each data type is used for: 


	String Value (REG_SZ): Contains fixed-length text strings and is the second most common data type used in the Windows Registry.

	Multi-String Value (REG_MULTI_SZ): Made up of multiple text strings separated by commas or spaces.

	Expandable String Value (REG_EXPAND_SZ): Used to store variables that the operating system and/or applications need to be able to resolve. These may include variables like \%username% and are similar to what you would use if you were scripting with environmental variables.

	Binary Data (REG_BINARY): Used to store binary data in either decimal or hexadecimal format. This type is most often used in relation to hardware components and information.

	32-Bit Number (REG_DWORD): Represents 32-bit numbers. DWORDs are one of the most common data types used in the Registry.

	
64-bit Number (REG_QWORD): Represents 64-bit numbers.

[image: Tip] A common misconception is that 32-bit programs will write to DWORDs and 64-bit applications will write to QWORDs. That is not the case. If a 64-bit application is writing a value to the Registry that is 32 bits long, it will be stored as a DWORD.




Figure 3-3 gives you an idea of what the data stored in each of these data types might look like. These are just examples, but it should give you a general idea of what to look for.


 [image: Screen capture depicting Register Editor window with sample data types listed in Examples folder.]

FIGURE 3-3: Data types in the Registry with sample values.







Understanding the Hives

In the context of the Windows Registry, a hive is a logical grouping of all the keys, subkeys, and values in the Registry. They’re grouped by like settings. For instance, HKEY_USERS has settings that affect all users, while HKEY_CURRENT_USER has settings that affect only the currently logged-in user. These local groupings also contain support files, which I call out in each Registry hive section.


HKEY_CLASSES_ROOT

HKEY_CLASSES_ROOT is commonly abbreviated to HKCR. It’s the area in the Registry that keeps track of which file types are associated with which programs, as shown in Figure 3-4. It also holds configuration data for Visual Basic programs and COM objects.


 [image: Screen capture depicting Register Editor window with HKCR types listed in folder.]

FIGURE 3-4: HKCR keeps tracks of associations between file types and programs.





Data in HKEY_CLASSES_ROOT comes from two different sources: 


	HKEY_LOCAL_MACHINE\SOFTWARE\Classes

	HKEY_CURRENT_USER\SOFTWARE\Classes



If there is a subkey created in either location, it also gets created in HKCR automatically.



HKEY_CURRENT_USER

HKEY_CURRENT_USER is often shortened to HKCU. This area of the Registry changes depending on who the actual logged-in user is. Every time a user logs in, this is re-created based on the information stored in the user's ntuser.dat file. If the user has never logged in before, then this is created from the default user ntuser.dat file. which is stored at C:\Users\Default\Ntuser.dat. You can see the HKCU in Figure 3-5.


 [image: Screen capture depicting Register Editor window with HKCR folder with the currently logged on user's settings.]

FIGURE 3-5: HKCU contains pointers to the currently logged on user's settings.





[image: Tip] If you ever want to look at the default user, you’ll need to enable hidden items in your view. Simply navigate to C:\Users, click the View tab, and then select the Hidden Items check box. Then you’ll see the Default profile.

Note: HKCU does not actually store data. It contains a pointer to the user’s actual data, which is housed under HKEY_USERS. Each user is assigned a security identifier (SID), and each user has a key with his SID where his data is stored in HKEY_USERS. If you want to change a user’s settings, you can, in fact, change it in HKCU or HKEY_USERS because they’re essentially the same space.



HKEY_LOCAL_MACHINE

HKEY_LOCAL_MACHINE is commonly abbreviated to HKLM. It’s a treasure trove of information on the system, including information on hardware, operating system, security, drivers, and startup parameters. Here’s more information on HKLM: 


	Hardware: Stores information about hardware that the system has detected.

	SAM: SAM stands for Security Accounts Manager. Stores user and group information. Don’t ever edit this key directly. If you do, you may block users from being able to log on. If you need to change information in this key, use Active Directory.

	Security: Contains security information that is needed by the system and by the network. Don’t ever edit this key directly. Stick with Group Policy, Local Security Policy, and Active Directory instead.

	Software: The Software subkey stores subkeys for each software program you install, sorted by vendor. It also contains program variables that may be needed to launch or work with the application. These settings are ones that apply to all the users of the system.

	System: The System key stores subkeys related to control sets. This includes the current control set and the control sets that have been used at some point in time. If you look at the CurrentControlSet subkey, you can see which control set is actually active at any given point in time. If the entry in the Current value is 1, then ControlSet001 is the active control set.





HKEY_USERS

You’ll commonly see HKEY_USERS shortened to just HKU. It contains user-specific settings for each user that has logged on to the system. Each user is represented by his SID, which is unique to each user. In Figure 3-6, you can see a picture of several SIDs. The SID for the default user is just .DEFAULT, while the others have numerical representation.


 [image: Screen capture depicting Register Editor window with SIDs for each account on the system stored in HKU.]

FIGURE 3-6: SIDs for each account on the system are stored in HKU.





The short SIDs you see in the picture are built-in system accounts: 


	S-1-5-18: Local System

	S-1-5-19: NT Authority–Local Service

	S-1-5-20: NT Authority–Network Service



Longer SIDs will belong to the accounts of users who have logged into the system. A longer SID with a 500 at the end of it is the administrator account.



HKEY_CURRENT_CONFIG

HKEY_CURRENT_CONFIG is usually written as HKCC. It’s similar to HKEY_CURRENT_USER in that it doesn’t actually store data; it stores pointers to the data. HKCC has the configuration data pulled from the current hardware profile. The pointer it actually stores points to HKLM\SYSTEM\CurrentControlSet\Hardware Profiles\Current.




Loading and Unloading Hives

There may come a time when you want to compare the settings of a user or a machine. The ability to load a hive gives you the ability to do exactly that.

[image: Tip] You can only use the Load Hive and Unload Hive commands when you have HKEY_LOCAL_MACHINE or HKEY_USERS selected. With any of the other hives selected, the options will be grayed out.

Let's load a hive and see how this works. To give you some background, I’ve logged in with the administrator account. I’m going to launch Registry Editor and then compare the settings of this account to the fresh administrator account I created for this demo.

[image: Remember] To see the ntuser.dat file, you need to have Hidden Items turned on. The simplest way to do that is to open File Explorer, click the View tab, and select the Hidden Items check box. 


	From Server Manager, choose Tools⇒  Registry Editor.

	Select HKEY_USERS, and then choose File⇒  Load Hive.

	
Navigate to the ntuser.dat file you want to compare to.

In my case, the path is C:\Users\user1\\ntuser.dat.


	
Select NTUSER.DAT and click Open.

You’re prompted to name the key. This key will be created under HKEY_USERS so you can compare the settings you’re interested in.


	Name it USER1, and then click OK.



You can see in Figure 3-7 that the newly loaded key is present. From here you can expand it and compare its settings to the other user keys.


 [image: Screen capture depicting Register Editor window with newly loaded key in HKU.]

FIGURE 3-7: Loading a hive allows you to compare settings including user settings.





To unload the hive when you’re done, follow these steps: 


	Select the key that you want to remove.

	Choose File⇒  Unload Hive.

	In the Confirm Unload Hive dialog box, click Yes.



It’s that simple. The key is removed, and you’re back to your regular old Registry again.



Connecting to Network Registries

Sometimes you may need to check a setting really quickly or make a small edit to a Registry, but you don’t want to log on to that system just to make the change. You can connect to a Remote Registry over the network quite easily. In order for this to work, the remote system has to have remote administration enabled/allowed in the firewall, and the Remote Registry service needs to be running on both the source and destination systems.

Follow these steps: 


	From Server Manager, choose Tools⇒  Registry Editor.

	Choose File⇒  Connect Network Registry.

	
Enter the system’s name that you want to connect to.

In my case, this will be SERVER2019-DC2.


	Click OK.



The Registry that you wanted to connect to will appear in the list by name. Note that you can only work with HKEY_LOCAL_MACHINE and HKEY_USERS, and those are the only options presented to you. You can see this in Figure 3-8.


 [image: Screen capture depicting Register Editor window with HKEY_LOCAL_MACHINE and HKEY_USERS in Remote Registry.]

FIGURE 3-8: Remote Registry is useful for comparing or making quick changes to remote systems.







Setting Registry Security

Given that the Windows Registry is at the center of everything that happens in the Windows operating system, it makes sense that you would want to limit access to it and secure it properly.


Setting permissions in the Windows Registry

You can set permissions on the hives and individual keys in the Windows Registry. All you need to do is right-click the hive or key you want to secure and choose Permissions. This brings up a dialog box that most people are familiar with where you can add or remove users and groups and set the desired level of permissions. If you click the Advanced button, you can set much more granular permissions, just as you can in a file system. The Advanced Security Settings dialog box is shown in Figure 3-9.


 [image: Screen capture depicting Advanced Security Settings dialog box for HKEY_LOCAL_MACHINE with permissions.]

FIGURE 3-9: Setting permissions on the Windows Registry is very similar to setting permissions on file servers.







Disabling Remote Registry access

If you don’t need the ability to edit the Registry remotely, the simplest thing to do is disable the Remote Registry service. If this service is not running, then people can’t access the Registry remotely; they’ll need to log in. Follow these steps to disable Remote Registry access: 


	From Server Manager, choose Tools⇒  Services.

	Scroll down to the Remote Registry service and double-click it to open the Properties dialog box.

	Change Startup Type to Disabled, as shown in Figure 3-10.

	Click OK.




 [image: Screen capture depicting Remote Registry properties with Startup Type Disabled in the General Tab.]

FIGURE 3-10: Disabling the Remote Registry service ensures that nobody can connect remotely to the Registry.







Securing remote administration

You can set which IP ranges or individual IP addresses are allowed to connect remotely to the system with Group Policy. You can push this setting out through Group Policy Objects (GPOs). Follow these steps: 


	From Server Manager, click Group Policy Management.

	Expand Group Policy Objects.

	Select the GPO you want to edit, right-click it, and choose Edit.

	Navigate through Computer Configuration, Policies, Administrative Templates, Network, Network Connections, Windows Defender Firewall, and Domain Profile.

	Double-click Windows Defender Firewall: Allow Inbound Remote Administration Exception.

	
Choose Enabled and then add the address or subnet you want to allow remote connections from into the text box underneath Allow Unsolicited Incoming Messages from These IP Addresses (see Figure 3-11).

You can put an asterisk (*) there, but this allows connections from anywhere and is not a good practice.


	Click OK.




 [image: Screen capture depicting Windows Defender Firewall: Allow Inbound Remote
Administration Exception window with Enabled selected.]

FIGURE 3-11: Restricting remote administration to specific subnets is a great layer of additional security.










Chapter 4

Working with Active Directory


IN THIS CHAPTER

[image: Bullet] Learning Active Directory basics

[image: Bullet] Configuring Active Directory objects in Windows Server 2019



Most system administrators have worked with or will at some point in their careers work with Active Directory. Most become familiar with Active Directory Users and Computers, because they use it in their daily work. But that’s such a small part of what Active Directory contains.

In this chapter, I fill you in on what Active Directory is, what it does, and what the different components in Active Directory are.



Active Directory 101

Active Directory is a directory service. It’s used to store user accounts, computer accounts, group policies, and all kinds of records.

An Active Directory forest is the top level in the hierarchy. Each forest serves as a security boundary and is created by default with a root domain. Other domains can be created within the forest, though they must share the same namespace as the forest (this namespace matches the underlying DNS zones). For instance, if your forest’s namespace is sometestorg.com, the domains in that forest can be things like hr.sometestorg.com or accounting.sometestorg.com.

Domains are the next tier down from forests in the Active Directory hierarchy. Active Directory domains are a collection of objects that share the same database in Active Directory. Those objects are things like users, groups, workstations, and servers.

Within domains, organizational units (OUs) are used to organize systems or users that have something in common. This helps if you want to apply a group policy only to accounting users, because you can put them in their own OU and then link the group policy object to that OU. Common criteria for organizing systems and users are things like their geographic location, their building, or their department.

Users in Active Directory are assigned to security groups to gain access to resources. The security groups are given permissions to the resources, and when the user is added to the security group, she's able to access any of the resources granted to her by the security group. In Active Directory, security groups come in three types, referred to as scopes: 


	Universal: A universal security group is able to grant permissions for any domain in the same forest, or for other forests where there is a trust in place (trusts are discussed later in this chapter).

	Global: A global security group is able to grant permissions to resources for any domain in the forest, or for domains and forests when there is a trust in place.

	Domain local: A domain local security group is able to grant permissions for resources as long as they’re in the same domain.





Configuring Objects in Active Directory

Active Directory has a few different components. Each component serves a different purpose, but all the components support Active Directory in some way. I know plenty of system administrators who have only ever worked in Active Directory Users and Computers. They’ve never had a reason or the inclination to explore the other areas. But that’s not going to be you! In this section, you explore the different components of Active Directory and what each of them controls.


Using Active Directory Domains and Trusts

Small organizations often may have only one domain, but larger organizations will end up with multiple domains. To simplify administration and the user experience, you can set up trusts between domains so that an authenticated user in one domain can access resources in another domain without having to authenticate with a separate set of credentials. There are a few terms you should know before we discuss the type of trusts: 


	Transitive trust: A transitive trust can take advantage of trust relationships formed by other domains. For instance, say Domain 1 trusts Domain 2, and Domain 2 trusts Domain 3; if the trust is set as a transitive trust, Domain 1 will also trust Domain 3.

	Nontransitive trust: A nontransitive trust means that trust relationships made with other domains do not automatically apply to all other domains. For example, Domain 1 trusts Domain 2, and Domain 2 trusts Domain 3; however, Domain 1 does not trust Domain 3 because it does not have a direct trust relationship.

	One-way trust: A one-way trust establishes trust in one direction only. Set this way, Domain 1 trusts Domain 2, but Domain 2 does not trust Domain 1.

	Two-way trust: A two-way trust is a bidirectional trust relationship. If Domain 1 trusts Domain 2, then Domain 2 also trusts Domain 1.




Identifying types of trusts

You’ll work with four types of trusts in Windows Server 2019. Each has its pros and cons and different use cases: 


	Shortcut trust: Shortcut trusts are used on Windows Server domains that reside in the same forest, where there is a need to optimize the authentication process. This may happen when a user on Domain A frequently needs to authenticate to Domain B. They’re transitive and they can be created as one-way or two-way trusts.

	Realm trust: A realm trust allows you to create a trust between a Windows Server domain and a non-Windows (think Linux, Unix, or MacOS Server) Kerberos realm. Realm trusts have a lot of flexibility; they can be transitive or nontransitive and created as one-way or two-way trusts.

	External trust: External trusts connect a Windows Server domain in one forest to another Windows Server domain in a different forest. External trusts are nontransitive and can be established as one-way or two-way trusts.

	Forest trust: Forest trusts create a trust relationship between two Windows Server forests. They’re transitive and can be established as one-way or two-way trusts.





Creating a domain trust

Creating a domain trust is pretty simple. Let’s look at a use case and build it out.

Let’s say you have your domain in its own forest, and you want to connect to another Windows domain in another forest. You know that you need to set up an external trust, given the types of trusts you can create. Here are the steps to set that up: 


	From Server Manager, choose Tools ⇒  Active Directory Domains and Trusts.

	Right-click your domain name and select Properties.

	Click the Trusts tab, and then click the New Trust button.

	On the Welcome to the New Trust Wizard screen, click Next.

	
On the Trust Name screen, type the name of the domain you want to establish the trust relationship with.

In my case, it’s someotherorg.com, see Figure 4-1.


	Click Next.

	On the Trust Type screen, assuming that you’re creating a trust between the root domains of each forest, select External Trust (as shown in Figure 4-2), and click Next.

	On the Direction of Trust screen, you can set whether you want the trust to be two-way or one-way; in this case, select Two-Way (shown in Figure 4-3), and click Next.

	On the Sides of Trust screen, you need to set whether you’re setting the trust on your domain or on both domains; for this example, select Both This Domain and the Specified Domain (as shown in Figure 4-4).

	
Click Next.

[image: Technical stuff] You may be wondering why you would need to specify your local domain or both domains after you said you wanted to create a two-way trust. If you have the credentials for both domains (via universal or domain local security groups), then you can choose to create the trust in both. Say you recently acquired a business partner but you don’t know the credentials for a domain admin or enterprise admin account. You’d have to choose This Domain Only, and then one of their admins would need to repeat the process on their side to establish a two-way trust.


	On the next screen, enter the username and password of a domain administrator or enterprise administrator account, and click Next.

	On the Outgoing Trust Authentication-Local Domain screen, choose Domain-Wide Authentication, and click Next.

	On the Outgoing Trust Authentication-Specified Domain screen, choose Domain-Wide Authentication, and click Next.

	On the Trust Selections Complete screen, click Next.

	On the Trust Creation Complete screen, click Next.

	On the Confirm Outgoing Trust screen, select Yes, confirm the outgoing trust, and click Next.

	
On the Confirm Incoming Trust screen, click Yes, confirm the incoming trust, and click Next.

If all goes well, you see the Completing the New Trust Wizard screen, shown in Figure 4-5.


	Click Finish.




 [image: Screen capture depicting New Trust Wizard screen with Next button.]

FIGURE 4-1: Setting the trust name for the new trust.






 [image: Screen capture depicting New Trust Wizard screen with Trust Type screen.]

FIGURE 4-2: Setting the type of trust.






 [image: Screen capture depicting New Trust Wizard screen with Direction of Trust screen.]

FIGURE 4-3: Setting the direction of the trust.






 [image: Screen capture depicting New Trust Wizard screen with Sides of Trust screen.]

FIGURE 4-4: Setting where you want to set the trust at.






 [image: Screen capture depicting New Trust Wizard screen with Completing the New Trust Wizard screen with Finish button.]

FIGURE 4-5: The successful completion of the New Trust Wizard.








Using Active Directory Sites and Services

Active Directory Sites and Services is very useful when you need to identify separate sites inside your Active Directory domain. This is typically done when a domain is used across multiple physical geographically separate locations.


Understanding what an Active Directory site is

A site in Active Directory is a representation of a physical site. Each site gets associated with an Active Directory domain. Although domains can contain many sites, a site can’t be joined to more than one domain.

Sites are useful with geographically distant locations as they can tell clients that are connecting which domain controller is the closest. This minimizes the amount of traffic that needs to flow over the network and can also improve performance since Active Directory replication is able to occur with the closest domain controller.



Creating a site

Now that you know what a site is, you probably want to create your own. Here’s how to create a site in Active Directory Sites and Services: 


	With Server Manager open, choose Tools ⇒  Active Directory Sites and Services.

	Right-click Sites and choose New Site.

	
Fill in the name of the site and select a site link object.

In this case, choose the default, as shown in Figure 4-6.


	Click OK.




 [image: Screen capture depicting New Object - Site screen with DEFAULTIPSITELINK selected.]

FIGURE 4-6: Creating a site in Active Directory.





Of course, a site is not useful without a subnet assigned to it, so let’s do that next: 


	Right-click Subnets and choose New Subnet.

	
Enter the prefix for the site.

For my example, I’ve entered 192.168.178.0/24.


	
Select the site you just created (in my case, NewSite).

Your screen should look similar to Figure 4-7 at this point.


	Click OK.




 [image: Screen capture depicting New Object - Subnet screen with NewSite selected.]

FIGURE 4-7: Configuring a subnet for the new Active Directory site.





That’s all there is to it. You’ve created your first site in Active Directory!




Using Active Directory Users and Computers

Active Directory Users and Computers is the component of Active Directory that most people are familiar with. With Active Directory Users and Computers, you can manage the users, groups, and other objects that reside inside the Active Directory database. User accounts created in Active Directory Users and Computers are referred to as domain users. By having a domain account, users can log in to multiple resources with the same account. This is in stark contrast to local accounts, where the user would need a separate account on every system and/or application. In this section, I show you a couple of the most common use cases.


Creating users

Creating users is arguably the most common task a system administrator will do in relation to Active Directory. Thankfully, Microsoft has made the process pretty painless: 


	From Server Manager, choose Tools ⇒  Active Directory Users and Computers.

	
Right-click the OU or container that you want to create the user account in.

For this example, I use the default Users container.


	Select New and then User.

	Fill in the First Name and Last Name (Full Name will automatically populate with what you use), and select a logon name (in my case, ksmith, as shown in Figure 4-8).

	Click Next.

	Type a password for the user and then type it again in the Confirm Password field.

	In most cases, you’ll select User Must Change Password at Next Logon.

	Click Next.

	On the confirmation screen, click Finish.




 [image: Screen capture depicting New Object - User screen with logon name filled in.]

FIGURE 4-8: Creating a new user from within Active Directory Users & Groups.





Now if you look in the Users container, you see your new user account. You can reset the password on the account by right-clicking the user’s name and choosing Reset Password. You can disable the account by right-clicking the user’s name and choosing Disable Account. Finally, you can configure the more advanced options for the user account by right-clicking the user’s name and choosing Properties. This gives you a multitude of selections, like setting organizational information, setting group memberships, and other pertinent information (see Figure 4-9).


 [image: Screen capture depicting Properties screen for the user account with more options to configure.]

FIGURE 4-9: The Properties screen for the user account gives you more options to configure.







Creating groups

Having a domain user account is great because it gives your users the ability to log in to multiple systems or applications with the same account. Giving each user account direct access to resources quickly becomes a nightmare, however, because it’s very difficult to keep up. When a user leaves, for example, you have to remove them from every location she had access to. If you use a domain group instead, you can still ensure she gets the access she needs, but when she leaves the organization, you can simply remove her from the group and disable her account. 


	From Server Manager, choose Tools ⇒  Active Directory Users and Computers.

	
Right-click the OU or container that you want to create the user account in.

For this example, I’ll use the default Users container.


	Select New and then Group.

	
Fill in the Group Name field.

I simply entered New Group.


	
Choose the Group Scope.

Your options are as follows: 


	Domain local: Groups that are only visible within their own domain.

	Global: Visible forest-wide but can only contain accounts and groups from the same domain.

	Universal: Visible forest-wide and can contain accounts and groups from across the forest.



For this example, I chose Domain Local.


	
Choose the Group Type.

Your options are as follows: 


	Security: Used to manage user or computer access to resources on the network.

	Distribution: Used for email lists; can’t be used to assign permissions to objects.



In this case, I chose Security, shown in Figure 4-10.


	Click OK.




 [image: Screen capture depicting New Object - Group screen with Domain local and Security selected.]

FIGURE 4-10: Creating a new group in Active Directory Users & Groups.





Groups don’t really do much without users, so let’s assign the new user account you created to the new group that you just created: 


	Double-click your new group.

	Click the Members tab.

	
Click Add, and type the name of the user and click OK.

In my case, this is Kay Smith.


	Click OK to close the dialog box.






Using Active Directory Administrative Center

Active Directory Administrative Center is your central management point for Active Directory configuration tasks. You can run queries and build users and groups; you can also change functional levels and other settings. In the following sections, I walk you through a few of these settings.


Enabling Active Directory Recycle Bin

Before the Active Directory Recycle Bin was introduced, there was no nice way to restore a user or a group after it was deleted. You could do a restore from a backup of Active Directory (no small feat), or you could re-create the object you deleted. Restoring Active Directory entailed stopping AD DS, restoring from a system state backup that was taken before the object was deleted, marking the objects as authoritative with the ntdsutil.exe utility, and then restarting AD DS.

[image: Technical stuff] ntdsutil.exe is a command line tool that allows you to work with Active Directory at a database level.

Microsoft realized that this was a pain point for Active Directory administrators everywhere, so it introduced the Active Directory Recycle Bin. But it isn’t enabled by default, so you must plan ahead and enable it. After it’s enabled, you can restore deleted items to Active Directory with no downtime. Deleted items aren’t kept forever; by default, they’re retained for 180 days. A system administrator can adjust this value if desired.

To enable Active Directory Recycle Bin, follow these steps: 


	From Server Manager, choose Tools ⇒  Active Directory Administrative Center.

	Select your domain from the left menu.

	
Click Enable Recycle Bin from the menu on the right, as shown in Figure 4-11.

You see a dialog box warning you that Recycle Bin can’t be disabled after it’s enabled.


	
Click OK.

You see a dialog box telling you to refresh Active Directory Administrative Center.


	Click OK.

	
Click the circle with the two arrows inside of it at the top of the screen to refresh.

Enable Recycle Bin is now grayed out.





 [image: Screen capture depicting Enabled Active Directory Recycle Bin at the Active Directory Administrative Center.]

FIGURE 4-11: Enable the Active Directory Recycle Bin through the Active Directory Administrative Center.







Managing users and groups

Managing users and groups within Active Directory Administrative Center is not difficult. Most of the options become available when you select your domain name after you’ve opened Active Directory Administrative Center. For instance, if you right-click the Users container, you have the option to select New, and then User or Group. If you select User, you find that the user creation screen has a lot more options to work with. Figure 4-12 shows an example of user creation in Active Directory Administrative Center.


 [image: Screen capture depicting Create User screen in Active Directory Administrative Center with more options in the beginning.]

FIGURE 4-12: Creating a user in Active Directory Administrative Center gives you more options in the beginning.





Being able to customize all these settings when creating a user is really nice. In the past, when using Active Directory Administrative Center, for example, you had to create the user. When the user was created, you could go into the User Properties screen and make the changes to the organizational tabs. Active Directory Administrative Center’s user creation utility lets you make all these settings all at once.







Chapter 5

Performing Standard Maintenance
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This chapter covers the everyday tasks that a system administrator would be expected to know how to do. From simple tasks like activating the license on a new server to working with the brand-new Windows Admin Center, there’s a little something in this chapter for everyone.



Activating Windows

When you first install a new operating system on a server, one of the first things you do is activate it. If you’re lucky enough to be on a domain with a Key Management Server (KMS), the activation of the server is automatically done for you. You don’t need to find the product key and type it into the server. The KMS manages the product keys (it uses Multiple Activation Keys [MAKs]) and activations for you. If you aren’t lucky enough to have a KMS, then you’ll need to manually activate the server. Here’s how to activate a server via the graphical user interface (GUI) and via the command line.


Through the graphical user interface

Activating Windows Server 2019 from the GUI is very simple. It starts in my favorite place: Server Manager! Here’s how to activate Windows Server 2019 through the Server Manager console: 


	Starting in Server Manager, click Local Server in the left-hand side of the menu.

	
To start the activation process, click the Not Activated hyperlink next to Product ID.

A dialog box will launch automatically asking for the product key.


	
Enter your product key and click Next.

You’re prompted to activate Windows.


	
Click Activate.

You get a confirmation that Windows has been activated.


	
Click Close.

You’re left on the Activation screen shown in Figure 5-1, where you see that your version of Windows is now activated.





 [image: Screen capture depicting Settings activation window for Windows Server 2019 activated.]

FIGURE 5-1: The activation window showing that Windows Server 2019 is activated.







Through the command line

You can activate your copy of Windows Server via the command line as well. You may want to do this because you prefer to be a Command Prompt ninja, or maybe because you have Server Core installed and don’t have a choice.

Either way, first, you have to install the key. You do this with the Windows Server License Manager script, slmgr.vbs.

To use slmgr.vbs to install the key, you use the command with the parameter -ipk. Just replace <productkey> with your 25-character license key, including the dashes: 

slmgr.vbs -ipk <productkey>

You get a dialog box that tells you the product key installed successfully. Click OK.

After the license key is installed, you use the same script with the -ato parameter to do an online activation of your copy of Windows. You do that with the following command: 

slmgr.vbs -ato

If the activation was successful, you get a dialog box that says the product was activated successfully, as shown in Figure 5-2.


 [image: Screen capture depicting slmgr.vbs code and Windows Script Host dialog box with activation message.]

FIGURE 5-2: Using slmgr.vbs to activate Windows Server.








Configuring the User Interface

The user interface can be something that is very particular to a person. You may like things to be set a certain way. In this section, I cover some of the configuration options you have for working with the user interface.


Working with the Folder Options dialog box

The Folder Options dialog box lets you change quite a few things. To access it, open File Explorer, click the View tab, and then click Options and select Change Folder and Search Options (as shown in Figure 5-3).


 [image: Screen capture depicting Documents window with Change folder and search options under Options.]

FIGURE 5-3: You can access the Folder Options dialog box through the View tab in File Explorer.





The Folder Options dialog box has three tabs: General, View, and Search.


The General tab

The General tab (shown in Figure 5-4) lets you adjust the general behavior of folders. You can set File Explorer to open by default to Quick Access (default) or to This PC. You have the choice when you open folders to make them open in the same window (default) or a new window. Tired of double-clicking to open a folder? Change it to a single-click. You can even set Quick Access to display frequently used folders (default), frequently used files, or both.


 [image: Screen capture depicting General tab of the Folder Options dialog box.]

FIGURE 5-4: The General tab of the Folder Options dialog box.







The View tab

On the View tab (shown in Figure 5-5), you can make changes to how folders, and the items in folders, display. One of the most common changes I make on the View tab is to select Show Hidden Files, Folders, and Drives and Hide Extensions for Known File Types. With these two options set that way, I can view hidden folders like the Default user, and hidden files like ntuser.dat. And by not hiding extensions, it makes it easier to differentiate between application and config files when they have the same name.


 [image: Screen capture depicting View tab of the Folder Options dialog box.]

FIGURE 5-5: The View tab of the Folder Options dialog box.





Notice in the background of Figure 5-5 that you can see the file extensions and that the hidden file, which was previously not visible (in Figure 5-4), is now visible with a transparent icon.



The Search tab

The Search tab (shown in Figure 5-6) controls the behavior of the search function when searching through folders and files on the operating system. By default, the only choice selected here is Include System Directories in the When Searching Non-indexed Locations section. Other options include searching compressed files, file names, and contents. And you can tell Windows Search not to use the index during its search. Use that last option with caution — the process could take a while to complete depending on how much data it needs to go through.


 [image: Screen capture depicting Search tab of the Folder Options dialog box.]

FIGURE 5-6: The Search tab of the Folder Options dialog box.








Setting your Internet Options

You can set your Internet Options in two ways: through the Control Panel, or you through the Network & Internet screen.

I’ll start with the Control Panel method. Follow these steps: 


	Click Start, click Windows System, and then click Control Panel.

	
Click Network & Internet, and then click Internet Options.

The Internet Properties dialog box, shown in Figure 5-7, appears.





 [image: Screen capture depicting Internet Properties dialog box.]

FIGURE 5-7: The Internet Properties dialog box.





There are seven tabs on the Internet Properties dialog box: 


	General: The General tab allows you to set your own home pages, specific the startup behavior for Internet Explorer, define how you want web pages to be displayed in tabs, delete your browsing history, and tweak items related to appearance.

	Security: The Security tab allows you to set the security level for individual zones — the Internet, the Local Intranet, Trusted Sites, and Restricted Sites.

	Privacy: Allows you to specify if websites are allowed to track your location, how you want the pop-up blocker to function, and whether you want InPrivate mode to disable toolbars and extensions.

	Content: The Content tab focuses on various content-related features. You can work with certificates, control how AutoComplete functions, and look at the settings for any RSS-related feeds.

	Connections: Allows you to set up an Internet connection and specify a proxy within the local area network (LAN) settings area.

	Programs: The Programs tab lets you set default behaviors for clicking links and editing HTML files. It also lets you manage any add-ons you have installed and set programs that you want to use for things like email. You can set the file types that you want Internet Explorer to open as well.

	Advanced: The Advanced tab gives you a way to set more granular settings within Internet Explorer (IE). You can customize how IE will react to scripts, change which cryptographic settings you want it to use, and more.



The newer method of setting Internet Options is accessed via the Start menu, and the Settings icon, which looks like a gear. From there, you can select Network & Internet from the new Settings menu. I cover this area in greater detail in Book 4, Chapter 1.



Focusing on your Personalization settings

Personalization settings have gotten a lot of attention in Windows Server 2019. In fact, they have their own section in the new Settings menu. To access the Personalization settings, click the Start Menu, and then click the gear icon to access Settings. From there, click Personalization.

There are several different locations you can customize: 


	Background: This section allows you to set the background with a picture, a solid color, or a slide show. You can set the background to fill, fit, stretch, tile, center, or span.

	Colors: In this section, you choose what your accent colors will be for things like your Start menu. You can choose specific colors, or you can select Automatically Pick an Accent Color from My Background, and new colors will be set anytime the background color changes. You can set where the accent color shows up, and you can select a light or dark app mode.

	Lock Screen: Here, you can set a custom image on your lock screen. You can choose from stock photos or choose your own.

	Themes: Much like in Windows 10, you can set themes in Windows Server 2019. These themes affect the background, colors, sounds, and what your cursor looks like.

	Fonts: The Fonts section allows you to search, view, and install new fonts. If you like a particular font, you can click it to see the font faces that are available, as shown in Figure 5-8 with the Courier New font.

	Start: The Start section allows you to customize what appears on your Start menu. You can choose to show more tiles or apps, or even let the Start screen take over the entire screen (as in Windows 8).

	Taskbar: The Taskbar section allows you to change the behavior of the taskbar. You can lock it or hide it, and you can choose to replace Windows PowerShell with the Command Prompt when you right-click the Start menu.




 [image: Screen capture depicting Fonts screen with Courier New font selected.]

FIGURE 5-8: Viewing the available font faces for the Courier New font.







Reporting problems

The troubleshooting utility is still located in the Control Panel. To access the Control Panel, click Start, click Windows System, and then click Control Panel. From there, click System and Security, and then click Review Your Computer’s Status and Resolve Issues (in the Security and Maintenance section). Potential issues are broken out into Security and Maintenance issues, as shown in Figure 5-9.


 [image: Screen capture depicting Security and Maintenance window with troubleshooting utility.]

FIGURE 5-9: The troubleshooting utility can notify you of issues and possible resolutions.







Setting your Regional and Language Options

The Regional and Language Options are set in the new Settings menu under Time & Language. You can reach this by clicking the Start menu and then clicking the gear icon to access Settings. This allows you to set the date and time, the region, the language, and speech settings.



Working with the Performance Options dialog box

The Performance Options dialog box is pretty straightforward.

There are two ways to get there: 


	Click Start, then click Windows System, and then click Control Panel. From there, choose the System and Security section, and then click System. Click Advanced System Settings. On the Advanced tab, click the Settings button under Performance.

	Click the Start menu, and then click the gear icon to access the Settings menu. Click System, click About, click System Info, and click Advanced System Settings. On the Advanced tab, click the Settings button under Performance.



Either way, you get a screen similar to Figure 5-10.


 [image: Screen capture depicting Performance Options dialog box.]

FIGURE 5-10: The Performance Options dialog box.





There are three tabs in the Performance Options dialog box: 


	Visual Effects: Allows you to adjust the amount of visual effects that Windows uses. On a server, this should normally be set for performance rather than flashy screen transitions.

	Advanced: Allows you to set whether performance should target better performance for programs or background services, and allows you to adjust the amount of virtual memory being used.

	Data Execution Prevention: Data Execution Prevention (DEP) is a great feature for protecting your system against malicious code, but it can cause performance issues with some applications. Typically, your vendor will let you know if DEP needs to be disabled, and you can whitelist that program.






Understanding How User Access Control Affects Maintenance Tasks

User Account Control (UAC) was designed to protect your system against unauthorized changes. It requires certain types of changes to get administrator approval before they can execute. This ensures that malware and other rogue applications can’t run without your consent. It can also be incredibly annoying when you’re simply trying to get your work done. It prompts you for approval anytime a program wants to make a change on your system. If you’re logged in as a standard user, you must provide an administrator’s username and password or PIN. If you’re logged in as an administrator, you must select yes or no. Most maintenance tasks require some level of privilege elevation, so you’ll most likely run into this at some point. You can tell if you’ll get prompted by looking at the application you want to run. If the program’s icon has a shield icon in its lower-right corner, it will prompt for elevation.

There are four levels of settings within UAC, ranked from least secure to most secure: 


	Never Notify: This is essentially turning UAC off. Don’t do this.

	Notify Me Only When Apps Try to Make Changes to My Computer (Do Not Dim My Desktop): This notifies you when programs are trying to make changes to your system. You can continue to do things in the background without acknowledging the UAC prompt.

	Notify Me Only When Apps Try to Make Changes to My Computer (Default): This will notify you when programs are trying to make changes to your system. You must answer yes or no (assuming you’re logged in as admin) before you’ll be allowed to continue. If you aren’t logged in as admin, you need to use an administrator account and password at the prompt.

	Always Notify: This is the most secure setting, but it’s also the most annoying because it will prompt you any time an application or user wants to make a change that needs administrator permissions.



If you want to make changes to UAC on an individual system, you can go through the Control Panel to System and Security, Security and Maintenance, and then Change User Account Control Settings, shown in Figure 5-11. If this is being controlled via Group Policy, the options in the image may be grayed out.


 [image: Screen capture depicting User Account Control Settings dialog box.]

FIGURE 5-11: The User Account Control Settings dialog box.





For more information on UAC, see Book 5, Chapter 3.



Adding and Removing Standard Applications

Windows Server 2019 much like Windows 10 can take advantage of the Windows App Store for installing applications. You can also install them in the traditional way (by double-clicking the installer package that you downloaded or got from disc or flash media).

Removing apps can be done from one central place. Click Start, and then click the gear icon to access Settings. From there, click Apps. To remove an application, all you need to do is select it, and then click the Uninstall button, as shown in Figure 5-12.


 [image: Screen capture depicting Apps & Features section of the Settings menu.]

FIGURE 5-12: Uninstalling a program in the Apps & Features section of the Settings menu.







Measuring Reliability and Performance

As a System Administrator, you’ll have many days that start with complaints of “The server is sooooo slow.” If this happens, always blame the networking team. Just kidding.

Windows Server 2019 like many of its predecessors has several utilities that allow you to measure how well your system is performing and find potential bottlenecks or resource constraints. The most common tools are Performance Monitor, Resource Monitor, and Task Manager.


Performance Monitor

Performance Monitor allows you to gather information in real time and collect that information into a log for later review. It looks at what impact running applications on your system have to your system’s overall performance. You can access Performance Monitor from Server Manager by clicking Tools and then clicking Performance Monitor.

Performance Monitor is the perfect tool to track basic performance metrics across your central processing unit (CPU) and random access memory (RAM), although it contains quite a few more counters than just CPU and RAM. You can monitor performance for most of the hardware, software, and services running on your system.

In Figure 5-13, I’ve started Performance Monitor with the default % Processor Time and have added % Committed Bytes in Use.


 [image: Screen capture depicting Performance Monitor running on Windows Server 2019.]

FIGURE 5-13: Performance Monitor running on Windows Server 2019.





One of the best things about Performance Monitor is that you can schedule collection. Say, for instance, that there is always a slowdown on your system between 10 p.m. and midnight. You can schedule performance monitor to run and analyze the data to determine where the issue lies and then see the results when you come in the next morning.

One of the downsides of Performance Monitor is how granular the counters are. It can be difficult to locate the counter that will give you the information that you need, so you may need to play with it a bit to find the right counter.

To add a counter to Performance Monitor, follow these steps: 


	Open Performance Monitor and click Performance Monitor.

	Click the plus (+) sign in the menu bar.

	On the Add Counters screen, expand Processor and select Interrupts/Sec.

	With Interrupts/Sec highlighted, click the Add button and then click OK.

	Double-click your new counter, select a color different enough from the default counter’s color, and then click OK.





Resource Monitor

Resource Monitor is more useful for troubleshooting issues that are causing your system to hang or even potentially causing it to crash. You can see at a glance which processes are using the most resources or are using the largest amount of disk, network bandwidth, or memory. You can click the individual tabs for CPU, Memory, Disk, or Network to get more details on each. I actually like using this utility to troubleshoot performance issues as well. I find that it presents performance issues in a very helpful manner. See Figure 5-14 for an example of what Resource Monitor looks like.


 [image: Screen capture depicting Resource Monitor with Troubleshooting resource contention.]

FIGURE 5-14: Troubleshooting resource contention is simple with Resource Monitor.







Task Manager

Task Manager has been around in the Windows operating system for a very long time. It provides a quick glance at CPU, network, and memory utilization, and it allows you to stop running processes or applications ungracefully if they aren’t responding.

There are two ways to access Task Manager: 


	Right-click the taskbar and choose Task Manager.

	Press Ctrl+Alt+Del and choose Task Manager from that screen.



After you open Task Manager, you see a screen similar to Figure 5-15.


 [image: Screen capture depicting Task Manager in Windows Server 2019.]

FIGURE 5-15: Task Manager in Windows Server 2019.





Most System Administrators come into Task Manager with one thing in mind. They have an application or a process that isn’t responding and they need to terminate it. Here’s how to do that in Task Manager: 


	With Task Manager open, select the unresponsive application.

	
Click End Task.

The application or process will be stopped.




[image: Warning] Terminating programs through Task Manager is an ungraceful shutdown. It may lead to data loss and should be used as a last resort.




Protecting the Data on Your Server

One of the many jobs a System Administrator is tasked with is protecting a company’s critical assets. One of the most critical assets is almost always going to be data. Windows Server 2019 provides an optional utility that can be used to back up and restore data, known as Windows Server Backup.

Before you can use Windows Server Backup, you have to install the feature. Follow these steps: 


	From Server Manager, click Manage and then click Add Roles and Features.

	On the Before You Begin screen, click Next.

	On the Select Installation Type screen, click Next.

	On the Select Destination Server screen, click Next.

	On the Select Server Roles screen, click Next.

	On the Select Features screen, scroll down and select Windows Server Backup.

	Click Next.

	Click Install.

	When installation finishes, click Close.



Windows Server Backup (once installed) can be accessed through Server Manager. Simply choose Tools ⇒  Windows Server Backup.

[image: Technical stuff] There is an interesting issue with the install of Windows Server Backup that has been around through several revisions of the server operating system: You’ve installed Windows Server Backup, but it doesn’t show up in the Tools menu. The fix: Go back to Add Roles and Features, and on the Select features screen, expand Remote Server Administration Tools and choose Network Load Balancing. I have no idea why installing the Remote Server Administration Tools for Network Load Balancing makes this show up. I experimented with several features and Network Load Balancing is the only one that resolved this issue.


System Backup

After you’ve installed Windows Server Backup, you can launch the console from Server Manager. Choose Tools ⇒  Windows Server Backup. You’re be presented with a screen similar to Figure 5-16.


 [image: Screen capture depicting Windows Server Backup with Local Backup.]

FIGURE 5-16: Windows Server Backup allows you to create and run backups, once or on a schedule.






Creating a one-time backup

There may be times when you want a recent backup because you’re about to do some maintenance or upgrade some software. In these instances, the scheduled backup may not be recent enough to suit your purposes. If this happens, a one-time backup is the best solution. Follow these steps: 


	From Server Manager, choose Tools ⇒  Windows Server Backup.

	In the Windows Server Backup console, choose Backup Once on the right side of the screen.

	On the Backup Options screen, select Different Options and click Next.

	On the Select Backup Configuration screen, select Custom and click Next.

	
Click Add Items and then choose what you want to back up.

I’m going to choose everything except my backup drive.


	Click OK and then click Next.

	
On the Specify Destination Type screen, you can select any of these — just don’t save the backup to the same drive you’re backing up.

I’m going to choose my local F: drive, so I’ll choose Local Drives.


	Click Next.

	On the Select Backup Destination screen, choose the drive you want to backup to and click Next.

	On the Confirmation screen, click Backup and the backup will start.





Creating a scheduled backup

To create a scheduled backup, follow these steps: 


	From Server Manager, choose Tools ⇒  Windows Server Backup.

	In the Windows Server Backup console, choose Backup Schedule on the right side of the screen.

	On the Getting Started screen, click Next.

	On the Select Backup Configuration screen, select Custom and click Next.

	
Click Add Items and then choose what you want to back up.

I’m going to choose everything except my backup drive.


	Click OK and then click Next.

	
On the Specify Backup Time screen, select how often you want the backups to run.

I’m going to select Once a Day and 9 PM.


	Click Next.

	
On the Specify Destination Type screen, you can select any of these — just don’t save the backup to the same drive you’re backing up.

I’ll select Backup to a Hard Disk That Is Dedicated for Backups.


	Click Next.

	
On the Select Destination Disk screen, select the disk that you want to back up to.

If it isn’t visible, click Show All Available Disks and select it from there.


	
After you select your backup disk, click Next.

You’re presented with a warning that the disk will be reformatted when you finish the wizard.


	Click Yes.

	On the Confirmation screen, click Finish.






System Restore

Restoring items is nice and simple through Windows Server Backup. Here’s how to recover a file that was deleted: 


	From Server Manager, choose Tools ⇒  Windows Server Backup.

	On the right-hand menu, click Recover.

	
On the Getting Started screen, select where the backup is stored.

In my case, I’ll choose This Server.


	Click Next.

	
Choose the available backup that you need.

This will be done with a calendar that has available dates, and a drop-down box with times.


	Click Next.

	
Select what you want to recover.

In my case, I deleted a few files, so I’m going to choose Files and Folders.


	Click Next.

	
Browse the tree until you find what you’re looking for.

In my case, that looks like Figure 5-17.


	Click Next.

	
On the Specify Recovery Options screen, select the recovery destination and how the restore should react if it finds items with the same name in the destination.

In my case, I’ll choose Original Location and Overwrite Existing Versions.


	Click Next.

	
On the Confirmation screen, click Recover.

You can watch the progress of your recovery.


	When the recovery is complete, click Close.




 [image: Screen capture depicting Recovery Wizard with Select Items to Recover screen.]

FIGURE 5-17: Restoring some files through Windows Server Backup.








Performing Disk Management Tasks

Managing server storage is an important task. So much so that larger organizations will typically have storage administrators in addition to system administrators. As a system administrator, you should have a good working grasp of how to manage and maintain the storage on your servers.


Managing storage

Much of the storage management tasks in Windows Server 2019 can be performed from the File and Storage Services area in Server Manager. From here, you can manage the volumes, disks, and storage pools associated with your server. If you would like to learn more about configuring and managing storage, check out Book 2, Chapter 2.



Managing disks

Managing the disks on your system is done through the File and Storage Services area in Server Manager. After you click File and Storage Services, just click Disks and you can manage the physical and logical disks, as well as the related volumes. By right-clicking the drive, you can create a new volume, bring an offline disk online, or take an online disk offline, or you can reset the disk. If you right-click the volume, you have a lot of options similar to the old Disk Management utility (which you could still use if you wanted to). You can see these options in Figure 5-18.


 [image: Screen capture depicting Server Manager with File and Storage Services, Disks drop-down menu.]

FIGURE 5-18: Managing a disk volume in File and Storage Services.







Defragmenting drives

As a disk is used and data is created and deleted, data on the disk becomes fragmented. This can cause performance issues on hard disk drives (HDDs). You’ll need to defragment your disk to resolve this issue. By defragmenting your HDD, you’re taking all the scattered data and combining it so that it occupies a single contiguous space. Solid-state drives (SSDs) can benefit from the optimization as well if they support TRIM, which allows the operating system to tell the SSD drive when blocks of data are no longer needed. To defragment or optimize your drive, follow these steps: 


	From Server Manager, choose Tools ⇒  Defragment and Optimize Drives.

	
Select the drive that is fragmented and click Analyze.

The analysis will return with recommendations on whether you need to optimize it.


	If needed, select Optimize and the drive will be defragmented.



Disk defragmentation used to be something that a System Administrator had to do manually, but in recent server operating systems, it’s scheduled automatically to run once a week, as you can see in Figure 5-19.


 [image: Screen capture depicting Optimize Drives window with Disk defragmentation options.]

FIGURE 5-19: Disk defragmentation runs automatically once a week, but it can still be run manually.








Automating Diagnostic Tasks with Task Scheduler

For the System Administrator, some routine tasks need to get done, but they’re either inconvenient to manually perform or monotonous. For those kinds of tasks, Task Scheduler is a great way to automate maintenance tasks so the you no longer have to remember to log on to a system to do them.

Getting to Task Scheduler is simple. Server Manager launches when you log on to the system. From Server Manager, choose Tools ⇒  Task Scheduler. The screen that launches looks similar to Figure 5-20.


 [image: Screen capture depicting Task Scheduler window with Task Scheduler summary.]

FIGURE 5-20: Task Scheduler is the central area for managing automated/scheduled tasks.






Discovering task status

If you want to know what the status of a task is, you can check the Status column after selecting Task Scheduler Library or any of the folders contained within the Task Scheduler Library. Here are some of the statuses that you may encounter: 


	Ready: The scheduled task is ready for its next scheduled execution.

	Running: The scheduled task is currently running.

	Disabled: The scheduled task will not run.





Using preconfigured tasks

Windows Server 2019 comes with quite a few predefined tasks that you can choose from. For instance, Disk Cleanup runs automatically when the system starts to run low on free space. You can see in Figure 5-21 that the Status is Ready, and it gives you the last run time as well.


 [image: Screen capture depicting Task Scheduler window with Disk Cleanup.]

FIGURE 5-21: Configuring one of the Windows Server preconfigured tasks.





You can change the schedule that the task runs on or even delete the task if you want. There are several tabs that you should understand: 


	General: The General tab contains information about the task, including who authored it and what account it will run under.

	Triggers: This tab is used to automate the task. Here, you can create a schedule if you want the task to run on a certain day at a certain time, or if you want the task to kick off when other events occur like logon, startup, or when a certain event occurs.

	Actions: The Actions tabs contains what you want the task to actually do. Typically this will be starting a program of some kind, though you can still use the deprecated options of sending an email or displaying a message.

	Conditions: The Conditions tab can place conditions on when the task will be allowed to run. For instance, you may require that the task only be able to run after the system has been idle for a predetermined amount of time.

	Settings: The Settings tab allows you to tweak settings related to how the task can run and what it should do if it runs into a failure.

	History: The History tab tells you if the task has been running successfully. If it runs into an error, it can give you valuable information on what caused the error.



To edit a preconfigured task, simply double-click the task and make your changes, and then click OK. For example, say I want to schedule the SilentCleanup task to run every evening. I would follow these steps: 


	From Server Manager, choose Tools ⇒  Task Scheduler.

	Expand the Task Scheduler Library.

	Go to the DiskCleanup folder and double-click SilentCleanup.

	Click the Triggers tab and then click New.

	Under Begin the Task, select On a Schedule.

	Change the settings area to Daily and select the time you want it to run at.

	Under Advanced settings, select Stop Task if It Runs Longer Than and select a reasonable time frame.

	Click OK to save the trigger.



Now the task will run every day at 7:00 p.m. in my case. You can see what this looks like in Figure 5-22.


 [image: Screen capture depicting SilentCleanup window with Triggers Tab set to daily task.]

FIGURE 5-22: Changing a preconfigured task to run every day.







Creating your own tasks

Maybe the preconfigured tasks aren’t what you need to do the job. Maybe you have a custom script that you need to run on a schedule. This is where creating your own tasks can be very helpful.

To create your own task, select the Task Scheduler Library. You have the choice of creating a basic task or simply creating a task. Here are the steps to create a task: 


	From Server Manager, choose Tools ⇒  Task Scheduler.

	Click Task Scheduler Library.

	Select Create Task from the right-hand menu.

	On the General tab, give your task a name, select which user account you want it to run under, and select which OS you want to configure it for.

	Click the Triggers tab and then click New.

	Under Begin the Task, select On a Schedule.

	Change the settings area to Daily and select the time you want it to run at.

	Under Advanced settings, select Stop Task if It Runs Longer Than and select a reasonable time frame.

	Click OK to save the trigger.

	Click the Actions tab and select Start a Program.

	In Program/Script, click Browse and select the script that you want the task to run.

	Add any arguments you may need, and click OK.

	Click OK to save the task.



There you go, you created your first task!




Working with Remote Desktop

When you work on servers, sometimes you need to be able to see what’s going on by logging into the actual server. In these cases, Remote Desktop is the tool you want. Remote Desktop allows you to connect remotely to the console of the Windows Server system. There are several configuration options you can make that impact how the Remote Desktop session works.

On the server on which you want to use Remote Desktop, all you need to do is click the Start menu, click Windows Accessories, and choose Remote Desktop Connection. Enter the name of the system that you want to connect to and click Connect, shown in Figure 5-23.


 [image: Screen capture depicting Remote Desktop Connection with computer name selected.]

FIGURE 5-23: Connecting to another system via a Remote Desktop Connection.





You’ll be prompted for credentials to log on to the other server. Enter a username and password and click OK.

If this is a system that you connect to often, you can save the connection settings and even tell it which username you want to use. With the Remote Desktop connection window open, click the Options arrow. Fill in the username, and then choose Save As. This will create an RDP file that you can double-click to automatically launch a future Remote Desktop session with your saved settings. Here are some of the other settings you can create, which can also be saved into this RDP file: 


	Setting the display configuration: With Remote Desktop Connection open, and the Options bubble expanded, click the Display tab. From this tab, you can set the size of the remote window, you can enable support for multiple monitors, and you can choose how many colors you want. By default, it’s set to 32 bit, which is the highest quality setting.

	Accessing local resources: With Remote Desktop Connection open, and the Options bubble expanded, click the Local Resources tab. On this tab, you can configure audio, how the keyboard will react with the remote session, and which local devices you want to pass through the remote connection like printers, drives, and the clipboard.

	Optimizing performance: With Remote Desktop Connection open, and the Options bubble expanded, click the Experience tab. By default, this is set to detect the connection quality automatically. You can set it to whatever type of connection you’re using, including modem, low-speed broadband, satellite, high-speed broadband, WAN, or LAN. You can also choose whether you want the connection to reconnect if it’s dropped.





Working with Remote Server Administration Tools

Remote Server Administration Tools (RSAT) allows you to manage all the various roles and features on your server. The great thing about RSAT is that you can install it on your desktop system and manage servers remotely, just as you would if you were connected to the individual server. The interface is the familiar Server Manager interface. The main difference between this Server Manager and the one on the server is that instead of the Local Server option, you simply have the All Servers option.


Figuring out firewall rules

To use RSAT, the remote servers need to be running WinRM and the Windows Firewall must allow port 5985 so that RSAT can communicate with the remote server.



Connecting to the server

To manage a server with RSAT, you need to connect to it first. Follow these steps to add a server to Server Manager on a Windows 10 PC: 


	Click Start, open Server Manager, and click All Servers.

	Right-click All Servers and choose Add Servers.

	Search for the name of the system.

	Select the server(s) that you want to add and click the arrow to move the selected server(s) to the Selected box.

	Click OK.

	Right-click the newly added server and choose Start Performance Counters.



After you follow these steps, your server will show Online under manageability (shown in Figure 5-24), and you can now manage your server remotely through the RSAT tools.


 [image: Screen capture depicting All Servers screen in Server Manager.]

FIGURE 5-24: Using RSAT to manage remote servers from a Windows 10 client.







Managing your servers

To manage servers that have been added to the RSAT version of Server Manager, simply right-click the server and choose what you want to do. There are a ton of management options available to you from the Server Manager interface. You can add roles and features, restart the server, or run AD tools if the remote system is a domain controller. You can even run a remote PowerShell window. See the available options in Figure 5-25.


 [image: Screen capture depicting All Servers screen in Server Manager with a drop-down menu with options.]

FIGURE 5-25: There are lots of options to manage a remote server using RSAT.








Working with Admin Center

RSAT has been the mainstay for administering remote servers for quite a while. There have been significant improvements made to RSAT, especially in Windows 10, but RSAT is still something that is locally installed. Microsoft recognized the need for a centralized console that could be served through a web browser, and Windows Admin Center was born.

You can install Windows Admin Center on a desktop if you just want to see what it’s capable of. Its strength, however, comes from installing it on a server and having that server be your management server. Administrators can connect to the web interface, and all the servers they need to manage are already there. In the following sections, I cover a few common administrative tasks using Windows Admin Center.


Focusing on firewall rules

Windows Admin Center needs port 6516 open on the server that it’s running on. When connecting on the same system, you can simply open Microsoft Edge and type https://localhost:6516. If accessing it from a remote system, you need to type https://<server name>:6516.



Connecting to a server

The default page that Windows Admin Center opens to is the All Connections screen. This screen is where you can add systems. I’m running this on a Windows 10 PC, and my PC shows up in Windows Admin Center already. Follow these steps to add a new server: 


	Click Add, and then click Add Server Connection.

	Select Add One Server and enter the server’s name.

	Click Submit.



Adding servers is that simple. The connection will automatically be set to use the credentials of the logged-in user. If you don’t want it to use those credentials, select the system and choose Manage As. Enter the account you do want to use and click Continue. In Figure 5-26, you can see my Windows 10 PC is using the demo account, but the Windows Server 2019 system is using the administrator account.


 [image: Screen capture depicting connection to a server with Windows Admin Center.]

FIGURE 5-26: Connecting to a server with Windows Admin Center.







Using Windows Admin Center to manage your servers

From Windows Admin Center, click the name of the system that you want to manage. This changes your view to the Server Manager view, shown in Figure 5-27.


 [image: Screen capture depicting a browser with Server Manager view in Windows Admin Center.]

FIGURE 5-27: The Server Manager view in Windows Admin Center.





From here, you can manage the system, check its resource utilization, and more. You can do everything you could do in the traditional Server Manager, with several new additions. The newest version of Windows Admin Center includes ties into Azure Backup. This allows you to set up Azure Backups for your systems on-premises and enables a faster recovery if something happens to your on-premises systems.




Creating a Windows Recovery Drive

A Windows Recovery drive can be very helpful if you ever have to do a bare metal restore. This can recover the operating system, custom settings, and configurations, as well as drivers. Follow these steps to create a recovery drive: 


	Insert a blank USB flash drive into the system.

	Click the Start Menu, scroll down to Windows System, and choose Control Panel.

	Change View by Category to View by Large Icons.

	Select Recovery, and then click Create a Recovery Drive.

	
On the Create a Recovery Drive screen, click Next.

The system takes a moment, but it should find the USB flash drive.


	
When the system finds the driver, click Next.

On the final Create the Recovery Drive screen, you’re warned that everything on the destination drive will be deleted.


	Click Create.







Chapter 6

Working at the Command Line


IN THIS CHAPTER
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Just about every system administrator has worked with the Command Prompt at some point in his or her career. The Command Prompt is a launching point for a number of diagnostic utilities and a great resource for gathering information, in addition to being a method to automate repetitive tasks.

This chapter discusses working with the command line — from the basics on how to use the command line to how to customize it to your liking.



Opening an Administrative Command Prompt

The simplest way to get to the Command Prompt in Windows Server 2019 is to click the Start menu, scroll down to Windows System, and click Command Prompt. This will run the Command Prompt in an unprivileged state.

[image: Tip] For some commands to work, you must run the Command Prompt as an administrator. To do this, right-click Command Prompt in the Start menu, click More, and click on Run as Administrator, as shown in Figure 6-1. When the Command Prompt opens, the top bar will read “Administrator: Command Prompt.” This is a quick visual way to verify that you’re running as administrator.


 [image: Screen capture depicting start menu, Command Prompt, Run as administrator option.]

FIGURE 6-1: Running the Command Prompt as administrator allows you to run more privileged commands.







Configuring the Command Line

You can customize the Command Prompt quite a bit. If you right-click the menu bar and choose Properties, you can set the customizations that you want. These customizations will last for as long as you have the session open. If you want the settings to be saved, right-click the menu bar and choose Defaults. The Properties and Defaults menus are nearly identical.

In this section, I give you a look at the different customizations you can make.


Customizing how you interact with the Command Prompt

The Options tab (shown in Figure 6-2) is where you can set things like the size of the cursor, how many commands to keep saved in the buffer, editing options, and text selection. Refer to this screenshot as I walk you through each section of the Option tab.


 [image: Screen capture depicting Options tab of the Command Prompt.]

FIGURE 6-2: The Options tab allows you to customize how you interact with the Command Prompt.






Cursor Size

Changing the cursor size makes the cursor wider and easier to spot. This setting can be very helpful for someone who is visually impaired.



Command History

The command history allows you to simply press the Up key to back through old commands, which can save you from having to retype commands if you’re doing something repetitive. The default buffer size is 50, but you can increase or decrease that as you like.



Edit Options

In this section, you a few choices in controlling how you can edit things within the Command Prompt: 


	Quick Edit Mode: Allows the use of the mouse to copy and paste text into and from the Command Prompt window.

	Insert Mode: Allows you to type wherever the cursor is at. If Insert Mode gets disabled for some reason, you’ll overwrite existing text starting at the location of the cursor.

	Enable Ctrl Key Shortcuts: Lets you use Ctrl key shortcuts like Ctrl+C to copy or Ctrl+V to paste.

	Filter Clipboard Contents on Paste: Remove tabs and smart quotes from pasted material coming from the Command Prompt window.

	Use Ctrl+Shift+C/V as Copy/Paste: If you use Ctrl+C to copy text, you can’t use it to stop a running command. This could be problematic because your only other option is close the Command Prompt window and start again. If you check this box, it preserves the original use of Ctrl+C but also allows you to copy and paste by adding the Shift key into the command.





Text Selection

In this section, you two additional options to work with: 


	Enable Line Wrapping Selection: Helps correct formatting issues when copying and pasting from the Command Prompt.

	Extended Text Selection Keys: Allows you to use common keyboard shortcuts inside the Command Prompt.





Current Code Page

Current Code Page is not an adjustable field. It’s simply passing on information regarding which character code you’re using. I’m in the United States, so I’m assigned 437 (which is a holdover from the old IBM PC days) and the additional identifier of United States.



Use Legacy Console

Legacy console removes a lot of the newer features that were added to the Command Prompt. If you select the Use Legacy Console check box, some of the customization options that I’ve mentioned will no longer show up on the Options tab for you. You may want to do this for compatibility issues, or for someone who is used to the way that the Command Prompt used to work and finds it disruptive to work with it with the newer options.




Changing the font

The Font tab (shown in Figure 6-3) is pretty straightforward. It allows you to select the size of the font and which font you want to use. It even gives you a preview of what your selection will look like in the Window Preview. In Figure 6-3, for instance, I’ve chosen a font size of 18 in the Lucida Console font. You can see in the bottom box the preview of what my font will look like if I keep this setting.


 [image: Screen capture depicting Font tab of the Command Prompt.]

FIGURE 6-3: The Font tab allows you to change the font and how it displays in the Command Prompt.







Choosing your window layout

On the Layout tab (shown in Figure 6-4), there are three configurable options: 


	Screen Buffer Size: The number of characters you can see on a single line is controlled by the Width adjustment. The Height adjustment determines how many lines will be stored in memory. Select the Wrap Text Output on Resize if you would like for the text to adjust whenever you resize the Command Prompt window. This is useful if the output of a command is difficult to read because the window size was small. You can adjust the Command Prompt window and the text will resize automatically, instead of your having to resize the window and then rerun the command.

	Window Size: The Width and Height adjustments change the size of the actual Command Prompt window.

	Window Position: If you uncheck the Let System Position Window check box, you can adjust how far away you want the Command Prompt to open from the top and left edges of the screen. If you don’t select the check box, you can’t change the Left and Top settings.




 [image: Screen capture depicting Layout tab of the Command Prompt.]

FIGURE 6-4: The Layout tab configures what the window looks like.







Defining text colors

The Colors tab (shown in Figure 6-5) lets you set the background and text colors that are used in the Command Prompt. You can adjust the text and background colors for the Command Prompt screen, as well as for popup boxes. By default, the Command Prompt has a black background and off-white text. You can change that to whatever you like.


 [image: Screen capture depicting Colors tab of the Command Prompt.]

FIGURE 6-5: The Colors tab lets you customize colors in the Command Prompt.





You can also adjust the opacity of the Command Prompt using the Opacity slider. The slider is normally set to 100%. However, if you adjust the slider downward, you can see what’s behind the Command Prompt.




Setting Environmental Variables

There are two types of environment variables. User environment variables apply to an individual user, and system environment variables apply to all users.

There are quite a few environmental variables, far too many to cover in a single book. If you want to know which environmental variables are available to you and what their current settings are, you can do this on the Command Prompt window. Just type Set | More and you get the output for all the environmental variables on the system, as shown in Figure 6-6.


 [image: Screen capture depicting environmental variables and their current settings in Command Prompt.]

FIGURE 6-6: Displaying environmental variables and their current settings is possible with the Set command.





One of the most common environmental variables to edit is the PATH variable. You can edit the PATH variable when you want to include a directory in your path so that you can simply run programs in that directory without having to actually navigate to that directory. The syntax is simple. For instance, to add a folder named Tools to my path, I type SET PATH=%PATH%;C:\Tools. This appends my Tools folder to the existing path variables, as you can see in Figure 6-7. I can verify that my new entry is in my path by typing echo %PATH%.


 [image: Screen capture depicting PATH environment variable in Command Prompt.]

FIGURE 6-7: Before and after appending a folder to my PATH environment variable.







Getting Help at the Command Line

Getting help at the command line is pretty easy. To get help with a specific command, you can type the command followed by /?. For example, in Figure 6-8, you can see that I wanted to get help with the nslookup utility, so I typed nslookup /? and I was presented with the options for that command.


 [image: Screen capture depicting more information on a command in Command Prompt.]

FIGURE 6-8: Using the Command Prompt help to get more information on a command.





If you want general help at the Command Prompt, such as guidance as far as what you can do, simply type help and press Enter. You get a list of all the commands you can run at that point in time, shown in Figure 6-9.


 [image: Screen capture depicting help command in Command Prompt.]

FIGURE 6-9: Using the help command in the Command Prompt.







Understanding Command Line Symbols

Symbols can extend the usefulness of the Command Prompt. They can allow you to send output to a file or combine commands. Table 6-1 provides a list of symbols that you can use on the Command Prompt window.



TABLE 6-1 Command Line Symbols




	
Symbol

	
Example

	
Description






	
>

	
command > file.txt

	
Writes the output of the command to the filename you specify. If the file does not exist, it will be created. If the file does exist, the file will be overwritten.




	
<

	
command < file.txt

	
Runs a command and inserts the contents of the file after the command.




	
>>

	
command >>file.txt

	
Similar to the single > symbol except this command appends if the file exists, rather than overwrites the file.




	
|

	
command A | command B

	
Sends the output of command A to the input of command B.




	
&

	
command A & command B

	
Runs command A and then command B.




	
&&

	
command A && command B

	
Executes command B only if command A finishes successfully.




	
||

	
command A || command B

	
Executes command B only if command A does not finish successfully.




	
@

	
@echo off

	
Typing the at symbol (@) will suppress whatever comes after it. It’s not truly a command; it’s actually an optional flag that can be used to suppress whatever comes after it. This can prevent a line of code from showing up in your server’s logs. You commonly see it used with @echo off to turn off the output of commands that are running in a script, or on the console.











Chapter 7

Working with PowerShell
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The Command Prompt has been a staple for many years, but Microsoft has been making a big push toward PowerShell. And it’s not hard to see why. PowerShell can run the same utilities and things that can be run in the Command Prompt, but it can also run much more than that. By importing modules, you can expand the things that PowerShell can do.

PowerShell is a very flexible option for system administrators. The console can run the legacy commands that were available in the Command Prompt, as well as the newer PowerShell commands and scripts. PowerShell improves on the ability to support automation across platforms, including on-premise datacenters, Azure, Amazon Web Services (AWS), and with PowerShell Core, even Linux and macOS!

As you work in PowerShell, you’ll discover how easy it is to type in longer commands as PowerShell uses tab complete. This allows you to type the first few letters of a cmdlet and then press the Tab key. If a cmdlet matches what you’ve typed so far, it will be displayed. If it isn’t the right cmdlet, you can continue to press the Tab key until the correct cmdlet is displayed. This makes administering from the PowerShell window very efficient.

One of the things that I love most about PowerShell over the Command Prompt is the common language that is used with PowerShell cmdlets. PowerShell cmdlets utilize a verb-noun format. When you’re using a PowerShell cmdlet, there is a well-documented set of “verbs” that you can use. The most common PowerShell verbs that you see are Get, Set, New, and Invoke. Many more verbs are available — you can see them on the Microsoft site along with examples of when they would be used; go to https://docs.microsoft.com/en-us/powershell/developer/cmdlet/approved-verbs-for-windows-powershell-commands.

Nouns in the context of PowerShell cmdlets are what you want to take action against. Consider the cmdlet Get-Date. Get is the verb; you're telling PowerShell you want to query for some information. Date is the noun; you’re asking PowerShell to retrieve the date.

This chapter serves as a brief introduction to PowerShell. If you want to learn more about PowerShell, check out Book 6.



Opening an Administrative PowerShell Window

Microsoft has been making a pretty major push to get more system administrators to embrace PowerShell, given its flexibility and utility. In Windows Server 2019, when you right-click the Start menu, you no longer see the Command Prompt by default; instead, you see Windows PowerShell, as shown in Figure 7-1.


 [image: Screen capture depicting drop-down menu with Windows PowerShell option.]

FIGURE 7-1: Windows PowerShell now resides by default in the menu that you access by right-clicking the Start menu.





You have two options when in this view: 


	You can choose Windows PowerShell, which opens a non-elevated PowerShell window. This window will allow you to perform PowerShell tasks that don’t require administrative privileges.

	You can choose Windows PowerShell (Admin), which opens an elevated PowerShell window. Mush of the work you do as a system administrator will require administrative access, so you’ll want to choose Windows PowerShell (Admin).





Configuring PowerShell

You can configure the PowerShell window in the same way that you can configure the Command Prompt window. You can customize the Window one time or set defaults so that settings will load every time. The one limitation with making the settings through the Defaults or Properties selection in the menu is that the colors that PowerShell uses for commands and other things are not affected by the Properties settings. If you want to affect the color of the commands and other components in PowerShell, you need to use a profile script. If this is what you want to do, see “Using a Profile Script” later in this chapter.

To configure the PowerShell window, launch Windows PowerShell, right-click the Windows PowerShell title bar, and then choose Properties. The Windows PowerShell Properties dialog box appears. In the following sections, I walk you through this dialog box tab by tab.


Options

The Options tab (shown in Figure 7-2) is where you can set things like the size of the cursor, how many commands you want to be able to recall, editing options, and text selection. The following sections walk you through each of the sections of the Options tab.


 [image: Screen capture depicting Options tab in Windows PowerShell Properties.]

FIGURE 7-2: The Options tab allows you to customize how you interact with Windows PowerShell.






Cursor Size

Changing the cursor size makes the cursor wider and easier to spot. This setting can be very helpful for someone who is visually impaired. I personally prefer this setting to be on Large for both the Command Prompt and Windows PowerShell.



Command History

The Command History settings allows you to press the up arrow key to go back through previous commands. This can save you from having to retype commands if you’re doing something repetitive. The default Buffer Size is 50, but you can increase or decrease that as you like. The Number of Buffers setting is used to specify how many processes are allowed to have their own individual buffer. The Discard Old Duplicates check box is optional; I usually don’t check it out of personal preference. It removes duplicate commands, which can make it simpler to find an old command because you won’t have to go through a lot of repeated commands.



Edit Options

The Edit Options section gives you some options to control how you can edit things within the PowerShell window: 


	Quick Edit Mode: Checking this box enables you to use the mouse to copy and paste text into and from the Windows PowerShell window.

	Insert Mode: Checking this box enables you to type wherever the cursor is. If this option is disabled, you’ll overwrite existing text depending on where your cursor is located.

	Enable Ctrl Key Shortcuts: Checking this box enables you to use Ctrl key shortcuts like Ctrl+C to copy or Ctrl+V to paste.

	Filter Clipboard Contents on Paste: Checking this box removes formatting from pasted material coming from the Windows PowerShell window.

	Use Ctrl+Shift+C/V as Copy/Paste: If you’re using Ctrl+C to copy text, you can’t use that shortcut to stop a running command. This could be a problem if you have a hung command, because you’ll have to close the Windows PowerShell window. If you enable this option, it will allow the normal usage of Ctrl+C (to stop a running command) but will still allow you to copy and paste by adding the Shift key into the shortcut.





Text Selection

The Text Selection section gives you two additional options to work with: 


	Enable Line Wrapping Selection: Checking this box can correct formatting issues when copying and pasting from Windows PowerShell.

	Extended Text Selection Keys: Checking this box allows the use of common keyboard shortcuts inside the PowerShell window.





Current Code Page

Current Code Page is not an adjustable field. It’s letting you know which character code you’re using. In my PowerShell window, you can see that I’m using a UTF-8 character set.



Use Legacy Console

Checking the last option, Use Legacy Console, removes a lot of the newer features that were added to PowerShell. If you enable it, some of the customization options that I’ve discussed will disappear from the Options tab for you. I do not recommend checking this box in a Windows PowerShell window.




Font

The Font tab (shown in Figure 7-3) is a simple tab with just a few settings. It allows you to select the font size you want to use and which font to use. The Window Preview section gives you a preview of what your selection will look like. In Figure 7-3, for example, I’ve chosen a Size of 18 and a Font of Courier New. You can see in the bottom box (Selected Font: Courier New) the preview of what my choices will look like if I choose to keep my changes.


 [image: Screen capture depicting Font tab in Windows PowerShell Properties.]

FIGURE 7-3: The Font tab allows you to change the font and how it displays in PowerShell.







Layout

The Layout tab (shown in Figure 7-4) has three configurable options: 


	Screen Buffer Size: The Width adjustment controls the number of characters that can fit on the screen. The Height adjustment determines how many lines will be stored in memory. Check the Wrap Text Output on Resize box to allow the text on the screen to automatically adjust itself when you resize the PowerShell window.

	Window Size: The Width and Height adjustments in this section change the actual size of the PowerShell window.

	Window Position: If you uncheck the Let System Position Window check box, you can adjust how far away you want the PowerShell window to be from the top and left of the screen. (If you leave the check box selected, the Left and Top options are grayed out.)




 [image: Screen capture depicting Layout tab in Windows PowerShell Properties.]

FIGURE 7-4: The Layout tab configures what the PowerShell window will look like.







Colors

The Colors tab (shown in Figure 7-5) lets you set the background and text colors that are used in the Windows PowerShell window. You can adjust the background and text colors for the PowerShell window, as well as for any popup boxes that appear. Select the radio button of the option you want to change (for example, Screen Background), and then choose the color you want either using the Red, Green, and Blue drop-down lists or by clicking one of the colored boxes below.


 [image: Screen capture depicting Colors tab in Windows PowerShell Properties.]

FIGURE 7-5: The Colors tab allows you to customize screen colors in Windows PowerShell.





By default, Windows PowerShell has a blue background and off-white text. You can change that to whatever you like. In all of my screenshots in this chapter, I’m using a black background with white text, mainly because it prints better.

You can adjust the opacity of the PowerShell window as well, using the Opacity slider. The slider is normally on 100%, which makes it solid so you can’t see through it. However, if you slide the slider to the left, you can see what’s behind the PowerShell window. This can be fun, but personally, I find it distracting; I recommend leaving the Opacity slider on 100%.




Using a Profile Script

Before you create your script, you need to create a WindowsPowerShell folder in your Documents folder. The profile script should be named profile.ps1 and should be placed inside the WindowsPowerShell folder.

To set the colors for the various components that appear on the screen like commands, variables, strings, and so on, you need to build out a script that sets the desired color for each. Say I wanted all the components to just be white on my black background (which works out great for print). My script would look like this: 

$colors = @{}

$colors['String'] = [System.ConsoleColor]::White

$colors['Variable'] = [System.ConsoleColor]::White

$colors['Comment'] = [System.ConsoleColor]::White

$colors['None'] = [System.ConsoleColor]::White

$colors['Command'] = [System.ConsoleColor]::White

$colors['Parameter'] = [System.ConsoleColor]::White

$colors['Type'] = [System.ConsoleColor]::White

$colors['Number'] = [System.ConsoleColor]::White

$colors['Operator'] = [System.ConsoleColor]::White

$colors['Member'] = [System.ConsoleColor]::White

Set-PSReadLineOption -Colors $colors

You can see each component is set individually, and then at the end the Set-PSReadLineOption command is used to read in the colors from the variable you created at the beginning called $colors.



Setting Environmental Variables

There are two types of environment variables: 


	User: User environment variables apply to individual users.

	System: System environment variables apply to all the users on a system.



There are quite a few environmental variables. If you want to know which environmental variables are available to you and what their current settings are, you can check this from Windows PowerShell. Just set the location to the environmental variables (it's treated like a drive) by typing the following: 

Set-Location Env:

And then run the command Get-ChildItem. You receive the output for all the environmental variables on the system, shown in Figure 7-6.


 [image: Screen capture depicting  environmental variables and their current settings in Windows PowerShell.]

FIGURE 7-6: Displaying environmental variables and their current settings is easy with the Get-ChildItem command.





One of the most common environmental variables to edit is the PATH variable. This is done when you want to include a directory in your path so that you can simply run programs in that directory without having to actually be in that directory. The syntax is simple. For instance, to add a folder named Tools to my path, I would type the following: 

$Env:path = $env:path + ";C:\Tools"

 

This would append my Tools folder to the existing path variables, as you can see in Figure 7-7. I can verify my new entry is in my path by typing the following: 

$Env:Path


 [image: Screen capture depicting PATH environment variable in Windows PowerShell.]

FIGURE 7-7: Before and after appending a folder to my PATH environment variable.







Getting Help in PowerShell

You may need help with the syntax of a particular cmdlet. For instance, the Get-Command cmdlet has syntax that you need to follow to get specific and relevant information. To get help on the Get-Command cmdlet, simply type Get-Help Get-Command, as shown in Figure 7-8.


 [image: Screen capture depicting PowerShell Help, Get-Command cmdlet in Windows PowerShell.]

FIGURE 7-8: Using the PowerShell Help to get more information on the Get-Command cmdlet.





If you want general help from within Windows PowerShell, such as guidance as far as the syntax of the Help command, simply type help and press Enter. You get the Help page for Windows PowerShell that explains what it is and gives some examples, as shown in Figure 7-9.


 [image: Screen capture depicting help command in Windows PowerShell.]

FIGURE 7-9: Using the help command in Windows PowerShell.







Understanding PowerShell Punctuation

Where the Command Prompt was all about symbols, Windows PowerShell is all about punctuation. Table 7-1 lists punctuation types that you can use in the Windows PowerShell window.



TABLE 7-1 Windows PowerShell Punctuation




	
Punctuation

	
Example

	
Description






	
#

	
#This is a comment

	
Identifies comments. Comments are used in PowerShell scripts to document what sections of code are meant to do, and other information. All text entered after the # on a line is considered a comment.




	
$

	
$myvariable

	
Declares variables.




	
=

	
$myvariable=1

	
Assigns a value to a variable.




	
|

	
Get-ChildItem | Get-Member

	
Takes the output of the first command and passes it into the input of the second command.




	
"

	
"My value is $var" (The result might be: My value is 5.) This assumes that the variable $var was previously set to 5.

	
Encapsulates text; variables show the appropriate value.




	
'

	
'My value is $var' (The result would be: My value is $var.) Even if the variable $var is set to 5, $var will be printed as $var.

	
Encapsulates text; treats text literally so variables are treated as text.




	
( )

	
sometext.ToLower()

100/(5+4)*6

	
Provides arguments for cmdlets and groups items like numbers.




	
[ ]

	
$fruit=[apple,orange]

-like [sometext]

	
Typically used for arrays and like comparisons.




	
{ }

	
Invoke-Command -ScriptBlock {cmdlets}

	
Used to enclose blocks of code.








PowerShell ISE
 
The PowerShell Integrated Scripting Environment (ISE) is an excellent resource for those learning PowerShell or for those wanting to troubleshoot PowerShell scripts. It has two panes for working with PowerShell scripts. The top pane is the text editor, which does color coding and performs command completion suggestions for you with a feature known as IntelliSense, as shown in the following figure.


[image: Screen capture depicting GetMember option in a drop-down menu in Windows PowerShell.] 

The second pane is a traditional PowerShell window. You can type commands into it directly, though typically I use it to see what the output of an individual line of code was when I’m troubleshooting why a script is not running properly.

The right side of the screen gives you a Command Explorer of sorts. It lists all the commands you can use and will help you complete the command.

PowerShell ISE is supported through Windows PowerShell 5.1. Starting with PowerShell 6, it’s no longer supported. Microsoft’s recommendation is to transition to using Visual Studio Code if you want a graphical tool for working with PowerShell scripting.
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Chapter 1

Overview of Windows Server 2019 Networking
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Aserver can’t do its fundamental job without a solid and reliable network to support it. The network you’ll support will most likely be an Ethernet network. Ethernet networks use an unshielded twisted pair (UTP) cable. There are different categories of Ethernet cable, but the most common ones are Category 5e (Cat5e) and Category 6 (Cat6). As you go up in category, you gain speed and, in some cases, distance.

If your organization occupies a single building or a small office space, you’ll probably be supporting a local area network (LAN), and your organization will most likely own all the network components. If your organization is larger and more geographically dispersed, you may be supporting a wide area network (WAN); in this case, your organization will own some of the network equipment, but an Internet service provider (ISP) will likely own some of the copper or fiber that your traffic is crossing.

In this chapter, I explain how to network in Windows Server 2019. In introduce you to the Network and Sharing Center, and fill you in on how to configure TCP/IP, DNS, and DHCP (all of which I explain in greater detail in the pages that follow).



Getting Acquainted with the Network and Sharing Center

In Windows Server 2019, the Network and Sharing Center gives you a central location to start from for all your networking needs. This utility has been in previous versions of Windows, so if you’re a long-time system administrator, this interface will be comfortable for you.

To access the Network and Sharing Center, right-click the Start menu and choose Network Connections. On the Status page, scroll down to Network and Sharing Center.

On the Network and Sharing Center screen (shown in Figure 1-1), you get access to a few of the useful utilities all in one spot.


 [image: Screen capture depicting Network and Sharing Center in Windows Server 2019.]

FIGURE 1-1: The Network and Sharing Center in Windows Server 2019.





In the “View Your Active Networks” section, you can see at a glance if your connection is enabled and whether you have Internet connectivity. If you don’t have Internet connectivity, the Access Type will say, “No Internet.”

On the left side of the screen, you see the Change Adapter Settings link. When you click that link, you’re presented with a list of all the network adapters present on your system. Right-click the adapter and choose Properties (see Figure 1-2).


 [image: Screen capture depicting Network Connections screen with a drop-down menu with Properties option.]

FIGURE 1-2: Getting to the network adapter properties screen.





The Properties screen is where the majority of the TCP/IP configuration takes place. For more on this subject, turn to the “Configuring TCP/IP” section, later in this chapter.

The final section of the Network and Sharing Center that I want to draw your attention to is the Troubleshoot Problems utility. When you click the Troubleshoot Problems link (refer to Figure 1-1), you’re taken to the Troubleshoot area. From here, you can click Internet Connections (see Figure 1-3) and get a wizard-based utility that can help you identify and resolve issues.


 [image: Screen capture depicting Settings screen with Troubleshooting option.]

FIGURE 1-3: Troubleshooting your Internet connection with the built-in troubleshooting utility.







Using the Network Connections Tools

In Windows Server 2019, there is a newer section that allows you to control all your network settings. You can access these tools by right-clicking the Start menu and choosing Network Connections. Alternatively, you can click Start, click Settings (the gear icon), and then click Network & Internet.


Status

The Status page is the default page you start with when you get into the Network & Internet area. It gives you many of the same options you have in the Network and Sharing Center, as well as the status of your network connection (see Figure 1-4).


 [image: Screen capture depicting Status screen in the Network & Internet section of Settings.]

FIGURE 1-4: The Status screen in the Network & Internet section of Settings.





[image: Technical stuff] At the bottom of the page, you can see the “Change Adapter Options” link and the “Network Troubleshooter” link, just as you did in the Network and Sharing Center. My guess is that this screen will eventually replace the Network and Sharing Center because the toolset on this screen is identical.



Ethernet

When you click the Ethernet link on the left-hand menu of the Network & Internet area, you’re presented with options specific to the Ethernet connection (see Figure 1-5): 


	Change Adapter Options: If you click this link, you get a list of all the adapters installed on the system. You can choose which adapters you want to work with from there.

	Change Advanced Sharing Options: If you click this link, you can change the network discovery and file and printer sharing settings for your network profiles.

	Network and Sharing Center: Clicking this link opens the good old-fashioned Network and Sharing Center.

	Windows Firewall: Clicking this link opens the newer Firewall & Network Protection screen, shown in Figure 1-6. From here, you can allow specific applications through the firewall, enable or disable the firewall for the different profiles, and tweak the notifications the firewall will make. You can also enter the Advanced Settings area, which lets you specify more granular rules by Internet Protocol (IP), port number, and so on.




 [image: Screen capture depicting Ethernet screen in the Network & Internet section of Settings.]

FIGURE 1-5: The Ethernet screen in the Network & Internet section of Settings.






 [image: Screen capture depicting Firewall & Network Protection screen in the Network & Internet section of Settings.]

FIGURE 1-6: The Firewall & Network Protection screen in the Network & Internet section of Settings.







Dial-up

When you click the Dial-up link on the left-hand menu of the Network & Internet area, you can create a new connection if you have a modem attached to your system. A wizard guides you to set the number you need to dial out to for service.



VPN

When you click the VPN link on the left-hand menu of the Network & Internet area, you can create a virtual private network (VPN) connection (see Figure 1-7). By default, the only VPN provider available is built into Windows. You need to name the connection and then tell it the address of the VPN server that you’re connecting to.


 [image: Screen capture depicting VPN screen in the Network & Internet section of Settings.]

FIGURE 1-7: The VPN screen in the Network & Internet section of Settings.







Proxy

When you click the Proxy link on the left-hand menu of the Network & Internet area, you can set up the proxy settings — which you’ll need to do if your organization uses a proxy server (see Figure 1-8). If you’re using an automatic configuration script, you can turn on the Automatically Detect Settings switch and the Use Setup Script switch.


 [image: Screen capture depicting Proxy screen in the Network & Internet section of Settings.]

FIGURE 1-8: The Proxy screen in the Network & Internet section of Settings.





If you need to set things manually, you can use the “Manual Proxy Setup” section to specify the IP address and the port of the proxy server.




Configuring TCP/IP

Transmission Control Protocol/Internet Protocol (TCP/IP) is a whole suite of protocols that allow devices to communicate over a network. Working with the TCP/IP configuration on your server is one of the basic tasks that you’ll be expected to know how to do as a system administrator.

Before I explain how to configure TCP/IP, I need you make sure you understand a few terms: 


	IP address: An IP address is a number that uniquely identifies a system on a network. There are two versions of IP addresses: 
	IPv4: A 32-bit address that identifies a system on an IPv4 network (for example, 192.168.10.10)

	IPv6: A 128-bit address that identifies a system on an IPv6 network (for example, FE80:0000:0000:0000:0202:B2EF:FC4B:5749)




	Domain Name System (DNS): Translates hostnames to IP addresses using forward lookup zones, and IP addresses to hostnames with reverse lookup zones.

	Windows Internet Name Service (WINS): Responsible for converting NetBIOS names to IP addresses. WINS was primarily used in older versions of Windows (Windows 2000, Windows XP, and Windows Server 2003).



Now that you know the key terms, let’s assign an IP address to a system. Follow these steps to walk through the settings you can change: 


	Right-click the Start menu, and choose Network Connections.

	Click Change Adapter Settings.

	
Right-click one of the adapters and choose Properties.

The Properties dialog box for the adapter appears.


	
Select Internet Protocol Version 4 (TCP/IPv4) and click the Properties button (as shown in Figure 1-9).

The Internet Protocol Version 4 (TCP/IPv4) Properties dialog box appears. By default, this is set to obtain an Internet Protocol (IP) and Domain Name Server (DNS) address automatically. You can see in Figure 1-10 that the server has static addresses set. This is because it’s a DNS server and domain controller.





 [image: Screen capture depicting Internet Protocol Version 4 (TCP/IPv4) option selected in Properties.]

FIGURE 1-9: Selecting which network protocol you want to work with in the adapter’s Properties dialog box.






 [image: Screen capture depicting Internet Protocol Version 4 (TCP/IPv4) Properties dialog box.]

FIGURE 1-10: Statically set IP and DNS server settings are common on servers serving critical infrastructure services.





You can configure additional, more advanced settings as well. In the Internet Protocol Version 4 (TCP/IPv4) Properties dialog box (refer to Figure 1-10), click the Advanced button. The Advanced TCP/IP Settings dialog box has three tabs that allow you to make more advanced configurations in relation to your IP addressing, DNS servers, and WINS servers, shown in Figure 1-11.


 [image: Screen capture depicting Advanced TCP/IP Settings dialog box.]

FIGURE 1-11: The Advanced TCP/IP Settings dialog box lets you perform more advanced configuration tasks.





The IP Settings tab can be used to add, edit, or remove IP addresses or gateways. The DNS tab allows you to add, edit, or remove DNS servers. (The basic configuration screen allows two servers to be configured, but from this tab you can configure additional servers if you need to.) If you’re using WINS, the WINS tab allows you to specify WINS servers that are available in the network.



Understanding DHCP

Dynamic Host Configuration Protocol (DHCP) makes your life easier by automatically assigning an IP address to a system. It manages addresses that are in use and ensures that duplicate IP addresses are never issued. By default, an address is leased for eight days, at which point the lease can be renewed or the IP address can be reassigned to another system.

DHCP shifts the burden of assigning and tracking IP addresses from the system administrator and a manual spreadsheet to a more automated process. Especially for large organizations, DHCP ensures that the available IP address space is utilized more efficiently. If a device with a lease is removed from the network or is offline, the lease is removed when it expires, and the IP address is made available to another device.

Automating the provisioning of IP addresses is desirable, but there will be instances when you need to set a static IP address that won’t change. Systems that host major infrastructure services like DNS, DHCP, and Active Directory should have static IP addresses. You can still manage the static IP addresses in DHCP by setting a reservation so that the IP address is accounted for but DHCP will not re-issue it.

DHCP can provide configuration other than simply issuing IP addresses. By using DHCP options, you can set things like the default gateway, the name servers for a network, imaging servers that are available, and more.

So, how does DHCP work? One of the easiest ways to remember is with the DORA acronym; DORA stands for Discover, Offer, Request, and Acknowledge: 


	
Discover.

A DHCP client requests an IP address by sending a DHCPDiscover message out to its local subnet as a broadcast.


	
Offer.

The DHCP server makes an offer to the client using a DHCPOffer message, which contains the IP address and configuration information, including the lease time.


	
Request.

The DHCP client broadcasts a DHCPRequest to indicate that it has accepted what was sent.


	
Acknowledge.

As a last step, the DHCP server broadcasts a DHCPAck message, which lets the client know that the lease has been finalized.




DHCP uses ports UDP/67 and UDP/68. UDP/67 is used as the destination port on the DHCP server, and UDP/68 is used by the DHCP client.



Defining DNS

Domain Name System (DNS) is the service that is used to map human-friendly names like www.dummies.com to an IP address, which is how a computer addresses locations.

You need to understand a few terms to understand how DNS breaks down addresses: 


	Top-level domain: The top-level domain is used to indicate the country of origin or the type of organization. For example, a commercial organization might use .com, or a website in Brazil might use .br. Common top-level domains include 
	.com (commercial)

	.edu (educational institutions)

	.org (usually used by not-for-profit organizations)

	.net (an alternative to .com)

	.gov (government sites)

	.mil (military sites)

	country codes like .us, .br, .tk, .cn, and so on




	Second-level domain: A second-level domain is registered to either an individual or an organization. For instance, dummies.com is a second-level domain.

	Subdomain: Subdomains are additional names that an organization chooses to register. An example of a subdomain would be the www in www.dummies.com.



Zones in DNS are used to separate administrative boundaries within a common DNS namespace (like sometestorg.com). Multiple subdomains can exist within the same zone, and multiple zones can exist on the same DNS server. For example, I may have 3 subdomains: hr.sometestorg.com, sales.sometestorg.com and legal.sometestorg.com. My HR and Sales subdomains are managed by the same group of people, so they are in the same zone. My Legal domain is managed by a different group of people, so it is in it's own zone. Each zone stores its information in a DNS zone file. The DNS zone file contains all of the records that exist in the zone.

DNS records are stored in DNS zones. There are several types of DNS records you may find in a zone, and the record type defines what kind of record you’re using. Subdomains, for example, are typically defined by an A record. Table 1-1 lists common DNS record types.



TABLE 1-1 DNS Record Types




	
Record Type

	
Description






	
SOA

	
Start of Authority defines the primary DNS server name, refresh intervals, and time-to-live settings.




	
A or AAAA

	
A records are host records for IPv4 addresses; AAAA records are host records for IPv6 addresses. This record provides a mapping of a hostname to an IP address.




	
PTR

	
Maps an IP address to a hostname and is used for reverse DNS lookups.




	
NS

	
Defines name servers for the DNS zone.




	
MX

	
Defines the mail exchange server’s DNS record.




	
CNAME

	
CNAMEs are used to create an alias record. For example, you might have server1.example.com, but you want people to use the name www.myawesomesite.com. You can accomplish that by creating a CNAME with the desired URL and point the CNAME to the A record for server1.example.com.






Now that you know all this, you may be asking, “But how does DNS work?” The simple answer: DNS queries. When a DNS client needs to resolve a record, it sends a DNS query to a local DNS server. If that server knows the address, it responds with the IP address. If it doesn't know the address, it can query another server.

Let’s use the following example: You want to reach www.dummies.com because you’re no dummy. You type the address into your browser and behind the scenes, this is what happens: 


	The DNS client queries the local DNS server if it knows who www.dummies.com is.

	
The local server does not know, so it sends a query to the root server to get an authoritative DNS server for .com.

It receives a referral for the .com DNS servers.


	The local server queries the .com servers for www.dummies.com.

	The .com server may not know the address, but it provides the address in a referral for the DNS server for dummies.com.

	From there, the local server can query the dummies.com DNS server for www.dummies.com, and will receive a valid IP address back as an answer to the original query.



This all happens within the span of the few seconds that it takes for you to reach the website. The answer is cached by the DNS client for however long the time to live (TTL) is set, so future requests can be answered by the cache on the local system instead of having to go through the queries again.

DNS uses port 53 to communicate. Regular DNS queries are made over UDP/53; however, larger queries like IPv6 and DNSSEC queries need TCP/53. TCP/53 is also used for zone transfers, which is why it was historically blocked by organizations at the firewall. However, if your organization plans on using IPv6 or DNSSEC, you need to allow it.


Creating a DNS zone

At some point in your career, it’s highly likely that you’ll be asked to create a zone. When I was explaining zones earlier, I had mentioned the use case of having one zone with two subdomains: a Sales subdomain and an HR subdomain. In that example, I had mentioned needing a new zone for the Legal subdomain. Here are the steps involved in setting up the new zone: 


	From Server Manager, choose Tools⇒  DNS Manager.

	Right-click Forward Lookup Zones and click on New Zone.

	In the Welcome to the New Zone Wizard, click Next.

	
On the Zone Type screen, select the radio button next to Primary Zone, and click Next.

[image: Technical stuff] On the Zone Type screen, you’re prompted to check the Store the Zone in Active Directory check box. You must be on a writeable domain controller to select this option. I suggest selecting this to get the fault tolerance of Active Directory integrated zones.


	On the Active Directory Zone Replication Scope screen, select the radio button next to To All DNS Servers Running on Domain Controllers in This Domain: <domain_name>, shown in Figure 1-12.

	Click Next.

	
On the Zone Name screen, enter the name of the zone that you want to create and click Next.

In this example, I’ll enter legal.sometestorg.com.

On the Dynamic Update screen, you have three options. If you opted to store the DNS zone in Active Directory all three options will be available. If you chose not to store the DNS zone in Active Directory, you won’t be able to select Allow Only Secure Dynamic Updates.


	Select Allow Only Secure Dynamic Updates and click Next.

	On the Completing the New Zone Wizard screen, click Finish.




 [image: Screen capture depicting To All DNS Servers Running on Domain Controllers in This Domain option in New Zone Wizard.]

FIGURE 1-12: Selecting the replication scope for the new zone is important; in this case, the scope is at the domain level.





If you’ve followed along with these steps, your screen should look similar to Figure 1-13. You can see the new zone for the subdomain of legal.sometestorg.com.


 [image: Screen capture depicting legal.sometestorg.com zone in the DNS Manager.]

FIGURE 1-13: The legal.sometestorg.com zone provides a separate administrative boundary from the sometestorg.com zone.







DNS and Active Directory

To install Active Directory, you must either have DNS installed ahead of time or install it at the same time as Active Directory. You may wonder why you need DNS to be able to use Active Directory. There are a few reasons: 


	DNS assists systems on the network in locating a domain controller by using locator records, which help the workstations and servers by providing the location of the domain controllers. Without locator records, your systems wouldn’t be able to authenticate, because they wouldn’t have a location to send authentication traffic.

	Domain controllers rely on DNS to find other domain controllers to replicate their zone data to.





Making DNS fault tolerant

When you create a DNS server, you specify whether it will be the primary DNS server or the secondary DNS server for a zone. There can only be one primary DNS server for a zone, but you can have multiple secondary DNS servers on a zone. The primary DNS server for the zone serves queries that come in and, more important, accepts changes and additions to zone records. Secondary DNS servers can service queries but can’t accept additions or changes to the zone records. They contain a read-only copy of the zone that is copied from the primary DNS server. If the primary DNS server for the zone goes down, you can promote the secondary DNS server for the zone to the primary. This is not an automatic process — as the server administrator, you must initiate it.

If you’re using Active Directory Integrated DNS zones, you’re automatically fault tolerant. DNS zones that are Active Directory integrated store their records in Active Directory. The DNS servers that are considered authoritative for those zones exist in a multi-master configuration. If one of the DNS servers was to go down, the other DNS servers would continue to service queries without any issues. Just remember that to be fault tolerant, you need at least two DNS servers that are authoritative for the Active Directory integrated zone.






Chapter 2

Performing Basic Network Tasks


IN THIS CHAPTER

[image: Bullet] Viewing network properties on Windows Server 2019

[image: Bullet] Connecting to other networks and using virtual private networks

[image: Bullet] Managing and configuring network connections in Windows Server



System administrators are expected to know the basic ins and outs of how to configure networking on a Windows server. You may need to change the IP address on a server for instance. Certain servers should have their addresses set statically. These are generally going to be critical infrastructure systems like Active Directory Domain Services (AD DS), Domain Name Server (DNS), and Dynamic Host Configuration Protocol (DHCP) servers.

In this chapter, I cover how to do the basic configuration on a network interface card and delve into some other neat things that you can do with networking in Windows Server 2019.



Viewing Network Properties

Looking at the properties of your network adapter gives you a quick and simple way to see how your system is configured to communicate on your network. To look at your network properties in Windows Server 2019, follow these steps: 


	Click the Start Menu, and then click the gear icon to open the Settings menu.

	Click Network & Internet.

	Choose Ethernet from the left-hand menu.

	Click Change Adapter Options.



When you select the network adapter, you have several options that appear in a bar across the top of the screen, as shown in Figure 2-1: 


	Disable This Network Device: Disables the selected network adapter.

	Diagnose This Connection: Used to troubleshoot connection issues related to network connectivity.

	Rename This Connection: Allows you to rename the connection. This is helpful if there are multiple network adapters and you need to keep track of what each one is doing.

	View Status of This Connection: Shows you the status of the network connection.

	Change Settings of This Connection: Bring up the Properties dialog box for the network adapter that was selected.




 [image: Screen capture depicting Network connections with Ethernet0 folder.]

FIGURE 2-1: Working with the properties of a network adapter.





There are also options if you right-click the network adapter. The majority of the options match what appeared on the top bar when you selected the network adapter, with the exception of Bridge Connections, which allows you to bridge two network adapters so that the operating system sees them as a single network adapter.

Assuming that you want to configure the network adapter, you can either right-click on the adapter and choose Properties or select Change Settings of This Connection from the top bar when the network adapter is selected. After you’ve opened up the Properties dialog box for the network adapter, you should see something that looks like Figure 2-2.


 [image: Screen capture depicting  Ethernet0 Properties dialog box.]

FIGURE 2-2: The Properties dialog box for the network adapter allows you to change the network adapter’s configuration.





Some of the items in the network adapter Properties dialog box can only be uninstalled, while others can be configured via the Properties button. Plus, you can install new network features by clicking the Install button.



Connecting to Another Network

Connecting to your local network is a great first step, but in most cases you really want to be able to connect to another network. The best and most common example of this is connecting to the Internet. The Internet is an entirely different network from the one that your computer is on, and you need to be set up properly to access it.


Connecting to the Internet

In some networks (like a home network, for example), you connect your computer to a router or a switch attached to a cable modem, and setup is automatic. You’re able to access the Internet within minutes. If you were to check your IP address, you would have one of the non-routable internal IP addresses, from one of the ranges shown in Table 2-1.



TABLE 2-1 IPv4 Private Address Ranges




	
Subnet

	
Range






	
10.0.0.0/8

	
10.0.0.0–10.255.255.255




	
172.16.0.0/12

	
172.16.0.0–172.31.255.255




	
192.168.0.0/16

	
192.168.0.0–192.168.255.255






To get to the Internet however, you need a public IP address. The cable modem you lease from your ISP is receiving the public IP address, and it’s usually doing the “translation” between your internal IP address (which is not routable on the Internet) to the routable public IP address that it’s assigned.

In an organization, you may have a proxy of some kind in between you and the Internet. Proxies can act as a combination of a firewall and a web filter; they can protect your system from dangerous traffic, as well as block known malicious sites. To set up a proxy, follow these steps: 


	Click the Start menu and then click the gear icon to access the Settings menu.

	Click Network & Internet.

	
Click Proxy.

In an organization, if you’re using a proxy, you’ll most likely have a setup script.


	Click the Use Setup Script toggle, and enter the Script address, including the name of the .pac file.

	Click Save.



After you hit save, your server’s settings should look similar to Figure 2-3. The location of the proxy script will be different, of course.


 [image: Screen capture depicting Proxy screen in Settings folder.]

FIGURE 2-3: Setting up a proxy script for Internet access on a Windows server.







Setting up a dial-up connection

Okay, I know you probably giggled when you saw this header. Who uses dial-up anymore, right? Believe it or not, dial-up is still around, though it’s certainly becoming less common. Why might you use dial-up? Well, there are a few reasons why it might be a good solution depending on your use case: 


	Maybe you have a traditional phone line but DSL is not offered in your area.

	Maybe you need a reliable, consistent connection, and you’re really just checking emails or doing simple Google searches.

	Maybe you need Internet access, but you need it to be as inexpensive as possible (dial-up is approximately $20 a month).



Whatever the reason, if you need to use a dial-up connection, here’s how to set it up: 


	
Sign up with a dial-up service and get the service number from them.

This is the number you will call to connect.


	Click the Start menu, and click the gear to access the Settings menu.

	Click Network & Internet.

	Choose Dial-up.

	Click Set Up a New Connection.

	Choose Connect to the Internet and click Next.

	On the How Do You Want to Connect screen, select Dial-up.

	
On the Type the Information from Your Internet Service Provider (ISP) screen, enter the information that you obtained back in Step 1.

Your screen should look similar to Figure 2-4, though for obvious reasons the entries won’t match.


	Click Create.




 [image: Screen capture depicting Connect to the Internet dialog for configuring a dial-up connection in Windows Server 2019.]

FIGURE 2-4: Configuring a dial-up connection in Windows Server 2019 is simple if you have the information from your ISP.







Connecting to a virtual private network

You can use a virtual private network (VPN) to gain remote access to a network. The great thing about VPNs is that they allow you to work as if you were actually on your work network.

If your workplace uses a VPN to connect, you can use the built-in Windows VPN client. Here’s how to configure that: 


	Click the Start menu and then click the gear icon to access the Settings menu.

	Click Network & Internet.

	Select VPN.

	Click Add a VPN Connection.

	For VPN Provider, select Windows (Built-in).

	Enter a connection name, and the address of the VPN server that you want to connect to.

	Enter your username and password, and click Save.



Your screen should look similar to Figure 2-5, though your fields will have different data in them.


 [image: Screen capture depicting Add a VPN Connection screen with details.]

FIGURE 2-5: Setting up a VPN for remote access with the built-in Windows VPN client.








Managing Network Connections

Changing the IP address is pretty standard activity, but some of the other options in the network adapter’s Properties dialog box aren’t so straight forward. In this section, I walk you through each of these options, because these are the ones that you’ll most likely work with.


Understanding the Client for Microsoft Networks feature

Client for Microsoft Networks has no configuration that you can do on it. You can uninstall it, but that’s it. The Client for Microsoft Networks feature is required to allow a client to remotely access files, printers, and other shared resources on a Windows server. It’s installed by default, and it should not be uninstalled.



Configuring the Internet Protocol

Configuring the IP settings on a server is one of the most common tasks that system administrators will do on a server. Before we move on to configuring, let’s look at a little terminology first.

The IP address is the address given to a system. It’s how other systems on the network will address your system.

The subnet mask identifies which part of the address is a network address and which part of the address is a host address. For instance, 172.22.0.0/16 has a subnet mask of 255.255.0.0. The /16 is referred to as Classless Inter-Domain Routing (CIDR) notation and tells me how many bits the network portion of the address takes up. Other systems on this same network will all have IP addresses that start with 172.22.x.x, and the x refers to the host part of the address that will differ from system to system.

The default gateway is the IP address used by a system to reach systems in other networks.

Let’s get a little background on IPv4 and IPv6 and then look at how you can configure each.

To start with, you need to open the network adapter Properties dialog box for whichever network adapter you want to work with. Here are the steps to get to the Properties dialog box: 


	Click the Start menu, and then click on the gear icon to open the Settings menu.

	Click Network & Internet.

	Choose Ethernet from the left-hand menu.

	Click Change Adapter Options.

	Right-click the desired network adapter and choose Properties.




IP Version 4

IP Version 4 (IPv4) addresses are 32-bit addresses. Each number represents 8 bits in binary — for instance 255 is represented as 1111 1111.

To configure a static IPv4 address, select Internet Protocol Version 4 (TCP/IPv4) and click Properties. By default, this is set to Obtain an IP Address Automatically and Obtain DNS Server Address Automatically. You can select Use the Following IP Address and fill in the IP address, the subnet mask, and the default gateway in the top half of the dialog box. Then select Use the Following DNS Server Addresses and fill in the preferred DNS servers at the bottom, and click OK. See Figure 2-6 for an example.


 [image: Screen capture depicting Internet Protocol Version 4 (TCP/IPv4) Properties screen.]

FIGURE 2-6: IPv4 properties are set through the network adapter Properties dialog box.







IP Version 6

IPv4 addresses have been in use for quite some time and it was recognized that eventually there would be no more public IPv4 addresses available. The last available public IPv4 address available from the American Registry for Internet Numbers (ARIN) was issued in September 2015. IP Version 6 (IPv6) was created to address the issue of running out of IPv4 addresses. Instead of a short 32-bit address, IPv6 addresses have a much longer 128-bit address. The address comprises 8 groups of 16 bits, separated by colons.

To configure a static IPv6 address, select Internet Protocol Version 6 (TCP/IPv6) and click Properties. By default, this is set to Obtain an IP Address Automatically and Obtain DNS Server Address Automatically. You can select Use the Following IPv6 Address and fill in the IP address, the subnet mask, and the default gateway in the top half of the dialog box. Then select Use the Following DNS Server Addresses and fill in the preferred DNS servers in the bottom of the dialog box, and click OK. See Figure 2-7 for an example.


 [image: Screen capture depicting Internet Protocol Version 6 (TCP/IPv6) Properties screen.]

FIGURE 2-7: IPv6 properties are set through the network adapter Properties dialog box.








Installing network features

Installing new network features isn’t done as often as it used to be. The option is still available from within the network adapter Properties dialog box. Follow these steps: 


	
From the network adapter’s Properties dialog box, click Install.

You have a choice of Client, Service, or Protocol.


	Select Protocol and click Add.

	Select Reliable Multicast Protocol and click OK.



The new protocol now shows up in the list of installed protocols, as shown in Figure 2-8.


 [image: Screen capture depicting  Ethernet0 Properties dialog box with Reliable Multicast Protocol.]

FIGURE 2-8: It’s simple to install clients, services, and protocols like the Reliable Multicast Protocol.







Uninstalling network features

Uninstalling network features is similar to adding them. You simply select what you want to uninstall, and then you click the Uninstall button.

[image: Warning] Be careful uninstalling network features. Uninstalling the wrong thing, like Client for Microsoft Networks, could have very bad outcomes.

You remember how we installed Reliable Multicast Protocol in the preceding section? Let’s uninstall that now: 


	Select Reliable Multicast Protocol.

	
Click Uninstall.

You get a dialog box asking you to confirm that you want to uninstall it.


	Click Yes.



It really is that simple to uninstall a network feature. Always keep in mind that there is risk when removing features like these on production servers, so you should always use a test environment first to ensure that the change you’re making is a safe one.






Chapter 3

Accomplishing Advanced Network Tasks


IN THIS CHAPTER

[image: Bullet] Gaining remote access with Remote Desktop Services

[image: Bullet] Working with Network Policy and Access Services on Windows Server 2019

[image: Bullet] Troubleshooting network issues at the command line



Knowing how to set up the basics of Windows Server networking is a must, but knowing how to set up some of the more advanced topics can be very important, too. Although the network provides access to resources, sometimes you need to allow remote access or set up access for network devices to leverage your Active Directory (AD) infrastructure for authentication.

In this chapter, I explain how to set up Remote Desktop Services (RDS), and tell you what’s required to get it set up properly. I also discuss installing the Network Policy Server (NPS) component of the Remote Access (RAS) role, which allows network devices to leverage a protocol called RADIUS, which in turn allows for authentication against AD, even if the device itself is not AD-aware.



Working with Remote Desktop Services

Remote Desktop Services, formerly known as Terminal Services, allows for multiple Remote Desktop Protocol (RDP) connections to the same server. By default, Windows Server 2019 allows for two remote connections. RDP allows you to connect to a remote system and view the desktop, just as if you had the actual console of the server up. To allow Remote Desktop, you need to enable it on the server, and you must allow TCP and UDP 3389 if there is a firewall between you and the server that you want to RDP to.

Using RDS, you can give your users their own virtual desktops to work from. This is great for applications where the install is complicated or costly, and it simplifies upgrades because you only need to upgrade the application on the server, not on multiple PCs. You can also use RDS for RemoteApps, which allows you to run an application on the server but present the application to the user as if it were installed on his or her desktop.


Installing Remote Desktop Services

Remote Desktop Services is a role, but the installation is a bit different from the past roles that you may have installed. Here’s how to install RDS: 


	
Starting from Server Manager, click Manage and then click Add Roles and Features.

The Add Roles and Features Wizard opens.


	On the Before You Begin screen, click Next.

	On the Select Installation Type screen, select Remote Desktop Services Installation, as shown in Figure 3-1, and click Next.

	On the Select Deployment Type screen, select Quick Start and click Next.

	On the Select Deployment Scenario screen, choose Session-Based Desktop Deployment and click Next.

	On the Select a Server screen, the server you are on is already selected, so just click Next.

	
On the Confirm Selections screen, check the Restart the Destination Server Automatically If Required check box, and then click Deploy.

You see a progress screen as the role installs (see Figure 3-2). When the role is installed, the server reboots.


	After the server reboots, click Close.




 [image: Screen capture depicting Add Roles and Features Wizard with Installation Type screen.]

FIGURE 3-1: Selecting Remote Desktop Services is a departure from the usual steps for installing a role.






 [image: Screen capture depicting Add Roles and Features Wizard with View Progress screen.]

FIGURE 3-2: Installing the RDS role on a single server via the Quick Start installation







Configuring user-specific settings

After you have RDS installed, you may be tempted to let people start connecting and enjoying the service, but you should hold off because you may want to make some changes first. If you use roaming profiles, you may want to set the RDS server to use roaming profiles. You may also want RDS to map the user’s home drive. The goal is generally going to be giving your end users the best experience possible, with things like being able to access mapped drives and applications just as they would on a regular, physical desktop. You can do all of these things in RDS just as you do with regular user sessions. 


	Log on to a system that has the RSAT tools installed for Active Directory.

	Click Server Manager and then choose Tools ⇒  Active Directory Users and Computers.

	Expand your domain name and select the Users container.

	
Double-click a user account.

In this example, I’m using my Kay Smith account.

The Properties dialog box for the user you selected appears.


	Click the Remote Desktop Services Profile tab (see Figure 3-3).

	
Fill in the information as needed.

Here are your options: 


	Profile Path: Fill this in if you’re using roaming profiles.

	Remote Desktop Services Home Folder: This sets the home drive for the user when he or she logs into a session on RDS.

	Deny This User Permissions to Log on to Remote Desktop Session Host Server: Checking this box blocks the user from connecting through RDS, regardless of whether he or she is part of a security group that allows it.







 [image: Screen capture depicting Properties dialog box with Remote Desktop Services Profile tab.]

FIGURE 3-3: Setting up a user’s profile to take full advantage of the RDS functionality involves a roaming profile and mapping a home drive.







Configuring apps

One of the really useful things about RDS is the ability to publish apps. You may be publishing them to a user’s desktop, or you may want to make them available through RD Web Access. There are common reasons to share applications through RDS. Applications that rely on old versions of Java or Flash or Internet Explorer, for example, are great candidates for this service. By using RDS to support this legacy application, you only have the old version of the software installed on one system, rather than all the systems where users need to use the legacy application. This reduces the amount of vulnerable software on your network. Windows Server 2019 has three apps already shared by default (assuming you deployed with the Quick Start method — see “Installing Remote Desktop Services,” earlier in this chapter): Calculator, Paint, and WordPad. Let’s say the business doesn’t want users to work with WordPad through RDS; instead, it wants users to work with Notepad++. You can install Notepad++ on the server and configure it to be used over RDS. In that case, you would follow these steps: 


	Download the Notepad++ executable and install it on the Windows server.

	From Server Manager, click the side menu where it says Remote Desktop Services.

	Click QuickSessionCollection located under Collections.

	In the RemoteApp Programs window, click Tasks and then click Publish RemoteApp Programs.

	Click Add, locate the executable for Notepad++, make sure it’s selected (see Figure 3-4), and then click Next.

	On the Confirmation screen, click Publish.

	On the Completion screen, click Close.

	Right-click the newly added app, and choose Edit Properties.

	
Click User Assignment.

By default, everyone has access to the new app. However, you can change that by selecting Only Specified Users and Groups.


	Make your changes if desired, and click OK.




 [image: Screen capture depicting Publish RemoteApp Programs dialog box with Notepad++ option selected.]

FIGURE 3-4: Adding a non-Windows program to the list of RemoteApp programs available is simple as long as you know where the executable is.





That’s all there is to configuring an application and making it available to your users with RDS.



Using RD Web Access

RDS has a great feature known as RD Web Access, which allows you to connect to applications or Remote Desktop sessions via a standard web browser. By default, when you install RDS in Quick Start mode this is enabled, and the address follows this format: https://serveraddress/RDWeb.

You can control which applications are visible in RD Web Access from the same screen where you publish new apps. By default, they're published in RD Web Access when you publish them on the RDS Server. If you don’t want an app to be in RD Web Access, you can edit the properties of the app. The General tab has an area titled Show the RemoteApp Program in RD Web Access. Simply change the button to No and click OK to remove it.

I assume if you’re reading this that you want to play with RD Web Access. Open your web browser (on a system that is not the RD web server) and enter the address for your RD web server. In my case, the address is: https://server2019-dc2.sometestorg.com/RDWeb. You may get an error due to an untrusted certificate. This is expected because the certificate is self-signed. You can safely disregard this message for now. After you’ve entered the address, you should see a screen similar to Figure 3-5.


 [image: Screen capture depicting https://server2019-dc2.sometestorg.com/RDWeb in a browser with logon screen for RD Web Access.]

FIGURE 3-5: The logon screen for RD Web Access is simple and elegant.





When you log in to RD Web Access, you see all your published apps that you have permissions to. If you were following along in the previous section and installed the Notepad++ application, you see the icon for Notepad++ in the list. Click that icon to launch Notepad++.

You may get a message saying that a website is trying to run a RemoteApp program. It’s complaining because Microsoft doesn’t recognize the publisher. Because you know that Notepad++ is safe, go ahead and click Connect. You see a dialog box that says Starting Your App (see Figure 3-6). After the remote connection to the server is established, the application will open just as if it were installed on your system.


 [image: Screen capture depicting RemoteApp dialog box with Notepad++ configuration.]

FIGURE 3-6: When you select an application in the RD Web Access console, a remote connection is established, and then the application opens as if it were actually installed on your system.







Configuring and using RDS licensing

Licensing for RDS is done with client access licenses (CALs). A CAL is essentially a commercial license that allows you to consume a service on a server. The RDS CAL specifically is used to license either a user or device that is connecting to the RDS server.

There are two types of Remote Desktop Services (RDS) licensing: 


	Device-based licensing: Device-based licensing has the following characteristics: 
	It’s physically assigned to a device.

	It can be tracked regardless of whether a device is in Active Directory or not.

	Temporary CALs are good for up to 89 days.

	CALs can’t be over-assigned.




	User-based licensing: 
	CALs are assigned to users in Active Directory.

	CALs can’t be tracked via workgroup; they can only be tracked via Active Directory.

	Temporary CALs aren’t available.

	CALs can be over-assigned (which allows you to go over what you’re allowed in your licensing agreement).






You need to have an active licensing server to be able to assign licenses. I find it strange that this piece doesn’t get installed with the other components for RDS. Here’s how to install the licensing role onto your RDS server: 


	
From Server Manager, click the left side of the screen where it says Remote Desktop Services.

On the Overview screen, under Deployment Overview, RD Licensing has a green plus sign (see Figure 3-7).


	Click the plus sign to start adding the RD licensing role.

	Select your server and click the arrow to move your server into the selected box.

	Click Next and then click Add.

	
Click Close.

Now that RD Licensing is installed, the plus sign has been replaced by a ribbon icon.


	Click the Tasks button right above RD Licensing and choose Edit Deployment Properties.

	
Click RD Licensing and select which licensing mode you want to use.

I’m going to select Per User.


	Click OK.




 [image: Screen capture depicting Server Manager with Overview screen, under Deployment Overview, RD Licensing with green plus sign.]

FIGURE 3-7: Click the plus sign to install the RD Licensing role.





Now that the licensing server is installed, let’s look at how to add a license to the RDS server: 


	From Server Manager, choose Tools ⇒  Remote Desktop Services ⇒  RD Licensing Manager.

	Right-click the server name and choose Activate Server.

	In the Welcome to the Activate Server Wizard, click Next.

	Under Connection Method, leave it on Automatic Connection and click Next.

	Enter your company’s information, and click Next.

	
Skip the next screen because it’s asking for additional optional information — just click Next.

You see a message that says “Activating the License Server.”

If activation was successful, you see the Completing the Activate Server Wizard screen.


	Click Finish.



Now that your RDS server is activated, you can install your CALs. 


	Right-click the server and choose Install Licenses.

	On the Welcome screen, click Next.

	Select the program that you purchased your licenses through, and click Next.

	Enter the information for your license program (a license code, agreement/authorization code, or something along those lines), and click Next.

	
Select your product version, your license type, and the number of licenses you want to install, and click Next.

You server will reach out to Microsoft to retrieve the licenses.


	After the licenses are retrieved, click Finish.



Your RDS server is now installed and licensed. Your users are able to connect to remote desktop sessions and do their work as if they were sitting in front of a desktop in the office. Or maybe they can access a legacy application that has historically had difficulty running on their regular desktops. Setting up RDS is not a small or simple task, but it’s a very useful service to support your business’s needs.




Working with Network Policy and Access Services

It’s time to switch gears from Remote Desktop Services to Network Policy and Access Services (NPAS). Network Policy and Access Services is a server role that includes Network Policy Server (NPS).

First, you need to install NPAS. Then I introduce NPS and explain what you can do with that. 


	From Server Manager, click Manage and then click Add Roles and Features.

	On the Before You Begin screen, click Next.

	On the Select Installation Type screen, click Next.

	On the Select Destination Server screen, click Next.

	On the Select Server Roles screen, scroll down and select Network Policy and Access Services, click Add Features, and then click Next.

	On the Select Features screen, click Next.

	On the Network Policy and Access Services screen, click Next.

	On the Confirm Installation Selections screen, choose Install.

	After the installation has completed, click Close.




Network Policy Server

Network Policy Server is a component of NPAS that allows you to centrally manage authentication, authorization, and accounting for various devices on the network. It’s very commonly used to support authentication on network switches and firewalls. After you’ve installed NPAS, you can access NPS from Server Manager by choosing Tools ⇒  Network Policy Server.


Registering your RADIUS server

A Remote Authentication Dial-In Service (RADIUS) server is capable of performing authentication, authorization, and accounting. This is one of the more common reasons why you may install NPS. It was originally used to authenticate remote users connecting through dial-up, but these days it’s more commonly used to authenticate systems against Active Directory that don’t normally support AD authentication. Frequently, that is network switches, routers, wireless access points, and firewalls. RADIUS servers allow administrators to log in to devices that support the RADIUS protocol with their Active Directory credentials, instead of having to remember a local login on each device.

Before you can use a brand-new RADIUS server to authenticate against Active Directory, you need to register it. This is a very important step that is often missed when setting up a RADIUS server. Here are the steps to register your RADIUS server: 


	From Server Manager, choose Tools ⇒  Network Policy Server.

	
Right-click NPS (Local) and select Register Server in Active Directory.

You’re prompted to allow the server to read the user’s dial-in properties.


	
Click OK.

NPS confirms that it can now read the dial-in properties.


	Click OK.



That’s all there is to it. It’s a very simple step, but a crucial one that is often missed.



Understanding RADIUS Proxy

A RADIUS Proxy server forwards both authentication and accounting messages on to a RADIUS server. These can be helpful in providing authentication when domain trusts become involved.



Setting up a RADIUS client

For this scenario, let’s say you have a Cisco switch. You’ve been logging into the switch locally, but you want to configure a central source of authentication so that you don’t have to remember a username and password for every switch in your environment. The configuration of the switch to point to the RADIUS server is out of scope for this book, but the configuration of the client is not. Here’s how to set up the RADIUS client for a Cisco switch: 


	From Server Manager, choose Tools ⇒  Network Policy Server.

	Expand RADIUS Clients and Servers and select RADIUS Clients.

	
Right-click RADIUS Clients and choose New.

The New RADIUS Client dialog box appears.


	
Fill in the friendly name, the IP address, and the shared secret.

The dialog box should look similar to Figure 3-8.


	Click the Advanced tab.

	From the Vendor Name drop-down list, select Cisco.

	Click OK.




 [image: Screen capture depicting New RADIUS Client dialog box.]

FIGURE 3-8: The Settings tab is where the bulk of the configuration happens for a RADIUS client.







Setting up a network policy

Network policies control what is allowed to authenticate through your RADIUS server. Here’s how to configure a basic network policy: 


	From Server Manager, choose Tools ⇒  Network Policy Server.

	Expand Policies.

	Right-click Network Policies and select New.

	
Give the policy a name and specify the type of network access server.

In this case, I’ve named the policy Domain Admins to Network Switches and I’ve left the type of network access server on Unspecified.


	Click Next.

	
On the Specify Conditions screen, specify what conditions must be met for the policy to apply.

I followed these steps: 


	Select the condition User Groups.

	Click Add.

	Click Add Groups.

	Type Domain Admins and then click OK.

	Click OK one more time.

	Click Add.

	Select the condition Client Vendor.

	Click Add.

	Choose Cisco

	Click OK.




	Back on the Specify Conditions screen, you can add another condition or click Next.

	On the Specify Access Permission screen, select Access Granted, and click Next.

	On the Configure Authentication Methods screen, click Next.

	On the Configure Constraints screen, click Next.

	On the Configure Settings screen, click Next.

	On the Completing New Network Policy screen, click Finish.



You can see in Figure 3-9, my new Allow policy on top of the deny policies. If an incoming connection doesn’t match my policy, it will automatically be denied.


 [image: Screen capture depicting Network Policy Server screen with Network Policies.]

FIGURE 3-9: A network policy allowing traffic needs to have the lower processing number so that it will be processed before the default deny polices.









Troubleshooting at the Command Line

PowerShell is installed on every Windows Server by default. It has many different modules to assist in different tasks. In this section, I walk you through a few of the modules that may assist you in troubleshooting your servers and their network connectivity.

The Test-NetConnection cmdlet is a powerful tool in your troubleshooting arsenal. Used by itself, the Test-NetConnection cmdlet shows you basic information regarding the network, in addition to a ping. There are some other parameters that really help you dig into specific issues, as shown in Table 3-1.



TABLE 3-1 Test-NetConnection Parameters




	
Parameter

	
Description






	
-Port

	
Used to test remote connectivity to a destination server. You specify a TCP port number and it tests the connection.




	
-InformationLevel

	
There are two values you can use with this parameter: Detailed returns quite a bit of information, and Quiet returns basic information.




	
-DiagnoseRouting

	
Runs route diagnostics.




	
-TraceRoute

	
Runs tracert against the destination system. Tracert displays each hop until it reaches its destination.






There are several different combinations that you can use with the parameters. For instance, let's look at a basic check to ensure that you’re able to connect to a remote port. Open PowerShell, and type the following command: 

Test-NetConnection -Port 443 -InformationLevel "Detailed"

This command tests to see if you can make a connection over port 443 (HTTPS) and gives detailed output on the results, as shown in Figure 3-10.


 [image: Screen capture depicting PowerShell screen with Test-NetConnection cmdlet command and output.]

FIGURE 3-10: You can test basic connectivity with just a few parameters added to the Test-NetConnection cmdlet.





The prior test checks for basic connectivity. Picture this scenario: Your users have complained that when they’re on their remote desktop sessions, they can’t reach a certain website. They say that they can reach the website when they use their regular systems. though. You can try the basic connectivity test again, but this time specify a destination. I’ve used the address www.dummies.com for my example. 

Test-NetConnection -ComputerName www.dummies.com -Port 443

 

If this command succeeds, the TcpTestSucceeded field will say True. If this is the case, the connection to the site is good. If the TcpTestSucceeded field says False, then you may have a routing issue. You can confirm whether this is a routing issue or not with the -TraceRoute parameter. 

Test-NetConnection -ComputerName www.dummies.com -TraceRoute

The preceding command performs a TraceRoute and will show you each hop along the path to the destination. If the TraceRoute does not succeed, there is potentially a routing issue or your Internet service provider (ISP) may be having issues.

As a last step, you can run routing diagnostics to see if there is an issue with the routing to the destination site. You can run routing diagnostics with the -DiagnoseRouting parameter. The command looks like this: 

Test-NetConnection -ComputerName www.dummies.com -DiagnoseRouting -InformationLevel "Detailed"

As you can see, this one command can give you a lot of information and can aid in your troubleshooting efforts. You’ll be able to find the source of the problem and get network connectivity issues resolved more quickly.
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Diagnosing and Repairing Network Connection Problems
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It never fails: It’s Friday and you’re getting ready to head home. Just as you’re leaving, you get a call that there is a networking issue on one or more of your servers. Maybe your systems are down. Maybe they’re intermittently up and down. Your mission, should you choose to accept it (do you have a choice?), is to find the issue and fix it.

This chapter covers some of the built-in troubleshooting capabilities of the operating system and some of the more common configuration issues you may experience with new systems and older systems.



Using Windows Network Diagnostics

Sometimes the network issue is super obvious, and sometimes it isn’t. For instance, your server may indicate that its network cable is unplugged, yet when you look, there is still a cable plugged in. That could mean you have a bad cable. a bad switchport, or a bad network interface card (NIC) on the server. Those are hardware issues, and unfortunately, you’re on your own when you’re troubleshooting hardware issues. Software issues on the other hand, can be addressed with the Microsoft Windows Network Diagnostics. Follow these steps: 


	Click the Start menu, and then click the gear icon for the Settings menu.

	Click Network & Internet.

	
On the Status page, scroll down and select Network Troubleshooter.

You’re asked what type of networking problem you’re having, as shown in Figure 4-1.


	For this example, select I Am Trying to Reach a Specific Website or Folder on the Network.

	
Type the URL for the website you’re having trouble with and click Next.

The wizard checks for problems. If it doesn’t find one it will let you know that it could not identify the issue. If it does find an issue, it will suggest how to fix the issue and in most cases can fix it for you.


	Click Close to close out of the troubleshooter.




 [image: Screen capture depicting Settings screen with Windows Network Diagnostics screen.]

FIGURE 4-1: The Windows Network Diagnostics screen is a wizard that helps you diagnose and repair issues.





There is an additional method to launch an Internet-specific troubleshooting tool. This tool is not focused on internal network issues. It’s focused specifically on Internet connectivity issues. To get to the Internet Connections troubleshooting tool, follow these steps: 


	Click the Start menu, and then click the gear icon for the Settings menu.

	Click Update & Security.

	Select Troubleshoot and choose Internet Connections.

	Click Run the Troubleshooter, shown in Figure 4-2.

	
Select Troubleshoot My Connection to the Internet.

The utility will reach out to a Microsoft site. The Internet Connections wizard will check for problems. If it doesn’t find one, it will let you know that it couldn’t identify the issue. If it does find an issue, it will suggest how to fix the issue and in most cases can fix it for you.


	Click Close to close out of the troubleshooter.




 [image: Screen capture depicting Settings screen with Troubleshooting tab in Update & Security.]

FIGURE 4-2: The Troubleshooting tab in Update & Security contains many troubleshooting tools, including one that can help with Internet connectivity issues.







Repairing Individual Connections

You can work directly with the network adapter that is having the issue. This can be very beneficial if a system has multiple network adapters and you need to test them one at a time. The software utility that Microsoft provides is pretty good at finding software issues like disabled adapters and misconfigurations. Follow these steps: 


	Click the Start menu, and then click the gear icon for the Settings menu.

	Click Network & Internet.

	On the Status page, scroll down and select Change Adapter Options.

	
Right-click the network adapter you want to check and select Diagnose.

The Windows Network Diagnostics wizard launches and tries to find an error. If it’s successful, it will let you know what issue it found. In my example in Figure 4-3, it has found that the network adapter is disabled, and that the repair needs administrator permissions.


	
Click Try These Repairs as an Administrator.

The wizard automatically repairs the connection.





 [image: Screen capture depicting Network Connections screen with Windows Network Diagnostics wizard and network disabled.]

FIGURE 4-3: Windows Network Diagnostics can diagnose many issues, including disabled network adapters.





Of course, just because a system is having a network issue, it doesn’t mean that there is a software issue. Hardware issues can be harder to track down because the troubleshooting utility won’t really be able to help. Here are some common issues that can affect the network connections on a system: 


	Bad cable: Ethernet cables have a piece of copper running down the middle of the cable. Fiber-optic cable has glass fibers running down the length of the cable. If the medium used for transmission is damaged, you’ll lose your connections. Look out for kinks in the cable and sharp bends. Look for areas where the cable appears to have been stretched. The fix for this issue is to replace the damaged cable.

	Bad cable connectors: The connectors on the cables can go bad as well. The connectors used with Ethernet and with fiber-optic cabling are usually made out of plastic. They can crack if too much strain is put on them. The medium inside of the cable may become disconnected if the cable is pulled on rather than the connector. Fixing this issue is simple if you have the right tools. To replace the connector on an Ethernet cable, all you need to do is strip back the UTP cabling and press the eight wires into their appropriate channels. The inner wires are color coded; make sure that you’re following the right standard, or the new connector won’t work. Replacing the connector on a fiber-optic cable is a little more complicated. You have to cut the fiber-optic cable and polish the glass end. Repairing fiber is easier to leave to the pros when you can.

	Faulty switchport: The switchport that the system is connected to may be having issues. Sometimes ports can go bad, or a network administrator may have mistakenly turned off the port. To see if this is the issue, have the network administrator see if the port is up. If it isn’t, have the network administrator re-enable it. If the port should be up but it’s not working, you can move the cable to a different network port on the switch once your network administrator gets it set up for you.

	Bad NIC: If your NIC goes bad, you’ll need to replace it. Unfortunately, this means that your system will need to be powered down so that you can replace the card.





Network Troubleshooting at the Command Line

If the Windows Network Diagnostics Wizard doesn’t find anything wrong, there are a few more things you can try. Each of the following commands needs to be run in the Command Prompt. Follow these steps: 


	Click Start and scroll down to Windows System.

	Click Command Prompt and try each of the following commands (in this order): 
	Reset the Transmission Control Protocol/Internet Protocol (TCP/IP) stack. 
netsh winsock reset

netsh int ip reset


	Release your old IP address. 
ipconfig /release


	Renew your IP address. 
ipconfig /renew


	Flush your Domain Name System (DNS) cache on your system. 
ipconfig /flushdns







There are a few additional commands that can be useful when troubleshooting from the Command Prompt. 


	ping: The ping command gives you simple feedback. It lets you know how many packets it sent, how many packets it received, and what the latency was between the sending and receiving. By default, ping will send four packets, but you can adjust the number of pings, or make it a continuous ping if needed. (See Figure 4-4 for an example of ping.)

	tracert: The tracert (trace route) utility can help you pinpoint where a problem exists. It reports back along each hop until it gets to the destination that you specified. By default, it will go to a max of 30 hops.

	pathping: Works very similar to the tracert command and can provide information about network latency and network packet loss.

	telnet: Can be used to test if a certain port is open. You need to have the Telnet client installed for this to work. Your security team may not be happy to find Telnet on a system, so make sure that you aren't violating company policy by installing it. Many systems have been configured to not display banners — if you don’t get an error, you were probably successful in connecting to whichever resource you wanted to test.




 [image: Screen capture depicting ping utility command in Command Prompt.]

FIGURE 4-4: The ping utility gives you a simple readout and can point out an issue between a source and the destination.







Working with Windows Firewall

Network issues can be very frustrating to troubleshoot. You may find that everything looks just fine, and you aren’t sure what’s happening. If you suspect that Windows Firewall is the issue, you can use Event Viewer to see if Windows Firewall has blocked traffic to or from your server. Follow these steps: 


	From Server Manager, choose Tools⇒  Event Viewer.

	Double-click Applications and Services Log to expand it.

	Click Microsoft, Windows, and Windows Firewall with Advanced Security.

	
Double-click Firewall.

When the Windows Firewall blocks something, you’ll see a message similar to Figure 4-5.





 [image: Screen capture depicting Event Viewer with Windows Firewall blocking an incoming packet.]

FIGURE 4-5: Event Viewer can show you when Windows Firewall has blocked an incoming packet.





If you can’t find anything that was blocked, you can temporarily turn off Windows Firewall to see if that will resolve the issue. Just make sure that doing so isn’t against organizational policy before you attempt it.

To turn off the firewall, follow these steps: 


	Click the Start menu, scroll down to Windows System, and choose Command Prompt.

	Type the following command and press Enter. 
netsh advfirewall set allprofiles state off




To turn the firewall back on, follow these steps: 


	Click the Start menu, scroll down to Windows System, and choose Command Prompt.

	Type the following command and press Enter. 
netsh advfirewall set allprofiles state on






Making Sense of Common Configuration Errors

Server hardware is usually pretty reliable. Some issues may be caused by problematic hardware, but most often the issue stems from a misconfiguration of some kind.

In the following sections, I walk you through some common issues that system administrators have to deal with.


Duplicate IP addresses

Symptom: You get a message stating that there is a duplicate IP address on your network.

Solution: The best solution is to use Dynamic Host Configuration Protocol (DHCP) so that IP addresses are assigned and tracked automatically. If you don’t have DHCP in your environment, try to use another IP address.



No gateway address

Symptom: Your system is able to communicate with other systems in the same subnet, but it can’t communicate with anything outside of the subnet.

Solution: Set a default gateway address. This will tell the system where to send traffic to if the traffic is not destined for a system on the local network.



No DNS servers set

Symptom: You can’t resolve names like www.dummies.com, or when you try to join to an Active Directory domain, you get a message that states that the domain name can't be found.

Solution: Set the appropriate DNS servers for your network. This will allow you to do internal name resolution. If your system is going to be joined to an Active Directory domain, it requires a valid entry for a DNS server.



An application is experiencing network issues

Symptom: The system is on the network, and basic functionality like ping and file sharing work. The application on the server is not responding to network requests.

Solution: Check to see if the Windows Defender Firewall is enabled. Verify that there is a rule that allows the traffic that is supposed to be going to the application. It’s amazing how often this gets missed when provisioning applications.



Everything should be working, but it’s not

Symptom: The hardware looks good, the Windows Network Diagnostics utility says it can’t find a problem, but your system is still unable to communicate over the network.

Solution: Check your IPv4 settings. It is very easy to mistype an IP address or a subnet mask. If either of these is incorrect, your system won’t function properly.




Working with Other Troubleshooting Tools

Some third-party utilities can be very handy in helping you find network issues. Table 4-1 lists a few of my favorites. Some are free, and some cost money. In general, free products may have no or limited support, so you may want to consider that if you choose to look at third-party tools.



TABLE 4-1 Network Troubleshooting Tools




	
Tool Name

	
Cost

	
Description

	
Website






	
Cacti

	
Free

	
A network monitoring utility that can be used to create highly customizable graphs.

	
www.cacti.net




	
Nagios Core

	
Free

	
Basic network monitoring with tons of plug-ins and add-ons available to expand its usefulness.

	
www.nagios.org/downloads/nagios-core/




	
Nagios Network Analyzer

	
$1,995

	
Provides network analysis, monitoring, and reports on bandwidth utilization.

	
www.nagios.com/products/nagios-network-analyzer/




	
Nagios XI

	
Starts at $1,995

	
A monitoring solution for applications, services, and networks.

	
www.nagios.com/products/nagios-xi/




	
SolarWinds ipMonitor

	
Starts at $1,495

	
Gives a nice simple up/down console for networks, servers, and applications.

	
www.solarwinds.com/ip-monitor




	
SolarWinds Netflow Traffic Analyzer

	
Starts at $1,915

	
Analyzes netflows for issues and monitors for bandwidth usage.

	
www.solarwinds.com/netflow-traffic-analyzer




	
SolarWinds Network Performance Monitor

	
Starts at $2,955

	
Monitors the performance of the network and alerts you to issues.

	
www.solarwinds.com/network-performance-monitor




	
Wireshark

	
Free

	
A packet sniffer that allows you to filter on the types of traffic you want to see and reconstruct whole TCP/User Datagram Protocol (UDP) streams. It can also show you at a glance if you have lots of retransmissions occurring on the network.

	
www.wireshark.org
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Given the number of security breaches in the news today, it isn’t surprising that Microsoft has invested heavily in improving the security of Windows Server. But before you can get into the really cool, new security features of Windows Server 2019, you need a firm grasp on basic security concepts in general and a working knowledge of Windows security in particular.

In this chapter, I cover security basics. Think of this chapter like a security primer, with general security topics first, followed by Windows Server–specific topics (like .NET security, file and folder security, and the Windows Security App).



Understanding Basic Windows Server Security

Securing your server is arguably one of the most important things you need to do in your daily work. After all, you don’t want to go through all the effort to build and configure a server just to have it attacked.

This section covers security basics so that you understand the terminology I use throughout this book.


The CIA triad: Confidentiality, integrity, and availability

The CIA triad (shown in Figure 1-1), consisting of confidentiality, integrity, and availability, is one of the most basic concepts in information security. The closer you get to any one point of the triangle, the farther away you are from the others. For example, if you have a system that keeps records completely confidential, that system won’t be available to your end users.


 [image: Diagram depicting CIA triad on three corners of a triangle: Confidentiality, Integrity, Availability.]

FIGURE 1-1: The CIA triad is one of the most basic concepts in information security.





Here’s what each of these terms means for you as a system administrator: 


	Confidentiality: Confidentiality refers to keeping access to data out of the hands of those who shouldn’t have access to it. For instance, when you’re using an online banking site or an e-commerce site, the connection should use HTTPS, which means that it’s encrypted. Encryption protects sensitive information from being captured by someone eavesdropping on the network.

	Integrity: Integrity means that the data has not been changed or tampered with in any way. Data integrity can apply to data at rest or data in transit. Version control can be useful to roll back accidental changes. Potentially malicious changes can be detected by file integrity monitoring software, which creates a hash of a file. If the hash changes, then the file has changed as well.



[image: Technical stuff] A hash is a mathematical function that is run against a file. It creates a unique “thumbprint” that will change if any modifications are made to the file that it was generated from. By comparing the thumbprints of two files (the original and a copy, for instance), you can tell if the file has been modified. 


	Availability: Availability is the part of the triad that most people are familiar with. As a system administrator, your goal is to ensure that your systems are up and available to your end users. You may build in redundancy and fault tolerance to make the likelihood of the system going down lower, or you may be responsible for the backups that will allow you to restore data if something does happen.





Authentication, authorization, and accounting

The next set of terms that you need to know are authentication, authorization, and accounting, collectively referred to as triple A: 


	Authentication: Authentication is how you prove to a system who you are. This may be a username and password, or username and biometrics or a personal identification number (PIN). Think of authentication like showing a security guard your badge and being allowed inside the gate that the guard is responsible for protecting.

	Authorization: After you’re authenticated, any time you access a resource, the system will check to see if you’re authorized to access that resource. Authorization is similar to swiping your badge at the doors inside of a secure building. If you’re authorized to enter an area, you’ll be allowed through. If you aren’t authorized, you won’t be allowed through.

	Accounting: Accounting, sometimes referred to as auditing, is having a log of when authentication and authorization events occurred. In a Windows system, this can be accomplished with something as simple as Event Viewer.





Access tokens

Access tokens are used by the Windows Server operating system to identify a user who is interacting with an object. The token usually contains the user’s security identifier (SID), SIDs for groups that the user is a member of, and the source of the access token. A SID is a unique value that is assigned to an object to identify it. With users, the SID is what allows you to change the name of the user without impacting the user’s access. The user’s name may change, but the SID will not.



Security descriptors

Security descriptors contain useful information related to the security of an object that is secured or able to be secured. It can include the SID for the owner of the object, access control lists that specify who is allowed to access the object, and which access events should generate audit records.



Access control lists

Access control lists (ACLs) contain access control entries (ACEs) that grant or deny specific access to users or groups. The Windows Server operating system has two types of ACLs that you need to be aware of: 


	Discretionary access control lists (DACLs): DACLs are what most system administrators think of when asked about ACLs in Windows Server. DACLs are used to grant or deny access based on a user account or group membership. Deny entries always take precedence over allow entries. See Figure 1-2 for an example of a DACL on a folder.

	System access control lists (SACLs): SACLs are not as widely known about as DACLs. They can be used to determine what type of event should be audited. They can audit successful access, failed access, or both. In the example in Figure 1-3, I’m auditing both success and failures for any Domain Admin account, but I’m only logging failures for my Demo account.




 [image: Screen capture depicting Discretionary access control list in Advanced Security Settings window.]

FIGURE 1-2: Discretionary access control lists can be used to determine who should have access to a folder or file.






 [image: Screen capture depicting SACL audit privileged access in Advanced Security Settings window.]

FIGURE 1-3: Using an SACL to audit privileged access to a folder is simple.





SACLs are empty by default, you have to configure what you want them to audit. If you only have one or two servers, configuring this setting manually isn’t so bad. If you have numerous servers, though, configuring SACLs quickly becomes unmanageable. Group Policy to the rescue!

Group Policy allows you to make configuration settings in one place and then apply those changes to multiple systems. Here’s how to turn on feature through Group Policy. 


	From Server Manager, choose Tools⇒  Group Policy Management.

	Expand a domain by double-clicking the domain.

	
Choose the policy you want to set this through.

In my case, I’m going to create a new group policy object (GPO) called File Servers.


	
Right-click the domain name, and select Create a GPO in This Domain, and Link It Here.

[image: Tip] Creating your GPO this way means that it will apply to all domain systems. Although this is fine in a demo environment, you’ll most likely want to link the GPO to an organizational unit (OU) that contains the file servers.


	Name the policy, and click OK.

	Right-click your new policy and choose Edit.

	Under Computer Configuration, double-click on Policies, then Windows Settings, then Security Settings, and then Advanced Audit Policy Configuration.

	Double-click Audit Policies to expand it, and then double-click Object Access.

	Double-click Audit File System.

	Check the Configure the Following Audit Events check box, and select Success, Failure, or both (see Figure 1-4).

	Click OK.




 [image: Screen capture depicting Audit File System Properties dialog box with Success, Failure options.]

FIGURE 1-4: You can use Group Policy to set your SACLs so that you can apply them across the organization.





That’s all there is to setting up file auditing in Group Policy. You also need to enable auditing on the folder that you want to monitor. On the file server where the folder is located, follow these steps: 


	Right-click the folder that you want to enable auditing on and choose Properties.

	Click the Security tab, and then click the Advanced button.

	Click the Auditing tab, and then click the Add button.

	Click the Select a Principal hyperlink, enter a username or group in the dialog box, and click OK.

	Change the Type drop-down list to All, and click OK.

	Click OK again to exit the Advanced Security Settings for <folder_name> dialog box.

	Click OK one more time to close out of the Properties dialog box.






Working with Files and Folders

Working with files and folders is pretty much the bread and butter of a system administrator’s work. Although some folders can be left open to the world, you’ll most likely be asked to lock certain folders or shares down so that only certain people can access them. On Windows Server, you can have conflicting NT File System (NTFS) and share permissions, which can make troubleshooting access issues much more difficult. Let’s examine the different types of permissions and how we can check effective permissions.

[image: Technical stuff] Modern versions of Windows Server support NTFS, which is the standard file system you see on the majority of Windows servers today. NTFS made significant improvements in security and reliability and added support for larger volumes.


Setting file and folder security

With NTFS, we gained the ability to be able to set ACLs, a huge improvement over the FAT32 days. Although file servers do take advantage of NTFS permissions, they can also use shares. The idea behind shares is to make it so that users can access a directory on the server without direct access to the server. That’s a great win for security, but the effective permissions (the combined permissions of the NTFS permissions and the share permissions) can sometimes cause unexpected access issues.

[image: Remember] Share permissions govern what a user can access across the network. NTFS permissions control what a user can do both on the server and across the network.


NTFS permissions

Editing the NTFS permissions on a file or folder is simple: Simply right-click the folder or file that you want to change permissions on and click Properties. Then click the Security tab (see Figure 1-5). There are several different levels of permissions in NTFS file systems: 


	Full Control: Full Control gives you the ability to read, write, and execute files within a folder, as well as the ability to set permissions. It also allows for the ability to delete files and folders. Full Control is a highly privileged level of permission and should only be granted to those who have administrative access.

	Modify: Allows you to change the contents and/or titles of folders and files, and allows for the deletion of files and folders.

	Read & Execute: Allows you to open files and folders, and launch programs including scripts.

	List Folder Contents: Allows you to view the titles of files and folders, but does not allow you to open the files.

	Read: Allows you to open the files to read them, but does not allow you to modify them.

	Write: Allows you to add a file or subfolder and make changes to a file.

	Special Permissions: These are special sets of permissions that are set through the Advanced dialog box.




 [image: Screen capture depicting Audit Securities tab of Properties dialog box.]

FIGURE 1-5: You can set permissions very granularly with the Security tab in the File Properties dialog box.







Share permissions

Share permissions are set using the Sharing tab is the File Properties dialog box (refer to Figure 1-5) — just click the Advanced button and then click Permissions. Share permissions are much simpler than NTFS permissions. You see something similar to Figure 1-6.


 [image: Screen capture depicting Share Permissions tab of Permissions for Files dialog box.]

FIGURE 1-6: Share permissions allow you to grant Full Control, Change, or Read access to users or groups.





You have three simple levels of permissions that you can set on a share: 


	Full Control: Allows you to read, modify, and delete items within the share. You can also change permissions and take over ownership of the files.

	Change: Allows you to do everything that Full Control can with the exception of setting permissions.

	Read: Allows you to view files and folders, but not edit in anyway.





Effective permissions

Effective permissions are the ones that can cause problems. You may get your permissions set up right, but then a user calls in and says he can’t access his files. In Windows Server 2016, Microsoft introduced an Effective Permissions tab that allows you to check what permissions a user will actually have based on the combination of NTFS permissions and share permissions.

To get to the Effective Permissions tab, follow these steps: 


	Right-click the folder that you want to check and select Properties.

	Click the Security tab.

	Click Advanced.

	Click the Effective Access tab.

	Click Select a User, and enter the username of the person whose permissions you want to check.

	
Click View Effective Access.

You see a screen similar to Figure 1-7. It shows you that my user Kay Smith doesn’t have permissions to the folder. In reality, she has no NTFS permissions, although she does have share permissions. Because she has no NTFS permissions, she is denied.





 [image: Screen capture depicting effective permissions of a user account in Advanced Security Settings window.]

FIGURE 1-7: Checking the effective permissions of a user account is a great way to validate if she has the permissions you expect her to have.









Creating a Local Security Policy

Local security policies allow you to define quite a few settings related to the computer that you’re on. They can be very useful if you need a setting to be applied on a specific server that is not currently being applied by Group Policy. Local policy applies to the server first, followed by AD Group Policy. If there is a conflict between the settings of the Local Security Policy and the AD Group Policy, the settings in the AD Group Policy will apply because it’s applied to the system after the Local Security Policy. To access the Local Security Policy, follow these steps: 


	Click the Start menu.

	
Type secpol.msc and press Enter.

The Local Security Policy window opens.




From this screen, you can change quite a few settings related to the security of your system. If file server auditing is not enabled, for instance, you can turn it on for this individual server. See an example of the Local Security Policy in Figure 1-8.


 [image: Screen capture depicting Local Security Policy screen with Security Settings option selected.]

FIGURE 1-8: The Local Security Policy screen allows you to set local security settings on your system.





[image: Remember] Group Policy will overwrite these settings. If you set a super strict Local Security Policy, but you have lax password requirements being pushed through Group Policy, your system will inherit the lax password requirements. Some key areas of interest for any System Administrator would be: 


	Account Policies: Account Policies contains the Password Policy, Account Lockout Policy and Kerberos Policy. The Password Policy allows you to set password requirements. The Account Lockout Policy defines when an account will be locked out and for how long it will be locked. The Kerberos Policy allows you to define the lifetime for the different ticket types.

	Audit Policy: The Audit Policy is located under Local Policies. It allows you to specify which types of events you want to audit. These can be set to Success, Failure, or both.

	User Rights Assignment: User Rights Assignment is the second section under Local Policies. This allows you to assign accounts to various things on the system. For instance, if you have a service account that is used to launch non-interactive scripts, you need to add the user account to the logon as a batch job section.

	Security Options: Security Options is also located under Local Policies. This is a long list of security settings that can be defined for your system. They’re organized into like groups of configuration options like Accounts, Audit, DCOM, Devices, Domain Controller, Interactive Logon, Microsoft Network Client, Microsoft Network Server, Network Access, Network Security, Recovery Console, Shutdown, System Cryptography, System Objects, System Settings, and User Account Control.

	Advanced Audit Policy Configuration Settings: This area is all about auditing and the types of things that you can audit. It allows you to set up auditing for all different categories of events including: Account Logon, Account Management, Detailed Tracking, DS Access, Logon/Logoff, Object Access, Policy Change, Privilege Use, System, and Global Object Access Auditing.





Paying Attention to Windows Security

The Windows Security app provides a central location to view the security health of your system. You can view the status of your antivirus software under Virus & Threat Protection, check your firewall settings in Firewall & Network Protection, look at whether an app is trusted with App & Browser Control, and gain additional protections with Device Security.


Virus & Threat Protection

Virus & Threat Protection is a full-featured anti-malware solution. It’s able to check for regular updates and does scheduled and real-time scanning. It even provides ransomware protection capabilities. Check out Figure 1-9 for an idea of what the Virus & Threat Protection dashboard looks like.


 [image: Screen capture depicting Windows Security screen with Virus & Threat Protection dashboard.]

FIGURE 1-9: The Virus & Threat Protection dashboard offers a full featured anti-malware solution.





You can choose the settings for the Virus & Threat Protection screen across the organization using Group Policy. Simply make the changes that you want to push out to the organization by opening the Group Policy Management Editor. Open the Group Policy Object that you want to edit, and then double-click on Computer Configuration, followed by Policies, then Administrative Templates, then Windows Components, and then Windows Defender Antivirus.



Firewall & Network Protection

The Firewall & Network Protection area allows you to work with the various profiles in your Windows Firewall. You have a private profile and a public profile, and if your system is domain-joined, you have a domain profile as well. From here, you can add exceptions for applications so that they’re allowed through the firewall and you can adjust the notification settings of the Windows Firewall. See Figure 1-10 for an idea of what the Firewall & Network Protection area looks like.


 [image: Screen capture depicting Windows Security screen with Firewall & Network Protection.]

FIGURE 1-10: Changing the firewall settings from Firewall & Network Protection is simple with the links provided.







App & Browser Control

The App & Browser Control section is able to protect your system by checking applications and files that are downloaded from the web for threats. You can set it to block or warn when it comes across these files, or you can turn it off. The default is set to warn. In addition you can tweak the exploit protection settings built into Windows Server 2019 by clicking Exploit Protection Settings. App & Browser Control is shown in Figure 1-11.


 [image: Screen capture depicting Windows Security screen with App & Browser Control.]

FIGURE 1-11: App & Browser Control gives you the ability to protect yourself against downloaded executables and files, as well as configure Exploit Protection.





The Exploit Protection screen is worth a little more scrutiny (see Figure 1-12). It can protect you against multiple types of exploits and is on by default. It features Control Flow Guard, which helps to ensure the integrity of indirect calls made to the system, and Data Execution Prevention, which prevents code from being run in memory pages that are reserved for data. Plus, it offers Address Space Layout Randomization (ASLR), which provides randomization for the locations where executables are stored in your server’s memory. This provides protection against buffer overflow attacks.


 [image: Screen capture depicting Windows Security screen with Exploit Protection.]

FIGURE 1-12: Exploit Protection provides several more advanced mechanisms to protect your system, already enabled by default.







Device Security

Last but not least is the Device Security section, which provides utilities that allow you to interact with your Trusted Platform Module (TPM) chip (if you have one) and virtualization controls. The TPM is a chip on your motherboard that generates cryptographic keys and keeps half of the key; the other half of the key is stored on disk. This prevents a thief from stealing a hard drive and decrypting it on another system. There is a button to clear the TPM, and users can receive recommendations to update their TPM firmware when there is an update available. There is also a Hypervisor Control Integrity setting that you can use to enable or disable this functionality. It’s used to determine if software running in kernel mode like drivers is safe software. You can see in Figure 1-13 that the Hypervisor Control Integrity piece is running on my virtual machine, but it has no TPM exposed to it, so the TPM options do not exist.


 [image: Screen capture depicting Windows Security screen with  Hypervisor Control Integrity in Device Security.]

FIGURE 1-13: The Hypervisor Control Integrity feature is shown under Core Isolation on this virtual machine.





If you click Core Isolation Details, you can adjust the settings for Hypervisor Control Integrity. You’re presented with a simple slider switch that allows you to enable or disable memory integrity.






Chapter 2

Configuring Shared Resources


IN THIS CHAPTER

[image: Bullet] Understanding the differences between shared folder permissions with file system security

[image: Bullet] Sharing resources on Windows Server 2019

[image: Bullet] Setting up federated access with Active Directory Federation Services

[image: Bullet] Understanding and deploying Active Directory Rights Management Services



One of the most common tasks that a system administrator faces when getting systems on the network is making sure that the resources on those systems are available.

In this chapter, I explain shared folder permissions, printer sharing, and how to share other items of interest from your server. I also explain how to set up Active Directory Federation Services (AD FS), which allows you to use the same authentication source against other entities and applications, as well as configure Active Directory Rights Management Services (AD RMS) to protect documents that you’re sharing internally and externally.



Comparing Share Security with File System Security

Making resources available to your end users without giving them access to the servers the resources are on is a must in organizations. By sharing a folder, you can map a drive to the shared folder for your end users automatically. The end user sees another drive (think home drives or department drives), when in reality it’s a folder that resides on a server. One of the most confusing things for new system administrators is how to share a folder. There are two tabs: Security and Sharing. For an explanation on discretionary access control lists (DACLs) and the different permission levels available on the Security tab and the Share tab, check out Book 5, Chapter 1.

As a best practice, you’ll typically set more open access on the shares, and then restrict access with the New Technology File System (NTFS) permissions on the Security tab. This simplifies administration greatly, and with the Effective Permissions tab, you can check to ensure that users are getting the permissions to the share and its contents that they’re supposed to have.

[image: Technical stuff] You may be wondering, “Why do I have set permissions in two places? That’s just silly!” I agree. The reason predates the NTFS file system. Before NTFS, there was FAT16 and FAT32. These files systems didn’t allow you to set access control the way you can with NTFS. So, to properly secure shares, the Sharing tab was introduced, which provided the basic three settings: Read, Change, and Full Control. When the NTFS file system was introduced, all of a sudden you had access to much more granular access controls. And that brings us to where we are today. Many system administrators set the same permissions on both NTFS and the shares. This does work, but it adds a great deal of complexity to the management of the shares. What Microsoft and the majority of Microsoft trainers recommend is to set pretty open permissions on the share, and then restrict access through NTFS using the Security tab.


Shared folder permissions

When you create a share, you create a UNC path (\\servername\sharename) that your users can then use to connect to that folder. The great thing about setting up folder shares is that you can use shares to give your users access to the intended folder, without needing to give them any access to log in to the server.

Security settings on shares tend to have more open permissions, while restrictions are now done on the Security tab and are enforced by the file system.

In Figure 2-1, you can see the share permissions for the Software folder. Notice that everyone has full control.


 [image: Screen capture depicting Permissions for software dialog box with Everyone selected.]

FIGURE 2-1: Share permissions are pretty open in this example. Everyone has full control.







File system security

NTFS was first introduced in 1993, but it didn't gain popularity until quite a bit later. NTFS was the first file system supported by Windows that offered more granular access control. Rather than the three basic permissions provided by shares, it has six permissions that can be assigned: Full Control, Modify, Read & Execute, List Folder Contents, Read, and Write.

The current best practice is to have more open permissions on shares, while using the NTFS file system to restrict access to the folder. The reasoning behind this best practice is that it would be difficult to set both share and NTFS permissions and keep them both in sync. To avoid this issue, you would want to use one over the other. Because NTFS permissions offer more granularity, they’re the logical best choice.

In Figure 2-2, you can see that a user named Kay Smith has Read & Execute, List Folder Contents, and Read for permissions. In the next section, I explain why this is important.


 [image: Screen capture depicting Permissions for software dialog box with  NTFS permissions set.]

FIGURE 2-2: Here, NTFS permissions set on the Security tab are more restrictive than the share permissions.







Effective permissions validation

Effective permissions refers to the permissions that a user has actually been granted as a combination between file system permissions and share permissions. Securing your shares with NTFS is preferred due to its granularity and the fact that it applies to both local and network access. In either case, the more restrictive permission will apply. If a user does not explicitly have access granted, he’ll be denied access by default. See Table 2-1 for examples of effective permissions.



TABLE 2-1 Effective Permissions




	
Share Permissions

	
NTFS Permissions

	
Effective Permissions






	
Read

	
Full Control

	
Read




	
Full Control

	
Read

	
Read






Now that you have an idea of how effective permissions work, let’s go back to the example that I show you in the previous sections. The share permissions on my server had everyone set to Full Control. The NTFS permissions gave the Kay Smith user much more limited permissions. Check the Effective Permissions tab to see what she actually has: 


	Right-click the folder you want to check permissions on and choose Properties.

	Click the Security tab.

	Click Advanced.

	Click the Effective Access tab.

	Fill in the user or group you want to check and then click View Effective Access.



You can see the results for the Kay Smith user in Figure 2-3.


 [image: Screen capture depicting Advanced Security Settings window with Effective Access tab.]

FIGURE 2-3: The Effective Access tab shows you what a user or group actually has for permissions.





The check-marked items are the access that was given to the Kay Smith user on the Security tab. Also, notice that each of the items with a red X says File Permissions under the Access Limited By column.




Sharing Resources

You may want to share other items beyond the typical files and folders. For example, you may want to share device drives or other hardware. In this section, I walk you through a few of the things that you may want to share and explain how to do so.


Storage media

You may need to share access to a DVD drive or an external storage device that is attached to your machine. This is a very simple thing to do. Just follow these steps: 


	Open File Explorer, and click This PC.

	Right-click the storage media that you want to share, and choose Give Access To⇒  Advanced Sharing (see Figure 2-4).

	On the Sharing tab, click the Advanced Sharing button.

	Select the Share This Folder check box.

	
Create a more descriptive drive name.

By default, the drive name is the letter of the DVD drive.


	Click Permissions, add whoever you want to have access to the drive, and click OK.

	
Click OK again.

Your drive will be shared.





 [image: Screen capture depicting Advanced Sharing selected from drop-down menu in D Drive.]

FIGURE 2-4: Sharing a storage device follows similar steps to sharing a folder.





You can tell the storage drive is shared because an icon with two people will show up underneath it after you’ve shared it.



Printers

Sharing a printer is relatively straightforward as well, though the steps are a little different than they are for sharing storage devices. In more than a few organizations, I’ve seen a local printer shared where there was an enterprise-wide print server. You might ask why they were sharing a printer from a workstation rather than use it through the print server. The answer was usually along the lines of a one-off printer.

Follow these steps to share a printer: 


	Click Settings and then click Devices.

	Click Printers & Scanners.

	Select the printer you want to share, and click Manage.

	
Click Printer Properties.

The Printer Properties dialog box appears.


	Click the Sharing tab.

	Click Change Sharing Options.

	
Select the Share This Printer check box and choose any other options that you want.

[image: Tip] I recommend keeping Render Print Jobs on Client Computers checked because this will reduce the load on your system when people print.


	Click OK.





Other resources

How you share other resources will depend on what you want to share. In a Windows Server environment, the options to share should be very similar to what was already covered, so if you understand how to share folders and printers, you should be able to handle any sharing requests that come your way.




Configuring Access with Federated Rights Management

Sharing isn’t always limited to things like folders or hardware. Sometimes you may want to “share” credentials with another entity like using your Active Directory on-premises to authenticate to the Microsoft Azure portal. This isn’t a true sharing, of course. By setting up Active Directory Federation Services (AD FS), you aren’t giving Microsoft your credentials; you’re simply federating a trust.

You may also find that you want to have greater control over your files when they leave your organization. Maybe you want to password encrypt them or force them to expire. You can do these things with Active Directory Rights Management Services (AD RMS).

In this section, I dig into AD FS and AD RMS, explaining what each of these does and how to configure them.


Working with Active Directory Federation Services

If you’ve ever worked with Active Directory before, you probably liked the fact that so many of your internal applications could take advantage of Active Directory, too. Your users were able to use just one username and password to access all the things that they needed to do their jobs. But what about these third-party cloud services that are popping up everywhere? Wouldn’t it be great of your users could use the same usernames and passwords that they know to access these third-party solutions? Great news! They can use their usernames and passwords, in the third-party-supported AD FS.

So, how does AD FS work? Let’s look at the authentication process. Site 1 is your local network where your domain controllers and your AD FS and AD FS Proxy servers live. Site 2 hosts the third-party website you want to authenticate to using your Active Directory credentials. There is a trust set up between Site 1 where you are and Site 2 where you want to access resources. The AD FS server in Site 1 is referred to as the identity provider, because that’s where the authentication takes place. Site 2 is referred to as the trusting party; it relies on the token from AD FS to determine if you’re an authenticated user or not. It works like this: 


	You open your browser and type in the URL for Site 2.

	Site 2 redirects the request to the Site 1 AD FS Proxy server, which asks for your username and password.

	After the request is authenticated, the Site 1 Proxy returns you to Site 2 with a token that contains the claims about your user account including your identity.

	You’re logged into Site 2.



[image: Remember] AD FS was designed with a very specific goal in mind: to provide a single sign-on (SSO) experience to your end users to web applications. It works really well for that purpose, and it’s what Microsoft recommends in most cases for authentication with Office365. AD FS was not designed to help authenticate other things that require the more traditional Windows NT token like access to file shares, Exchange Server (email), RDP, or older web applications that don’t understand claims.

At this point, you may be wondering how AD FS fits into a chapter on sharing resources. You aren’t sharing Active Directory after all. When you federate a trust with another organization, you can access that other organization’s resources. In essence, the other organization can share its resources (like a web application) with you without needing you to authenticate separately to its systems.

Now that you know what AD FS is, and the basics of how it works, let’s actually set it up. You need a Secure Sockets Layer (SSL) certificate to finish the configuration. For the purposes of these instructions, I’ll create a self-signed certificate, but you’ll want a certificate from a public certificate authority for an actual production AD FS server.

[image: Warning] Do not install AD FS on to a domain controller. AD FS proxy servers need to be public facing if you’re using them to authenticate against external resources like Software as a Service (SaaS) providers, and you certainly don’t want a domain controller exposed to the Internet.

To install, configure, and test an AD FS server, follow these steps: 


	From Server Manager, click Manage and then click Add Roles and Features.

	On the Before You Begin screen, click Next.

	On the Select Installation Type screen, click Next.

	On the Select Destination Server screen, click Next.

	On the Select Server Roles screen, select Active Directory Federation Services, and then click Next.

	On the Select Features screen, click Next.

	On the Active Directory Federation Services (AD FS) screen, click Next.

	On the Confirm Installation Selections screen, click Install.

	Click Close.



The first step is complete: You’ve installed AD FS. To make it useful, though, you need to configure it. Follow these steps: 


	Click the flag in Server Manager, and then click Configure the Federation Service on This Server (see Figure 2-5).

	On the Welcome screen, select Create the First Federation Server in a Federation Server Farm, and click Next.

	On the Connect to Active Directory Domain Services screen, enter the name of a Domain Administrator, and click Next.

	
On the Specify Service Properties screen, select the SSL certificate you want to use.

The Federation Service Name will fill in based on the common name on the certificate.


	
Fill in the Federation Service Display Name, and click Next.

On the next screen, you need to create a group managed service account, but this option will most likely be grayed out because the KDS Root Key has not been created. You’ll get an error similar to Figure 2-6.


	Right-click Start, and select Windows PowerShell (Admin).

	Type in the following command, and then press Enter: 
Add-KdsRootKey -EffectiveTime (Get-Date).AddHours(-10)

The KDS Root Key is created.

[image: Technical stuff] Key Distribution Service (KDS) keys are required for you to be able to generate passwords for Group Managed Service Accounts (gMSAs). A gMSA is a type of service account that is able to manage the synchronization of its password to multiple systems automatically. The service using the gMSA needs to support gMSAs for this to work.


	
Return to the Active Directory Federation Services Wizard and click OK on the error box.

You may need to click Previous and then click Next to get the option for Create a Group Managed Service Account to be available.


	
Select Create a Group Managed Service Account, type the name you want to use, and click Next.

I’ll use gmsa_adfs.


	
On the Specify Configuration Database screen, select Create a Database on This Server Using Windows Internal Database and click Next.

[image: Tip] In a production environment, you’ll most likely want to select an actual SQL Server to host the database for AD FS. The Windows Internal Database is limited and not very scalable.


	On the Review Options screen, click Next.

	
On the Pre-requisite Checks screen, click Configure.

The installation screen will show you the progress and any errors it ran into. When it’s complete, you’ll see the Results screen, with the message “This server was successfully configured.”


	Click Close.

	Restart the server for the AD FS role to finish its configuration.




 [image: Screen capture depicting Server Manager with Configure the Federation Service on This Server option.]

FIGURE 2-5: Configuring the AD FS role after installation.






 [image: Screen capture depicting Specify Service Account dialog box.]

FIGURE 2-6: You will be prompted to create a KDS Root Key if one does not exist.





To make sure that AD FS is up and running, you need to enable the page you’re going to use for testing. Starting in Windows Server 2016, the idpinitiatedsignon.aspx page was disabled by default. Follow these steps: 


	Right-click the Start Menu and choose Windows PowerShell (Admin).

	Type in the following command, and press Enter: 
Set-AdfsProperties -EnableIdPInitiatedSignonPage $true


	
Open Internet Explorer and navigate to https://ADFS_FQDN/adfs/ls/idpinitiatedSignOn.aspx.

You see a screen similar to Figure 2-7 if everything is working properly.


	Click the Sign In button.

	
Enter an Active Directory username and password, and click OK.

You’re presented with a screen that says “You are signed in.”





 [image: Screen capture depicting https://ADFS_FQDN/adfs/ls/idpinitiatedSignOn.aspx on a browser with Sign In option.]

FIGURE 2-7: If everything is configured properly, you get the AD FS login page.





After you’ve confirmed that AD FS is working, you can disable the page you used to test it with by entering the following command: 

Set-AdfsProperties -EnableIdPInitiatedSignonPage $false




Working with Active Directory Rights Management Services

AD RMS allows you to provide data protection on documents made in RMS-aware applications like Microsoft Office. This protection can follow the document off-premises and can be applied even when there is no network connection. In short, the data is protected regardless of where it goes. You can set encryption and access expiration requirements. And you can even prevent emails or documents from being copied and pasted or printed.

AD RMS is installed through the already familiar Server Manager interface. Configuration isn’t exceptionally complex either. Follow these steps to get AD RMS up and running in your environment: 


	From Server Manager, click Manage and then click Add Roles and Features.

	On the Before You Begin screen, click Next.

	On the Select Installation Type screen, click Next.

	On the Select Destination Server screen, click Next.

	On the Select Server Roles screen, select Active Directory Rights Management Services, click Add Features, and then click Next.

	On the Select Features screen, click Next.

	On the Active Directory Rights Management Services screen, click Next.

	On the Select Role Services screen, accept the default with just AD RMS selected, and click Next.

	On the Confirm Installation Selections screen, click Install.

	Click Close.



Now that you have AD RMS installed, there is some post-install configuration that needs to be done. Follow these steps: 


	Click the flag in Server Manager and click the Perform Additional Configuration link shown in Figure 2-8.

	On the Active Directory Rights Management Services screen, click Next.

	On the Create or Join an AD RMS Cluster screen, choose Create a New AD RMS Cluster, and click Next.

	
On the Select Configuration Database screen, enter the name of your SQL server and click Next.

For lab environments, it’s okay to choose Windows Internal Database.


	On the Specify Service Account screen, click Specify, enter the username and password of the service account for AD RMS, click OK, and then click Next.

	
On the Specify Cryptographic Mode screen, select Cryptographic Mode 2 and click Next.

[image: Tip] Unless there is a need for legacy support, you should always choose Cryptographic Mode 2. It has longer private keys (2048 bits) and uses a stronger hashing algorithm. This makes it more difficult for an attacker to break through your encryption because it becomes more time intensive with larger key sizes.


	On the Specify AD RMS Cluster Key Storage screen, select Use AD RMS Centrally Managed Key Storage and click Next.

	On the next screen, set a password to protect the cluster key, and then click Next.

	
Select the website that you want to use for AD RMS, and then click Next.

In this case, I’ll just use the Default Web Site.


	On the Specify Cluster Address screen, set the Connection Type to Use an SSL-Encrypted Connection, give the cluster a name (this must be a fully qualified domain name), and then click Next.

	
On the Choose a Server Authentication Certificate screen, choose an existing certificate and click Next.

Note that you can create a self-signed certificate or choose a certificate later. If you don’t have a certificate available, select Self-Signed for now and replace it with a valid certificate as soon as possible.


	On the Server Licensor Certificate screen, click Next.

	
On the next screen, leave the default Register the SCP Now selected and click Next.

You’re finally on the Confirmation page!


	If everything looks correct, click Install.

	After installation has finished, click Close.




 [image: Screen capture depicting Server Manager and click the Perform Additional Configuration link drop-down menu.]

FIGURE 2-8: After AD RMS is installed, you need to configure it.





Now you have AD RMS installed and configured. I’m sure you want to jump right in and start playing around. If you try to open the AD RMS console right now, though, you get an error that says “The request failed with HTTP status 401: Unauthorized.” This happens because a group was created, called AD RMS Enterprise Admins. This group is created locally on the server, and though your account is added to it automatically, you don’t get the benefits of the new permissions until you log out and then log back in. Go ahead and do that now. I’ll wait.

After you’ve logged out and logged back in, Server Manager will launch automatically. Choose Tools ⇒  Active Directory Rights Management Services. You see a console similar to Figure 2-9.


 [image: Screen capture depicting Active Directory Rights Management Services window with AD RMS screen.]

FIGURE 2-9: You can manage AD RMS from the console available through Server Manager’s Tools menu.





Now you need to set up a rights policy template, which is what helps to define any rules and/or conditions that you want to apply to data that is protected by the template. Follow these steps: 


	In the Active Directory Rights Management Services console, click Rights Policy Templates in the menu on the left.

	Click Create Distributed Rights Policy Template, shown in Figure 2-10.

	Click Add.

	Fill in the Template Identification Information: Language, Name and Description, click Add, and then click Next.

	
Select the users who can access the protected data and what rights they’ll have.

In my case, I have given my demo user full control, but I’ve given my user Kay Smith very little control, as shown in Figure 2-11.


	
Click Next.

[image: Technical stuff] In a production environment, you would want to assign rights via groups rather than individually named users. The group must have an email address associated with it.


	In the Content Expiration section, choose Never Expires and click Next.

	On the Specify Extended Policy screen, don’t make any changes. Just click Next.

	On the Specify Revocation Policy page, don’t make any changes. Just click Finish.




 [image: Screen capture depicting Active Directory Rights Management Services window with Distributed Rights Policy Template.]

FIGURE 2-10: Creating the Rights Policy Template defines what you want to apply to protected data.






 [image: Screen capture depicting Create Distributed Rights Policy Template window with Add User Rights screen.]

FIGURE 2-11: Ensuring that a user can view but do nothing else is simple with AD RMS.





Now that the rights policy template is created, you need to configure the actual distribution for the template. You do this in PowerShell. To open PowerShell, right-click the Start Menu and click Windows PowerShell (Admin).

First, you’ll create a new directory on a storage drive. You can place this new directory wherever you would like. I’m placing it on C: for this demonstration, but I recommend that you don’t store it on the system drive for a production deployment. Then you need to share the directory to the AD RMS service account. You do this for the AD RMS templates. You can see all the commands from my environment in PowerShell in Figure 2-12.


 [image: Screen capture depicting Windows PowerShell folder creation code.]

FIGURE 2-12: Creating the folders and the shares is simple through Windows PowerShell/





Now go back to the AD RMS Management Console, where you’ll set up the file location for it to save templates: 


	Click Change Distributed Rights Policy Templates File Location.

	Click Enable Export and then type in the UNC path for the folder share, as shown in Figure 2-13.

	Click Apply and then click OK.




 [image: Screen capture depicting Rights Policy Templates dialog box.]

FIGURE 2-13: When the share is created, you need to point AD RMS to where you want the templates exported to.





To verify that this is working, go to your template location. You should see an XML document with the name that you gave it earlier.

Now that the server is set up, your users will be able to restrict access to their documents with the templates you’ve given them access to. When your users want to protect a document in Microsoft Word, for example, they can click the File tab, click Restrict Access, and then click Connect to Rights Management Servers and Get Templates, as shown in Figure 2-14. Templates you’ve defined on the RMS server will display, and your user can choose the appropriate template based on the kind of data that is in the document.


 [image: Screen capture depicting Protect Document drop-down menu with Restrict Access option selected.]

FIGURE 2-14: The Protect Document button allows you to select an RMS template that is defined on your AD RMS server.









Chapter 3

Configuring Operating System Security


IN THIS CHAPTER

[image: Bullet] Examining User Account Control and what it can do for you

[image: Bullet] Administering user passwords in Windows Server 2019

[image: Bullet] Understanding and configuring Credential Guard

[image: Bullet] Configuring the startup and recovery options in Windows Server



Windows Server 2019 provides multiple built-in security mechanisms that allow you to better secure your system for no extra cost past that of the server OS license.

In this chapter, you learn about some of these built-in mechanisms — how they work and how to take advantage of them.



Understanding and Using User Account Control

You can’t have a discussion about Windows internal security without a discussion of User Account Control (UAC). Love it or hate it, it serves a purpose.


Using User Account Control to protect the server

If you’ve worked with Windows operating systems at all, you’ve no doubt been prompted that something is trying to install. You’ve most likely received a screen similar to Figure 3-1, rolled your eyes, and allowed it. This interruption is annoying when you’re trying to install something, but imagine if it prompted you to install something when you weren’t attempting an install. This is what UAC is designed to protect against.


 [image: Screen capture depicting User Account Control window option with query for authorization.]

FIGURE 3-1: The familiar User Account Control window protects your system from unauthorized software or unauthorized users.





In the past, if you accidentally went to a website or opened an email that had malware, that malware could potentially run with administrator permissions without interference, and you wouldn’t even know that it had run. UAC shored up this weakness. Now, if you download malicious code and it attempts to elevate its privileges, you’re prompted with the familiar box asking if you want to allow it to run as administrator. This gives you the ability to stop it from even getting the chance to run in the first place.

[image: Warning] It’s not a good idea to access the Internet on a server. It may even be against your organization’s policies. If you must download software for your server from the Internet, download it to your workstation first, and then copy it to the server.



Running tasks as administrator

You may be wondering how you can tell if an application will give you a UAC prompt when you run it. If the application’s icon has a small shield in its lower-right corner, you’ll get a UAC response from it.

[image: Tip] UAC is great for interactive sessions, but what if you’ve scheduled tasks that you need to run. These tasks are run in a non-interactive session, so how do you get them to run as administrator without UAC interfering? When you’re creating the task in Task Scheduler, make sure that you select the Run Whether a User Is Logged On or Not radio button, and select the Run with Highest Privileges check box. With those items selected, your scheduled tasks will be able to run as administrator with no interference from UAC.



Watching out for automatic privilege elevation

This feature allows administrative accounts to go about their business without receiving any of the UAC prompts. Sounds great, right? The downside is that this is very similar to what you would get if you turned off UAC completely.

Maybe you understand the risks inherent with doing this, and you still want to have automatic privilege elevation. If so, see the “Using the Local Security Policy to Control User Account Control,” later in this chapter. There, I go over the necessary steps to allow automatic privilege elevation.



Overriding User Account Control settings

There are several ways to override or permanently disable UAC. Some methods provide more granularity than others. I never recommend permanently disabling UAC. I do, however, recommend tuning it so that it works more seamlessly with your users and administrators. UAC is protecting your system, after all, so it’s best to allow it to do exactly that.


Working with User Accounts in Control Panel

One of the common methods for dealing with UAC is to just turn it off when it annoys you. I don’t recommend this course of action, but it can be accomplished quite easily with the User Accounts applet: 


	Open the Control Panel, and click User Accounts.

	Click User Accounts again.

	Click Change User Account Control settings, as shown in Figure 3-2.

	
In the User Account Control Settings box, choose Never Notify (see Figure 3-3).

Your four options are as follows: 


	Never Notify

	Notify When Apps Try to Make Changes (Don’t Dim the Desktop)

	Notify When Apps Try to Make Changes (Default)

	Always Notify When Apps Try to Make Changes or You Try to Make Changes







 [image: Screen capture depicting User Accounts window with Change User Account Control settings.]

FIGURE 3-2: Turning off User Account Control in User Accounts is simple, but it should be done with caution.






 [image: Screen capture depicting User Accounts window with User Account Control Settings box, Never Notify option.]

FIGURE 3-3: Choosing Never Notify disables UAC for the logged-in user.







Using the Local Security Policy to control User Account Control

In most cases, you’re going to want more granularity than you have through User Accounts in the Control Panel. This is where the Local Security Policy is really handy.

To bring up the Local Security Policy box, click the Start Menu and then type secpol.msc and press Enter. Select Local Policies and then Security Options and scroll all the way down. You see multiple options for UAC configuration toward the bottom, all sorted by User Account Control, as shown in Figure 3-4. If you want to change these settings across your organization, make the changes discussed here in Group Policy instead of the Local Security Policy.


 [image: Screen capture depicting Local Security Policy window with Security Options.]

FIGURE 3-4: The Local Security Policy allows for more granular configuration of User Account Control.





I promised you earlier in this chapter that I would show you how to automatically elevate administrative permissions without the UAC prompts. Here’s how: 


	Double-click User Account Control: Behavior of the Elevation Prompt for Administrators in Admin Approval Mode.

	Select Elevate without Prompting and click OK.



This automatically elevates your permissions as needed.

Several other settings are also behaviors you can choose from for Admin Approval Mode: 


	Elevate without prompting: Allows a privileged account to run executables and make changes to the system with no prompts.

	Prompt for credentials on the secure desktop: The user’s screen will be dimmed, and the user will be asked for credentials. The user will not be able to interact with the desktop until he either enters credentials or cancels the operation that he was attempting.

	Prompt for consent on the secure desktop: The user’s screen will be dimmed, and the user will be asked to permit or deny the action. The user will not be able to interact with the desktop until he makes a choice.

	Prompt for credentials: When something requires administrative privileges, the user is prompted for administrative credentials.

	Prompt for consent: When something requires administrative privileges, the user is asked to permit or deny the action. If the user permits it, it will run with the user’s highest level of permissions. If the user doesn’t have high enough permissions, then the action will not occur.

	Prompt for consent for non-Windows binaries (default): When something that is not a Windows program requires administrative privileges, the user is asked to permit or deny the action. If the user permits it, it will run with his highest level of permissions. If the user doesn’t have high enough permissions, then the action will not occur.







Managing User Passwords

With most systems today, passwords are managed by Active Directory — the exception to that being in a workgroup environment, where password management is done locally on each system. Understandably a lot of people don’t have the best understanding of how to manage local passwords. Luckily, Windows Server 2019 happens to have a tool that simplifies working with passwords locally and on the network.

Regardless of whether you’re using a local sign-on or a domain account to sign on, Windows Server 2019 (and Windows 10!) uses a product called Credential Manager to save your web and Windows credentials. You can access Credential Manager in the Control Panel by clicking User Accounts and then clicking Credential Manager.

The great thing about Credential Manager is that it gives you the ability to save credentials so that you can have an almost single sign-on type of experience. You can back up and restore credentials, as well as add Windows credentials, certificate-based credentials, and generic credentials all from the same pane of glass, shown in Figure 3-5.


 [image: Screen capture depicting Windows credentials in Credential Manager.]

FIGURE 3-5: Credential Manager allows you to manage your network passwords from one single location.







Understanding Credential Guard

Credential Guard was introduced in Windows Server 2016 as a way to mitigate some of the password attacks that were becoming more common. It protects just about anything that could be considered a credential on a Windows server including NT LAN Manager (NTLM) password hashes, Kerberos Ticket Granting Tickets (TGT), and credentials that are stored by applications as domain credentials. NTLM was a protocol that was developed by Microsoft to facilitate authentication. It stores hashed password values on the server or on the domain controller. Kerberos provides stronger encryption capabilities and uses ticket-based authentication. The ticket granting ticket (TGT) is used to request access to resources. Credential Guard is available on Windows Server 2016/Windows 10 and newer.

[image: Warning] Do not enable Credential Guard on Domain Controllers. It can cause crashes.


How Credential Guard works

Traditionally, Windows stored secrets in the Local Security Authority (LSA). These secrets were stored in memory, which made them vulnerable to credential theft. With Credential Guard enabled, LSA talks to the newer isolated LSA process that protects secrets with virtualization-based security. Secrets are no longer stored in memory and are much better protected against credential theft. Hacking tools like Mimikatz can’t extract credentials from memory anymore, which provides a layer of protection for credentials that didn’t exist before Credential Guard.

[image: Remember] Credential Guard is not designed to protect credentials that are stored in Active Directory or the Security Accounts Manager (SAM). It’s designed to protect secrets while in use so that they aren’t being stored in memory where they can be stolen.



Credential Guard Hardware Requirements

To support Credential Guard, there are a few requirements that need to be met. Most modern systems should be able to meet these requirements without any difficulty: 


	Hardware must support virtualization-based security. 
	You need a 64-bit CPU.

	Your CPU must support virtualization extensions (Intel VT-x or AMD-V) and extended page tables (SLAT).

	Your system needs to be able to run the Windows hypervisor, Hyper-V.




	Hardware must support secure boot.

	You must have TPM version 1.2 or 2.0.

	UEFI lock is preferred, though not a requirement. It prevents an attacker from disabling Credential Guard with a registry change.

	The UEFI firmware on your server must support secure boot and be on firmware version 2.3.1.c or higher.





How to enable Credential Guard

You have a few options for enabling Credential Guard. In this section, I cover the most common methods you would use in an Enterprise setting. Group Policy is one of the more common methods because it will apply to any domain-joined system. The registry can also be a very useful method, especially if you have systems that aren’t domain-joined.


Group Policy

Enabling Credential Guard by Group Policy is by far the simplest method because it has the least amount of steps and room for error. Follow these steps: 


	From Server Manager, click Tools and then click Group Policy Management.

	Expand Forest and Domains, and then expand the domain you want to apply Credential Guard to.

	Right-click Group Policy Objects and select New.

	
Name your policy and click OK.

I named mine Credential Guard.


	Expand Group Policy Objects if you haven’t already and click your new policy to select it.

	Right-click your policy and choose Edit.

	
Navigate through Computer Configuration, then Policies, then Administrative Templates, then System, and then Device Guard.

[image: Technical stuff] Device Guard is used to prevent malicious code from running, while Credential Guard is focused on protecting credentials from compromise. They’re different features but complement each other very well.


	Double-click Turn On Virtualization Based Security and select Enabled.

	
Under Select Platform Security Level, choose Secure Boot.

[image: Technical stuff] Secure boot prevents unauthorized software and/or drivers from loading as the system starts.


	
In the Credential Guard Configuration box, select Enabled with UEFI Lock.

Your settings should look like Figure 3-6.


	If your settings match Figure 3-6, click OK.




 [image: Screen capture depicting Turn On Virtualization Based Security screen with Credential Guard Configuration box.]

FIGURE 3-6: Enabling Credential Guard with Group Policy is the simplest and fastest method of deployment.







Registry

On some systems, you can’t apply Group Policy and you need another means of enabling Credential Guard. There are a few steps that you will need to perform to enable it through the registry. This section walks you through each of these steps.


ENABLE VIRTUALIZATION-BASED SECURITY

This first step only needs to be performed if the system on which you want to turn Credential Guard on is a Windows 10 build prior to build number 1607. Windows Server 2016 and newer does not require this step. 


	Open the Registry Editor by clicking the Start Menu and typing regedit.exe and then pressing Enter.

	Navigate to HKEY_LOCAL_MACHINE\System\CurrentControlSet\Control\DeviceGuard.

	Add the following DWORDS to the DeviceGuard key by right-clicking DeviceGuard and choosing New, and then choosing DWORD (32-bit) Value. 
	EnableVirtualizationBasedSecurity: Set the value to 1 to enable.

	RequirePlatformSecurityFeatures: Set the value to 1 for Secure Boot.






You can see the newly created DWORDs in Figure 3-7. When these DWORDs are created, you can turn on Credential Guard.


 [image: Screen capture depicting Registry Editor with DWORDS to the DeviceGuard.]

FIGURE 3-7: With the two keys set that enable virtualization-based security, you can enable Credential Guard.







ENABLE CREDENTIAL GUARD

The second step in this adventure is to actually enable Credential Guard. If you’re on Windows Server 2016 or newer, or Windows 10 1607 or newer, you may have skipped right to this step. If you aren’t sure how to access the Registry Editor, check Step 1 in the preceding section. 


	With Registry Editor open, navigate to HKEY_LOCAL_MACHINE\System\CurrentControlSet\Control\Lsa.

	Add a new DWORD named LsaCfgFlags and set the value to 1 to enable Credential Guard with UEFI lock.

	Close the Registry Editor.



[image: Tip] These settings will take effect after a reboot, because they were made in the HKEY_LOCAL_MACHINE (HKLM) hive.






Configuring Startup and Recovery Options

If you need to configure the Startup and Recovery settings for your server, you can do this through the Advanced System Properties dialog box in Windows Server 2019.

The Startup and Recovery dialog box allows you to choose things like which OS you want the system to start with (if you have multiple operating systems installed), the time to show the list of the operating systems, and the amount of time to show recovery options. You can also configure System failure to automatically restart the systems and whether you want it to create a memory dump or not. You can see these options in Figure 3-8.


 [image: Screen capture depicting Startup and Recovery dialog box.]

FIGURE 3-8: The Startup and Recovery dialog box allows you to set the startup and recovery functionality that you want your server to use.





You may be thinking, “Well, that’s cool, but how do I get to the Startup and Recovery dialog box?” I’m glad you asked. Follow these steps: 


	Click Start and then click the Control Panel tile.

	Click System and Security.

	Click System.

	Click Advanced System Settings, shown in Figure 3-9.

	Click the Advanced tab, and then click the Settings button in the Startup and Recovery section.




 [image: Screen capture depicting Advanced System Settings in System window.]

FIGURE 3-9: To access Startup and Recovery, you need to select Advanced System Settings.





In the Startup and Recovery dialog box, you can set the default operating system that you want to boot to, as well as how long you want the list of available operating systems to show up. This setting is helpful if you have multiple operating systems installed on the same server, and you want to specify which operating system should be considered the default. You can also configure what you want the system to do in the event of a failure, and whether you want a memory dump to occur, as well as where you want it stored, as shown in Figure 3-10. By default, if it encounters a failure, Windows Server 2019 automatically restarts and creates a memory dump. The memory dump is helpful later in diagnosing the issue that caused the system to fail.


 [image: Screen capture depicting Startup and Recovery dialog box with memory dump option.]

FIGURE 3-10: The Startup and Recovery dialog box allows you to configure the startup and recovery behavior of Windows Server 2019.





And there you have it. That’s how you change the startup and recovery options in Windows Server 2019.





Chapter 4

Working with the Internet


IN THIS CHAPTER

[image: Bullet] Understanding the Basics of the Windows Defender Firewall

[image: Bullet] Configuring and Managing the Windows Defender Firewall in Windows Server 2019



There are few things more basic to security than the principle of keeping bad things out and letting good things in. You may choose to block or restrict inbound traffic from risky protocols or port numbers. You might even lock down outbound traffic to only approved protocols and port numbers. Defining the acceptable forms of inbound and outbound traffic is typically accomplished with the Windows Defender Firewall.

In this chapter, I introduce you to the Windows Defender Firewall, including the configuration and usage tasks that every System Administrator should know.



Firewall Basics

The Windows Defender Firewall is a stateful firewall. This means that you can create a rule to allow inbound traffic, and established traffic will automatically be let back out. If you create an outbound rule, traffic going out will automatically be allowed back in. It can inspect all traffic passing through it and track the state of the connection. This is a great improvement over the older, traditional firewalls, referred to as stateless firewalls, for which you had to create a rule to allow traffic in both directions in an access control list. Stateless firewalls do not inspect traffic; they only allow or block based on source and destination IP addresses or ports.

The Windows Defender Firewall, like most of the firewalls out there, operates on a default deny for inbound connections. Essentially, if there is not a rule allowing traffic in, then it will be blocked. Outbound connections are typically allowed by default.


Getting acquainted with the Windows Defender Firewall profiles

The Windows Defender Firewall uses profiles to define trust levels of network traffic. The profiles can be assigned to specific network adapters, though by default all the profiles are enabled for each network adapter. As an example, the domain profile is used when a system is connected to a domain and will typically be more permissive than the public profile, which is designed to be used when a network adapter is connected to an untrusted network like the Internet.

The Windows Defender Firewall has three profiles: 


	Domain: This profile is available only if the system is joined to a domain. It’s the least restrictive of the profiles.

	Private: This profile is used if the system is sitting on a network that it has no association with; for instance, a system on a network that doesn’t have a domain would use the Private profile. The Private profile should be more restrictive than the Domain profile because there is less trust on a Private network than on a Domain network.

	Public: This profile is used when a connection is made to a public network like a hotel, restaurant, or coffee shop. It should be the most restrictive profile because it’s connecting with the least amount of trust to the network.





Enabling and disabling the Windows Defender Firewall

When you’re troubleshooting connectivity issues, the typical request is, “Can we disable the firewall?” I can’t tell you how often I was asked to do this by a vendor when troubleshooting connectivity issues with their applications. Technically, it is possible to disable the Windows Defender Firewall, but you should check your organization’s policy as to whether you’re allowed to do so.

[image: Warning] Disabling the Windows Firewall isn’t a good idea. It’s a layer of protection for your server.

With that disclaimer out of the way, let’s look at how to disable and enable the Windows Defender Firewall. There are three ways to enable and disable the firewall. You can do it through the graphical user interface (GUI), through PowerShell, or through the command line.


Disabling/enabling through the graphical user interface

Disabling the firewall through the GUI is definitely the longest process of the three. You can’t simply disable all at once; instead, you have to turn it off for each individual profile.

Here are the steps involved with turning off the firewall for the Domain profile (the steps are the same for the Public and Private profiles, just substitute the desired profile in Step 4): 


	Right-click the Start menu and click the gear icon to go into the Settings menu.

	Click Update & Security and select Windows Security.

	Under Protection areas, click Firewall & Network Protection (shown in Figure 4-1).

	
Click Domain Network (Active).

[image: Tip] If you don’t see a domain profile, it’s because the system is not connected to a domain. This profile does not show up unless the system is domain joined.


	To disable the Windows Defender Firewall, click the Windows Defender Firewall toggle switch, currently in the on position in Figure 4-2, to slide it to off.

	To re-enable the firewall, simply click the toggle switch again to slide it back to the on position.




 [image: Screen capture depicting Settings screen with Windows Security option.]

FIGURE 4-1: Windows Defender Firewall settings are available through the Windows Security app in Update & Security.






 [image: Screen capture depicting Settings screen with Domain Network screen.]

FIGURE 4-2: Each Windows Defender Firewall profile can be disabled individually with the toggle switch.







Disabling/enabling through PowerShell

One of the methods to disable or enable the firewall is with PowerShell. It’s a simple one-line command to turn it off for all the Windows Defender Firewall profiles or to turn it off for a specific profile. Here’s the command to disable the firewall for all profiles: 

Set-NetFirewallProfile -Profile Domain,Public,Private -Enabled False

 

To re-enable the firewall for all profiles, use the following: 

Set-NetFirewallProfile -Profile Domain,Public,Private -Enabled True

If you only want to disable/enable one of the profiles, you would use just that profile name instead of Domain,Public,Private.



Disabling/enabling through the Command Prompt

Disabling and enabling via the Command Prompt is a one-line command that can be used to disable or enable all or specific profiles. Here's how to disable the firewall for all profiles: 

netsh advfirewall set allprofiles state off

To re-enable the firewall for all profiles, use the following: 

netsh advfirewall set allprofiles state on

If you only want to disable/enable one of the profiles, you would use just that profile name (domain, public, or private) instead of allprofiles.





Configuring Windows Defender Firewall with Advanced Security

To configure Windows Defender Firewall, you need to get into the Advanced Settings. Follow these steps: 


	Right-click the Start menu and click the gear icon to go into the Settings menu.

	Click Update & Security and select Windows Security.

	Under Protection Areas, click Firewall & Network Protection.

	Scroll down and click Advanced Settings.



The Advanced Settings screen looks familiar if you’ve worked with Windows Defender Firewall in the past. It shows you, at a glance, which profiles are enabled, as well as a basic overview of what kind of blocking state the firewall is in (see Figure 4-3).


 [image: Screen capture depicting Windows Defender Firewall with Advanced Security with Windows Defender Firewall screen.]

FIGURE 4-3: The Advanced Settings screen of the Windows Defender Firewall allows you to make granular changes to the way the firewall behaves.





The left side of the screen give you several options: 


	Inbound Rules: If an inbound connection doesn’t match a rule in the Inbound Rules area, then by default it will be blocked. Clicking this area gives you the ability to enable built-in rules or create custom rules.

	Outbound Rules: If an outbound connection doesn’t match a rule in the Outbound Rules area, then by default it will be allowed. Clicking this area gives you the ability to enabled built-in rules or create custom rules.

	Connection Security Rules: This area allows you to configure your system to use IPSec to protect communications between endpoints.

	Monitoring: This area lets you see at a quick glance which profile rules are enabled and if there are any connection security rules configured. It also lets you see if there are any Security Associations set up currently. See the “Understanding IPSec” section, later in this chapter, if you aren’t sure what an SA is.




Working with profile settings

For most people, the default profile settings work well. But what if you work for an employer who wants to be very strict about outbound connections not allowing traffic out unless it’s explicitly allowed? You can change the behavior of the profile.

From inside the Advanced Settings screen, right-click Windows Defender Firewall with Advanced Security and select Properties. You see tabs for each of the profiles and a tab for IPSec. Start with the tab for the Public Profile, shown in Figure 4-4.


 [image: Screen capture depicting Windows Defender Firewall
with Advanced Security Profiles screen with Public Profile tab.]

FIGURE 4-4: Profiles can be changed from the default behavior in the Properties screen for Windows Defender Firewall.





There are a few settings that I want to call your attention to: 


	Firewall State: Here you have the choice of on or off. This can be set to disable or enable the firewall for the specific profile you’re on.

	
Inbound Connections: You have three options here: 


	Block: Blocks anything that is not allowed by a rule.

	Block All: Blocks everything regardless of whether there is a rule allowing it or not.

	Allow: Allows traffic regardless of whether the traffic is allowed by a rule.



The default setting for this is Block.


	
Outbound Connections: You have two options: 


	Block: Blocks anything that is not allowed by a rule.

	Allow: Allows traffic regardless of whether the traffic is allowed by a rule.



The default setting for this is Allow.


	Protected Network Connections: Clicking this button will allow you to select which network adapters you want the profile to be applied to.

	Settings: Clicking the Settings button lets you customize the settings of the profile that you’re on. This includes the settings regarding notifications, allowing unicast (one-to-one transmission), and whether you want to merge rules that are pushed out through Group Policy.

	Logging: The Logging button allows you to change the location of the firewall logs, set the size limit of the logs, and choose whether you want to log dropped packets and/or successful connections.



As you can probably tell, you can get very specific in terms of how you want a profile to behave and where you want that profile to apply to.



Working with inbound/outbound rules

Windows Server 2019 has quite a few firewall rules already created for you. The ones that are essential to the server to allow it to function properly are already enabled. Rules that support core networking functions and file and print sharing are great examples of that. When you install new roles and features, the firewall rules for these roles and features are automatically enabled as well.


Enabling prebuilt rules

Enabling the prebuilt rules is very simple: Simply right-click the rule that you want to enable and choose Enable Rule, as shown in Figure 4-5.


 [image: Screen capture depicting Windows Defender Firewall with Advanced Security with Enable Rule selected from drop-down menu.]

FIGURE 4-5: Enabling prebuilt rules can be done from the main screen. No need to open the rule in question.





To disable the rule, simply right-click it and choose Disable Rule.



Creating a custom rule

The prebuilt rules are convenient, but they tend to be very specific to Microsoft services. What if you need to install a vendor product with specific port needs?

Let’s create a rule from a use case: You’re a system administrator, and you’ve been asked to allow inbound connections to a domain-connected system hosting a MySQL database. You know that MySQL needs TCP port 3306, so let’s create a rule to allow this traffic: 


	Select Inbound Rules and then click New Rule (located in the menu on the right side of the screen).

	On the Rule Type screen, select Port and click Next.

	On the Protocols and Ports screen, leave the TCP selected and with Specific Local Ports selected, type 3306 into the text box, and then click Next.

	On the Action screen, select Allow the Connection, and then click Next.

	On the Profile screen, leave Domain checked, but uncheck Private and Public, and then click Next.

	On the Name screen, give it a meaningful name, and then click Finish.



[image: Tip] If your organization uses a ticketing system to track changes, putting the ticket number into the Description field of the rule can be very helpful to document why the change was made.

In Figure 4-6, you can see the rule that I created at the top. You can tell that it’s already enabled because it has the green check mark beside it.


 [image: Screen capture depicting Windows Defender Firewall with Advanced Security with InBound Rules selected and Allow MySQL Inbound option.]

FIGURE 4-6: The custom rule created for MySQL will allow inbound TCP/3306 traffic coming from the domain.





I can hear the voice inside your head saying, “That was easy, but where is the granularity?” You can get exceptionally granular on the rule. Let’s take a peek at the settings. Double-click a rule. I’ll use the MySQL rule that I just created.

There are eight tabs in all. Each tab allows for you to make a change to the rule. Some of the settings are the basic stuff that you set when you initially created the rule; others allow for more granularity than what was inside the rule wizard: 


	General: This tab allows you to adjust the name of the rule, whether it’s enabled, and whether you want to allow or block the traffic.

	Programs and Services: This tab allows you to specify an application or service that should be allowed through the firewall.

	Remote Computers: On the Remote Computers tab, you can choose to allow connections from only specific computers or to skip the rule for specific computers.

	
Protocols and Ports: The Protocols and Ports tab allows more depth than the wizard does when Port is selected. When I created the rule, I had the choice between TCP and UDP because I chose a Port rule. On this screen, however, I have many more options, shown in Figure 4-7. I could get these through the wizard if I chose Custom instead of Port.

I can change the local and remote ports on this tab as well. Currently, in my rule, I have TCP 3306 allowed.


	Scope: The Scope tab allows you to determine who should be allowed to connect. Local IP, for example, may be set if your system has multiple IP addresses but you only want to allow the connection from the rule through one of the IP addresses. By using the Remote IP, you’re setting which IPs the application on the server can reach out to. This can increase security posture greatly; for instance, with my MySQL server, maybe I only want to allow it to talk to the application server, but not the web server. I can set that with Scope.

	Advanced: Advanced allows me to set which profiles to apply this rule to, which network adapter to apply it to, and whether you want to allow edge traversal. Normally, you want this to be set to Block Edge Traversal, which is the default setting.

	Local Principals: The Local Principals tab allows you to set specific local users who are allowed to connect through the rule, or specify which users should be able to skip the rule.

	Remote Users: The Remote Users tab allows you to set specific remote users who are allowed to connect through the rule, or which users should be able to skip the rule.




 [image: Screen capture depicting Allow MySQL Inbound Properties dialog box with Protocols and Ports tab.]

FIGURE 4-7: There are many more protocols available through this tab than there were through the wizard because I created it as a Port rule.





You could have made all these settings through the wizard if you had selected Custom instead of Port. I like to take you through the exercise of looking at the individual tabs, though, because I’ve met quite a few system administrators who don’t understand what the tabs mean or how to edit the rule properly after it’s created.




Understanding IPSec

IP Security (IPSec) is used to secure communications over an IP-based network. It’s typically set up to support and secure network-to-network, host-to-host, or host-to-network communication. For businesses that deal with sensitive information, IPSec provides a method to encrypt data while it’s in transit. There are a few terms you should understand when talking about IPSec: 


	Security Association (SA): The SA is the most basic part of the IPSec connection. It’s an agreement between endpoints on how they’ll establish secure communication — everything from which cryptographical algorithm to use, which key to encrypt with, and other relevant network information. The key exchange used for IPSec follows two phases: 
	Main Mode or Aggressive Mode: Also referred to as IKE Phase 1. This phase securely creates the communication channel and handles the key exchange. This negotiation sets up the SA.

	Quick Mode: Also referred to as IKE Phase 2. All subsequent key exchanges are done through Quick Mode because it’s less resource intensive on the system.




	Internet Key Exchange (IKE): IKE is used to handle negotiations and authentication for the creation of IPSec SAs.





Configuring the IPSec settings

The IPSec tunnel can be configured through the Connection Security Rules section in Windows Defender Firewall. For this section, I’m going to create a server-to-server tunnel. 


	With the Advanced Settings screen open, right-click Connection Security Rules and select New Rule.

	On the Rule Type screen, select Server-to-Server and click Next.

	
On the Endpoints screen, define which endpoints will meet the criteria for the tunnel, and click Next.

I’m going to leave both of these on Any IP Address. In a production environment, you would want this to be more specific.


	
On the Requirements screen, you can select whether you want to request or require authentication, and click Next.

I’ll leave it on Request Authentication for Inbound and Outbound Connections.


	
On the Authentication Method screen, you can select Computer Certificate if you have an internal public key infrastructure (PKI) that can support this use.

I’ll click Advanced, and then click Customize.


	For this demo, I’ve elected to use NTLMv2 as my primary authentication method, with Kerberosv5 as a secondary authentication option, shown in Figure 4-8.

	Click OK.

	Click Next.

	On the Profile tab, keep Domain selected but uncheck Private and Public, and then click Next.

	On the Name page, give your IPSec tunnel a meaningful name, and then click Finish.




 [image: Screen capture depicting Customize Authentication Method screen with Kerberosv5 as a secondary authentication option.]

FIGURE 4-8: You can set primary and secondary authentication options for both computers and users.





Now you have the connection security rule finished. This needs to be set up on any system on which you want to use IPSec. As an example, I set it up on one of my other systems and the SA came up for it right away, as shown in Figure 4-9.


 [image: Screen capture depicting Windows Defender Firewall with Advanced Security with Main Mode folder.]

FIGURE 4-9: The SA between my two systems connected automatically after the connection security rules were set up on both systems.





[image: Technical stuff] I set up the connections using NTLM and Kerberos mainly because it was the simplest way to do it for the demonstration in the book. Although this does work, certificate authentication is preferred because it proves the identity of the sender given that the sending system/user should be the only entity with the private key. With the Customize button, you have the ability to add a pre-shared key if you would like, but this is not recommended because it’s stored in plaintext.
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Everyone knows that certificates are a good thing. Far fewer people understand what a certificate is and how it works.

When you go to a website, you might check that the site is using HTTPS. But what does the HTTPS actually mean? Its short for HyperText Transfer Protocol over SSL (which stands for Secure Sockets Layer). A certificate is used to secure the communication channel.

In this chapter, I explain certificates in general and tell you what type of certificates can be issued with Active Directory Certificate Services (AD CS). The certificates I discuss in this chapter are definitely not an exhaustive list, but they are some of the more commonly used certificates.



Certificates in Windows Server 2019

Windows Server 2019 provides AD CS, which is the focus of the next chapter in this minibook. AD CS allows you to stand up your own public key infrastructure (PKI), which allows you to issue certificates for users and internal systems that are trusted.

You can still install certificates from third-party certificate authorities, like GoDaddy and DigiCert; in fact, this is a must if the certificate is securing a resource that people outside your organization will access. However, if a resource will only be accessed by people within your organization, then it’s a prime candidate for an internal certificate issued by your organization’s PKI. This saves you the expense of the external certificate as well.


Cryptography 101

Cryptography is used to secure data in transit and at rest. Cryptography uses mathematical algorithms to generate “keys,” which are used to encrypt data. A single key may be used that can encrypt and decrypt the data (see “Symmetric cryptography”), or you may have a private key and a public key, which are mathematically linked. One key encrypts and the other decrypts (see “Asymmetric cryptography”).

[image: Technical stuff] A key is used by a cryptographic algorithm to change plain text into encrypted text, which is referred to as cipher text. It is also used to change the cipher text back into plain text. The key itself consists of a string of bits, the length of which is determined by what the algorithm you’re using supports, and the length that you specify.

There are two types of cryptography: symmetric and asymmetric.


Symmetric cryptography

Symmetric cryptography is the ability to encrypt and decrypt with the same key. When you’re using a shared secret or a password, you can think of that as symmetric cryptography. Because it only uses one key, it’s faster, but it’s also less secure because an attacker would only need to find out what the key is to decrypt the data. You can see a diagram of how symmetric cryptography works in Figure 5-1.


 [image: Image described by caption and surrounding text.]

FIGURE 5-1: Symmetric cryptography uses one key to encrypt and decrypt data.





[image: Technical stuff] A cipher is the algorithm that is being used to perform the encryption and decryption.

Some common symmetric ciphers include 


	3DES

	AES

	TwoFish

	BlowFish

	IDEA





Asymmetric cryptography

Asymmetric cryptography (or public key cryptography) is an encryption scheme where data is encrypted by one key and decrypted by another key. The keys are mathematically linked and will only work with each other. The private key is kept safe and offers non-repudiation (meaning that it can prove identity) because it isn’t distributed. The public key is given to others and is used to decrypt data that was encrypted by the private key. Asymmetric cryptography is what is used in public key infrastructure (PKI). A common example of asymmetric cryptography is when you use HTTPS. Say you go to your bank’s website. Your browser is presented with the public certificate, which it uses to encrypt and decrypt traffic with the bank’s web servers. Your bank’s web servers have the private key, which proves that the bank is who it says it is, and allows the bank to decrypt your traffic. You can see a diagram of how asymmetric cryptography works at a high level in Figure 5-2.


 [image: Image described by caption and surrounding text.]

FIGURE 5-2: Asymmetric cryptography uses two mathematically linked keys to encrypt and decrypt data.





Certificates fall under asymmetric cryptography. When you need to create a certificate, you generate a private key, and then a certificate signing request (CSR), which is an encoded representation of your public key. The CSR is given to a certificate authority, internal or external, and the certificate is created from there. The private key never leaves your possession.

Common asymmetric ciphers include 


	Diffie-Hellman

	DSS\DSA

	RSA

	ECDH

	ECDSA






Certificate-specific concepts

No introduction to certificates or cryptography would be complete without clearing up a few terms. If you understand these terms, then this chapter and the next will be a lot simpler: 


	CRL: The Certificate Revocation List keeps track of certificates that have been revoked, which makes them no longer valid. By default, the base CRL is updated every seven days, and the delta CRL is updated once a day.

	OCSP: The Online Certificate Status Protocol gives near real-time revocation information on certificates. This is an improvement over using strictly CRLs because CRLs don’t update as frequently.

	FQDN: A Fully Qualified Domain Name is the hostname and domain name. For instance, Server2.sometestorg.com would be an FQDN.

	CN: The common name on the certificate is typically going to be the same as the FQDN.

	SAN: Subject Alternative Names allow you to add more names to a certificate than just the common name. This is useful when you need to support short names and IP addresses, especially for development work. You can add whole other FQDNs as well, which makes these certificates very useful when you want to avoid wildcard certificates.

	Wildcard certificate: A certificate that is essentially valid for any host on your domain. A wildcard for sometestorg.com would be expressed as *.sometestorg.com. Wildcard certificates can be used to save money to secure multiple websites and/or servers.






Types of Certificates in Active Directory Certificate Services

There are many types of certificates in AD CS. The standard non-domain-joined server has a set of certificate templates out of the box, but a domain-joined Enterprise certificate authority (CA) has even more certificate templates to choose from.

In the following section, I discuss the more common types of user and computer certificates that you encounter, and what their uses are.


User certificates

User certificates are all about — you guessed it — the users. These certificates are typically used to establish the identity of a user. Here are some of the more common User certificate types that you may run into: 


	User: This certificate template is used for the traditional authentication-style certificate. It’s most commonly used in two-factor authentication (2FA) solutions as the second factor of authentication, after username and password. This is especially popular with virtual private network (VPN) solutions. You can always look at the template on the issuing CA, and it will tell you what purposes it’s approved for. In Figure 5-3, you can see the template properties for the User template.

	
Code Signing: When you need to run internal PowerShell scripts or executables and you want to ensure that they haven’t been changed or altered in any way, you want a code signing certificate. The Code Signing certificate validates that the code has not been changed or altered in any way since it was last signed. If you want to run remote PowerShell scripts, this is a great way to ensure that only good, tested scripts are run from authorized users because you can set the permissions on who can enroll with the template, as well as the execution policy of PowerShell scripts in your environment.

[image: Technical stuff] Encrypting File System (EFS) can be used to encrypt files or folders and can only be decrypted by the user who encrypted them or an authorized recovery agent (EFS Recovery Agent). Please note that this is different from BitLocker, which offers full disk encryption, not file/folder-level encryption.


	Basic EFS: If you’re using EFS, your systems will automatically request a Basic EFS certificate from one of your certificate authorities the first time one of your users tried to encrypt a file, assuming they don’t already have a User certificate already. The Basic EFS certificate is used for EFS operations exclusively.

	EFS Recovery Agent: This certificate template is also used in conjunction with EFS, but it’s used to decrypt data that has been encrypted by EFS. This may be due to someone leaving the company or having been terminated. It may even be an accidental deletion. With the EFS Recovery Agent certificate, the data can be decrypted. By default, all members of the Domain Admins and Enterprise Admins groups can enroll in this certificate.

	
Key Recovery Agent: The Key Recovery Agent certificate is used by an authorized administrator to decrypt private keys. It can be used to recover private keys assuming that the CA has been configured to archive and allow recovery of the private key that is associated with the public key it was given when a certificate was requested. This template should be used very sparingly because it gives the user with the certificate the ability to recover private keys and, by extension, the ability to decrypt the data encrypted by the certificates to which the private key belongs.

[image: Tip] It is considered a best practice by Microsoft to use separation of duties if you want to utilize the Key Recovery Agent template. The recommendation is to allow someone in the Certificate Manager role to retrieve the private key but not decrypt it, and to allow the Key Recovery Agent to decrypt the private key but not retrieve it. This provides better safeguards to organizational data because no one person can decrypt all data.





 [image: Screen capture depicting User Properties dialog box with User certificate template.]

FIGURE 5-3: The User certificate template is good for EFS, secure email, and client authentication.







Computer

Computer certificates are similar to user certificates in that they’re verifying identity. The main difference is that they’re verifying the identity of a machine rather than the identity of a user. Here are some of the more common Computer certificate templates and their uses: 


	Computer: The Computer template can be used for both workstations and servers. This is often used for VPNs to determine whether a system is authorized, but it can also be used for encryption. By default, the name of the system is pulled from Active Directory, though it can be made a manual process. You can always look at the template on the issuing CA and it will tell you what purposes it’s approved for. In Figure 5-4, you can see the template properties for the Computer template.

	Domain Controller: The Domain Controller template is good for both client and server authentication, as well as the use of smart card logon support. The biggest difference between it and the Computer template is that the Domain Controller template is designed to help facilitate secure replication between domain controllers. I always recommend making sure that your domain controllers have a certificate from this template because it allows them to support Lightweight Directory Access Protocol (LDAP) over SSL (LDAPS), which encrypts authentication traffic across the wire. By default, the name of the system is pulled from Active Directory, though it can be made a manual process.

	Web Server: The Web Server template is used for supporting HTTPS on internal websites. This template is typically one that you would want to set up to ask for the common name and any storage area networks (SANs) that you want to use so that users don’t get certificate untrusted messages. For internal certs, I often use the FQDN for the CN, and will add the short name and IP address as SANs.

	Subordinate Certification Authority: This is the template used by a root or issuing certificate authority to issue certificates to subordinate certificate authorities. This deals a little more with the hierarchy of certificate authorities, which is covered in the next chapter. Simply put, this template is used on any system that sits in the certificate issuing chain between the root CA and the end user or system’s certificate. It’s one of the few certificate templates that does not have an intended purpose added into the description of the template. In fact, if you look at its intended purpose, it simply says, “All.”




 [image: Screen capture depicting Computer Properties dialog box with Computer template.]

FIGURE 5-4: The Computer template provides client and server authentication.
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At some point in your career, you will most likely need to work with certificates. If you’re managing your own Windows Public Key Infrastructure (PKI), you’ll most likely be using Active Directory Certificate Services (AD CS).

If you’re not sure what a certificate is or why you might want one, check out Chapter 5 of this minibook. There, I cover what certificates are and some of the more common templates that are used to issue certificates. As a brief recap, certificates are used to prove identity and/or encrypt data. Certificates are issued by servers in a public key infrastructure (PKI). Because certificates purchased from third-party certificate authorities can become cost-prohibitive for organizations, many organizations install their own internal PKIs to support internal systems or applications.

In this chapter, I fill you in on AD CS specifically. I explain certificate authority (CA) architecture and how to install and configure a Windows Server 2019 CA.



Introducing Certificate Authority Architecture

Before you build out your PKI, you need to plan out how you’re going to architect it. The PKI that you architect will support the certificate needs of your organization — everything from allowing encryption of credentials to secure replication to code signing and more. There are important decisions that need to be made, such as whether your root CA will be an offline CA or an enterprise CA, and how many issuing CAs you need, as well as whether you should have a separate policy CA. Don’t worry if you didn’t understand that last sentence. In the following sections, I define each of these CA roles and why you might need or want them.


Root certificate authorities

The root CA is the first level of trust for all certificates. It has the highest level in the certificate trust chain when it comes to validating that the certificate is good. It’s the only CA that will have a self-signed certificate. As such, it must be protected properly, or you could have an attacker issuing certificates from your certificate authority that are trusted by everything on your network.

A root CA should never be used to issue day-to-day certificates. The best practice is to have one root CA and one issuing CA at a minimum. The root CA issues a subordinate CA certificate to the issuing CA, and that should be it. Technically, you can combine the two roles and have the root CA also be an issuing CA, but that approach is not recommended.

If the root CA is offline, it can’t be attacked. This is the most secure type of root CA; it’s known as an offline root CA. With this architecture, the root CA is brought online to issue certificates based off of the subordinate CA template for the issuing CAs. After it has issued the certificate and the certificate revocation lists (CRLs) have been updated, it’s turned off again.

[image: Remember] A CRL is used to identify which certificates have been revoked, meaning that they’re no longer valid certificates.

Offline root certificate authorities are the most secure option and should be the preferred choice. The downside to offline root CAs, however, is that you have to distribute its certificate through Group Policy and manually publish the CRLs, which can be time consuming. For a small IT department, the skill set may not be there to support this kind of maintenance. If your environment doesn’t have strict regulatory requirements regarding the safeguarding of your PKI, an enterprise root CA is a good solution. The enterprise root CA is attached to Active Directory, so it can publish its own certificate and CRLs automatically. This is the simplest method of deployment, too, because there is very little manual work. If you choose to go this route, make sure that the operating system is hardened, that access is limited to the bare essential users, and that it has good anti-malware software running on it. You need to take some extra precautions with an enterprise root CA because it’s online all the time.



Issuing certificate authorities

Issuing CAs are the workhorses of the PKI world. When a user or a system requests a certificate, that request is routed to your issuing CA, which will fulfill the request and return the certificate to you. You can have standalone issuing CAs, but the most common configuration is an enterprise issuing CA. This means that there is integration between the certificate authority and Active Directory. The issuing CA is able to communicate with Active Directory, including the publishing of CRLs.



Policy certificate authorities

The policy CA is a special use case and is only traditionally seen in very large and heavily secured enterprises. If a policy CA is in place, it will issue certificates to an issuing CA. Policy CAs are used to create and enforce the policies and procedures regarding the validation of identity as it pertains to certificate holders and to secure the CAs in the CA architecture.

In most common smaller organizations, the issuing CA and the policy CA are one and the same and the policy CA enforces its own policies and procedures that are set.




Installing a Certificate Authority

So, you’ve gotten to the point where you’ve figured out what your PKI architecture is going to look like and you’re ready to build it out. I’m going to assume that your Windows Server 2019 servers are already built, and that they’re ready to go. In the following sections, I cover the steps involved.


Creating the CAPolicy.inf file

For any certificate authority that you build, you should use a CAPolicy.inf file. This sets a lot of the basic parameters including the renewal date and CRL validity length, and it can specify a policy if you're using the policies in Certificate Services. This is only used to control the CA renewal, not the renewal of other certificates.

Creating this file is a simple process. There is a lot of configuration that can be done with the CAPolicy.inf file, so I recommend doing your research to determine what you want the settings in the file to be. Pay close attention to the validity periods that you define. You don’t want your certificate authority certificates to be extremely long lived, but too short of a lifespan will impact issued certificates and their validity periods. Issued certificates can’t have longer validity periods than the CA they were issued on. 

[Version]

Signature="$Windows NT$"

[Certsrv_Server]

RenewalKeyLength=2048

RenewalValidityPeriod=Years

RenewalValidityPeriodUnits=5

AlternateSignatureAlgorithm=0

You can type this into Notepad and save it as CAPolicy.inf into the C:\Windows directory. The name and location are important. If these are not correct, then the settings will not be applied. The [Version] section is the only required section in the file, and it always has to be at the beginning.

You may be wondering what the other settings are for. This is what each of them is doing: 


	RenewalKeyLength: This sets the size of the key when a certificate is renewed. When the certificate is first created, it uses whatever the CA is set to use for certificates.

	RenewalValidityPeriod: This specifies what type of timeframe you want a renewed certificate to be good for. You can choose from hours, days, weeks, months or years.

	RenewalValidityPeriodUnits: This is where you specify the actual number you want the certificate to be good for. For instance, in the example file above, I have selected 5 which ends up being a validity period of 5 years.

	AlternateSignatureAlgorithm: When set to 0, this is enabled and will create a certificate request that includes the PKCS #1 (RSA) signature format.



[image: Technical stuff] If you're going to install an offline CA, it’s important that you add a CRL Period to the CAPolicy.inf file. If you’ll only bring the root CA up once a year, then set it to once a year, as in the following example. You need to add the following two lines into the [Certsrv_Server] section: 

CRLPeriod=years

CRLPeriodUnits=1

 

After you've created your CAPolicy.inf file and placed it in C:\Windows, you're ready to build out your new certificate authority. Let’s look at root CAs first.



Installing the root certificate authority

Installing the root CA is one of the very first steps that you must take to establish your PKI. On Windows Server, the Active Directory Certificate Services (AD CS) role will allow you to do that. The installation process between the offline root and enterprise root CAs are very similar. In the following sections, I walk you through the installation process for both of them.


Offline root certificate authority

I’m going to start your journey into certificate authorities with the installation of an offline root CA. As you might recall from earlier in this chapter, this is the most secure form of root CA, but it also requires some manual work. Follow these steps: 


	From Server Manager, click Manage and then click Add Roles and Features.

	On the Before You Begin screen, click Next.

	On the Select Installation Type screen, click Next.

	On the Select Destination Server screen, click Next.

	On the Select Server Roles screen, select Active Directory Certificate Services, click Add Features, and then click Next.

	On the Select Features screen, click Next.

	On the Active Directory Certificate Services screen, click Next.

	On the Select Role Services screen, select Certificate Authority, and leave everything else unchecked; then click Next.

	On the Confirm Installation Selections screen, click Install.

	After installation has completed, click Close.

	Click the flag at the top of Server Manager and click Configure Active Directory Certificate Services on the destination service, shown in Figure 6-1.

	On the Credentials screen, enter an account that is in the Local Administrators group on the server, and click Next.

	On the Role Services screen, select Certification Authority, and click Next.

	On the Setup Type screen, select Standalone CA (as shown in Figure 6-2), and click Next.

	On the CA Type screen, select Root CA, and click Next.

	On the Private Key screen, select Create a New Private Key, and click Next.

	On the Cryptography for CA screen, ensure your key length is a minimum of 2048, and select SHA256 for certificate signing (see Figure 6-3); then click Next.

	
On the CA Name screen, change the Common Name to whatever you like and then click Next.

I changed mine to ROOTCA.


	For the Validity Period screen, accept the default of five years and click Next.

	On the CA Database screen, click Next.

	
On the Confirmation screen, click Configure.

When configuration is finished, you get the Results screen with a Configuration Succeeded message.


	Click Close.




 [image: Screen capture depicting Server Manager with Feature installation service.]

FIGURE 6-1: After AD CS has been installed, it needs to be configured.






 [image: Screen capture depicting AD CS configuration screen with Setup Type option.]

FIGURE 6-2: You can’t change this selection later, without reinstalling AD CS.






 [image: Screen capture depicting Cryptography for CA screen with Cryptography option.]

FIGURE 6-3: The Cryptography for CA screen allows you to set important security parameters for your CA.





Next you need to get the certificate and the CRL off the root CA so that you can publish them to Active Directory. Typically, you copy these to a flash drive because the root CA should not be on the network.

The files are located at C:\Windows\System32\CertSrv\CertEnroll, which you can see in Figure 6-4.


 [image: Screen capture depicting CertEnroll folder in C:\Windows\System32\CertSrv\CertEnroll.]

FIGURE 6-4: The newly created root certificate file and the CRL need to be copied off the root CA.





Copy the files to a system where you can log in with an account that is a member of either the Domain Admins or Enterprise Admins security groups in Active Directory. Open PowerShell as an administrator, and then run these commands: 

certutil.exe –dspublish –f "certificatename.crt" RootCA

certutil –f –dspublish "CRL_Name.crl"

certutil.exe –addstore –f root "certificatename.crt"

The first command publishes the certificate to Active Directory where it will be replicated out to any AD-joined systems within approximately eight hours. The second command publishes the new CRL, and the third command ensures that the root CA cert gets added to the relevant certificate stores on any subordinate CAs.



Enterprise root certificate authority

The Enterprise root certificate authority is integrated into the Windows domain and is left powered on. It automatically publishes CRLs through Active Directory. 


	Follow steps 1 through 13 from the preceding section.

	On the Setup Type screen, select Enterprise CA and click Next.

	On the CA Type screen, select Root CA and click Next.

	On the Private Key screen, select Create a New Private Key and click Next.

	On the Cryptography for CA screen, ensure your key length is a minimum of 2048, and select SHA256 for certificate signing (refer to Figure 6-3); then click Next.

	
On the CA Name screen, change the Common Name to whatever you like and then click Next.

I changed mine to ROOTCA.


	On the Validity Period screen, accept the default of five years and click Next.

	On the CA Database screen, click Next.

	
On the Confirmation screen, click Configure.

When configuration is finished, you get the Results screen with a Configuration Succeeded message.


	Click Close.



After the configuration is complete, you don’t have any manual tasks to complete as you did with the offline root. The certificates and CRLs are published directly into Active Directory.




Installing the issuing certificate authority

When you have your root CA built, you have a great foundation. Now you need an issuing CA that will actually issue the certificates for you. The following steps are built off the assumption that you have built an enterprise root CA. 


	Follow steps 1 through 13 from the “Offline root certificate authority” section.

	On the Setup Type screen, select Enterprise CA and click Next.

	On the CA Type screen, select Subordinate CA and click Next.

	On the Private Key screen, select Create a New Private Key and click Next.

	On the Cryptography for CA screen, ensure your key length is a minimum of 2048, select SHA256 for certificate signing (refer to Figure 6-3), and click Next.

	
On the CA Name screen, select a common name for your certificate authority and click Next.

I chose ISSUECA1.


	
On the Certificate Request screen, select Send a Certificate Request to a Parent CA and click the Select button, click the root CA, and then click OK.

You should see the previously created enterprise root CA in the list, as shown in Figure 6-5. Note that if you created the offline root CA, you can select the other bubble on this screen to generate a certificate signing request (CSR).


	On the Certificate Request screen, click Next.

	On the CA Database screen, click Next.

	
On the Confirmation screen, click Configure.

When configuration is finished, you get the Results screen with a Configuration Succeeded message.


	Click Close.




 [image: Screen capture depicting Select Certification Authority screen with rootCA and OK button.]

FIGURE 6-5: Selecting the root CA, assuming the root CA is an enterprise CA, to issue the issuing CA’s certificate.







Enrolling for certificates

Now you have certificate authorities set up. What should you do first? I like to issue certificates to my domain controllers so that I can start using LDAP over SSL (LDAPS). This will encrypt replication traffic between domain controllers and directory queries. I have logged on to my domain controller. Here are the steps to enroll in a certificate from the machine where you want the certificate to be: 


	Click Start, type mmc.exe, and press Enter.

	Choose File ⇒ Add/Remove Snap-in.

	Choose Certificates, and then click Add (as shown in Figure 6-6).

	On the Certificates Snap-in screen, choose Computer Account, and click Next.

	On the Select Computer screen, leave Local Computer selected and click Finish.

	Click OK.

	Expand Certificates and then expand Personal.

	If there is a Certificates subfolder select that; if there isn’t do the next step on the Personal folder.

	With the Certificates folder selected, right-click the white space next to it, choose All Tasks and then Request New Certificate (see Figure 6-7).

	On the Certificate Enrollment screen, click Next.

	
On the Select Certificate Enrollment Policy screen, select Active Directory Enrollment Policy and click Next.

You see all the available certificate templates.


	
Choose Domain Controller, as shown in Figure 6-8, and then click Enroll.

The server will make the request and return with a Success message after the certificate has been issued.





 [image: Screen capture depicting Add/Remove Snap-in screen with Certificates and Add option.]

FIGURE 6-6: The Microsoft Management Console (MMC) gives you lots of configuration options for your system, including certificates.






 [image: Screen capture depicting Console1 with All Tasks and then Request New Certificate drop-down menu.]

FIGURE 6-7: Requesting a certificate within the MMC starts when you select the certificate store and make the request.






 [image: Screen capture depicting Domain Controller selected with Certificate Enrollment Policy screen.]

FIGURE 6-8: You’re presented with the certificate templates that you have permissions to use.





That’s all you have to do to enroll in a certificate from an enterprise issuing CA on an AD-joined system.



Setting up web enrollment

With enterprise CAs, you can enroll in certificates from whatever machine you’re on. You may have some devices that are not connected to Active Directory. Are those systems just out of luck? Of course not! The web enrollment interface allows you to issue certificates with a certificate signing request (CSR) that you’ve generated from just about any device.

[image: Technical stuff] A CSR is generated when you want to create a certificate. It contains the public key that you want to include in the certificate, as well as the information you want to include on the certificate like the name, organization, and so on. The name is referred to as a common name and consists of the fully qualified domain name of the system (for example, www.dummies.com).

Let's return to the enterprise issuing CA you installed earlier and add the web enrollment piece: 


	From Server Manager, click Manage, and then click Add Roles and Features.

	On the Before You Begin screen, click Next.

	On the Select Installation Type screen, click Next.

	On the Select Destination Server screen, click Next.

	On the Select Server Roles screen, expand Active Directory Certificate Services.

	Select Certification Authority Web Enrollment.

	Click Add Features and then click Next.

	On the Select Features screen, click Next.

	On the Web Server Role (IIS) screen, click Next.

	On the Select Role Services screen, click Next.

	On the Confirm Installation Selections screen, click Install.

	After installation is complete, click Close.

	After you’re back on Server Manager, click the flag, and then click Configure Active Directory Certificate Services on the destination server.

	On the Credentials screen, ensure you have credentials for someone in the Enterprise Admin group and click Next.

	Select the check box for Certification Authority Web Enrollment and click Next.

	On the Confirmation screen, click Configure.

	On the Results screen, click Close.



You may be asking what all that work was for. You’ve given your users a web page where they can request and receive certificates on their own with no need to ask you for them. This is a fantastic way to enable your users to secure their internal applications without having to contact someone else to create the certificate for them. Your users can access the web interface (shown in Figure 6-9) at http://servername/CertSrv/Default.asp.


 [image: Screen capture depicting Web Enrollment page.]

FIGURE 6-9: The Web Enrollment page for certificates is simple and easy to use.







Installing Online Certificate Status Protocol

Historically, revocation information for certificates was received through certificate revocation lists (CRLs). The base CRL could get quite large, so delta CRLs were introduced to work with a smaller time frame. By default, the base CRL was updated once a week, while the delta CRL was updated once a day. This meant that if you revoked a certificate it may not be in the delta for a day. A better way was needed to get more timely revocation information. Online Certificate Status Protocol (OCSP) was created for that purpose. It provides near real-time revocation information. Here’s how to install OCSP: 


	From Server Manager, click Manage, and then click Add Roles and Features.

	On the Before You Begin screen, click Next.

	On the Select Installation Type screen, click Next.

	On the Select Destination Server screen, click Next.

	On the Select Server Roles screen, expand Active Directory Certificate Services, select Online Responder, click Add Features, and then click Next.

	On the Select Features screen, click Next.

	On the Confirm Installation Selections screen, click Install.

	After installation has finished, click Close.



Now that OCSP is installed, you need to enable its certificate template for when you configure it. Follow these steps: 


	From Server Manager, choose Tools ⇒ Certification Authority.

	Expand the CA name and select Certificate Templates.

	Right-click Certificate Templates, and choose New ⇒ Certificate Template to Issue.

	Scroll down and select OCSP Response Signing and then click OK.



You should now see the OCSP Response Signing template listed in Certificate Templates, as shown in Figure 6-10.


 [image: Screen capture depicting OCSP Response Signing template listed in Certificate Templates of certserv screen.]

FIGURE 6-10: The OCSP Response Signing template is needed to set up the revocation information as part of the OCSP configuration.





You’ve installed the Online Responder, and you’ve enabled its certificate template. Now you’re ready to configure it! 


	From Server Manager, choose Tools ⇒ Online Responder Management.

	Right-click n Revocation Configuration and choose Add Revocation Configuration.

	On the first screen of the Add Revocation Configuration Wizard, click Next.

	
Give your configuration a name and click Next.

The name can be anything you like. I’ll name mine ISSUECA1REV.


	On the Select CA Certificate Location screen, leave the default Select a Certificate for an Existing Enterprise CA selected and click Next.

	On the Choose CA Certificate screen, click the Browse button next to Browse CA Certificates Published in Active Directory.

	Choose the certificate that belongs to your issuing CA and then click OK.

	Click Next.

	On the Select Signing Certificate screen, select Automatically Select a Signing Certificate and check the Auto-Enroll for an OCSP signing certificate check box. Then click Browse.

	
Select your issuing CA and click OK.

It will automatically select the OCSP Response Signing template, shown in Figure 6-11.


	
Click Next.

The revocation provider is initialized.


	Click Finish.




 [image: Screen capture depicting Add Revocation Configuration Wizard with OCSP Revocation Configuration.]

FIGURE 6-11: Setting the OCSP Revocation Configuration requires the OCSP Response Signing certificate template.





Your OCSP responder is now up and running! Now when a certificate is presented, the OCSP service can respond with a real-time response that indicates if the certificate is still valid or if it has been revoked.




Configuring Certificate Auto-Enrollment

You may want to have auto-enrollment occur on some certificates. A common use case would be for user certificates if your users need them for virtual private network (VPN) connections or for two-factor authentication (2FA). In this section, you set up the User certificate template to auto-enroll.


Configuring the template

The first step to setting up auto-enrollment is to set it up in the certificate template itself. So, let’s set up the template to auto-enroll the Domain Users group. 


	From Server Manager, choose Tools ⇒ Certification Authority.

	Double-click the CA name to expand it.

	Right-click Certificate Templates, and choose Manage.

	
Select the User certificate template, right-click it, and choose Duplicate.

[image: Warning] Always choose Duplicate when modifying certificate templates. Custom templates could get overwritten with updates or upgrades if you use the out-of-the-box template.


	On the Compatibility tab, change the Certification Authority drop-down to the lowest version of CA you have. Do the same for the Recipient drop-down for the lowest server/desktop version you have.

	
Select the General tab, and give the template a meaningful name.

I’ll call mine VPN User Cert.


	Select the Security tab, click Add, type Domain Users, and click OK.

	
Select Domain Users, and check Read and Autoenroll.

Enroll will already be selected.


	Click OK.

	Close out of the Certificate Templates Console by clicking the X in the upper-right corner.

	Right-click Certificate Templates again, but this time choose New ⇒ Certificate Template to Issue.

	Select your new VPN User Cert (or whatever you named it in Step 6) and click OK.



Now the CA is set to issue the new user certificate. You’re ready to set up Group Policy so that domain-joined users will automatically get their certificates when they log in.



Configuring Group Policy

You need to move to a system that has the Group Policy Management tools installed. I’ve moved back over to my domain controller. Follow these steps: 


	From Server Manager, choose Tools ⇒ Group Policy Management.

	Right-click the Default Domain Policy (or whichever policy you want to place this in) and choose Edit.

	Double-click User Configuration, then Policies, then Windows Settings, then Security Settings, and then Public Key Policies.

	Double-click Certificate Services Client Auto-Enrollment.

	Change the configuration model to Enabled.

	Check both of the check boxes below Configuration Model, as shown in Figure 6-12.

	Click OK.




 [image: Screen capture depicting Certificate Services Client Auto-Enrollment screen.]

FIGURE 6-12: The last part of setting up auto-enrollment is to set Group Policy to auto-enroll user certificates.





Your users will now receive the auto-enrolled certificate that you set up on the CA the next time they log in. If you want to verify that their system received the certificate, you can check the Issuing CA to check for the presence of their certificate, or you can open the MMC as discussed earlier and check the Personal certificate store to ensure that the certificate is there.






Chapter 7

Securing Your DNS Infrastructure


IN THIS CHAPTER

[image: Bullet] Understanding how DNSSEC can protect your DNS services

[image: Bullet] Examining DANE and how it complements DNSSEC



Domain Name System (DNS) is a requirement of Active Directory and is what makes networks easier to work with. With DNS, you don’t have to remember IP addresses — you can just remember simple names instead. Imagine, though, that a bad guy was able to make your systems believe that his DNS server was your DNS server. You and your users could be redirected to a malicious site.

In this chapter, you learn how to secure your DNS infrastructure using DNS Security Extensions (DNSSEC) and DNS-based Authentication of Named Entities (DANE).



Understanding DNSSEC

DNSSEC was designed to prevent attackers from hijacking the DNS lookup process and protect users from being given addresses to malicious servers. DNSSEC signs zones and records, which allows the endpoint that made the query to validate that a DNS record is a valid record, or if it’s redirecting to an invalid and potentially malicious location instead (DNS cache poisoning).

By digitally signing the root zone in your DNS infrastructure, you can give your users assurances that their systems are getting responses from valid DNS servers. Digital signatures create a hash — think of it as a unique thumbprint. If anything about a record has changed, the hash won’t match and the record will be invalid. It’s important to remember that DNSSEC does not encrypt data at all; it’s only validating the identity of the DNS server doing the DNS lookup.


The basics of DNSSEC

With DNSSEC, you have two keys to be aware of: 


	Key Signing Key (KSK): The KSK is a long-term key used to sign ZSKs and validate DNSKEY records.

	Zone Signing Key (ZSK): The ZSK is a short-term key used to sign the actual DNS records.



To secure a zone with DNSSEC, one of the first things that occurs is the grouping of like record types into a resource record set (RRset). The RRset is then digitally signed, which provides protection for all the individual records within the resource record set.

The private key of the ZSK is used to digitally sign each RRset, and the public key of the ZSK is used to verify the signature. The digital signature of each RRset is saved as an RRSet Signature (RRSIG) record.



Records used for DNSSEC

DNSSEC introduced several new record types to work with and contains the new cryptographic features that DNSSEC added. Here are the record types that you need to remember: 


	RRSIG: Contains the digital signature of an RRset that has been signed by the ZSK, or a DNSKEY record that has been signed by the KSK.

	DNSKEY: DNSKEY records can contain the public key of the ZSK or the public key of the KSK.

	DS: The Delegation Signer (DS) record allows for the transfer of trust from the parent zone to a child zone, which in turn allows the child zone to be DNSSEC-enabled. The DS record contains a hashed copy of the parent zone’s DNSKEY.

	NSEC: Traditional DNS returns an empty response if there is no match. The issue with that is that it isn’t providing an authenticated response. The NSEC records return an authenticated response with the next available secure record. For example, say you request totallybogus.sometestorg.com. There is no record for totallybogus, so the DNS server may just return the record for www.

	NSEC3: NSEC3 does the same thing as NSEC, but the owner name in the record is stored in a hashed state. By storing the owner's name in hash, you’re protecting against zone enumeration, which is a form of reconnaissance that allows an attacker to construct the DNS zone based on redirects to other records.

	NSECPARAM/NSEC3PARAM: The NSECPARAM and/or NSEC3PARAM resource records select the NSEC or NSEC3 records to include in a negative response.





Configuring DNSSEC

Now you have an understanding of how DNSSEC works at a high level. Let’s actually configure it on our Windows server.


Enabling DNSSEC

When you’ve decided that you want to use DNSSEC, the first thing that you have to do is actually go in and sign the DNS zone. You need a system that has the DNS Manager administrative tool installed. Follow these steps: 


	From Server Manager, choose Tools ⇒ DNS.

	Expand your server and Forward Lookup Zones, and then select the domain on which you want to enable DNSSEC.

	
Right-click the domain and choose DNSSEC ⇒ Sign the Zone, as shown in Figure 7-1.

The DNS Security Extensions (DNSSEC) Wizard appears.


	Click Next.

	On the Signing Options screen, select Customize Zone Signing Parameters and click Next.

	On the Key Master screen, select The DNS Server <yourservername> Is the Key Master and click Next.

	On the Key Signing Key screen, click Next.

	On the second Key Signing Key screen, click Add.

	Accept the default KSK settings, shown in Figure 7-2, and click OK.

	Click Next.

	On the Zone Signing Key screen, click Next.

	On the second Zone Signing Key screen, click Add.

	Change the key length field to 2048, and then click OK.

	Click Next.

	On the Next Secure (NSEC) screen, choose Use NSEC3 and click Next.

	On the Trust Anchors screen, select the Enable the Distribution of Trust Anchors for This Zone check box, leave the other check box checked, and click Next.

	On the Signing and Polling Parameters screen, change the DS record generation algorithm to just SHA-256, as shown in Figure 7-3.

	Click Next.

	
On the final screen, click Next.

The zone will be signed.


	After it’s signed, click Finish.




 [image: Screen capture depicting Sign the Zone option in a drop-down menu in DNS manager.]

FIGURE 7-1: You can enable DNSSEC on a zone by selecting Sign the Zone located under DNSSEC in the menu.






 [image: Screen capture depicting Key Signing Key screen with defaults.]

FIGURE 7-2: Creating the KSK is simple — you can safely accept the defaults.






 [image: Screen capture depicting Signing and Polling Parameters screen in Zone Signing Wizard.]

FIGURE 7-3: Considering that the DS record is responsible for the transfer of trust, you want to select only secure algorithms, such as SHA-256.





If you want to verify that DNSSEC is enabled, you may need to refresh, but you’ll see all the special record types I mention earlier. My example is shown in Figure 7-4.


 [image: Screen capture depicting DNS Manager with sometestorg.com.]

FIGURE 7-4: After the zone is signed, the special DNSSEC record types will show up in the signed zone.







Configuring clients to require DNSSEC

You may be thinking you’re all done, but you aren’t. Now that your DNS zone is DNSSEC enabled, you have to tell your systems to use DNSSEC. This is best accomplished through Group Policy. You need to be on a system that has the Group Policy Management tools installed. Follow these steps: 


	From Server Manager, choose Tools ⇒ Group Policy Management.

	Expand your domain and right-click Default Domain Policy.

	Click Edit.

	Navigate to Computer Configuration, then Policies, then Windows Settings, and then Name Resolution Policy.

	In the Create Rules section, ensure that Suffix is selected in the drop-down box, and then fill in the domain name.

	On the DNSSEC tab, check Enable DNSSEC in This Rule and Require DNS Clients to Check That Name and Address Data Has Been Validated by the DNS Server (as shown in Figure 7-5).

	Click Create.




 [image: Screen capture depicting Group Policy Management Editor with Name Resolution Policy.]

FIGURE 7-5: Creating a Name Resolution Policy from within Group Policy is the simplest way to guarantee that domain-joined systems will use DNSSEC.





That’s all there is to it. With your Name Resolution Policy in place, domain-joined systems will use DNSSEC.





Understanding DANE

DANE is built on DNSSEC. Although DNSSEC tries to protect against DNS cache poisoning and spoofing, DANE adds an additional layer of protection by allowing the administrator of a domain name to specify which certificate authority is allowed to issue certificates for their organization’s domain, as well as provide a way to authenticate client and server certificates with a certificate authority. This prevents an attacker from issuing a certificate from a certificate authority and trying to pass it off as your own. It requires DNSSEC to work its magic.


The basics of DANE

DNS-based Authentication of Named Entities (DANE) uses a newer record type known as a Transport Layer Security Authentication (TLSA) record. The TLSA record is used to associate a domain name with a TLS certificate. Not all DNS hosting providers support DANE, but if your DNS servers are running Windows Server 2016 or newer, you can use DANE because Windows Server 2016 supports unknown record types.

DANE will allow you to bind a certificate to a specific DNS name using DNSSEC.



Configuring DANE

Configuring DANE consists of two parts: First, you must generate the TLSA record, and then you can install the TLSA record with PowerShell.


Generating the TLSA record

To generate the TLSA record, you need a copy of the certificate that you’re wanting to protect. Follow these steps: 


	
Open a browser and go to the site that you want to protect.

I’m using my own https://www.sometestorg.com site for this demonstration.


	
Click the padlock icon in the URL bar and click View Certificates.

This may vary depending on browser. I’m using Internet Explorer 11.


	When the certificate properties screen comes up, click the Details tab.

	Click the Copy to File button.

	On the Welcome to the Certificate Export Wizard screen, click Next.

	On the Export File Format screen, select Base-64 encoded, and click Next.

	
On the File to Export screen, select Browse and choose a name and location for the file and click OK.

I’m saving it to my Desktop for now.


	Click Next.

	On the Completing the Certificate Export Wizard screen, click Finish.

	Open a browser and go to the following address: 
https://www.huque.com/bin/gen_tlsa


	Accept the default selections in the first three fields.

	Click the Start menu, click Windows Accessories, and then click Notepad.

	Open the certificate that you exported with Notepad by choosing File ⇒ Open, and then selecting the exported certificate file.

	Copy the text from the file starting with the: 
-----BEGIN CERTIFICATE-----

and ending with the: 

-----END CERTIFICATE-----


	Go back to the TLSA Generator page and paste the text into the Enter/Paste PEM Format X.509 Certificate Here box.

	
For port number, put in whatever applies.

In my case, 443 for HTTPS traffic.


	
Enter the transport protocol and the domain name.

In my example, the transport protocol is tcp and the domain name is sometestorg.com.

Your screen should look similar to Figure 7-6.


	
Click Generate.

You receive an output similar to Figure 7-7. When you have this in hand, you can install the TLSA record on the server.





 [image: Screen capture depicting https://www.huque.com/bin/gen_tlsa screen with TLSA Generator page.]

FIGURE 7-6: You need to generate the TLSA record before you can use it.






 [image: Screen capture depicting https://www.huque.com/bin/gen_tlsa screen with TLSA record on the server.]

FIGURE 7-7: The page generated the TLSA record and now you can install it.







Installing the TLSA record

To install the TLSA record, follow these steps: 


	Right-click the Start menu and select Windows PowerShell (Admin).

	Type the following command into the PowerShell window: 
Add-DnsServerResourceRecord -TLSA -CertificateAssociationData "9933c1848f2f492f4715abff9e79f74025fdd219a2f77a34d3cc9a00f36c8a0b" -CertificateUsage DomainIssuedCertificate -MatchingType Sha256Hash -Selector FullCertificate -ZoneName sometestorg.com -name _443._tcp.www.sometestorg.com




The TLSA record is now installed. The -CertificateAssociationData parameter uses the long numerical string at the end of the generated record. You can verify that the record was successfully created by following these steps: 


	From Server Manager, choose Tools ⇒ DNS.

	
Expand you server name, expand the domain name, and in my case I expand com, then sometestorg, then www, then _tcp.

You see a record that says Unknown under Data.


	
Double-click that Unknown record.

If you see a Type of 52, it was recognized as a valid TLSA record. An example is shown in Figure 7-8.





 [image: Screen capture depicting _443 Properties dialog box with TLSA record.]

FIGURE 7-8: Verifying that the TLSA record was created properly is important.











Book 6

Working with Windows PowerShell


Contents at a Glance


	Chapter 1: Introducing PowerShell

	Understanding the Basics of PowerShell

	Using PowerShell

	Running PowerShell Remotely

	Getting Help in PowerShell

	Identifying Security Issues with PowerShell




	Chapter 2: Understanding the .NET Framework

	Introducing the Various Versions of .NET Framework

	Focusing on New Features in .NET 4.7

	Viewing the Global Assembly Cache

	Understanding .NET Standard and .NET Core




	Chapter 3: Working with Scripts and Cmdlets

	Introducing Common Scripts and Cmdlets

	Executing Scripts or Cmdlets

	Working from Another Location

	Performing Simple Administrative Tasks with PowerShell Scripts




	Chapter 4: Creating Your Own Scripts and Advanced Functions

	Creating a PowerShell Script

	Defining a Script Policy

	Signing a PowerShell Script

	Creating a PowerShell Advanced Function




	Chapter 5: PowerShell Desired State Configuration

	Getting an Overview of PowerShell Desired State Configuration

	Creating a PowerShell Desired State Configuration Script

	Applying the PowerShell Desired State Configuration Script

	Push and Pull: Using PowerShell Desired State Configuration at Scale










Chapter 1

Introducing PowerShell


IN THIS CHAPTER

[image: Bullet] Beginning to use PowerShell, components, and concepts

[image: Bullet] Using PowerShell day to day

[image: Bullet] Using PowerShell to remotely administer systems

[image: Bullet] Getting help in PowerShell

[image: Bullet] Addressing security issues with PowerShell



PowerShell is the wave of the future. As server automation becomes more commonplace, there will be a much higher demand for a system administrator who has PowerShell skills. Additionally, remote administration with PowerShell reduces the need to interact with the graphical user interface (GUI) and can allow you to make changes to one or many systems from your workstation.

This chapter covers the basics of PowerShell, from the beginning terminology to using PowerShell remoting.



Understanding the Basics of PowerShell

Before you start using a scripting language, you need to learn it. In this section, I fill you in on the basics of PowerShell so the rest of this chapter makes sense.


Objects

In PowerShell, an object is a single instance of something, like a service or a process. If you run Get-Process or Get-Service inside of the PowerShell, each row is an object (assuming you're using the default formatting). In Figure 1-1, there is a service on each line, and each service is an object.


 [image: Screen capture depicting Get-Service command in PowerShell.]

FIGURE 1-1: Each row returned in the Get-Service command is an object.







Pipeline

The pipeline allows you to take the output of one command and send it (pipe it) to the next command. For instance, if you’re trying to figure out what methods and properties are available for a cmdlet, you can use the output of the cmdlet and pipe it to Get-Member. In Figure 1-2, I've entered in Get-Service with no filters, and then added Get-Member. In this case, because there are no filters, Get-Member is able to return all methods and properties associated with Get-Service.


 [image: Screen capture depicting Get-Service and Get-Member command in PowerShell.]

FIGURE 1-2: Using the pipeline allows you to send the output of one command to the input of another.





You can do lots of things after the pipeline. Usually, you see things like formatting and filters, sometimes even export commands.



Providers

PowerShell providers allow you to access various data sources as if they were a regular data drive on your system. The providers that are built into PowerShell are listed in Table 1-1. You can view a list of the built-in providers on your system with the following command: 

Get-PSProvider

 



TABLE 1-1 PowerShell Built-in Providers




	
Provider

	
Drive Example






	
Registry

	
HKLM:




	
Alias

	
Alias:




	
Environment

	
Env:




	
FileSystem

	
C:




	
Function

	
Function:




	
Variable

	
Variable:






PowerShell providers allow you to interact with your system in different ways. For instance, the FileSystem provider allows you to work with the file system on your server using the PSDrive cmdlets. Get-PSDrive will return a list of all the drives that are available from within the current PowerShell session, including your system drives, as well as the drives that can be used to work with the other providers. You can also create and remove a PSDrive with the New-PSDrive and Remove-PSDrive cmdlets.



Variables

Think of a variable as a container in which you can store something. You can create a variable at any time. Variables are not case-sensitive, and they can use spaces and special characters. As a best practice, Microsoft avoids using spaces and special characters in variable names. It recommends sticking with alphanumeric characters (A–Z, 0–9) and the underscore character (_).

Variables are declared with the dollar sign ($). For instance, if I wanted to create a variable to store my first name, I could type the following: 

$FirstName = Sara

[image: Remember] Variables are not case-sensitive. I capitalize the first letter of each word because it makes it easier for me to read it, but you don't have to.

When you want to display the value of a variable, all you need to do is type it with the preceding dollar sign. In Figure 1-3, you can see that I set my variable FirstName to my first name Sara. Then I typed in the name of the variable and it showed me the value of the variable.


 [image: Screen capture depicting FirstName to my first name Sara variable in PowerShell.]

FIGURE 1-3: Using the dollar sign tells the system you're working with a variable. You can create and display variables by adding the dollar sign in front of the variable name.







Sessions

Sessions are used to connect to PowerShell on a remote system. This can be done to run commands or to interact directly with the PowerShell on the remote system.

For example, New-PSSession will create a new PowerShell session. This can be done on a local system or a remote system. Note that New-PSSession creates a persistent connection, whereas Enter-PSSession connects to a remote system but only creates a temporary connection that exists for as long as the command or commands are running.



Comments

Whenever you write PowerShell scripts, you should always add comments, which help others understand how the code works and what it's doing. Comments can also help you if you ever need to change the code, or if you don’t run it very often. Comments start with the hash symbol (#). Everything that comes after the hash symbol on that line is a part of the comment. See the following example: 

#This is a comment…

Write-Host "This is not a comment"



Aliases

Aliases are shortcuts for full commands. There are far too many to list all of the PowerShell aliases, but Table 1-2 lists some of the more common ones.



TABLE 1-2 Common PowerShell Aliases




	
Alias

	
Full Command






	
gcm

	
Get-Command




	
sort

	
Sort-Object




	
gi

	
Get-Item




	
cp

	
Copy-Item




	
fl

	
Format-List




	
ft

	
Format-Table




	
pwd

	
Get-Location




	
cls

	
Clear-Host




	
ni

	
New-Item




	
sleep

	
Start-Sleep




	
write

	
Write-Output




	
where

	
Where-Object









Cmdlets

A cmdlet is a piece of code that consists of a verb and a noun. Common verbs are Get, Set, New, Install, and so on. With the cmdlet Get-Command, Get is the verb and Command is the noun.

Running Get-Command returns all cmdlets, aliases, and functions. You can find cmdlets, aliases, and functions that you're looking for with the Get-Command cmdlet. Look at the following: 

Get-Command -Noun *network*

When you run this command, PowerShell returns a list of all commands where the noun includes network. The asterisks are wildcards and basically tell PowerShell that you don’t care if there is text before or after the noun you’re looking for. An example of this command is shown in Figure 1-4.


 [image: Screen capture depicting output of Get-Command -Noun *network* in PowerShell.]

FIGURE 1-4: You can use the cmdlet Get-Command to find other commands even if you don't know the whole noun’s name.





Parameters allow you to refine what you’re interested in the command doing. For instance, using the Get-Command cmdlet by default will return cmdlets, aliases, and functions. By using the -All parameter, you can get the Get-Command cmdlet to return cmdlets, aliases, functions, filters, scripts, and applications. You can find out which parameters are available for a given command by checking the help documentation for the command. I cover using help within PowerShell later in this chapter.




Using PowerShell

In this section, I show you the typical day-to-day usage of PowerShell and how to accomplish the things that will make your life as a system administrator so much better.


Writing PowerShell commands and scripts

You may end up spending a significant amount of time typing out one-liners in PowerShell, or you may end up writing whole scripts. Several tools work well for writing PowerShell. I cover them in the following sections.


PowerShell Integrated Scripting Environment

You can always type directly into PowerShell, however if you're newer to PowerShell, I recommend using the PowerShell Integrated Scripting Environment (ISE). It makes suggestions based on what you’re typing and is very handy if you aren’t sure. As you can see in Figure 1-5, PowerShell ISE is correctly suggesting Get-Member based on what I started typing. Plus, you can look up commands in the right-side pane. PowerShell ISE is being deprecated; it still exists in PowerShell v5, but it will be removed in PowerShell v6.


 [image: Screen capture depicting PowerShell ISE with Get-Member suggested in a drop-down menu.]

FIGURE 1-5: The PowerShell ISE is a very powerful tool for writing PowerShell scripts.







Text editors

For some system administrators, the simplicity of a simple text editor can be really tempting. Notepad is available by default in the Windows Server operating system. Personally, I love Notepad ++ because it’s a simple interface, but it still provides color coding and, with the installation of an extension, you can check the differences between two files. Notepad ++ is an open-source project, and you do have to download and install it (go to https://notepad-plus-plus.org).



Visual Studio Code

Visual Studio Code is a code editor that is designed to be a light version of the traditional and more complex products. It’s optimized for quick code development and available on Windows, Linux, and macOS, free of charge. It features many of the useful features that you’re used to if you’ve used PowerShell ISE in the past, but it adds some new features that make it a better organizational tool. It can complete commands with IntelliSense and has a much more user-friendly method of browsing PowerShell commands when you install the PowerShell extension.

For system administrators who have some familiarity with Visual Studio, or who want integration with GitHub or other code repositories, Visual Studio Code is a great option. It brings support for Git commands out of the box and can be customized with other extensions past the core PowerShell extension. Going forward, it’s what Microsoft recommends using for work in PowerShell, given that the PowerShell ISE is being deprecated.

You can download Visual Studio Code at https://code.visualstudio.com. Installation and configuration are relatively simple: 


	Download the Visual Studio Code installer from https://code.visualstudio.com.

	Navigate to your Downloads folder and double-click the VS Code executable to begin installation.

	On the Setup – Visual Studio Code screen, click Next.

	On the License Agreement screen, select the I Accept the Agreement radio button, and then click Next.

	On the Select Destination Location screen, select where you want the software to install to, and then click Next.

	
On the Select Start Menu Folder screen, choose a folder in the Start menu if you want the application to be stored somewhere other than the default, and click Next.

You can also opt to not create a Start menu folder. I’ll accept the defaults.


	On the Select Additional Tasks screen, select the Create a Desktop Icon check box, the Add “Open with Code” Action to Windows Explorer File Context Menu check box, and the Register Code as an Editor for Supported File Types check box; leave the Add to PATH check box selected (see Figure 1-6).

	On the Ready to Install screen, click Install.

	On the Completing the Visual Studio Code Setup Wizard screen, leave Launch Visual Studio Code check box selected, and click Finish.

	After VS Code has launched, click Tools and Languages.

	Type PowerShell into the search box, and click Install on the extension for PowerShell, as shown in Figure 1-7.




 [image: Screen capture depicting Select Additional Tasks screen with Add to PATH check box.]

FIGURE 1-6: The Select Additional Tasks screen allows you to customize how and when you’ll interact with VS Code.






 [image: Screen capture depicting Visual Studio Code Setup Wizard screen with PowerShell Tools and Languages.]

FIGURE 1-7: After VS Code is installed, you can install the PowerShell extension from the Extension Marketplace.





With the PowerShell extension installed in VS Code, you can open the PowerShell Command Explorer (see Figure 1-8). This is helpful when looking up commands. If you click the question mark next to a cmdlet, your browser opens to the online help page for that cmdlet. Clicking the pencil icon inserts the cmdlet into the coding window.


 [image: Screen capture depicting Untitled-1 window with Add-ADCentralAccess command encircled.]

FIGURE 1-8: The PowerShell Command Explorer windows shows you PowerShell cmdlets and gives easy access to help files.








Working with objects

One of the most common things you do in PowerShell is work with objects. In fact, it would be extremely difficult not to! In the following sections, I cover some of the more common objects you use in PowerShell, and some examples of how to work with them.


Properties and methods

Properties and methods are used along with cmdlets to refine what you want the cmdlet to do. Properties are used to view the data that applies to an object, such as checking to see if an object is read-only, or to verify that data regarding an object exists. Properties are prefixed with a dash like this: 


	Get-Command -version: Returns the version numbers on everything returned by the Get-Command cmdlet

	Get-Command -verb Get: Returns aliases, cmdlets, and functions that use the verb Get



Methods are different from properties. You call them by putting a period (.) before the method name. Methods are typically used to specify some kind of action you want to take on an object. Consider the Replace method in the following example: 

'This is a great For Dummies book!'.Replace('great','super')

Here, you're using the Replace method to change the word great to the word super.



Variables

As I mention earlier, variables are used to store values. They can store commands, values, and strings. You’ll use variables extensively if you do any amount of scripting because they make things simpler. You can call a variable instead of having to type a long command, for example.



Arrays

An array is a type of variable. When you create the array variable, you assign multiple values to the same variable. For instance: 

$Alphabet = A,B,C,D,E,F

This code creates an array variable named $alphabet, which contains the letters A, B, C, D, E, and F.

To read back the contents of the array, you do the same thing that you would do to display the contents of a variable. You call the variable in the PowerShell window — in this case, $Alphabet. You get a display similar to Figure 1-9 if you use my example.


 [image: Screen capture depicting command $Alphabet output in PowerShell.]

FIGURE 1-9: Creating an array variable and displaying an array variable are very similar to what you used earlier to work with variables.





Arrays are a very useful type of variable for system administration work. For example, when you want to store a list of usernames or computer names that you exported from Active Directory so that you can run commands against each of them, an array is a perfect fit. I haven't covered loops yet, but you can run a command against each entry in an array with a loop, instead of having to run a command against an individual system.




Working with the pipeline

A pipeline is essentially a group of commands that are connected with a pipe to form a pipeline. The first command sends its output to the input of the second command, and the second command sends its output to the input of the third command.

The pipeline can be very handy for passing commands and/or data to another command so that you can act on it. Say, for instance, the calculator is running and you hate that pesky calculator. You can run the following command to end it. 

Get-Process win32calc | Stop-Process

Sure you could’ve hit the red X to close the calculator, but what fun would that be? In the real world, you would use this command to stop a process that isn’t responding. You could use a similar version with Start-Process or other useful cmdlets, and run them against one or more servers to simplify remote administration tasks.

[image: Tip] The $_ symbol represents whatever objects happens to be in the pipeline at that point in time. If you need to filter on two or more properties, this represents a really nice shorthand method to do this. Consider the following example: 

Get-Process | Where {$_.CPU -gt 50}

Get-Process | Where {$_.CPU -gt 50 -AND $_.Handles -gt 1000}

 

In this case, the $_ is passing the output of the Get-Process cmdlet and is allowing you to access the properties of the Get-Process command to run the comparison operators against. You can see the actual output of these two commands in Figure 1-10.


 [image: Screen capture depicting Get-Process command output in PowerShell.]

FIGURE 1-10: Using a pipeline with $_ to pass on the output of the first cmdlet, which allows you to use the cmdlet's properties to filter using the comparison operators.





[image: Tip] So, when should you use the pipeline? I believe that you should use the pipeline anytime you need the output of one command to be passed to the next command. This can result in some very long pipelines, but using the pipeline is simpler than breaking each cmdlet out on its own.



Working with modules

PowerShell is very powerful out of the box, but you’ll run into scenarios when it can’t accomplish what you want it to do. For example, PowerShell out of the box does not know how to work with Active Directory objects. To tell it how to interact with Active Directory, you import the ActiveDirectory module. At its simplest, a module is just a package that contains cmdlets, providers, variables, and functions.


Browsing available modules

Modules are pretty cool, right? Your next question may be: How do I find out what modules are available to me? I’m glad you asked. The command is simple: 

Get-Module -ListAvailable

If you run the command by itself, you’ll get a list of the modules that are available currently within your session. By adding the -ListAvailable parameter, you can get a list of modules that are installed on your computer and available for use. This command will take some time to return results, but when it does, you’ll have a nice list of all the PowerShell modules that are available to you on your system. I’ve included an example of the output in Figure 1-11. Please note that your output may look different because you’ll have additional modules listed based on the roles and features installed on your system.


 [image: Screen capture depicting Get-Module -ListAvailable command output in PowerShell.]

FIGURE 1-11: Viewing the available modules in PowerShell gives you an idea of how powerful it can be, and how many tools you have at your disposal.







Browsing the properties of a module

Get-Member is the simplest method to find out what properties are available to you with modules. The following line of code will give you a printout of all the properties associated with Get-Module. The last part of the command cuts the results down to just the name column because you aren't interested in the other columns for this purpose. 

Get-Module | Get-Member -MemberType Property | Format-Table Name




Working with comparison operators

Comparison operators are very useful when you need to see if two objects match or don’t match. For instance, you may use a comparison operator to find all the services on your system that are disabled. In this section, I cover the most common comparison operators.


-eq and -ne

Equal to (-eq) and not equal to (-ne) are used when you need to find an exact match to something, or when you want to ensure your results do not match. The response you get back is a true/false response. Consider the following code sample: 

$num = 2

$othernum = 3

$num -eq $othernum

When the last line runs, it will return a false because 2 does not equal 3. Let's run not equal to (-ne) now, which returns a true: 

$num -ne $othernum

You can see these little snippets in Figure 1-12 with their outputs.


 [image: Screen capture depicting $num -ne $othernum command output in PowerShell.]

FIGURE 1-12: If you’re trying to determine whether one object matches another, a simple equal to (-eq) may be your best bet.







-gt and -lt

Greater than (-gt) and less than (-lt) are also comparison operators that return a true/false response. You can play with a really simple version of this by setting a variable to a value and then testing it. For example: 

$x = 4

$x -gt 8

The preceding code will check to see if the value of x (in this case 4) is greater than 8. It is not, so the response will be false.



-and and -or

-and and -or also return true/false responses based on the conditions that they're given. -and, for example, returns a true if both statements it is fed are true. -or returns a true if one of the statements it is given is true.

For example, the following statement will be true if $a is less than $b, and $b is less than 50: 

($a -lt $b) -and ($b -lt 50)

This equation is similar but will be true if $a is less than $b, or if $b is less than 50: 

($a -lt $b) -or ($b -lt 50)




Getting information out of PowerShell

It's all fun and games to write equations and have PowerShell put the answer right on the screen, but the truth of the matter is that you’re usually going to want PowerShell to output the information in a different format. A common use case is exporting information on systems out of Active Directory to a CSV, so that you can filter on properties of each system like the operating system version, and whether service packs are installed. Or you may want it to write the result on the screen, but with some kind of text to give the information context. In the following sections, I examine a few of the ways to get PowerShell to output text.


Write-Host

Write-Host is used to write things onscreen. This command is very helpful when you want to give the result of something some context.

For example, you can set the value of a variable, in this case, $x to 2: 

$x = 2

Then you can use Write-Host to print a sentence and the output of the variable: 

Write-Host "The value of x is:" $x

This will end up printing out, “The value of x is: 2.”



Write-Output

Write-Output prints the value of a variable to a screen, much like simply typing the variable does. The main reason to use this particular command is that you can tell it not to enumerate data. If you're working with arrays, this can be helpful because the array will be passed down the pipeline as a single object rather than multiple objects.

An example from Microsoft’s web documentation for PowerShell showcases this perfectly. In both instances, you create an array with three values inside of it. If you measure the array, you get a count returned of 3, which makes sense. When you add -NoEnumerate, you get a count of 1. The three values are still there, but the array is simply being treated as one object rather than a collection of three, shown in Figure 1-13.


 [image: Screen capture depicting -NoEnumerate command output in PowerShell.]

FIGURE 1-13: Adding -NoEnumerate tells PowerShell to treat arrays differently than normal.







Out-File

Out-File is another method to export data from PowerShell into a file outside of PowerShell. This is especially helpful when you need to compile the data from a script, for instance, for analysis later on.

To get a list of processes running on a system so that you can dump them to file, you could do something like this: 

Get-Process | Out-File -filepath C:\PSTemp\processes.txt

 




Scripting logic

Loops can make a PowerShell script even more powerful. For instance, say you want to run a command against an exported list of computers from Active Directory. You can use a loop to enumerate through the imported CSV file and run the command on each individual entry.


If

The If statement tests a condition to see if it's true. If it is true, it will execute the code in the block. If it isn’t true, it will check the next condition or execute the instructions in the final block. Here is a silly example: 

$server = 'Windows'

If ($server -eq 'Linux') {

Write-Host 'This is a Linux server.'

}

ElseIf ($car -eq 'Solaris') {

Write-Host 'This is a Solaris system.'

}

ElseIf ($car -eq 'Windows') {

Write-Host 'This is a Windows system.'

}

Else {

Write-Host "Don't know what kind of system this is."

}

In this instance, because $server was initialized as Windows, the first two blocks will be skipped, but the third block will execute. The last block is ignored because it was not reached.



ForEach-Object

Using ForEach-Object allows you to enumerate multiple objects that have been passed through the pipeline or even imported from arrays and CSV files, just to name a few. Let's say you want to gather the names of all the processes running on your system, but you don’t want any of the other information that goes along with it. You could use ForEach-Object to accomplish this: 

Get-Process | ForEach-Object {$_.ProcessName}



While

While loops are known as pretest loops because the code is not executed if the condition set for the loop is not true. Basically, the code will be executed until the expression it's evaluating becomes false. These can be very useful when you need to increment or decrement a counter. Look at the following example: 

$myint = 1

DO

{

"Starting loop number $myint"

$myint

$myint++

"Now my integer is $myint"

} While ($myint -le 5)

You may be thinking, “Okay, it will count from 1 to 5.” But that’s not quite true. On the fifth loop, the While loop sees that 5 is less than or equal to 5 so it will allow it to continue. Only when it’s presented with 6 will it stop execution because 6 is not less than or equal to 5. So it will count from 1 through 6. Give it a try!




Other cool tricks

There are some other neat things you can do with PowerShell, and I would be remiss in my duties as an author if I didn’t add them to this chapter. Read on for more.


Exporting and importing CSV files

Exporting a CSV is very handy when you have output that contains multiple columns. This is my go-to command when I’m doing an export from Active Directory because it keeps everything neat and organized.

Here’s how to export the processes on a system, similar to what you did with Out-File to get to a text file: 

Get-Process | Export-Csv -Path C:\PSTemp\processes.csv

Importing a CSV can be the answer to a system administrator's prayers when you need to work with a lot of data and you don’t want to type it in manually. Expanding on the example earlier where you exported a process list, you can import that same list and then format it nicely. Formatting is discussed in “Formatting your output” later in this chapter. 

$Procs = Import-Csv -Path c:\PSTemp\processes.csv

[image: Tip] You only need to specify -Path if you want to save output or import output from somewhere other than the directory you’re currently in.



Exporting HTML/XML

This one isn’t exactly a true export. You’re actually converting the output of a command to HTML and then using Out-File to write it to that file. Consider the following example: 

Get-Process | ConvertTo-Html | Out-File c:\PSTemp\processes.html

You can see this example in Figure 1-14, where I've used the Invoke-Item command to actually open my created HTML file that contains the output of the Get-Process command.


 [image: Screen capture ConvertTo-Html cmdlet command output in PowerShell.]

FIGURE 1-14: The ConvertTo-Html cmdlet can be used to convert the output of a previous command to an HTML format, which can then be written to file with Out-File.







Sorting through objects

Telling PowerShell how you want it to sort objects can be very useful. For example, you may want to sort on memory usage so you can see which processes are using the most resources. The Sort-Object cmdlet will sort processes in the order of least CPU-intensive to most CPU-intensive: 

Get-Process | Sort-Object -Property CPU

 



Filtering through objects

Examples like sorting can be very useful, but it's highly unlikely that you would want to look through all the results for CPU. You probably just want to know what the most resource-intensive processes are. The Select-Object cmdlet will return the last five results from that CPU listing, which is a much more manageable and useful list if you’re troubleshooting issues. 

Get-Process | Sort-Object -Property CPU | Select-Object -Last 5



Formatting your output

You’ve probably noticed from playing in PowerShell that sometimes the output isn’t as readable as it could be. So let’s look at some of the ways to format output to be a little prettier.

Run the Get-Process cmdlet to get a baseline for appearance. Figure 1-15 gives you an idea of what the cmdlet's output looks like.


 [image: Screen capture Get-Process command output in PowerShell.]

FIGURE 1-15: The output of Get-Process is normally in a table format.






FORMAT-LIST

Format-List takes the output of the cmdlet or whatever code is before it and formats the output into a list. The output of Get-Process | Format-List will look like Figure 1-16.


 [image: Screen capture Get-Process | Format-List command output in PowerShell.]

FIGURE 1-16: Get-Process formatted into a list rather than the usual table format.







FORMAT-TABLE

Format-Table can take data in a list format and convert it into a table. With the Get-Process cmdlet I've been using in this chapter, it wouldn’t change the output because Get-Process is already outputting a table. You can add the -AutoSize parameter so that the column sizes in the table adjust automatically.



FORMAT-WIDE

Format-Wide will display data in a table format, but it will only show one property of the data that it's presented. You can specify how many columns, and you can specify which property you want it to display. The example in Figure 1-17 is the output of Get-Process split into three columns. I haven’t specified a property name, but you can see that it’s using the Process Name as the property.


 [image: Screen capture Format-Wide command output in PowerShell.]

FIGURE 1-17: You can use Format-Wide to nicely format and present data in table formats.










Running PowerShell Remotely

Running PowerShell locally can be great for automating work and simplifying administrative work. But the true strength in PowerShell comes from the fact that you can also run it remotely against other systems on your network.


Invoke-Command

Invoke-Command can be used locally or remotely. Because the focus of this section is on the remote usage of the cmdlet, that's where I’ll focus. Say I wanted to run my favorite Get-Process on a system named Server3. The entire thing would look something like this: 

Invoke-Command -ComputerName Server3 -Credential domain\username -ScriptBlock {Get-Process}



New-PSSession

Running New-PSSession allows you to establish a lasting, persistent connection to a remote system on your network. If you want to run command through your PSSession, you use the Invoke-Command cmdlet (see the preceding section). To open the new connection, type the following: 

New-PSSession -ComputerName Server3



Enter-PSSession

Enter-PSSession allows you open an interactive session to a remote computer. The prompt changes to indicate that you're connected to the remote system. In Figure 1-18, you can see the changed prompt, as well as the commands that I ran against the remote server.


 [image: Screen capture Enter-PSSession command output in PowerShell.]

FIGURE 1-18: Interacting with a remote server is intuitive after connecting to it with Enter-PSSession.





This is extremely useful if you’re running headless systems like Server Core in your environment. To exit the interactive session, you can type Exit-PSSession or simply type exit.




Getting Help in PowerShell

You can do so many things with PowerShell that it would be impossible to memorize all of them. This is where the built-in help comes in very useful. The help pages give you a description of what a command can do, along with examples and additional parameters you can use with the command.


Update-Help

One of the first things I like to do with a new system is run the Update-Help cmdlet. This cmdlet pulls down the help articles available at the moment you issue the command. It can take a bit of time, so run it when you aren't needing to use it right away. In Figure 1-19, you can see what the update process looks like. Each module displays its progress. This process does require an Internet connection.


 [image: Screen capture Update-Help command output in PowerShell.]

FIGURE 1-19: Updating the help pages for your PowerShell modules.





[image: Remember] The most recent versions of the help articles are going to be on Microsoft’s PowerShell Reference pages (https://docs.microsoft.com/en-us/powershell/scripting), not by download on your system.



Get-Help

The Get-Help cmdlet is like the Swiss Army knife of cmdlets. If you don't know what you’re looking for, it can be very helpful. Here are some options: 


	Get-Help Get-Process: Running this command will return information about the Get-Process command. This is most useful if you need to learn more about a cmdlet, or if you need to learn more about how to interact with a cmdlet.

	Get-Help process: This command is nice when you don't know the exact name of the cmdlet you’re looking for. It will search for help topics that contain the word process and will display them to you afterward.





-Detailed and -Full

Help articles have different levels of detail that they can go into. Normally, the help article will show basic syntax to give you an idea of how to use the cmdlet. To look at more levels of detail, you can use the following: 


	-Detailed: The -Detailed parameter will display descriptions of parameters and examples of how to use them with the cmdlet.

	-Full: The -Full parameter will truly give you all the information available regarding a cmdlet, including descriptions of parameters, examples of how to use the cmdlet, type of input/out objects, and any additional notes that are in the help file.



For example, you could type Get-Help Get-Process -Full to get all f the details available from the help files for the Get-Process cmdlet.




Identifying Security Issues with PowerShell

Given the power of PowerShell, you need to be able to secure it properly. There are several things you can do to ensure that only proper and authorized PowerShell scripts are able to run on your network.


Execution Policy

The Execution Policy allows you to define what kind of scripts are allowed to run within your network. You can set the Execution Policy through Group Policy or through the following PowerShell cmdlet: 

Set-ExecutionPolicy -ExecutionPolicy <policy>

There are several policy types that can be put in place of <policy> in the preceding example: 


	Restricted: This is the default policy if no other policy is specified. It prevents PowerShell scripts from running and will not load configuration files.

	AllSigned: For a script or configuration file to run, it must be signed by a trusted certificate. I cover how to do this in the next section.

	RemoteSigned: This requires that any script that is downloaded from the Internet be signed by a trusted certificate. Scripts created locally do not have to be signed to run.

	Unrestricted: This allows you to run all scripts and load all configuration files. You're prompted for permission before a script is run. I don’t recommend using this setting.

	
[image: Warning] Bypass: This is very similar to Unrestricted, except it doesn’t even prompt for permission to run a script. I caution you to never use this setting.


	Undefined: This removes whatever Execution Policy is currently set, unless that Execution Policy is being set through Group Policy.





Code signing

To use an Execution Policy that is more secure, a PowerShell script needs to be signed. By signing a PowerShell script, you're validating that it came from a trusted source and that it has not been altered since it was released. If you’re using RemoteSigned, then you only need to worry about signatures on scripts downloaded from the Internet. However, if your security people have gone wild and it’s set to AllSigned, you need to sign your PowerShell scripts before you can run them. In the following sections, I show you the steps involved in doing that.


Creating a Code Signing Certificate

To be able to sign a PowerShell script, you need a Code Signing Certificate (CSC). If you're publishing certificates for use on the Internet, you can purchase CSCs from some of the large public certificate authorities like GoDaddy and DigiCert. If you’re creating certificates for internal usage, then you can create a CSC using your internal certificate authority. That’s the workflow you can walk through here: 


	Click Start and then type certmgr.msc and press Enter.

	Right-click Personal, then select All Tasks, then Request New Certificate.

	On the Before You Begin screen, click Next.

	On the Select Certificate Enrollment Policy screen, choose Active Directory Enrollment Policy, and then click Next.

	
Select the CSC template, and then click Enroll.

On the Certificate Installation Results screen, you should see Succeeded.


	Click Finish.





Importing the certificate into the Trusted Publishers Certificate Store

If you’re only going to run scripts on your local system, you can get away with manually exporting the certificate from your Personal Store and adding it to your Trusted Publishers Certificate Store. In an Enterprise situation, you’ll want to use Group Policy to push your certificate to the Trusted Publishers Certificate Store on any system you’ll run the script from. Follow these steps to do add your code signing certificate to your Trusted Publishers Certificate Store: 


	Click Start, type CertMgr.msc, and press Enter.

	Select Personal, right-click your CSC, and choose All Tasks⇒  Export.

	On the Welcome to the Certificate Export Wizard, click Next.

	On the Export Private Key screen, leave the selection on No, and click Next.

	Leave the file format on the default .DER and click Next.

	On the File Export screen, click Browse.

	
Select a location, name your cert, and click Next.

I’ll name mine Demo CSC and save it to my Desktop.


	
On the Completing the Certificate Export Wizard, click Finish.

You get a pop-up that says “The export was successful.”


	Click OK.

	Navigate to where you saved the certificate, and double-click it.

	Click the Install Certificate button.

	On the Welcome to the Certificate Import Wizard screen, select Local Machine and click Next.

	On the Certificate Store screen, select Place All Certificates in the Following Store, and click Browse.

	Choose Trusted Publishers and click OK; then click Next.

	
On the Completing the Certificate Import Wizard screen, click Finish.

You’ll get a pop-up that says “The import was successful.”


	Click OK.





Signing your script

After you’ve created the certificate, and you’ve imported it into the Trusted Publishers Certificate Store, you can sign your certificate, and your system will trust it. So let’s sign the simple Do While script that I created earlier. 

Set-AuthenticodeSignature c:\DoWhile.ps1 @(Get-ChildItem cert:\CurrentUser\My -codesign)[0]

This signs the script with the certificate that is in my Personal Store. After the script is signed, I can run it. I’m not prompted and it runs without issue. If you look at Figure 1-20, you can see what the script looks like with the signature added to it.


 [image: Screen capture Do While script in Notepad.]

FIGURE 1-20: Signing a script allows it to run even in a restrictive environment that requires all PowerShell scripts to be signed.





In the example in Figure 1-21, I show you the whole thing from start to finish. I set the Execution Policy to AllSigned. Then I try to run an unsigned script. You can see I get an ugly error message saying that the script is not digitally signed. I run the PowerShell cmdlet to sign my script, and then I run the script again and it executes successfully. Pretty cool, right?


 [image: Screen capture Do While script command highlighted and output in PowerShell.]

FIGURE 1-21: A demonstration of what you see when running an unsigned script, signing the script, and finally executing the signed script.








Firewall requirements for PowerShell remoting

PowerShell remoting relies on the Windows Remote Management (WinRM) service. WinRM creates two listeners, one for HTTP and one for HTTPS. To allow remote PowerShell commands to work, you need to have ports 5985 and 5986 open. Port 5985 provides HTTP support, and Port 5986 provides HTTPS support.

On an individual system, running the Enable-PSRemoting cmdlet does all the work needed to allow for remote PowerShell to work, including enabling the local firewall rules necessary. This cmdlet needs to be issued from an elevated (use Run as Administrator) PowerShell window.






Chapter 2

Understanding the .NET Framework
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Many people wonder why they need to understand the .NET Framework and, more important, why it’s bundled with PowerShell. Using .NET, not only can you do things in PowerShell that you wouldn’t be able to do natively, but you also can create functions and modules with the .NET code that you can reuse.

In this chapter, I explain the basics of .NET and how to interact with it. I don’t cover .NET programming — that’s a whole other book’s worth of material.



Introducing the Various Versions of .NET Framework

Before I jump into .NET versions, I want to make sure that you understand what the .NET framework actually is. A framework allows a programmer to call code instead of having to write the code each time the programmer wants the functionality. The .NET framework gives developers the code they need to write .NET applications without having to custom develop every single little piece of code themselves. .NET is integrated with PowerShell, so you can call the same snippets of .NET code that developers can from within PowerShell, either in the console or in a script. For instance, Figure 2-1 shows a piece of .NET code called from PowerShell that displays the value of pi.


 [image: Screen capture depicting Visual Studio Code with .NET code from PowerShell.]

FIGURE 2-1: The .NET Framework expands the functionality of PowerShell greatly with code that can be called on the console or via script.





Each new version of the .NET Framework adds new functionality and fixes old problems. The .NET Framework follows a similar cadence to most products in that it has major and minor versions. The major releases tend to focus heavily on new features, while the minor versions add features and fix issues found in the previous releases.

As of the time of this writing, version 4.7 is the current major version, and 4.7.2 is the current minor version. The 4.7 versions shipped with Windows Server 2019; version 4.6.2 shipped with Windows Server 2016; and version 4.5.1 shipped with Windows Server 2012 R2. It’s very common to have multiple versions of the .NET Framework installed on the same system; there is usually no issue with them co-existing.

[image: Tip] The version of .NET you’re currently on is stored in the Windows Registry. To locate the release number, you can use the following command: 

(Get-ItemProperty 'HKLM:\SOFTWARE\Microsoft\NET Framework Setup\NDP\v4\Full' -Name Release).Release

This command returns a number. Table 2-1 lists the minimum number for each major version. When I run this command on my system, for example, I get 461814. According to Table 2-1, that means that I have version 4.7.2, which is correct because the minimum value for 4.7.2 is 461808.



TABLE 2-1 .NET Versions with Release Values




	
Version

	
Minimum Value






	
.NET Framework 4.5

	
378389




	
.NET Framework 4.5.1

	
378675




	
.NET Framework 4.5.2

	
379893




	
.NET Framework 4.6

	
393295




	
.NET Framework 4.6.1

	
394254




	
.NET Framework 4.6.2

	
394802




	
.NET Framework 4.7

	
460798




	
.NET Framework 4.7.1

	
461308




	
.NET Framework 4.7.2

	
461808



Source: https://docs.microsoft.com/en-us/dotnet/framework/migration-guide/how-to-determine-which-versions-are-installed#ps_a

[image: Tip] Most of the time, you have one version of .NET installed, and that’s it. Sometimes, though, you may have a legacy application that needs an older version of .NET, and a newer application that requires a newer version of .NET. The great thing about .NET is that you can run more than one version side by side. For instance, your legacy application may need .NET 3.5, but your newer application needs .NET 4.5. You can install both versions of .NET on your system, and each application will be able to run with the version of .NET that it needs.

.NET is available in the server operating system as a feature. To install .NET, follow these steps: 


	In Server Manager, choose Manage ⇒ Add Roles and Features.

	On the Before You Begin screen, click Next.

	On the Select Installation Type screen, choose Role-Based or Feature-Based Installation, and then click Next.

	On the Select Destination Server screen, click Next.

	On the Select Server Roles screen, click Next.

	On the Select Features screen, select either .NET Framework 3.5 Features (which installs .NET Framework 2.0 and 3.5) or .NET Framework 4.7, and then click Next.

	On the Confirm Installation screen, click Install.





Focusing on New Features in .NET 4.7

.NET version 4.7 introduced new features in a few key areas: 


	
Core: Among the core functionality that was added in version 4.7 is increased functionality for elliptic curve cryptography (ECC) and some other improvements for cryptography in general.

Core also includes better support for control characters and is enabled by default for any application that targets .NET 4.7. It can be opted in to with applications that are using an older version of .NET.


	Networking: Developers no longer need to hard-code a Transport Layer Security (TLS) version into their applications. Instead, they can target the TLS protocols that are supported by default on the installed operating system.

	ASP.NET: ASP.NET is used to build web applications and offers three different frameworks to support that objective — Web Forms, MVC (model, views, and controllers), and Web Pages. ASP.NET got a newer feature with .NET 4.7 called Object Cache Extensibility, which allows developers to make changes to the in-memory object caching and monitoring if the default implementation does not meet their needs.

	Windows Communication Foundation (WCF): WCF allows you to send messages between your services and your clients. With .NET 4.7, WCF got the ability to configure message security settings to use the stronger TLS 1.1 and 1.2 rather than SSL 3.0 and TLS 1.0. It’s an opt-in setting so you have to go in and enable it inside of your application’s configuration file. Plus, in .NET 4.7, several changes were made to improve the reliability and stability in relation to serialization options.

	Windows Forms: Windows Forms allows you to build graphical ways for your application to interact with your users. It allows you to add controls to your forms, and to tell the application what to do when a user clicks a button. As of .NET 4.7, Windows Forms can now support high-DPI monitors. This is an opt-in feature that must be enabled within your application.

	Windows Presentation Foundation (WPF): WPF is a UI-based framework that aids in the creation of desktop applications. WPF now supports the touch/stylus stack when using WM_POINTER messages, instead of Windows Ink Services Platform. This is an opt-in feature, which you have to enable inside of your application. Printing APIs were also updated.





Viewing the Global Assembly Cache

Before I dive into the Global Assembly Cache (GAC), you may be wondering what it is. The GAC is responsible for storing assemblies that are shared by multiple applications on a computer. The assembly, at its most basic definition, is an executable of some kind. It contains all the code that will be run and serves as the boundary for the application. Many assemblies are installed when .NET is installed on your system.

.NET Framework versions 4 and up store their assemblies in %windir%\Microsoft.NET\assembly. The %windir% is a placeholder for the Windows directory, which is typically located at C:\Windows.

Viewing the assemblies in the GAC is done using a tool called gacutil.exe. This tool is a part of the Developer Command Prompt for Visual Studio so you need to install Visual Studio on your system if you want to play with the GAC on your system. Visual Studio IDE Community is the free version and does include the Developer Command Prompt. Figure 2-2 gives you an idea of what the GAC looks like when you view the assemblies. I've typed the following command: 

gacutil.exe -l


 [image: Screen capture depicting GAC from Developer Command Prompt.]

FIGURE 2-2: You can view the contents of the GAC with the Developer Command Prompt.





This command lists all the assemblies within the GAC.


Understanding assembly security

Because the GAC lives in the Windows folder, it inherits the permissions of the Windows folder. In many cases, you may want to tighten the permissions on the GAC directories so that only administrators can delete assemblies. If someone deletes an assembly that the system or an application relies on to function properly, that application will no longer work.



Identifying the two types of assembly privacy

Two types of assemblies make up the .NET presence on your system: 


	Private: Private assemblies are deployed with an application and can only be used by that application. Think of them like the children on the playground who won't share.

	Shared: Shared assemblies are available to be used by multiple applications on your system. They’re stored in the WinSXS folder and are installed via Windows Update and Windows Installer packages.





Viewing assembly properties

In older versions of the Windows Server operating system, you could simply right-click an assembly to get all the properties of the file. That function was removed several operating system versions ago. Now if you need to get information on the assembly file, your best bet will be to go through PowerShell. Say that I want to view the version information on the accessibility.dll that is in use. This is the command that I would need to run: 

[Reflection.AssemblyName]::GetAssemblyName('C:\Windows\Microsoft.NET\Framework\v4.0.30319\accessibility.dll').Version

After I've run this command I’m presented with the major, minor, build, and revision numbers, as shown in Figure 2-3.


 [image: Screen capture depicting accessibility.dll output from PowerShell.]

FIGURE 2-3: You need to use PowerShell to view the assembly properties in Windows Server 2019.








Understanding .NET Standard and .NET Core

The .NET Framework has been a staple for many years, but newer frameworks are gaining in popularity.


.NET Core

.NET Core is one of the newest members of the .NET Framework family. It’s open source and it can be run on Windows, Linux, and macOS. With .NET Core, you can build applications that are cross-platform. If your application is developed with .NET Core, then only .NET Core applications will be compatible — you won’t be able to support Xamarin or the classic .NET Framework. .NET Core is an implementation of the specifications that are set in the .NET Standard.

You may wonder why you would use .NET Core if it isn’t compatible with the other runtimes. There are a couple good reasons: 


	You can develop .NET Core on Windows, Linux, or macOS.

	If you’re coding for a mobile application, .NET Core is optimized for mobile work.





.NET Standard

.NET Standard is a set of APIs that all the .NET frameworks must support. This includes .NET Core, Xamarin, and the classic .NET Framework. It’s important to note that .NET Standard is a specification, not a framework. It’s used to build libraries that can be used across all your .NET implementations, including the traditional .NET Framework, the newer .NET Core, and Xamarin.



Tying it all together: .NET and PowerShell

PowerShell Core 6.0 uses the newer .NET Core as its runtime. This means that you can now run PowerShell on Windows, Linux, and macOS. PowerShell Core also enables you to take advantage of all the awesome .NET Core APIs in your commands and scripts, which really extends the utility and capabilities of your scripts. You can start working with PowerShell Core without impacting your current installation of PowerShell because both PowerShell and PowerShell Core can be run side-by-side. PowerShell Core is available for download from the PowerShell repo on GitHub at https://github.com/PowerShell/PowerShell/releases.
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In Chapter 1, I explain what PowerShell is and fill you in on the basics of working with it. In Chapter 2, I tell you a little bit about .NET and its interaction with PowerShell. This chapter is all about putting that information and your skills to use by starting to build out the scripts that you’ll use on a daily basis as a system administrator.



Introducing Common Scripts and Cmdlets

Writing single lines of PowerShell is pretty common when you have administrative tasks that you’re trying to perform, but most of the really useful and powerful PowerShell comes from the ability to put multiple cmdlets into a script.

The Microsoft website has some great reference material for PowerShell. What I find the most beneficial is the Reference link off the main PowerShell site (https://docs.microsoft.com/en-us/powershell/scripting/). When you click the Reference link, you get all the Help pages that you can request from the PowerShell console but in a nice graphical interface. You can find syntax help and examples of how to use the cmdlets.

Each cmdlet is grouped by type, and then listed for you to look through or select. Figure 3-1 shows you an example of what the Connect-PSSession page looks like.


 [image: Screen capture depicting Connect-PSSession page.]

FIGURE 3-1: The Reference page from Microsoft’s website contains hundreds of cmdlets with descriptions, syntax, and examples.





If you want to get more examples to work with, the PowerShell Gallery has thousands of example scripts that you can download and start using. What I love about PowerShell Gallery is that you can search for what you want to download. For instance, I’ve downloaded PowerShell modules written for enterprise-grade firewalls. The vendors only published an API; the community came together and wrote a PowerShell module that allows me to use familiar PowerShell syntax rather than learn the vendor’s API.



Executing Scripts or Cmdlets

For the most part, executing a PowerShell script is not that much different from using a Command Prompt. You can right-click it and choose Run with PowerShell, or you can call it from the PowerShell console. Don’t forget about the execution policy that was discussed in earlier chapters. If your execution policy is not set to where it will allow the desired script to run, then PowerShell will give you an error when you try to execute the script.

When calling it from the console, you can give it the location to the script: 

C:\PSTemp\dowhile.ps1

Or you can use the .\ to indicate that you're already in the correct directory: 

.\dowhile.ps1


Working with COM objects

You’ll more commonly work with the .NET framework when writing scripts in PowerShell, but you can also work with COM objects. The commands are very similar, but there are syntax differences in how you identify COM objects. This example creates a COM object that represents Internet Explorer, and sets the visible property to $True so that you can see the Internet Explorer window. It sets the URL to the www.dummies.com website. 

$IE = New-Object -COMObject InternetExplorer.Application -Property @{Navigate2="www.dummies.com"; Visible = $True}

If you're wondering what properties you have to work with, you can find them as you would with a regular cmdlet. The previous example, for instance, could be typed as follows, to find out the properties that are available: 

$IE = New-Object -COMObject InternetExplorer.Application

$IE | Get-Member

Figure 3-2 shows you an example of what the display from Get-Member would be. You can see Navigate2 shows up as one of the methods, and if you scrolled down you would find Visible toward the bottom of the list of properties.


 [image: Screen capture depicting Get-Member command output with Navigate2 in PowerShell.]

FIGURE 3-2: Checking the properties of COM objects is similar to checking the properties of cmdlets, using Get-Member.







Combining multiple cmdlets

Using one cmdlet at a time is not an efficient use of your time, and let's face it, every system administrator wants to be able to save some time.

You’ve learned about the pipeline and about variables. All these things will enable you to be a PowerShell ninja, one idea at a time.

For instance, you could write this line of code in this manner: 

$cmd = Get-Command

$cmd | Get-Member

Or you could simply combine the two from the beginning like this: 

Get-Command | Get Member

Combining multiple cmdlets instead of running them one at a time, and storing their values into variables, works much better and far more efficiently. In Chapter 4 of this minibook, I show you how to take this to the next level and save your commands into a file that you can write anytime. PowerShell scripts are absolutely wonderful. They’re huge time savers — and, if designed correctly, you can use them for years to automate processes and batch jobs.




Working from Another Location

You may need to work with data remotely from time to time without the requirement of logging in to the remote system to do that. There are several methods to accomplish this task. You may also want to be able to get information through the remote console.

To list the items in a share, similar to running the dir or ls commands: 

Get-ChildItem \\servername\sharename

To check the health of your file shares: 

Get-FileShare -FileServer (Get-StorageFileServer -FriendlyName "servername")

Working with Server Message Block (SMB), which is a file-sharing protocol for use over a network, is simple as well. Let's look at a few commands that will allow you to work with SMB shares on Windows file servers. These run locally so you will need to create a session with the system you want to run this against.

Get-SmbShare returns a list of all the SMB shares on the local system. This can be helpful when you need to go a step further and list the properties of a share. For example, say I want to see the properties of a share named MyData. I can type something like the following: 

Get-SmbShare -Name "MyData" | Format-List -Property *

As you can see in Figure 3-3, you can get some valuable information on your share with that simple command. You can find out the physical path, whether the data is encrypted, whether shadow copies are turned on, and so on.


 [image: Screen capture depicting Get-SmbShare -Name "MyData" command output in PowerShell.]

FIGURE 3-3: Get-SmbShare is a very powerful cmdlet that gives you the ability to collect a great deal of information.







Performing Simple Administrative Tasks with PowerShell Scripts

In this section, I show you some cool things that you can do with PowerShell scripts that might help you right now.

[image: Remember] Keep in mind that for some of these scripts you may need to install a module to get it to work properly. If you run the Active Directory scripts on your domain controller, you won't need to add the AD module. If you’re running from a system without Active Directory (like your desktop, for example), you need to import the Active Directory module with the command Import-Module ActiveDirectory. If you have the Remote Server Administration Tools (RSAT) installed on your desktop, the modules will be able to automatically load when needed.


Adding users in Active Directory

Adding users in Active Directory is a pretty common task. You can do this from the graphical user interface (GUI), but this method can be much faster. This example creates a user named George Smith, adds him to the Sales OU, prompts for the password (which is stored securely), enables the account, and ensures that the user will need to change his password after he has logged in. 

New-ADUser -Name " George Smith" -GivenName "George" -Surname "Smith" -SamAccountName "gsmith" -UserPrincipalName "gsmith@sometestorg.com" -Path "OU=Sales,DC=sometestorg,DC=com" -AccountPassword(Read-Host -AsSecureString "Input Password") -Enabled $true -ChangePasswordAtLogon $true

As you can see in Figure 3-4, the user account is created and placed into the OU that I specified. The account is enabled and will be ready for the user on his first day.


 [image: Screen capture depicting Active Directory Users and Computers screen with George Smith file in Sales folder.]

FIGURE 3-4: Creating a user in PowerShell is quick, and the user shows up almost instantaneously, as shown in the Active Directory Users and Computers window.







Creating a CSV file and populating it with data from Active Directory

Pulling data from Active Directory is an important skill for a system administrator to have. The following code queries Active Directory for Server operating systems. You can further define your filter to return specific versions of the server OS as well. Notice in Figure 3-5 that the information from onscreen appears in the CSV. There are no service packs out yet, so the OperatingSystemServicePack field is empty. 

Get-ADComputer -Filter "OperatingSystem -like '*Server*'" -Properties OperatingSystem,OperatingSystemServicePack | Select Name,Op* | Export-CSV c:\PSTemp\ServerOSList.csv

 


 [image: Screen capture depicting server OS command output and code in Notepad in PowerShell.]

FIGURE 3-5: Running your query and having the information on the screen can be nice, but it’s even better when it’s in a file you can work with later.







Checking to see if a patch is installed

It never fails — when a big vulnerability is released and a patch is announced, your boss is almost always going to ask, “Is the patch installed?” If you work for a larger organization, you may have purchased a tool that can manage this for you. If you work for a smaller org, though, or if you want to spot-check the accuracy of your tools, PowerShell does give you a simple way to check to see if a patch is installed. You can use this with Invoke-Command, which is great if you want to check it against a list of all your systems, for example. 

Get-Hotfix -Id "KBXXXXXX" -ComputerName <servername>

Replace the Xs with the numbers in the actual Knowledge Base (KB), and the servername with the remote server's hostname. If you’re running this command locally, you can omit the -ComputerName parameter altogether.



Checking running processes or services

Last but certainly not least are the administrative cmdlets to check for running processes and services.

Get-Process will return all the active processes by default. You can run it by itself, and you receive a table-formatted output with the active processes.

Get-Service is a little different in that it's totally normal to have services that are not running during the day. If you want to see only the running processes, you need to type a command similar to the following: 

Get-Service | Where-Object {$_.Status -eq "Running"}

The $_.Status is a property of Get-Service. Using Where-Object in front of it will filter your output so that you only see running services.

What do you do if you want to check the services on multiple systems? You select multiple system names like this: 

Get-Service -Name "WinRM" -ComputerName Server2019-DC, "Server2019-dc2", "Server2019-dc3" | Format-Table -Property MachineName, Status, Name, DisplayName -auto

This command will check for WinRM specifically on the three servers that I have included after the -ComputerName parameter.
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Tons of scripts are already purpose made and ready for download, but nothing is quite as satisfying as writing your own scripts and cmdlets. That feeling of accomplishment really can’t be beat when the script you’ve been working on is put to use.

With Infrastructure as Code (IaC) gaining in popularity, being able to write custom scripts helps to make you a more marketable employee, not just from a system administration standpoint, but also from a DevOps standpoint. IaC allows you to script the deployment of a server so that you can respond to the need to scale much more quickly than if you had to manually build a server.

In this chapter, I show you how to create your own custom components of PowerShell. You discover how to create new shell extensions and your own PowerShell scripts, and you find out about creating your own cmdlets.



Creating a PowerShell Script

You’ve got this monotonous task you have to do every single day. This task regularly take you an hour to complete. You want to reclaim your hour. What do you do? You build a PowerShell script, of course!

PowerShell is probably one of my favorite scripting languages. The main reason is that when you have a grasp of the syntax and how to look up the properties of various cmdlets, you’re really only limited by your imagination.

Before I move on to working with scripts and functions, let’s get a few definitions out of the way: 


	Script: A script is a series of commands that are run in order, dependent on whether you have conditional operations occurring within your script. Scripts often contain cmdlets, loops, and other elements that, when run together, accomplish some task. Scripts are the easiest method to automate repetitive work.

	Advanced function: An advanced function allows you to create and do the same things you can do with cmdlets, but without having to learn .NET Framework languages like C#, and without having to compile your code. You do have to follow the naming rules for PowerShell commands when creating a function — it should consist of the same verb/noun syntax as the usual PowerShell cmdlets.




Creating a simple script

When creating your first script, start with a small goal in mind and then build on it from there. If you try to do something really large and detailed, you may run into issues and get frustrated. Look at examples on the Internet to see how others have solved for the same issues, and experiment.

PowerShell scripts are always saved with a filetype of PS1. This tells your system that the file is a PowerShell script file and will suggest PowerShell or your favorite text editor to edit it or will open PowerShell to execute it.

If you ever find yourself in need of samples or you want to download pieces of code so that you’re crafting code from scratch, I highly recommend PowerShell Gallery (www.powershellgallery.com). It’s maintained by Microsoft and has modules, scripts, and even some examples of PowerShell DSC, which I talk about in Chapter 5 of this minibook. Figure 4-1 shows you the PowerShell Gallery homepage. At the time of this writing, you can see that there are 4,260 unique scripts and modules available from PowerShell Gallery. What I really like is that you can see how many downloads of each resource have been made, and any questions or comments that have been made to the authors of the scripts or modules.


 [image: Screen capture depicting PowerShell Gallery homepage.]

FIGURE 4-1: PowerShell Gallery is an excellent resource to download or see examples of various scripts or modules.





Before I get into an example of a script, I want to add that you should always use comments when you’re writing a script. You can denote a comment in PowerShell by starting the line with a hash (#). Everything after the hash on that line is ignored and is treated like a comment. Comments are useful for you because they can form an outline of what you're trying to accomplish. They can serve as documentation for you later and can assist your co-workers in either using the script or helping you write it.

In Chapter 3 of this minibook, I show you an example of how to create a new user in Active Directory using PowerShell instead of using the graphical Active Directory Users and Computers. The real power of that little bit of code becomes apparent when it’s put into a script that can take a CSV file (from HR perhaps) and import it into PowerShell, and then have PowerShell loop through each row and create each user.

In the following sections, I step through this script step by step. Then I show you the whole thing all together. Never fear! The script is on the GitHub repo created for this book, and you can download it from there, rather than having to retype it. The GitHub repository created for this book is located at https://github.com/sara-perrott/Server2019PowerShell.


Creating the CSV file

The CSV file is the most important piece of this whole exercise because it provides the input to the script. The column names are assigned in the first part of the script to variables so that they can be called when you get to the loop that processes each row in the CSV. Figure 4-2 shows you a sample of what the CSV should look like. After the CSV is complete, you can move on to the script.


 [image: Screen capture depicting UseImport CSV file in Microsoft Excel.]

FIGURE 4-2: Using CSV files to import data sets for scripts is a simple way to deal with multiple inputs.





[image: Tip] As a working security professional, I have to point out that storing passwords in plaintext CSV files is not a good thing to do. I suggest setting complex temporary passwords and destroying the CSV when it’s complete. You can, of course, send the credentials to the supervisor of the new employee by whatever means is approved in your organization before destroying it. Don’t leave spreadsheets hanging around with passwords in them, though. They’re a treasure trove for hackers.



Creating the script

This script imports users from the CSV file you created earlier and creates an Active Directory account for each of them.

Assuming you aren’t working on a domain controller, you need to import the Active Directory module so that you can work with the AD cmdlets. This process used to be manual, but now it’s automatically imported when it’s needed. Assuming that you have Remote Server Administration Tools (RSAT) installed, the module for Active Directory will load when you use a cmdlet that requires it.

The following line of PowerShell will import the CSV file when run and will store the contents in the $ImportADUsers variable. 

$ImportADUsers = Import-Csv C:\PSTemp\UserImport.csv

The next line starts a foreach loop. This loop will go row by row through the CSV file. Each row is stored in the $User variable. Each of the column names is called by the $User.columnname section, and the value is stored in each of the variables that matches the same name. (Take note of the curly brace in between the foreach and the variable block.) 

foreach ($User in $ImportADUsers)

{

   $FName = $User.FName

   $LName = $User.LName

                           $Username = $User.username

   $Email = $User.Email

   $Phone = $User.Phone

                                   $Dept = $User.Dept

                           $Password = $User.password

                                 $Title = $User.Title

   $OU = $User.OU

Next you want to check if the username you're creating already exists in Active Directory. The simplest way to accomplish this is with an If…Else statement. So, here’s the If portion, which checks if the user account already exists, and if it does, prints the error to the screen: 

if (Get-ADUser -Filter {SamAccountName -eq $Username})

{

 Write-Warning "This user account already exists in Active Directory: $Username"}

 

Then you use the Else part to say that if the account was not already found let's create it. So the New-ADUser cmdlet is called with the various parameters that were captured in the CSV file. 

else

   {

   New-ADUser `

            -SamAccountName $Username `

            -UserPrincipalName "$Username@sometestorg.com" `

            -Name "$FName $LName" `

            -GivenName $FName `

            -Surname $LName `

            -Enabled $True `

            -DisplayName "$LName, $FName" `

            -Path $OU `

            -OfficePhone $Phone `

            -EmailAddress $Email `

            -Title $Title `

            -Department $Dept `

            -AccountPassword (convertto-securestring $Password -AsPlainText -Force) -ChangePasswordAtLogon $True

 

   }

Those are the separate pieces, so let’s see the script in its entirety. Note: I’ve removed the comments from the example to make the print version more readable. The version on GitHub has all of the comments: 

Import-Module ActiveDirectory

$ImportADUsers = Import-Csv C:\PSTemp\UserImport.csv

 

foreach ($User in $ImportADUsers)

{

 $FName = $User.FName

 $LName = $User.LName

 $Username = $User.username

 $Email = $User.Email

 $Phone = $User.Phone

 $Dept = $User.Dept

 $Password = $User.password

 $Title = $User.Title

 $OU = $User.OU

 

   if (Get-ADUser -Filter {SamAccountName -eq $Username})

   {

    Write-Warning "This user account already exists in Active Directory: $Username"

   }

   else

   {

   New-ADUser `

            -SamAccountName $Username `

            -UserPrincipalName "$Username@sometestorg.com" `

            -Name "$FName $LName" `

            -GivenName $FName `

            -Surname $LName `

            -Enabled $True `

            -DisplayName "$LName, $FName" `

            -Path $OU `

            -OfficePhone $Phone `

            -EmailAddress $Email `

            -Title $Title `

            -Department $Dept `

            -AccountPassword (convertto-securestring $Password -AsPlainText -Force) -ChangePasswordAtLogon $True

 

   }

}




Running the script

The first time you run the script, I highly recommend that you run it within Visual Studio Code. Visual Studio Code is helpful in troubleshooting issues with scripts because you can do debugging and execute one line of code at a time. Plus, it highlights issues for you, which can make them easier to find. The usual culprits are those darn braces on the loops.

To open and run in PowerShell ISE, follow these steps: 


	Click Start, scroll down to Visual Studio Code, expand the folder and click Visual Studio Code.

	Choose File ⇒ Open File.

	Navigate to your script.

	Select the script and click Open.

	To run the script, choose Terminal ⇒ Run Active File



When you’re sure that your script is working, there are two methods to run it: 


	Right-click the script and select Run with PowerShell. I don’t like this method because the PowerShell window pops up but closes right away when you’re done, so you can’t see if it encountered any errors.

	Open a PowerShell window and run it by specifying the directory (Example 1) or running it from the same directory (Example 2): 
	Example 1: C:\PSTemp\UserImport.ps1

	Example 2: .\UserImport.ps1









Defining a Script Policy

Defining a script execution policy allows you to define what kind of scripts are allowed to run within your network. You can set the execution policy through Group Policy organization wide, or through the following PowerShell cmdlet. The execution policy is set to Restricted by default. 

Set-ExecutionPolicy -ExecutionPolicy <policy>

Here are the policy types that can be used to set execution policy: 


	Restricted: Prevents PowerShell scripts from running and will not load configuration files.

	AllSigned: For a script to run, it must be signed by a trusted certificate.

	RemoteSigned: Requires that any script that is downloaded from the Internet be signed by a trusted certificate. Scripts created locally do not have to be signed to run.

	Unrestricted: Allows you to run all scripts. You're prompted for permission before a script is run.

	Bypass: Similar to Unrestricted, but it doesn’t prompt for permission to run.

	Undefined: Removes whatever execution policy is currently set, unless that execution policy is being set through Group Policy.





Signing a PowerShell Script

Depending on how your execution policy is set, you may be able to run scripts that you’ve created without any issue. If you’re in a more secure environment, however, you may need to sign your script so that it will be trusted and allowed to run.

Check out Book 6, Chapter 1 for more on code signing. There, I walk you through the steps of requesting a code signing certificate and signing a PowerShell script.



Creating a PowerShell Advanced Function

For most system administrators, the idea of making your own tools in PowerShell can be a little intimidating. With PowerShell advanced functions, you can use much of what you’ve learned about PowerShell to create your own tool set that you can run just like you run PowerShell cmdlets. The biggest difference is that PowerShell cmdlets are written in .NET Framework languages like C#, and you must compile them to use them. Advanced functions are written using the PowerShell scripting language.

There are a few components that go into creating a PowerShell advanced function. I’ll cover these components first, before I dig into creating your first advanced function. 


	[CmdletBinding()]: This is what changes a function into an advanced function. It not only allows the function to operate like a cmdlet, but also allows you to use cmdlet features.

	param: This area is used to set the parameters that you want your advanced function to use.



You can see how these components are laid out in Figure 4-3.


 [image: Screen capture depicting [CmdletBinding()] command output in Visual Studio Code.]

FIGURE 4-3: The basic anatomy of an advanced function includes [CmdletBinding()], which allows the function to behave like a cmdlet and use cmdlet features.






Playing with parameters

Advanced functions give you a lot of granularity when it comes to working with parameters that you just don't have with basic functions. These are placed in the parameter block where you define the parameters for your function. Here are a few of my favorites: 


	Mandatory parameters: When you specify a parameter as mandatory, the function will not be able to run if that parameter is not provided. In the following example, I’ve set the parameter to be mandatory, and I’ve indicated that the value for the parameter will come from the pipeline. 
[Parameter(Mandatory,ValueFromPipeline)]


	Parameter validation: Parameter validation is very useful when you want to ensure that a parameter matches some form of expected input. This is done by typing ValidateSet, and then by specifying the strings you expect to see. If the parameter string does not match, then the function will not be able to run. See the following example: 
[ValidateSet('String1','String2')]






Creating the advanced function

Now that you know the basic building blocks of advanced functions, I’ll create an example of an advanced function. This advanced function will retrieve information about a system. I’ll start with the individual components of the function, and then I’ll show you the whole thing after it’s done. The function is also available for download from this book’s GitHub repository at https://github.com/sara-perrott/Server2019PowerShell.

First, to tell PowerShell that you want to create a function, you need to start the text in the file with function, followed by what you want to name your function. This absolutely has to follow the PowerShell syntax of verb–noun. Next up, you add [CmdletBinding()], which tells PowerShell that this is an advanced function and should be treated similarly to a cmdlet. In the Param block, you define any parameters you want to use. In this case, you're defining one parameter, which is a variable named computername. 

function Get-ReconData

{

    [CmdletBinding()]

    Param (

        [string[]] $computername

    )

Next, I’ll add some text in a BEGIN block. I like to use this to see which system it's on currently. You probably won’t want to do this in production, especially if you have multiple systems that you’re running this function against. But it’s great for troubleshooting issues in your script. 

    BEGIN {

        Write-Output "Gathering reconnaissance on $computername"

    }

Next up is where the magic happens. The PROCESS block is where I’m telling the function what I want it to do. In this example, I’m telling it to run the code block for every object that is passed to it through the $computername variable. Each object is assigned to the $computer variable.

Now you can make use of Windows Management Instrumentation (WMI) classes to get the information that you want. In this case, I'm using two WMI classes to query for the data that I want. I’m using the Win32_OperatingSystem class and the Win32_ComputerSystem class. You can see a listing of the properties that you can work with on the Microsoft documentation pages. Win32_OperatingSystem can be found at https://docs.microsoft.com/en-us/windows/desktop/cimwin32prov/win32-operatingsystem and Win32_ComputerSystem can be found at https://docs.microsoft.com/en-us/windows/desktop/cimwin32prov/win32-computersystem.

To tell PowerShell that I want to use the two WMI classes, I use the PowerShell cmdlet Get-WmiObject to assign the desired WMI class to a variable. I then chose a few of the properties that I felt were most useful for gathering some information about the system. I created names for them, and then mapped the name to the WMI variable I created earlier and the property that I'm interested in. Finally, I’m telling it to write the output of the function to the screen. In a production environment, if you were running this against multiple systems, you could export the data to a file. 

    PROCESS {

       foreach ($computer in $computername) {

       $os = Get-WmiObject -class Win32_OperatingSystem -computerName $computer

       $comp = Get-WmiObject -class Win32_ComputerSystem -computerName $computer

       $prop = @{'ComputerName'=$computer;

                  'OSVersion'=$os.version;

                  'SPVersion'=$os.servicepackmajorversion;

                  'FreeMem'=$os.FreePhysicalMemory;

                  'OSType'=$os.OSType;

                  'Domain'=$comp.domain;

                  'Status'=$comp.Status}

       $sysinfo = New-Object -TypeName PSObject -Property $prop

       Write-Output $sysinfo}

    }

The last block is simply the End{} block. In this case, you don’t need it to run anything after the function has ran, so it’s left blank.

Here is the final function in all its glory! 

function Get-ReconData

{

    [CmdletBinding()]

    Param (

        [string[]] $computername

    )

    BEGIN {

        Write-Output "Gathering reconnaissance on $computername"

    }

    PROCESS {

            foreach ($computer in $computername) {

            $os = Get-WmiObject -class Win32_OperatingSystem -computerName $computer

            $comp = Get-WmiObject -class Win32_ComputerSystem -computerName $computer

            $prop = @{'ComputerName'=$computer;

                    'OSVersion'=$os.version;

                    'SPVersion'=$os.servicepackmajorversion;

                    'FreeMem'=$os.FreePhysicalMemory;

                    'OSType'=$os.OSType;

                    'Domain'=$comp.domain;

                    'Status'=$comp.Status}

            $sysinfo = New-Object -TypeName PSObject -Property $prop

            Write-Output $sysinfo}

    }

    END {}

}

Save your function as a .ps1 file just as you would a normal PowerShell script. Now let’s try it and see what it looks like when it is run.



Using the advanced function

You can run functions from your code editor of choice or from PowerShell. They’re all a little different as to how you should execute the code. In this section, I cover running the advanced function in VS Code, which you’ll most likely do while testing, and running it in PowerShell, which is the more realistic production method.


Running an advanced function in VS Code

Now that you’ve written the advanced function, you want to try it out and see if it works. I’ll use VS Code to test it. This is very common when wanting to validate that your function is working properly. I’ll use the names and parameters from my previous example. 


	Click the Start menu and scroll down to the Visual Studio Code folder.

	Expand the folder and click Visual Studio Code to launch it.

	Choose File ⇒ Open File.

	Navigate to where your script is stored, select the file, and click Open.

	
In the Terminal, navigate to where you save your function.

In my case this is Documents, so I typed cd Documents.


	
Type a period, followed by a space, and then .\getrecondata.ps1.

This tells it that you want to run the script from the current directory.


	Type Get-ReconData -computername Win10Client.



The output you receive will contain all the information you asked the function to retrieve. In this case, Win10Client is a Windows 10 virtual machine, but you can see that I’m still able to get valuable information, shown in Figure 4-4.


 [image: Screen capture depicting \getrecondata.ps1 output in Visual Studio Code.]

FIGURE 4-4: Testing your function is important to do, and it’s simple from within VS Code.







Running an advanced function in PowerShell

In a production environment, it’s far more likely that you’ll choose to run the advanced function from PowerShell rather than a code editor. Here’s how to do this: 


	Right-click the Start menu and choose Windows PowerShell (Admin).

	
Navigate to the location where your function is saved.

In my case, it’s in my Documents folder, so I typed cd Documents to get to it.


	
Type a period, followed by a space, and then .\getrecondata.ps1.

This tells it that you want to run the script from the current directory.


	Type Get-ReconData -computername Win10Client.



After the function has run, the information you requested is output to the screen, as shown in Figure 4-5.


 [image: Screen capture depicting Get-ReconData -computername Win10Client output in Visual Studio Code.]

FIGURE 4-5: You can run your advanced function in your PowerShell console.











Chapter 5

PowerShell Desired State Configuration


IN THIS CHAPTER

[image: Bullet] Introducing PowerShell Desired State Configuration

[image: Bullet] Making your first PowerShell Desired State Configuration script

[image: Bullet] Using the PowerShell Desired State Configuration script

[image: Bullet] Implementing PowerShell Desired State Configuration at scale



PowerShell Desired State Configuration (DSC) enables system administrators to configure systems and keep them in compliance with set organizational baselines. It’s sometimes referred to Configuration as Code.

In this chapter, I introduce you to PowerShell DSC and tell you how to create a DSC script and how to apply it.



Getting an Overview of PowerShell Desired State Configuration

DSC was introduced in PowerShell version 4. It provided a simple way to specify what you wanted a system to be, instead of having to build a system one line of code at a time. I like to compare it to baking: Traditional PowerShell is like following the recipe; DSC is like saying, “I want this,” and handing the picture of a cake to the baker.

DSC is exceptionally powerful. It can be used to install roles and features, copy files to specified locations, install software, and make changes to the Registry.

PowerShell DSC has three main components: 


	Configurations: PowerShell scripts that are used to configure your resources according to your organization’s requirements

	Resources: Code that keeps your system in compliance with the specified configuration

	Local Configuration Manager (LCM): Handles the interactions between the configurations and the resources



In the following sections, I cover each of these components in a little deeper detail and show you what they look like in an actual DSC script.


Configurations

Because PowerShell DSC files are saved as PS1 files, you may be wondering how PowerShell knows that the file is a PowerShell DSC file. That’s a great question! It looks for the keyword configuration. This tells it that the file contains a DSC configuration. A sample in a DSC configuration may look something like this: 

Configuration MyAwesomeWebsite {

[image: Tip] You can name the configuration whatever you like. PowerShell doesn’t care what it’s called. I suggest giving it a name that makes sense to you so that you can look at it and know from the name what you’re configuring with this particular configuration file.

A DSC script accomplishes its tasks with a slightly different feel from traditional PowerShell; it looks similar to an advanced function. With traditional PowerShell, you would write something along the lines of the following: 

Install-WindowsFeature -Name "Web-Server"

This installs the Internet Information Services (IIS) web server on the Windows system that you run it on. You may also specify whether you want sub-features to be enabled and if you want the management tools for IIS to be installed.

With a DSC configuration, this is how you would accomplish the same thing as that line of PowerShell: 

WindowsFeature WebServer {

            Ensure = "Present"

            Name   = "Web-Server"

        }

Instead of telling it explicitly to install the Web-Server feature via PowerShell, you simply tell DSC that you want to make sure that Web-Server is present. If it is, then the script continues to execute and does not reinstall the Web-Server. If it is not installed, then the Web-Server feature will be installed.



Resources

Resources are the foundational pieces of PowerShell DSC. Resources make properties available that can contain PowerShell scripts and that can be used by LCM to implement the changes.

You may want to look up how to use a particular DSC resource. This is simple to do with the following command: 

Get-DscResource Syntax <resource>

If, for instance, you run that command using service as the resource, you'll find some of the more common things that are used in relation to services, like the service name and the state of the service. Most administrators, for example, will want to check to see if a service is running. Maybe you want to verify that your antivirus service or patching service is running. The following example shows you how you can use a resource block to verify that a service is running on your local system, in this case IIS: 

Configuration MyAwesomeWebsite

{

    Import-DSCResource -Name Service

    Node localhost

    {

        Service "W3SVC:Running"

        {

            Name = "W3SVC"

            State = "Running"

        }

    }

}

 

You may be wondering how I got that service name for IIS, the web server available in Microsoft Server 2019. You can go into the Services.msc panel and get your service names there. In the example of the web server, I scrolled down to World Wide Web Publishing Service and double-clicked it. The name that you need for DSC is listed as Service Name, shown in Figure 5-1 as W3SVC.


 [image: Screen capture depicting service name in services.msc panel of World Wide Web Publishing Service Properties screen.]

FIGURE 5-1: The service name is displayed within the services.msc panel for each service.





Of course, Service is not the only resource type available. The Import-DSCResource module contains many different resources that you can use in your DSC scripts. I have listed the more common resource types in Table 5-1.



TABLE 5-1 DSC Resources




	
Resource Name

	
Description






	
file

	
The file resource type can be used to copy files from source to destination and ensure that the files in the source and destination always match. It can use dates and hashes to compare the source and destination files. If they don't match, the source files are copied over the destination files.




	
archive

	
The archive resource type can unpack archive files like ZIP files. It can validate the integrity of the archive file against a checksum.




	
environment

	
The environment resource type can be used to work with environmental variables that you want to create, modify, or manage.




	
group

	
The group resource type can be used to work with groups. This includes the management of the groups and the users within the groups.




	
log

	
The log resource type is used for exactly what you may think: It writes to an event log. Specifically it writes to the Microsoft-Windows-Desired State Configuration, Analytic event log.




	
package

	
The package resource type is very useful when you want to ensure that something is installed. You can also use it to uninstall packages.




	
registry

	
The registry resource type allows you to work with the Registry, including the creation, modification, and deletion of Registry keys and their associated values.




	
script

	
The script resource type allows you to have a little fun and create your own script blocks. Your script may start with Get, Set, or Test.




	
service

	
The service resource type allows you to work with services that are on the system. You can ensure that they're present and that they’re running or disabled.




	
user

	
The user resource type allows you to work with local user accounts on the system. You can create, modify, and delete users, as well as make changes to their accounts.




	
WindowsFeature

	
The WindowsFeature resource type is one of the more common types that you see if you're in a shop that is doing Infrastructure as Code. It can be used to work with both roles and features, and can install, uninstall, or modify both roles and features.




	
WindowsProcess

	
The WindowsProcess resource type allows you to work with windows processes. It allows you to start, stop, and configure them.






If this table doesn't list a resource you need, you can download additional resources from the PowerShell Gallery (www.powershellgallery.com) and GitHub (https://github.com/PowerShell/DscResources).



Local Configuration Manager

The LCM receives configurations that are sent to your systems and applies those configurations. It runs on every system that you’re targeting with your DSC scripts.

LCM allows you to specify how you want to get configurations. You can use a push model or a pull model. You can also set how often each system reaches out to pull a configuration down.

If you want to see that the LCM settings are on a system on which you want to use DSC configuration scripts, you can run the following command: 

Get-DscLocalConfigurationManager

This command displays the current settings for LCM. An example is shown in Figure 5-2.


 [image: Screen capture depicting Get-DscLocalConfigurationManager command output in PowerShell.]

FIGURE 5-2: Checking the current settings for LCM is simple to do in PowerShell with the Get-DscLocalConfigurationManager command.








Creating a PowerShell Desired State Configuration Script

If you've read this chapter from the beginning, you’ve found out about the components of DSC at this point. Now how do you build something useful? In this section, you continue to build on the example of a web server. In your organization, you may need to be able to provision systems quickly to keep up with demand. In this example, you’re going to use DSC to ensure that IIS is installed on the system and to copy files for the website over from a source that is specified to the new web server so that it can start serving out content. Normally, the source would not be on the same server; it would simply be available on the same network.

The script starts with the keyword configuration, which tells PowerShell this is a DSC file. The next step is to import PSDesiredConfiguration, which is needed to load the custom resources that you may need in your script. Node is used to specify the system that you want to run the DSC against. In this case, I'm running it on the computer that it resides on, so Node is set to localhost (my local computer). The WindowsFeature block is where I tell it that the WebServer feature must be present. This will check to see if Internet Information Services (IIS) is installed. If it is not installed, then DSC will install the feature. The last part of this script copies the website files from the source to the destination. This can be a great way to speed the provisioning of web servers if you need to scale quickly. 

Configuration MyAwesomeWebsite {

 

    Import-DscResource -ModuleName PsDesiredStateConfiguration

 

    Node 'localhost' {

        WindowsFeature WebServer {

            Ensure = "Present"

            Name   = "Web-Server"

        }

        File WebsiteGoodies {

            Ensure = 'Present'

            SourcePath = 'c:\PStemp\index.html'

            DestinationPath = 'c:\inetpub\wwwroot'

        }

    }

}

MyAwesomeWebsite

You'll want to write your script in your code editor of choice and save it to a PS1 file. I’ve made this simple DSC script available on the GitHub for this book. You can reach it at https://github.com/sara-perrott/Server2019PowerShell.

You may notice that this DSC configuration was written with just one node, localhost. In most production instances, you're going to want to target multiple hosts with your DSC configuration. This is a simple change to make. Instead of the single node being defined like this: 

Node 'localhost' {

It gets defined like this to support multiple nodes: 

Node @('localhost','Server2') {



Applying the PowerShell Desired State Configuration Script

After you have your script written, you’ll want to actually apply it. The steps are fairly simple. First, run the PS1 file as you would any other PowerShell script. This will create a Managed Object Format (MOF) file. MOF files are what actually get used by PowerShell DSC to do its configuration work.


Compiling into MOF

Open your PowerShell window. You can reach this by right-clicking Start and then choosing Windows PowerShell Admin. Then follow these steps: 


	Navigate to the directory where the new PS1 file is stored.

	Run the following command: 
. .\AwesomeWebsite.ps1




You can see in Figure 5-3 that running the command generates the MOF file. The MOF file takes its name from the name supplied in the resource block. In this case, the name is localhost. If you have multiple systems, you’ll have multiple MOF files, one for each system represented.


 [image: Screen capture depicting . .\AwesomeWebsite.ps1 command output in PowerShell.]

FIGURE 5-3: Compiling the PS1 into an MOF file is done by running the PowerShell script as you normally would.





If you browse to the directory where your script is located, you’ll notice that you now have a folder with the name of your configuration on it. Inside of this folder is your MOF file.



Applying the new configuration

Now that you’ve created the MOF file, it’s time to apply the configurations contained within it. You’ll want to run the Start-DscConfiguration cmdlet, which will use the MOF file to run the configuration against the system. You run the cmdlet and specify the folder that the MOF file is in: 

Start-DscConfiguration .\MyAwesomeWebsite

After this command is run, you get the state of the configuration, which should be Running, as shown in Figure 5-4.


 [image: Screen capture depicting Start-DscConfiguration .\MyAwesomeWebsite command output in PowerShell.]

FIGURE 5-4: The DSC script has been compiled and has been run; you can see the State is currently Running.








Push and Pull: Using PowerShell Desired State Configuration at Scale

As you can see, DSC is a very powerful tool for configuring your systems. Chances are, you want to automate things a bit more. You don't want to log on to your server and run DSC manually. That’s where you need to start looking at the two configuration modes: push mode and pull mode.


Push mode

In push mode, the configuration is pushed to the destination system. It’s a one-way relationship. Push mode is done similar to the example in the “Applying the new configuration” section earlier in this chapter. You run the Start-DscConfiguration cmdlet, and you can use the -ComputerName parameter to target specific systems with the script.

[image: Tip] You can easily automate this on a scripting server with scheduled tasks. By setting it up as a scheduled task, you can ensure that your configuration is pushed at regular intervals and that your systems are configured exactly the way you expect them to be configured.

When using push mode, you have a decision to make when it comes to the configuration mode that you want to use. You can see which one you're using currently by running the Get-DscLocalConfigurationManager command. There are three options: 


	ApplyOnly: Applies the configuration once, but does nothing further.

	ApplyandMonitor: Applies the configuration and will write any discrepancies to the logs. This is the default value.

	ApplyandAutoCorrect: Applies the configuration, writes discrepancies to the logs, and then applies the current configuration again.



If you make a change to the configuration script, you need to regenerate the MOF. DSC does cache configurations, so if you have made changes to your script, you need to stop and restart the process that is hosting the DSC engine. You can do that with the following commands.

First, you need to get the process ID of the process that is hosting the DSC engine. 

$ProcessID = Get-WmiObject msft_providers | Where-Object {$_.provider -like 'dsccore'} | Select-Object -ExpandProperty HostProcessIdentifier

Then you stop the process using the following command: 

Get-Process -Id $ProcessID | Stop-Process

After you've stopped the process, simply run Start-DscConfiguration again, and it will use the newest version of the configuration script.



Pull mode

Pull mode is a little more complicated to get started. You need to set up a pull server, which will host the DSC service and contain all the configuration and resource scripts that the clients will pull.

The sequence for setting up pull mode is to create the configuration script, set up the pull server, and then set up DSC on the system that you want the pull to occur from.


Setting up the pull server

Before you can use the pull server, you need to configure it. First, you need to install a module named xPSDesiredStateConfiguration. This module available on PowerShell Gallery. With PowerShell open, you can run the command Install-Module -Name xPSDesiredStateConfiguration, which automatically downloads and installs the module for you. You may be prompted to accept a new provider named Nuget. Press Y if that occurs. You'll be asked if you’re sure you want to install the module; press Y.

After the module is installed, you can run the script to set up the DSC pull server. I’m using the configuration script available from Microsoft’s DSC pull page. You can copy the script from https://docs.microsoft.com/en-us/powershell/dsc/pull-server/pullServer.



Configuring DSC on the system to use the pull server

After the pull server is set up, the last step is to set up the system that will be pulling the configuration from the pull server. You can run the following to set up the client. 

Configuration ConfigurationForPull

{

     LocalConfigurationManager

     {

       ConfigurationID = "registration_key_from_server_setup_script";

       RefreshMode = "PULL";

       DownloadManagerName = "WebDownloadManager";

       RebootNodeIfNeeded = $true;

       RefreshFrequencyMins = 30;

       ConfigurationModeFrequencyMins = 60;

       ConfigurationMode = "ApplyAndAutoCorrect";

       DownloadManagerCustomData = @{ServerUrl =    "http://PullServer:8080/PSDSCPullServer/PSDSCPullServer.svc"; AllowUnsecureConnection = "TRUE"}

     }

}

ConfigurationForPull -Output "."

Save the script and run it like you have before. And then use the Start-DscConfiguration cmdlet to apply the configuration.
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Chapter 1

What Is Hyper-V?


IN THIS CHAPTER

[image: Bullet] Understanding the basics of virtualization

[image: Bullet] Knowing the difference between Type 1 and Type 2 hypervisors

[image: Bullet] Installing and configuring Hyper-V on Windows Server 2019



In the technology field, there is always the next hot thing that everybody starts talking about. Virtualization was one of those topics when it first made its appearance. Virtualization has enabled IT professionals to better use the resources that have been purchased and has led to the creation of cloud computing services.

In this chapter, you learn about Microsoft’s virtualization product, which is called Hyper-V. I fill you in on the basics of virtualization, and then show you how to install and configure Hyper-V.



Introduction to Virtualization

When I first started in the technology field, every organization had physical servers. In most cases, they followed best practices and one server was dedicated to one application. This often led to wasted resources because the application didn’t actually need all the central processing unit (CPU) and random access memory (RAM) it was given, so those resources would sit idle. At the same time, the organization was paying for power and cooling for a server that wasn’t necessarily doing anything at the moment.

The amount of time it took to stand up a new server could be an issue for projects that were time-sensitive. With each physical server, you had to rack it, cable it, configure it, and install software on it. Provisioning new servers for large projects could take weeks to months, especially if multiple teams were involved.

Virtualization was a game changer. Instead of buying individual smaller servers to run single applications, an organization could purchase bigger, more powerful servers to run a hypervisor of some kind that would, in turn, run multiple virtual servers, referred to as virtual machines (VMs). By purchasing larger servers to run the smaller workloads, organizations were able to save on power and cooling costs. They were also able to reduce the amount of time needed to go to market, because the virtualization administrator was typically the one who would spin up the server operating system in a VM, set up the networking, and perform the basic configuration tasks like assigning IP addresses and other necessary steps.

Virtualization really streamlined the process for system administrators and organizations to be able to build servers quickly in response to the needs of other teams for projects or for expanding the existing capacity to support applications. It also simplified recovery efforts when configured properly because VMs on a failed host could be transferred to another host.

[image: Technical stuff] You sometimes hear hypervisors referred to as hosts and virtual machines referred to as guests. If you run into this terminology, don’t let it confuse it. These terms are used across all types of virtualization technologies.



Type 1 and Type 2 Hypervisors

Before I dive into the difference between Type 1 and Type 2 hypervisors, I want to make sure that you understand what a hypervisor is. The hypervisor is essentially a process that allows you to create, run, and manage VMs.

The hypervisor is ultimately responsible for presenting resources to the VMs that are running on it, including CPU, RAM, networking, and storage.

[image: Tip] Most of the hypervisors let you overprovision VMs, meaning that you can assign resources that are not necessarily available. This may work for you if your workloads are very small, but if there are spikes in the workloads, or if VMs take too many resources, then the hypervisor could become starved for resources, which could impact all your VMs that are running on that hypervisor. For this reason, I recommend not over-provisioning your VMs.


Type 1 hypervisors

Type 1 hypervisors are also referred to as bare-metal hypervisors. This is because the software for the hypervisor can run directly on the host system’s hardware. Type 1 hypervisors provide the best performance and security of the hypervisors, but some of them are more complex that others to set up.

Here are some examples of the more common Type 1 hypervisors: 


	Microsoft Hyper-V

	VMware ESXi

	Oracle VM Server

	KVM

	Citrix XenServer





Type 2 hypervisors

Type 2 hypervisors are referred to as hosted hypervisors. They require an operating system to be able to install and run. Type 2 hypervisors are usually easier to install and configure, but they’re less secure and not as performant as Type 1 hypervisors because they don’t have direct access to the host system’s hardware.

Here are some examples of the more common Type 2 hypervisors: 


	Oracle VirtualBox

	VMware Workstation

	VMware Fusion






Installing and Configuring Hyper-V

Windows Server 2019 offers Hyper-V, a Type 1 hypervisor. Hyper-V is a role that gets installed on a Windows Server 2019 operating system. If you want to save time, you can also download and install Windows Hyper-V Server 2019, which is a standalone product available for download that contains the Windows Hyper-V hypervisor, Windows Server drivers, and various virtualization components — the same tech that you get from installing the role. In this section, I show you how to install Hyper-V from the role. The lab systems that I’m using for this installation are joined to the domain sometestorg.com.

[image: Tip] Windows 10 also has a version of Hyper-V available that you can install. It’s a feature that can be enabled, and it will allow you to support virtual machines, virtual networking, and virtual storage. This is very helpful if you need to be able to run multiple operating systems in your normal day-to-day activities. This feature is only available if you’re running Windows 10 Pro, Enterprise or Education editions. It is not available on Windows 10 Home edition. The Windows 10 version of Hyper-V does not support advanced functionality like live migration, Hyper-V Replica, or SR-IOV.


Installing Hyper-V

You need to make some basic configuration decisions during the installation of Hyper-V, but they can be changed after the installation, so if you change your mind or make a mistake, don’t panic!

Follow these steps to install Hyper-V: 


	From Server Manager, choose Manage⇒  Add Roles and Features.

	On the Before You Begin screen, click Next.

	On the Select Installation Type screen, click Next.

	On the Select Destination Server screen, click Next.

	On the Select Server Roles screen, select Hyper-V.

	Click Add Features in the dialog box that pops up, and then click Next.

	On the Select Features screen, click Next.

	On the first Hyper-V screen, click Next.

	
On the Create Virtual Switches screen, select the network adapter you want to use for the virtual switch.

As you can see in Figure 1-1, I have only one adapter to choose from right now, so I’ll select it.


	Click Next.

	
On the Virtual Machine Migration screen, select the Allow This Server to Send and Receive Live Migrations of Virtual Machines on This Server check box and select the Use Credential Security Support Provider check box (see Figure 1-2).

[image: Technical stuff] Live migrations enable you to move a virtual machine from one Hyper-V host server to another Hyper-V host server with no downtime. CredSSP is the simplest way to set up live migration, but it requires you to log into the server being migrated, so it isn’t the best for automatically moving virtual machines.


	Click Next.

	On the Default Stores screen, keep the default locations and click Next.

	On the Confirm Installation Selections screen, select the Restart the Destination Server Automatically If Required check box.

	Click Yes on the dialog box that is confirming you want to allow the reboot.

	Click Install.




 [image: Screen capture depicting Add Roles and Features wizard with Virtual Switches option and Ethernet0 selected.]

FIGURE 1-1: You must select a network adapter for the virtual switch to use. You can change this later.






 [image: Screen capture depicting Add Roles and Features wizard with Virtual Machine Migration screen.]

FIGURE 1-2: To enable live migration of VMs, select the check box to allow them and select CredSSP.





The Hyper-V role installs, and then the server restarts. When it comes back up from the restart, you can start configuring the Hyper-V host.



Configuring Hyper-V

After Hyper-V is installed, there are many different things that you can configure or change from what you set during installation. Getting to the Hyper-V console is similar to the other roles that you install on Windows Server 2019. From Server Manager, choose Tools⇒  Hyper-V Manager.

When Hyper-V Manager opens, you see the name of the server on which you just installed the role. Click that server, and you see the menus change to reflect some of the things that you can do with the host. If you right-click the host, you see a menu similar to Figure 1-3. This menu allows you to configure your Hyper-V host the way that you want to.


 [image: Screen capture depicting Hyper-V Manager screen with a drop-down menu.]

FIGURE 1-3: The menu for the host in Hyper-V Manager presents you with your configuration options for that host.





To start configuring the host, click Hyper-V Settings in the menu that you got from right-clicking the server’s name.


Virtual Hard Disks and Virtual Machines

The first two configuration options — Virtual Hard Disks and Virtual Machines — allow you to change the storage location of the virtual hard disks that are used for the VMs and the location of the VM’s configuration files.



NUMA Spanning

The third option, Non-Uniform Memory Access (NUMA) Spanning, shown in Figure 1-4, allows you to set the host to act as a NUMA node. This allows VMs to use resources from the server they’re on as well as other servers that are configured to be NUMA nodes. This means that a virtual machine can have more CPU or RAM than what is on the one physical host, if another host which is also a NUMA node is sharing that resource. This has an impact on performance so I wouldn’t recommend it unless you’re using it in a lab or development environment. Avoid using this in production environments.


 [image: Screen capture depicting Hyper-V Manager screen with NUMA Spanning option.]

FIGURE 1-4: NUMA Spanning can be helpful in lab and development environments where you may not have the same resources that you do in production because it allows you to share resources across NUMA nodes.







Live Migrations

Assuming you followed along in the installation of Hyper-V, your Live Migrations section should have a check mark in the Enable Incoming and Outgoing Live Migrations check box. On this screen, you can specify how many live migrations can happen at any given time. The default here is two, as shown in Figure 1-5. You can also specify a particular IP address if you want Live Migration to happen over a different interface than the rest of the traffic.


 [image: Screen capture depicting Hyper-V Manager screen with Live Migrations screen.]

FIGURE 1-5: Live Migration allows virtual machines to move between hosts with no downtime, and you can specify how many migrations can happen at the same time.





There is a plus sign next to Live Migrations. If you click that, you get the option for Advanced Features. Advanced Features is where you can change what kind of authentication you want to use for migrations. This is set to CredSSP right now (if you followed the installation instructions), and this is where you can choose Kerberos if you would like (for more information, turn to Book 7, Chapter 5).

You can also choose performance options from here. Your choices are TCP/IP, Compression, or SMB. I recommend leaving this on Compression.



Storage Migrations

Storage Migrations allows you to move VM storage with no downtime to the virtual machine. It’s very helpful when moving to a new storage array, or when getting ready to perform maintenance on a storage array because you can move the storage with the virtual machine still powered on. In this section, you can decide how many storage migrations you want to allow to happen at the same time. The default setting for this screen is two.



Enhanced Session Mode Policy

Enhanced Session Mode Policy allows your Hyper-V host to connect to your VMs over Remote Desktop Protocol (RDP). You may be wondering why you would want to allow that. When you use RDP to connect, you can pass local devices to your VMs like disk drives, flash drives, and other peripherals. You also gain a shared clipboard that allows you to copy and paste, and it improves support for viewing the VMs on a higher-resolution monitor. This setting is disabled by default on Windows Server 2019 so you need to enable it if you want to use this feature.



Replication Configuration

You can set up your Hyper-V host to act as a Hyper-V Replica. When a Hyper-V host is configured as a replica, VMs are copied to it from the primary Hyper-V servers. If the primary Hyper-V server ever experienced a major malfunction, the replica server can bring up the VMs that are kept in a powered-off state.

You can specify whether you want replication traffic to be sent plaintext or encrypted. I always recommend using encryption when it’s available. And you can also select whether you want to allow replication from any server that can authenticate, or if you want to limit replication to specific servers. This screen is shown in Figure 1-6.


 [image: Screen capture depicting Hyper-V Manager screen with Replication Configuration screen.]

FIGURE 1-6: Configuring a Hyper-V Replica server is a great addition to your organization’s disaster recovery strategy.







Keyboard

The Keyboard screen is one of the user settings. You can specify whether key combinations like Alt+Tab, for example, will apply to the physical computer the keyboard is attached to, the VM, or on the VM but only if the VM is full screen.



Mouse Release Key

If you haven’t installed the VM drivers, you can set which key combination you want to use to release the mouse so that you can use it outside of the VM. Unless there is a good reason not to, I always recommend installing the VM drivers.



Enhanced Session Mode

Enhanced Session Mode is enabled for the user by default. It allows you to use a remote desktop connection to pass through drives, printers, and so on, and to use the shared clipboard.



Reset Check Boxes

All this setting does is reset check boxes that are used to hide pages or messages when they’re checked. It doesn’t reset anything else.




Virtual Switch Manager

When you right-click your Hyper-V host, you may notice an option for Virtual Switch Manager. This selection allows you to create virtual switches that your VMs can use to communicate on the network. There are three types of switches that you can use within Hyper-V: 


	External: Allows you to connect to a physical network

	Internal: Allows the virtual machines to communicate with other virtual machines on the same switch and with the host

	Private: Only allows virtual machines to communicate with other virtual machines on the same switch



Having the right type of switch to support your use case is critical if you want your Hyper-V deployments to succeed. The screen is shown in Figure 1-7. You can learn more about configuring virtual networking with Hyper-V in Book 7, Chapter 3.


 [image: Screen capture depicting Create Virtual Switch screen.]

FIGURE 1-7: The Virtual Switch Manager allows you to configure virtual network switches for your Hyper-V environment.







Virtual SAN Manager

Also in the menu for your Hyper-V host is the Virtual SAN Manager. This allows you to connect your Hyper-V host to a Fibre Channel SAN. This is especially helpful for large organizations that have invested in Fibre Channel technology. You can see in Figure 1-8 that you can define the World Wide Node Name (WWNN) for the Fibre Channel port that is on the Hyper-V host.


 [image: Screen capture depicting Virtual SAN Manager screen with World Wide Names.]

FIGURE 1-8: Hyper-V offers support for Fibre Channel SANs, which is a huge benefit to larger organizations that have invested in Fibre Channel technology.





[image: Remember] Fibre Channel SANs utilize special switching equipment to support high-speed, low-latency storage networks. Systems that use Fibre Channel need special storage network adapters installed, which are referred to as host bus adapters (HBAs).

Storage for Hyper-V servers is discussed in more detail in Book 7, Chapter 4.






Chapter 2

Virtual Machines


IN THIS CHAPTER

[image: Bullet] Creating a Hyper-V virtual machine

[image: Bullet] Configuring a virtual machine in Windows Server 2019 Hyper-V

[image: Bullet] Safeguarding your virtual machines with shielded virtual machines



In Chapter 1 of this minibook, I explain what virtualization is and show you how to install and configure Hyper-V. There’s no point in having a host if you aren’t going to have virtual machines (VMs). That’s the fun part, after all! VMs on Hyper-V hosts and the Hyper-V hosts themselves can be centrally managed from the Hyper-V console. This makes day-to-day administration more efficient for system administrators because they can accomplish all their tasks in one console.

VMs, also referred to as guests, are the virtual servers that run on the host server. They’re given resources by the host, and they’re able to function much like a regular physical server would. You have a lot of configuration options when it comes to your VMs, and I explain those options in this chapter.

This chapter is all about VMs. Here, you find out how to create and configure Hyper-V VMs. You discover some of the choices you need to make when creating your VMs (some of them can’t be changed later), and see why you may want to make those decisions for your VMs.



Creating a Virtual Machine

Creating a VM is the most common activity that a system administrator will undertake. There are, of course, some very important decisions that you need to make in regard to your server, like which generation of VM you want it to be. You can’t change the generation of a VM after it’s created, so it’s important that you choose the right one the first time.

Hyper-V supports multiple guest operating systems on both the Windows side and the Linux side. Supported Windows guests are Windows Vista with Service Pack 2, up to Windows 10, and Windows Small Business Server 2011 up to Windows Server 2019. Supported Linux guest VMs include Red Hat Enterprise and CentOS, Debian, Ubuntu, Oracle, SUSE, and FreeBSD.

To get started, you need to start the New Virtual Machine Wizard. Follow these steps: 


	From Server Manager, choose Tools⇒  Hyper-V Manager.

	Right-click your host server’s name, and then select New⇒  Virtual Machine (see Figure 2-1).

	On the Before You Begin screen, click Next.

	
On the Specify Name and Location screen, name your virtual machine.

I’ll name mine VM1 (creative, I know).


	
Select the Store the Virtual Machine in a Different Location check box if you want the VM’s storage to be somewhere other than the default location.

I will leave that unchecked.


	Click Next.

	
On the Specify Generation screen, select Generation 2 and click Next.

[image: Technical stuff] Hyper-V supports Generation 1 and Generation 2 VMs. In most cases, you want Generation 2 VMs because they provide support for more advanced features. Generation 2 provides Unified Extensible Firmware Interface (UEFI) support, which is required if you need to use Secure Boot. Generation 1 is useful if you need to install a 32-bit operating system or if you need to support legacy hardware.


	
On the Assign Memory screen, specify startup memory for the VM and, if you want, select the Use Dynamic Memory for This Virtual Machine check box.

For Windows Server 2019, I set the startup memory to 4096MB, and I do select the Use Dynamic Memory for This Virtual Machine check box.

[image: Technical stuff] Startup memory is just that: memory used by the system at startup. This should not be confused with minimum random access memory (RAM), which you can set later on. Dynamic memory allows the host to control memory for the VM. As far as the VM knows, it has 4096MB of RAM, but when it’s sitting idle, the host may let something else use the RAM if needed.


	Click Next.

	
On the Configure Networking screen, choose the virtual switch that you want to connect to.

In Figure 2-2, you can see that I’ve chosen the virtual switch that was created when I installed the Hyper-V role.


	Click Next.

	
On the Connect Virtual Hard Disk screen, you can choose to create a hard disk, attach to an existing hard disk, or choose to attach a hard disk later.

I’ll create a hard disk, but I’ll change the default 127GB size to 40GB, as shown in Figure 2-3.


	Click Next.

	
On the Installation Options screen, you can choose to install an operating system (OS) later, install from an ISO file, or install the OS from a network installation server like WDS.

For now, I’ll leave Install an Operating System Later selected.


	Click Next.

	
On the Completing the New Virtual Machine Wizard screen, if everything looks correct, click Finish.

Assuming there were no issues encountered during creation, you’ll find yourself on a screen similar to Figure 2-4 with your newly create VM powered off and ready to be worked with.





 [image: Screen capture depicting Virtual machine option in a drop-down menu in Hyper-V Manager.]

FIGURE 2-1: Launching the New Virtual Machine Wizard.






 [image: Screen capture depicting New Virtual Machine Wizard with Configure Networking screen.]

FIGURE 2-2: Selecting a virtual switch allows your virtual machine to connect over your network to other resources it may need, just like a traditional switch.






 [image: Screen capture depicting New Virtual Machine Wizard with Connect Virtual Hard Disk screen.]

FIGURE 2-3: To create the virtual hard disk, you specify the name, size, and location of the disk.






 [image: Screen capture depicting Hyper-V Manager with Virtual Machines pane.]

FIGURE 2-4: Your newly created virtual machine is listed in the Virtual Machines pane in Hyper-V Manager.







Configuring a Virtual Machine

When you create the VM, you have a limited set of initial configuration options. In most cases, you’re going to want to customize the VM further. Similar to changing settings on a Hyper-V host, you can get into the configuration menu for a VM by right-clicking the VM and choosing Settings.

[image: Remember] The screenshots in this chapter are from a Generation 2 VM. Some of the options will be slightly different if you created a Generation 1 VM because the Generation 1 VM has legacy device support and does not support newer features.


Add Hardware

The Add Hardware section allows you to additional Small Computer System Interface (SCSI) controllers, network adapters, or Fibre Channel adapters. Simply select the device that you want, and click Add. The new device shows up in the menu on the left.



Firmware

The Firmware section allows you to set the boot order of the attached devices and allows you to entry in the boot file for each device. You can change the boot order if desired by selecting the device you want to move, and then by using the Move Up or Move Down buttons on the right side, shown in Figure 2-5.


 [image: Screen capture depicting Firmware screen in Settings for VM-1.]

FIGURE 2-5: The Firmware screen allows you to change the boot order of the devices attached to your virtual machine.







Security

The Security section contains check boxes that allow you to provide further security to your VMs. Specifically, you can enable the following: 


	Secure Boot: This feature was added with Windows Server 2012 R2 and is only supported on Generation 2 VMs because of its reliance of UEFI. This feature ensures that every driver and software component that is loaded during boot time is digitally signed and validated as being legitimate.

	Trusted Platform Module: The Trusted Platform Module (TPM) is a special chip that is used for cryptographic operations like the full disk encryption offered by BitLocker. The check box for the VM enables a virtual TPM (vTPM). As of Windows Server 2016, you can enable this even if the host system doesn’t have a physical TPM. It does, however, require a Generation 2 VM. If you enable this setting, you can also enable encryption of system state and VM migration traffic. I highly recommend doing this.

	Shielding: This feature, which was introduced with Windows Server 2016, is only available on Generation 2 VMs. Shielded VMs take advantage of both Secure Boot and BitLocker to protect the integrity of their boot files and the privacy of their data. Shielding protects a VM from system administrators that are only supposed to administer the host. Those administrators will be able to power cycle the servers in question but will not be able to view the contents of the VM or change any of its settings.





Memory

The Memory section allows you to finetune how your VM will be assigned its memory. When you created the VM, you were only asked how much startup RAM you wanted to assign the machine. The value that you specified there becomes the amount that the host will present to the VM.

If you enable dynamic memory, you can set the minimum and maximum amount of RAM that you want the host to be able to assign. If the VM absolutely needs 512MB to run, you’ll want to ensure that the Minimum RAM is set to 512MB. You can set the maximum RAM if you need to make sure that the VM is not allowed to go over a certain amount of RAM.

[image: Warning] Some applications do not play well with dynamic memory. Your vendor will let you know if this is the case. If it isn’t able to take advantage of dynamic memory, then the amount you specified as the startup RAM is the amount of RAM the system will have.

The memory buffer is used to tell Hyper-V how much memory it should set aside for a VM, when you’re using dynamic memory. Think of it as the Hyper-V equivalent of a rainy-day fund. When the VM needs more memory, the buffer is used in between the time that the VM makes it known that it needs the RAM and when the RAM is actually granted. So the VM gets the memory it needs, even though it hasn’t technically been allotted yet. By default, this value is set to 20%.

The last setting on this screen is Memory Weight. This is where you can tell the host how important this VM is. If, for example, a mission-critical application is running on it, and you need to make sure that it’s never starved for resources, you would set the Memory Weight to High. By default, this setting is on Medium, which you can see in Figure 2-6.


 [image: Screen capture depicting Memory screen in Settings for VM-1.]

FIGURE 2-6: The Memory screen allows you to adjust how memory is handled by the host for each individual virtual machine.







Processor

The Processor section allows you to set the number of virtual processors that are assigned to the VM. If you click the plus (+) sign next to Processor, you get additional screens for Compatibility and NUMA. If you check the check box on the Compatibility screen, the processor features presented to the VM will be limited, but this will allow you to move to a system with a different processor version. The NUMA configuration screen allows you to set things specifically for NUMA node use. This can improve performance on VMs that have more than one processor assigned to them, if they’re sharing CPU resources made available by a NUMA node.



SCSI Controller

The SCSI Controller section allows you to add additional hard drives, DVD drives, or shared drives. When you select the device that you want to add, all you need to do is click the Add button and the new device will appear in the menu. With each device, you’re taken to a page that will allow you to configure the new device that you’ve added.

If you click the plus (+) sign next to SCSI Controller, you see all the SCSI-based devices that are currently connected to your VM. If you select one of the devices (the hard drive, for instance), you can see its location, you’re presented with a few options to work with the virtual hard disk file, and you’re also presented with the option to remove the hard disk file completely (as shown in Figure 2-7).


 [image: Screen capture depicting SCSI Controller section in Settings for VM-1.]

FIGURE 2-7: Each SCSI device has a configuration page that allows you to configure the device or remove it.





Below your hard drive in SCSI Controller, you see an option for Quality of Service. If the VM is hosting an application that has specific Input/Output Operations Per Second (IOPS) needs, you can specify minimum and maximum IOPS on this screen. The vendor will usually specify minimum IOPS if its application is really dependent on low-latency storage. The storage you’re using must be capable of meeting the IOPS requirements; making the setting change here only tells Hyper-V to potentially give greater importance to storage traffic for this drive.



Network Adapter

The network adapter section allows you to do several things. You can change the virtual switch that the network adapter is attached to, you can enable vLAN identification to support vLAN tagging, and you can enable and configure bandwidth management. If you click the plus sign (+) next to Network Adapter, you have two options:

[image: Technical stuff] A virtual LAN (vLAN) is a logical network made up of endpoints that are on different physical LANs. This allows devices on the same vLAN to communicate as if they were on the same physical wire. 


	Hardware Acceleration: Hardware Acceleration includes the following: 
	Virtual Machine Queue (VMQ): Improves performance by delivering packets from outside virtual networks directly to a virtualized system. To use this feature, the physical host’s network adapter must support it.

	IPSec Task Offloading: Allows Hyper-V to offload IPSec-related tasks to the physical host’s network adapter assuming it supports the feature.

	Single-Root I/O Virtualization (SR-IOV): Lowers latency and improves bandwidth by allowing network traffic to go directly to a VM instead of having to go through the virtual switch.




	Advanced Features: Advanced Features includes the following: 
	DHCP Guard: Ensures that you’re only communicating with authorized DHCP servers.

	Router Guard: Ensures that you’re only communicating with authorized DHCP routers.

	Protected Network: If the network is ever disconnected, the VM can automatically move to another node if that VM is in a cluster and is highly available.

	Port Mirroring: Makes a copy of the traffic going to a VM and sends the traffic to another VM. This is very useful if you need to be able to do traffic inspection.

	
NIC Teaming: Allows you to create a NIC team for the VM. The operating system of your VM needs to support NIC teaming for this to work.

[image: Technical stuff] NIC teaming allows you to logically join multiple network adapters, so that they behave as if they were one big network adapter. NIC teaming offers some fault tolerance, assuming the connections in the team are going to separate infrastructure switches. NIC teaming can also be used to load-balance traffic coming to the server.


	Device Naming: Used to ensure that the VM knows the name of the Hyper-V network. This is helpful when a system has multiple network adapters, especially if the system is multi-homed.








Name

The Name section allows you to change the name of the VM and add any notes that you want to have visible when someone clicks on the VM within Hyper-V Manager.



Integration Services

The Integration Services section allows you to expose services on the host Hyper-V server to the VM you’re configuring. This includes things like operating system shutdown, time synchronization, data exchange, heartbeat, backup, and guest services.



Checkpoints

Checkpoints are a point-in-time backup of your VM. They’re very useful before a change is made within the operating system that could potentially be destructive. They should not be used in place of backups.

By default, checkpoints are enabled and will be created as production checkpoints. You have the choice between production and standard checkpoints. 


	Production checkpoint: Uses whatever backup technology is available within the VM’s operating system to create checkpoints that can protect data, but that are not aware of running applications.

	Standard checkpoint: Captures information on running applications.



You can set your VMs to create automatic checkpoints, and you can also set the save location for all your checkpoints.



Smart Paging File Location

This screen allows you to set the location for the smart paging file for the VM. Smart paging is only used at boot time and can be used to ensure that a VM will be able to boot, even if the host can’t provide the minimum startup RAM that the VM requires.



Automatic Start Action

The Automatic Start Action section allows you to set what you want the VM to do when the host is started. You have a choice between doing nothing, automatically starting if it was running when the service stopped, and always starting this VM automatically.



Automatic Stop Action

The Automatic Stop Action section determines what the VM will do if the Hyper-V host is shut down. The options are to save the VM state, turn off the VM, or shut down the guest operating system.




Shielded Virtual Machines

In the “Configuring your Virtual Machine” section, earlier in this chapter, I show you the check box that allows you to turn a VM into a shielded VM. Shielded VMs require more than that simple check box to function properly. You must set up the appropriate server infrastructure to support shielded VMs.

In Windows Server 2016, the Host Guardian Service was introduced. The Host Guardian Service protects shielded VMs by ensuring that the host they’re on is a trusted Hyper-V host (guarded host). Essentially, a shielded VM may only run on a Hyper-V host that is able to pass its health attestation to the system or systems running the Host Guardian Service. There are two types of attestation that a guarded host can use: 


	TPM-trusted attestation: Verifies the guarded host’s identity using the guarded host’s TPM chip. This method of attestation provides the best security but is more complicated to set up.

	Host key attestation: Verifies the guarded host’s identity with a key. It’s easier to set up than the TPM-based type and is intended to be used on systems that don’t have a TPM chip.



For VMs to support being shielded VMs, they must be Generation 2 VMs and have a virtual TPM. Shielded VMs are encrypted by BitLocker.

[image: Tip] You can convert existing VMs into shielded VMs if you want. They just need to be running at least Windows Server 2012.





Chapter 3

Virtual Networking
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One of the most foundational topics when you’re learning about virtual machines (VMs) and Hyper-V is virtual networking. Virtual networking can be a difficult shift for those who are used to physical network equipment. Virtual networking not only requires changing the way that things are done, but also opens the door for so many more possibilities.

For example, in the past, when you got a new physical server, you needed someone to configure a switch port for your server, and then someone had to run the cables. With Hyper-V virtual switches, that need is taken out of the equation — you can simply assign a VM to a virtual switch, and Hyper-V handles a lot of the configuration for you. You can get into the weeds if you want to, of course, but you don’t have to.

The virtual switch in Hyper-V allows VMs to communicate with each other, with the host system they’re on, and with systems that are on other networks.

In this chapter, I introduce you to virtual networking in Hyper-V, fill you in on the types of virtual switches, and explain how to create switches and do some more advanced network configurations.



Identifying the Types of Virtual Switches

Hyper-V gives you three different types of virtual switches to work with: external, internal, and private. The type of virtual switch you create will depend entirely on what kinds of communication you want to allow to occur. In the following sections, I introduce you to each type of switch and show you where they would be the best fit.

[image: Technical stuff] Hyper-V hosts can have multiple virtual switches. A virtual machine can have one virtual switch per network adapter. So if you have a virtual machine that needs access to two virtual switches, you need two separate virtual network adapters.


External

When you first configure Hyper-V, you’re asked to assign a network adapter for a virtual switch. This is an external switch. External switches allow you to reach out to other networks, including the Internet. An external switch is close to the traditional network switch, given the way that it’s used.

The biggest differentiator between external virtual switches and internal or private virtual switches is that external virtual switches are the only ones that are assigned to a physical network adapter. This is what allows them to access your physical network.



Internal

The internal virtual switch allows VMs to talk to one another (as long as they’re on the same host) and to their Hyper-V host. VMs may not communicate with VMs on other Hyper-V hosts or anywhere else on the network. Internal virtual switches are not assigned a network adapter on the physical host; they’re assigned a vNIC, which facilitates communication between the VMs and the Hyper-V host.

Internal virtual switches are most useful for traffic related to monitoring by the Hyper-V host, including heartbeat traffic, which is used to confirm that a system is up by sending packets back and forth. If the host doesn’t receive a packet back from the VM guest, it can restart the VM.



Private

The private virtual switch allows you create a truly isolated network segment. It allows VMs on the same Hyper-V to communicate with one another. It does not allow the VMs to communicate with the Hyper-V host. Private virtual switches are not assigned a network adapter.

Private virtual switches are very useful when you need to isolate a network environment, as you do in a development, test, or lab network.




Creating a Virtual Switch

Now that you have an understanding of the types of switches available to you in Hyper-V, you’re probably ready to actually create a virtual switch and start having some fun. You can create a virtual switch through Hyper-V Manager or through PowerShell. I walk you through both options in this section.


Hyper-V Manager

Creating a virtual switch in Hyper-V Manager is how many system administrators start out. Hyper-V Manager is an easy-to-use interface, and creating the virtual switch takes just a few minutes. For this example, I’ll create an external virtual switch. The creation of an internal or private virtual switch is identical, except you don’t select a network adapter with either the internal or private virtual switch.

Follow these steps: 


	From Server Manager, choose Tools⇒  Hyper-V Manager.

	Right-click the name of your Hyper-V server and choose Virtual Switch Manager.

	
With External selected, click the Create Virtual Switch button.

The Virtual Switch Properties screen appears. Here, you can customize the settings of the virtual switch.


	Give your virtual switch a name.

	Ensure the radio button for External Network is selected, and from the drop-down list, select the network adapter the switch will use, as shown in Figure 3-1.

	Click Apply, and then click OK.




 [image: Screen capture depicting Virtual Switch Manager screen with ExternalSwitchGUI screen.]

FIGURE 3-1: Under Connection Type, you need to select External Network and select a network adapter to create an external virtual switch.







PowerShell

Creating a virtual switch in PowerShell can be just as simple as it is through the graphical user interface (GUI) when you understand which parameters PowerShell needs to create the type of switch you want.


External

To create an external virtual switch in PowerShell, you need to find out what the name of the network adapter is that you want to use. To do this, you can run the following command: 

Get-NetAdapter

In my case, my network adapter is named Ethernet0. So, to create the external virtual switch, the command looks like this: 

New-VMSwitch -name PSExternalSwitch -NetAdapterName Ethernet0 -AllowManagementOS $true

This command tells PowerShell that I want to create a new virtual switch, that I want to name it PSExternalSwitch, that I want it to be an external switch (because I’m specifying a network adapter), and that I’ll allow the management operating system (OS) to use it. (In Hyper-V Manager, there was a check box that was checked by default to allow this same thing.)

Start to finish, Figure 3-2 shows you what creating an external virtual switch looks like.


 [image: Screen capture depicting Get-NetAdapter command output in PowerShell.]

FIGURE 3-2: Creating an external virtual switch requires finding the name of the network adapter you want to use.







Internal

Creating an internal virtual switch does not require any knowledge of the network adapters on the system because it doesn’t use them. Instead, you specify what you want your switch to be named and what type of switch you want it to be.

The code to create an internal virtual switch looks like this: 

New-VMSwitch -name PSInternalSwitch -SwitchType Internal



Private

Private virtual switches are very similar in creation to internal virtual switches. The only difference is that the -SwitchType parameter is used to set the virtual switch as a private virtual switch: 

New-VMSwitch -name PSPrivateSwitch -SwitchType Private

 

You can always go back into Hyper-V Manager if you want to view your switches in a graphical format. Figure 3-3 shows the Virtual Switch Manager with the three virtual switches that were created in this section.


 [image: Screen capture depicting Virtual Switch Manager screen with new virtual network switch screen.]

FIGURE 3-3: All your virtual switches will show up in the Virtual Switch Manager regardless of where they’re created.









Getting into Advanced Hyper-V Networking

Networking in Hyper-V offers a wide array of features that make it usable and scalable in an enterprise situation. In this section, I cover a few of the more common features that come in handy in enterprise environments.


Virtual local area network tagging

Virtual local area networks (VLANs) are used to isolate network traffic. You may want to do this for security reasons, or you may do it to improve network performance by decreasing the size of the broadcast domain.

[image: Technical stuff] A broadcast domain is essentially the area where a broadcast is being forwarded. If you have a large broadcast domain, network performance can be negatively impacted because all the systems in that broadcast domain will receive any broadcast traffic and potentially respond. It’s better to have a smaller broadcast domain so that it doesn’t become saturated with a large amount of broadcast traffic.

VLAN tagging is used to identify packets as they travel through trunks (which are used for communications between switches). You don’t have to give up the ability to do VLAN tagging when you make the move to a virtualized environment. You do need to ensure that both the network adapters and the physical network that switch the host is connected to support VLAN tagging. Assuming they do, you turn on VLAN tagging on the virtual external switch, and then on the individual VMs. In the following sections, I cover the steps involved in enabling VLAN tagging.


Enabling VLAN tagging on the switch

The first step to using VLAN tagging is to enable it on the virtual switch. This will add the VLAN tag to traffic that is going through the virtual switch for the Hyper-V host (management OS). Follow these steps: 


	From Hyper-V Manager, right-click the name of the Hyper-V server and choose Virtual Switch Manager.

	Select the external virtual switch you want to configure, and select the Enable Virtual LAN Identification for Management Operating System check box.

	Set the VLAN ID number to whatever you need to use (see Figure 3-4).

	Click Apply, and then click OK.




 [image: Screen capture depicting Virtual Switch Manager screen with PSExternalSwitch screen with VLAN ID boxed.]

FIGURE 3-4: To enable VLAN tagging on the virtual switch, you need to select the check box and set which ID number you want the switch to use.







Enabling VLAN tagging on the virtual machine

Now that VLAN tagging is enabled on the switch, you’re ready to enable it for a VM. Follow these steps: 


	From Hyper-V Manager, right-click the VM and choose Settings.

	Select the network adapter that is connected to the external switch where you just enabled VLAN tagging.

	
Select the Enable Virtual LAN Identification check box and set the VLAN ID number, as shown in Figure 3-5.

The VLAN ID number should match what is set on the switch.


	Click Apply, and then click OK.




 [image: Screen capture depicting Virtual Switch Manager screen with Network Adapter screen with VLAN ID boxed.]

FIGURE 3-5: To enable VLAN tagging on the VM, select the check box and set the VLAN ID.








Bandwidth management

For each network adapter that is connected to a VM, you can set up bandwidth management. Bandwidth management allows you to specify a minimum or maximum amount of bandwidth in Megabits per second (Mbps) that the network adapter is allowed to use. Setting either bandwidth setting to 0 means that it’s unrestricted. In my example in Figure 3-6, you can see that I’ve set the minimum to unrestricted but the maximum to 1024 Mbps.


 [image: Screen capture depicting Virtual Switch Manager screen with Network Adapter screen with Bandwidth Management boxed.]

FIGURE 3-6: Setting a maximum amount of bandwidth for a VM can prevent the VM from saturating a network adapter.





To make changes to the bandwidth, follow these steps: 


	From Hyper-V Manager, right-click the VM and choose Settings.

	Select Network Adapter.

	Select the Enable Bandwidth Management check box and make the changes to Minimum and Maximum that you want.

	Click Apply, and then click OK.





Network interface card teaming

Network interface card (NIC) teaming can help to reduce bandwidth constraints by allowing you to pair two network adapters so that they act like one network adapter. There are some prerequisites that you need to meet before you can configure your VM to use NIC teaming: 


	The Hyper-V host must have at least two network adapters to support NIC teaming.

	If the network adapters on the Hyper-V host are on separate physical switches, they must be in the same subnet.

	You need to create a separate external virtual switch and attach it to each network adapter in the NIC teaming pair.

	The VM that you want to use NIC teaming with has to be connected to both virtual switches.



In the following sections, I walk you through the steps needed to configure NIC teaming in Hyper-V.


Creating the two virtual switches

First, you need to create the two virtual switches and assign them to network adapters. Follow these steps: 


	From Hyper-V Manager, right-click the Hyper-V host and select Virtual Switch Manager.

	Select New Virtual Network Switch and click Create Virtual Switch.

	Name the switch, ensure that it’s set to External Network, and choose one of the unused network adapters, as shown in Figure 3-7.

	Click Apply.

	Repeat steps 2 through 4 for the second virtual switch.

	Click OK.




 [image: Screen capture depicting Virtual Switch Manager screen with Team 1 screen.]

FIGURE 3-7: To support NIC teaming, you must create two virtual switches connected to two separate network adapters.







Creating the network adapters on the virtual machine and enabling network interface card teaming

Now that the virtual switches are created, they have to be attached to the VM that you want to create the team on. To do this, you add two network adapters to the VM. Each of these network adapters will be assigned to one of the switches you created previously. Follow these steps: 


	Right-click the virtual machine and select Settings.

	Click Add Hardware and choose Network Adapter.

	Click Add.

	
On the configuration page for the network adapter, choose one of the virtual switches you just created.

In my case, that virtual switch is named Team1.


	Press the plus sign (+)next to the Team1 Network Adapter and select Advanced Features.

	Scroll down to where it says NIC Teaming and select the check box next to Enable This Network Adapter to Be Part of a Team in the Guest Operating System.

	Click Apply,

	Repeat steps 2 through 7 to create the second network adapter and assign it to the second virtual switch you created.

	Click OK.





Creating the network interface card team

The final step involves logging into the VM and completing the configuration of the NIC team there. Follow these steps: 


	From Server Manager, click Local Server.

	
Find NIC Teaming, and click where it says Disabled.

You get the NIC Teaming screen similar to Figure 3-8.


	
Select Ethernet 2 and Ethernet 3 (yours may be named differently).

You can hold down the Ctrl key to select them both.


	With the two network adapters highlighted, click Tasks and then click Add to New Team.

	Name your team.

	
Click Additional Properties and make your selections.

I’ve set Teaming Mode to Switch Independent, Load Balancing Mode to Address Hash, and Standby Adapter to None, as shown in Figure 3-9.

Here’s what these settings mean: 


	Teaming Mode: With Teaming Mode, you have two options. You can choose Switch Independent or Switch Dependent. With Switch Independent, the switches are not aware of the NIC team’s existence and make no determination on how traffic should be distributed. Switch Dependent implies that the switch will determine how to distribute traffic.

	
Load Balancing Mode: There are three load balancing modes — Address Hash, Hyper-V Port, and Dynamic.

Address Hash creates a hash that is based on the addressing of the packet. The hash is then assigned to one of the adapters.

In Hyper-V Port, VMs get independent MAC addresses. This can’t be used on a NIC team inside of a VM. It’s recommended to use address hashing instead of Hyper-V port for that use case.

If you select Dynamic, outbound traffic is based on a hash made from the TCP port and IP address. Inbound loads are treated the same as Hyper-V Port style. Dynamic has the best performance of the three modes.





	Click OK.




 [image: Screen capture depicting NIC Teaming screen.]

FIGURE 3-8: The NIC Teaming screen is where you can set up the network adapters for teaming inside of the operating system.






 [image: Screen capture depicting NIC Teaming screen with New Team configuration.]

FIGURE 3-9: Configuring the team can be simple, or it can be a bit more advanced by expanding the Additional Properties.





It will take a moment for the teamed NICs to come up, but when they do, they’ll both show Active and you’ll begin to get traffic statistics for them (as shown in Figure 3-10).


 [image: Screen capture depicting NIC Teaming screen with health status and statistics.]

FIGURE 3-10: The configured NIC Team gives you the health status and statistics on how much traffic is passing through.








Looking at single-root I/O virtualization

Single-root I/O virtualization (SR-IOV) can reduce latency for virtual machines by bypassing the software layers of Hyper-V networking and allowing more direct access to the host’s network card. To use SR-IOV, you must have a network adapter that supports it, and the system’s motherboard and firmware must support it as well.

To begin using SR-IOV, it needs to be enabled for the virtual switch, and then for the virtual network adapter of the VM that you want configure to use SR-IOV. You can’t enable SR-IOV after a switch has been created — you need to create a new virtual switch. Follow these steps: 


	From Server Manager, choose Tools ⇒  Hyper-V Manager.

	On the right side of the screen, click Virtual Switch Manager.

	Click New Virtual Network Switch, and click External.

	Click the Create Virtual Switch button.

	Name your switch and then select the Enable Single-Root I/O Virtualization (SR-IOV) check box, as shown in Figure 3-11.

	Click OK.

	When you’re warned about your pending change affecting network connectivity, click Yes.




 [image: Screen capture depicting Virtual Switch Manager screen with Enable Single-Root I/O
Virtualization (SR-IOV) check box encircled.]

FIGURE 3-11: You must enable SR-IOV on the virtual switch before you can enable it on a virtual machine.





Now SR-IOV is enabled on the new switch, so you can assign the switch to a VM and check the SR-IOV option for the VM as well. Follow these steps: 


	From Hyper-V Manager, right-click the virtual machine you want to configure, and click Settings.

	Click Network Adapter, and use the drop-down list box to choose the virtual switch where you enabled SR-IOV.

	Click Apply so that the change is saved.

	Click the plus sign next to Network Adapter, and click Hardware Acceleration.

	Select the Enable SR-IOV check box (shown in Figure 3-12), and then click OK.




 [image: Screen capture depicting Virtual Switch Manager screen with Enable SR-IOV check box encircled.]

FIGURE 3-12: The option to enable SR-IOV is in the Hardware Acceleration section of the Network Adapter.










Chapter 4

Virtual Storage
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After you build your virtual machine (VM) and your networking is set up, the next thing most system administrators will look at is storage for the application that’s going to be installed on the VM. There are multiple reasons for this: 


	You don’t want to install applications on the operating system (OS) drive.

	The application may have very strict size and/or performance requirements for its storage.



This chapter discusses how to add storage to both the Hyper-V host and the VMs that reside on the Hyper-V host. Here, you learn about the different types of disks and the disk formats as well.



Understanding Virtual Disk Formats

There are two disk formats to be aware of when you start talking about virtual disks: VHD and VHDX. Each format has pros and cons that you should consider before you decide which one you want to use: 


	VHD: VHD was the original disk format. It’s supported by Generation 1 VMs, and by Azure Infrastructure as a Service (IaaS) offerings. A VHD can be a maximum of 2TB in size. To change the size of the disk, you have to power down the VM it’s attached to. In most cases, you’ll want to use a VHDX format unless you need to do the following: 
	Use the drive with a Generation 1 VM (legacy hardware support). Generation 2 VMs don’t support VHD.

	Move the VM to Azure.




	VHDX: VHDX is the newer disk format available. It’s supported by both Generation 1 and Generation 2 VMs and can reach a maximum of 64TB in size. You can change the storage size of a VHDX file while a VM is powered on, which is a huge win for a mission-critical system running on a VM.





Considering Types of Disks

There are four different types of disks used in Hyper-V: fixed, dynamic, differencing, and pass-through. Each has a use case that makes the most sense. When you try to create a disk, you may not see all these options in the menu to choose from.

VHDs in Hyper-V are created as a file that lives in a location that you determine. They may be located locally on your Hyper-V host, or they may be located on a shared volume on network storage.


Fixed

A fixed disk is similar to your standard traditional hard drive. If you provision a 60GB hard drive, then the file for your VM will be a full 60GB. This disk choice offers the best performance, but it can lead to a lot of wasted space because it can’t be shrunk down after it’s created. Fixed disks are also referred to as thick provisioning.



Dynamic

A dynamic disk can save on space. You may have an application that says it requires 200GB for storage. If you provision a dynamic disk, the OS and the application will see a 200GB disk. The actual disk file will be much smaller — the size of the actual data. For instance, if you’re only using 30GB of a 200GB dynamic disk, then the size of the disk file will be 30GB. The performance is not as good as a fixed disk, and you have to be careful to not overprovision the storage available to the VMs on the Hyper-V host. Dynamic disks are also referred to as thin provisioning.



Differencing

Differencing disks are different from your traditional VHD/VHDX disks. A differencing disk is a dynamic disk that is tied to a parent disk. The disk that is tied to the parent disk is known as a child disk. Child disks store changes that are made to the parent disks. This makes them excellent for troubleshooting but can make it easy to overprovision storage because they’re using dynamic disks.



Pass-through

Pass-through disks are not VHDs. These are physical drives that are attached to the Hyper-V host and then passed through to the VM. Using pass-through disks also allows you to take advantage of physical network storage that is connected to a Hyper-V host. This enables you to maximize the benefit you receive from an expensive physical storage array in your virtual environment. Plus, it can simplify backups and restores, because the data is stored in its native NTFS format.




Adding Storage to the Host

Adding storage to a Hyper-V host is a common administrative task. The Hyper-V host is typically storing the VM configuration files and the VM’s disk files on local storage, unless you have it configured to save them on network storage of some kind.

Adding the storage to the Hyper-V host is similar to adding storage to any Windows 2019 Server. Let’s create two 50GB drives and add them to the host. Then I’ll show you how to change the default save location for the virtual hard disks and the VMs.


Adding the drives

Before you can add the drives to the server for use, they must be installed. After they’ve been installed, you can go into Server Manager and initialize them.

Follow these steps: 


	From Server Manager, click File and Storage Services.

	Click Disks.

	
Right-click the first disk that says Offline, and click Bring Online, as shown in Figure 4-1.

You get a dialog box warning about data loss if the disk is in use elsewhere.


	Click Yes.

	Right-click the disk again and choose Initialize.

	On the Initialize Disk warning box that appears, click Yes.

	Right-click the disk again and choose New Volume.

	On the Before You Begin screen, click Next.

	Select the disk you brought online and initialized and click Next.

	On the Specify the Size of the Volume screen, click Next.

	On the Assign to a Drive Letter or Folder screen, click Next.

	On the Select File System Settings screen, click Next.

	On the Confirm Selections screen, click Create.

	After the disk has been created, click Close.

	Repeat steps 3 through 14 for the second offline disk.




 [image: Screen capture depicting Bring Online option in a drop-down menu in Server Manager, File and Storage Services.]

FIGURE 4-1: After the disks are installed, they must be brought online and initialized.





At this point, your screen should look similar to Figure 4-2, with all three disks showing online and partitioned.


 [image: Screen capture depicting in Server Manager, Disks screen.]

FIGURE 4-2: With the storage added to the server, initialized, and formatted, it’s ready for use.







Changing the default save locations of virtual disk files

After you have the new storage added to the Hyper-V host, you can use it for all kinds of things. One of the most common reasons to add storage is to create save locations for the VMs and for the virtual disk files.

Follow these steps to change the default save locations for both VMs and virtual disks: 


	
From Hyper-V Manager, right-click the Hyper-V host and choose Hyper-V Settings.

Virtual Hard Disks is selected by default, so let’s change that one first.


	Click Browse and select one of the new drives you added earlier.

	
Click Select Folder.

The new location will appear in the box, as shown in Figure 4-3.


	Click Apply.

	Click Virtual Machines, underneath Virtual Hard Disks.

	Select Browse and choose the other drive that was added earlier.

	Click Select Folder.

	Click Apply, and then click OK.




 [image: Screen capture depicting in Hyper-V Settings with Virtual Hard Disks screen.]

FIGURE 4-3: The default save location for my virtual hard disks is now the E:\ drive.





This does not change VMs that were previously created. They would need to be moved to the new locations via storage migration (see Chapter 5 of this minibook).




Adding Storage to the Virtual Machine

Adding storage to a VM is an everyday event for a system administrator. Sometimes you need to expand a virtual drive; other times, you need to add additional virtual drives.


Adding a new virtual drive

With a Generation 1 VM, you're given a choice between a VHD- or VHDX-formatted drive. If you have a Generation 2 VM, you don’t have a choice — it can only be a VHDX-formatted drive — so you’re asked what type of drive you want to create rather than what format you want to use.

Because the wizards are a little different for the two generations of VMs, I’ve included the instructions for each.


Adding a disk to a Generation 1 virtual machine

With the Generation 1 VM, you need to make a decision as to what kind of disk you want to create. If you’re going to move the VM to Azure, you need to select the VHD format; otherwise, you can typically choose the VHDX format. Follow these steps: 


	
Right-click the VM and click Settings.

You have an IDE controller and a SCSI controller. You can use either one. I’m going to use the IDE controller because my other hard drive is using it (this is for tidiness — you can mix and match controllers).


	
Select the IDE controller and choose Hard Drive and then click Add (see Figure 4-4).

The virtual hard disk button will be selected.


	Click New.

	On the Before You Begin screen, click Next.

	
On the Choose Disk Format screen, choose the format you want and click Next.

I’ll select VHDX.


	On the Choose Disk Type screen, select Dynamically Expanding, and then click Next.

	On the Specify Name and Location screen, you can name the disk whatever you would like.

	If you changed the default location in the earlier section of the chapter, that will show here. Change it if needed, and then click Next.

	
On the Configure Disk screen, select Create a New Blank Virtual Hard Disk and change the size to whatever you want; then click Next.

On the last page of the wizard, you’re given a summary of your selections.


	If everything looks correct, click Finish.

	On the VM Settings page, click OK.




 [image: Screen capture depicting in Settings with IDE controller screen.]

FIGURE 4-4: Creating a disk in a Generation 1 VM gives you the option of an IDE controller or a SCSI controller.







Adding a disk to a Generation 2 virtual machine

The Generation 2 VM does not have the IDE controller as an option, so you’ll select the SCSI controller when you create this hard drive (unless you have a Fibre Channel Adapter). Follow these steps: 


	Right-click the VM and click Settings.

	
Select the SCSI controller, select Hard Drive, and click Add.

Virtual Hard Disk will be selected.


	Click New.

	On the Before You Begin screen, click Next.

	On the Choose Disk Type screen, select Dynamically Expanding, and click Next.

	On the Specify Name and Location screen, name your disk and either accept the default location for the disk or choose another location; then click Next.

	On the Configure Disk screen, select Create a New Blank Virtual Hard Disk, set the desired size, and click Next.

	On the final summary page, verify that the settings are correct, and then click Finish.

	Back on the VM Settings screen, click OK.






Expanding a disk drive

If you want to expand a VHDX file, you can do it while the VM is running. This is one of the great things about VHDX-formatted disks. If you’re using a VHD-formatted disk, you need to power down the VM to expand it. Follow these steps: 


	Right-click the VM and click Settings.

	Select the hard drive you want to expand and click Edit, as shown in Figure 4-5.

	On the Locate Virtual Hard Disk screen, click Next.

	On the Choose Action screen, select Expand, and then click Next.

	On the Expand Virtual Hard Disk screen, set the desired size, and then click Next.

	On the summary page, verify that the settings look correct, and then click Finish.

	Back on the VM Settings screen, click OK.




 [image: Screen capture depicting in Settings with hard drive screen.]

FIGURE 4-5: Expanding a disk is done by selecting Edit when the hard drive is selected.







Adding a pass-through disk

For the VM to see the pass-through disk, it must be offline on the host. If it isn’t offline, it won’t show up as an available disk. You can verify that there is an offline disk available for you by checking the Disks area of File and Storage Services in Server Manager, as shown in Figure 4-6.


 [image: Screen capture depicting Server Manager, File and Storage Services screen.]

FIGURE 4-6: You need to verify that you have an available disk that is showing as offline. You can do this from Server Manager.





After you’ve verified that you do have an available offline disk, open Hyper-V Manager and follow these steps: 


	Right-click the VM you want to add the disk to and click Settings.

	
Select SCSI controller and then Hard Drive, and then click Add.

Virtual Hard Disk is selected by default.


	
Select Physical Hard Disk, as shown in Figure 4-7.

If there is no hard drive listed, ensure that the disk shows offline on the Hyper-V host.


	Click Apply, and then click OK.




 [image: Screen capture depicting in Settings with physical hard disk screen.]

FIGURE 4-7: When you select physical hard disk, the offline disk that was added to the Hyper-V host will show as available.







Converting a VHD disk file to a VHDX disk file

The day may come when you need to convert your VHD disk file to a VHDX disk file. You may have reached the 2TB limit, or maybe you want the improved resiliency against power outages. Or you may want to upgrade to a Generation 2 VM. Whatever the case, you can convert the file through the graphical user interface (GUI) or through PowerShell. In this section, I walk you through both methods.


Converting through the graphical user interface

When you do the conversion through the GUI, you start out in the VM Settings screen and you select the hard drive in question. Follow these steps: 


	With the hard drive selected that you want to convert, click Edit.

	On the Locate Virtual Hard Disk screen, click Next.

	On the Choose Action screen, click Convert, and then click Next.

	On the Convert Virtual Hard Disk screen, select VHDX, and then click Next.

	Keep Dynamic selected (unless it’s a fixed disk, in which case keep Fixed selected), and then click Next.

	On the next screen, you don’t need to choose a new storage location unless you want to do so.

	
Specify the name of the converted disk and click Next.

You can leave it the same — you just need to specify .vhdx as the file extension.


	On the summary screen, click Finish.





Converting with PowerShell

The disk conversion through PowerShell is a simple command. The command is similar to the following: 

Convert-VHD -Path E:\ConvertPS.vhd -DestinationPath E:\ConvertPS.vhdx

In Figure 4-8, you can see that I have the VHD file in my E: drive. I run the preceding command, and then I have the VHDX file. That’s all there is to it.


 [image: Screen capture depicting in Convert-VHD -Path command output in PowerShell.]

FIGURE 4-8: Converting a VHD file to a VHDX file in PowerShell involves far fewer steps than it does through the GUI.








Attaching the converted drive to the virtual machine

The converted disk drive does not get attached automatically to the VM. You have to specify that you want the VM to use the VHDX file after the conversion is complete. This process is similar to creating a new hard drive, except instead of clicking New or Edit, you click Browse and select the VHDX file. After you select it and click OK, the converted VHDX file will then be attached to the VM.






Chapter 5

High Availability in Hyper-V
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No discussion about Hyper-V would be complete without a discussion on how to make it highly available. The biggest win for most organizations is the ability to reduce downtime when the underlying physical hardware fails.

In this chapter, you find out how to make your Hyper-V deployments highly available. These technologies can be used to prevent or minimize disruption due to hardware failure, or maintenance on the underlying hosts.



Hyper-V Replica

Hyper-V Replica is a great solution for disaster recovery situations. It allows you to replicate a live virtual machine (VM) to an offline Hyper-V Replica. In the event of an issue that takes the active host down, the VM can be powered on at the replica server.

Hyper-V Replicas may be in the same physical datacenter, or they may be located in geographically distant datacenters.

To use Hyper-V Replica, you must first set up the Hyper-V hosts. Then you can configure the VMs that you want to replicate.


Setting up Hyper-V Replica on the Hyper-V hosts

Before you can use Hyper-V Replica, you need to enable the replica server and configure where you want to allow replication to happen from. This can be done over an unencrypted Kerberos connection or a certificate-based (HTTPS) connection. For production environments, it’s recommended to use a certificate-based connection because the replication traffic will be encrypted. For a test or development environment where encryption would introduce overhead, the Kerberos connection would work well. For this example, let’s set up an unencrypted replica.

On the replica server, follow these steps: 


	Open Hyper-V Manager, and right-click the Hyper-V host.

	Select Hyper-V Settings.

	Select Replication Configuration and select the Enable This Computer as a Replica Server check box.

	Select the Use Kerberos (HTTP) check box.

	In the Authorization and Storage section, select Allow Replication from any Authenticated Server.

	Set a storage location for the replicated VM hard disks if you want something other than the default.

	
Click Apply, and then click OK.

Your screen should look similar to Figure 5-1.





 [image: Screen capture depicting Hyper-V Settings screen with Replication Configuration.]

FIGURE 5-1: You must set up the replica server first, before you can replicate VMs.





Now that the Hyper-V host is set up as a replica, you’ll want to verify that Windows Firewall will allow replication traffic in. There are two rules that you may need to enable: 


	Hyper-V Replica HTTP Listener (TCP-In): This rule needs to be enabled if you’re using the Kerberos-based connection.

	Hyper-V Replica HTTPS Listener (TCP-In): This rule needs to be enabled if you’re using the certificate-based connection.



To enable the rule in the Windows Firewall, follow these steps: 


	Click Start, and then click the gear icon to access the Settings menu.

	Click Network & Internet.

	On the Status page, scroll down and select Windows Firewall.

	Click Allow an App through Firewall.

	
Scroll down to Hyper-V Replica and enable the applicable rules.

I’ve enabled the Hyper-V Replica HTTP rule for the Domain profile, as shown in Figure 5-2.


	Click OK.




 [image: Screen capture depicting Hyper-V Settings screen with Replication Configuration.]

FIGURE 5-2: Hyper-V Replica communications need to be allowed through the firewall for replication to occur.







Setting up replication on the virtual machines

After the Hyper-V Replica host is all set, it’s time to configure the VM to replicate to it. Follow these steps: 


	From Hyper-V Manager, right-click the VM and select Enable Replication.

	On the Before You Begin screen, click Next.

	On the Specify Replica Server screen, enter the name of the server you configured in the prior section, and click Next.

	
On the Specify Connection Parameters screen, verify that the information presented is correct.

It should look similar to Figure 5-3 if you’ve been following along.


	Click Next.

	
On the Choose Replication VHDs screen, select which virtual disks you want to replicate and click Next.

This will usually be all of them, but you can uncheck one of the drives if you don’t want it to replicate.


	
On the Configure Replication Frequency screen, set how much time can be between replication cycles and click Next.

You can choose among 30 seconds, 5 minutes (default), or 15 minutes. I’ll leave it on 5 minutes.


	
On the Configure Additional Recovery Points screen, leave this set on Maintain Only the Latest Recovery Point and click Next.

[image: Technical stuff] If you’re concerned about data corruption with the data on the drive, you can set the replication to save additional recovery points, every hour. If your system is ever hit by ransomware or some other malicious activity or entity, this will give you the ability to restore to a good recovery point, rather than the potentially damaged data that was replicated over.


	
On the Choose Initial Replication Method screen, choose Send Initial Copy over the Network and Start Replication Immediately, as shown in Figure 5-4.

You can start immediately, or you can schedule replication. If it’s a large system, you can export the initial copy and then import on the replica.


	On the summary page, confirm that your settings look correct and then click Finish.




 [image: Screen capture depicting Specify Connection Parameters screen.]

FIGURE 5-3: Make sure that the connection parameters match what you set on the Hyper-V Replica.






 [image: Screen capture depicting Choose Initial Replication Method screen.]

FIGURE 5-4: Setting the initial replication parameters gets the replication started.





At this point, replication is enabled, and the VM is being copied over to the replica server. You should get a message similar to Figure 5-5 if your replication was successful. This tells you that you need to connect the network adapters for the VM.


 [image: Screen capture depicting Enable Replication for VM1 screen with successful replication message.]

FIGURE 5-5: This message indicates that the initial replication was successful and that you need to connect to the other Hyper-V host and connect the virtual network adapters to a virtual switch.








Live Migration

Hyper-V Replica is great for disaster recovery purposes, but sometimes you just need to move VMs to another Hyper-V host so you can do maintenance. You may also have a host that’s starting to have resource constraints so you may want to move VMs for that reason.

Live migration is a great fix for both of these scenarios because it allows you to move a VM with near zero downtime. When I’ve tested this in a lab environment, I’ve found when pinging a server that I lose a single ping at the most. Pretty impressive technology.

There are two ways that you can set up live migration. CredSSP is the simplest, but it’s also the least secure. Kerberos is the most secure, but setting up constrained delegation makes it more complex to implement.


Setting up live migration

Live migration must be set up on any Hyper-V host that will be using it. The setup itself is pretty simple, and it can be used right away with CredSSP or after some additional configuration with Kerberos. (The additional configuration is covered in the “Kerberos” section.)

Follow these steps to configure your first Hyper-V host to support live migration. Be sure to do this on all your hosts or it won’t work! 


	From Hyper-V Manager, right-click the Hyper-V host and choose Hyper-V Settings.

	
Click Live Migrations and select the check box next to Enable Incoming and Outgoing Live Migrations.

Simultaneous live migrations defaults to 2. Unless you have a reason to change it, it can be left as is.


	Under Incoming Live Migrations, leave Use Any Available Network for Live Migration selected and click OK.




CredSSP

CredSSP is the simplest method of authentication to set up when supporting live migration. It requires you to sign into the server that you want to move. If you move the server and then want to move it back after a maintenance, for example, you need to sign in to the VM before you can move it back. If you aren’t signed in when you try to move the VM, you get an error that will indicate “No credentials are available in the security package.”

Because CredSSP requires no further configuration, enabling live migration is all you need to do.



Kerberos

Using Kerberos to support live migration is preferred in enterprise environments because you don’t have to sign in to a server before you move it. If your organization wants to automate things, this is the way to go.

The only downside to using Kerberos for authentication in live migrations is that it does take a little more time to set it up properly than CredSSP does. You must configure what is referred to as constrained delegation to allow live migration to work with Kerberos. This is essentially giving the systems permissions to work with one another directly, and it’s done in Active Directory.

To set up constrained delegation for Kerberos, you need a system that has the Active Directory Users and Computers RSAT installed. Follow these steps: 


	From Server Manager, choose Tools⇒  Active Directory Users and Computers.

	Double-click the Computers folder.

	Right-click the Hyper-V host that is going to be the source server, and choose Properties.

	Click the Delegation tab and select Trust This Computer for Delegation to Specified Services Only and select Use Any Authentication Protocol.

	Click Add, and then click Users or Computers.

	Type the name of the destination server and then click OK.

	Under Available Services, select the following (hold down Ctrl to select them both): 
	cifs: This allows you to move the VM storage.

	Microsoft Virtual System Migration Service: This allows you to move VMs.




	
Click OK.

Your screen should look similar to Figure 5-6.


	Click OK again to save the changes.

	Repeat steps 3 through 9 for any other Hyper-V hosts that will participate in live migration.




 [image: Screen capture depicting Hyper-V Properties screen with Delegation tab.]

FIGURE 5-6: You must grant permissions on the source system for the destination system to enable Kerberos authentication for live migrations.





After this is complete, you can kick off a live migration without having to log in to the VM.




Kicking off a live migration

Now that you have Kerberos configured and live migration configured, I’m sure you want to test it to verify that it’s working properly. Follow these steps: 


	On the source Hyper-V host, open Hyper-V Manager.

	Right-click the VM you want to migrate and choose Move.

	On the Before You Begin screen, click Next.

	Select Move the Virtual Machine, and click Next.

	On the Specify Destination Computer screen, type the name of the destination Hyper-V host, and click Next.

	
On the Choose Move Options screen, keep the default Move the Virtual Machine’s Data to a Single Location and click Next.

[image: Technical stuff] You have a few options when moving your VM: 


	Move Your Virtual Machine’s Data to a Single Location: Moves the VM and its hard disks to the same location on the destination host.

	Move the Virtual Machine’s Data by Selecting Where to Move the Items: Allows you to select different locations for the VM and for its disks.

	Move Only the Virtual Machine: Moves the VM but not its hard disks.




	On the Choose a New Location for Virtual Machine screen, set the location on the destination server where you want the VM’s files to be stored, and click Next.

	On the Completing Move Wizard screen, validate that the settings look correct, and then click Finish.



When the migration is complete, the VM will show up on your other Hyper-V host. In Figure 5-7, you can see VM1 running on SVR2019-HYPERV2, which is my second Hyper-V host. I did the live migration from SVR2019-HYPERV.


 [image: Screen capture depicting Hyper-V Manager screen with SVR2019-HYPERV2.]

FIGURE 5-7: Live migration does not impact the uptime of the machine.








Storage Migration

Moving VMs is very useful, but sometimes you just need to move their storage. You may have purchased a lightning-fast storage area network (SAN), or you may have just added a new drive to support the virtual disks of your Hyper-V VMs. No matter the use case, storage migration can do that for you.

For this example, I have the virtual disk for a VM in my E: drive, but I want it to live in my F: drive. Here’s how you can move storage around: 


	On the source Hyper-V host, open Hyper-V Manager.

	Right-click the VM you want to migrate and choose Move.

	On the Before You Begin screen, click Next.

	Select Move the Virtual Machine’s Storage, and click Next.

	Accept the default Move All the Virtual Machine’s Data to a Single Location, and click Next.

	On the Choose a New Location for Virtual Machine screen, enter the path that you want the storage to be moved to and click Next.

	On the Completing Move Wizard screen, verify that everything looks correct and click Finish.





Failover Clustering

Failover Clustering is not new to Windows Server 2019. It provides a way for system administrators to ensure that their systems are highly available. Applications or services talk to a cluster address. In the case of Hyper-V, the cluster address is the Hyper-V Replica Broker, and it handles communications for the clustered Hyper-V hosts.


Installing Failover Clustering

Failover Clustering is a feature that is available for installation in Windows Server 2019. Installing it is similar to installing other features. Follow these steps: 


	From Server Manager, choose Manage⇒  Add Roles and Features.

	On the Before You Begin screen, click Next.

	On the Select Installation Type screen, click Next.

	On the Select Destination Server screen, click Next.

	On the Select Server Roles screen, click Next.

	On the Select Features screen, select Failover Clustering.

	Click Add Features, and then click Next.

	On the Confirm Installation Selections screen, click Install.

	When you get the message that installation succeeded, click Close.



Repeat these steps on the other members of the failover cluster before continuing on to the next step.



Configuring Failover Clustering

After the Failover Clustering feature is installed, you can actually create the cluster. First, you’ll run the validation, which will let you know if there are issues that will prevent the cluster from provisioning properly; then you’ll build the cluster. 


	From Server Manager, choose Tools⇒  Failover Cluster Manager.

	Click Validate Configuration.

	On the Before You Begin screen, click Next.

	Enter the names of the servers in the failover cluster, and then click Next.

	Accept the default Run All Tests, and click Next.

	
On the Confirmation screen, click Next.

The test will begin running, and you’ll see something similar to Figure 5-8.


	
When the test finishes, select the check box next to Create the Cluster Now Using the Validated Nodes, and then click Finish.

The Create Cluster Wizard launches.


	On the Before You Begin screen, click Next.

	On the Access Point for Administering the cluster screen, choose a cluster name, and then click Next.

	On the confirmation screen, click Next.

	When the summary page launches, click Finish.

	Click Configure Role.

	On the Before You Begin screen, click Next.

	On the Select Role screen, select Hyper-V Replica Broker and click Next.

	On the Client Access Point screen, enter a name for the cluster role and click Next.

	On the confirmation screen, click Next.

	On the Summary page, click Finish.




 [image: Screen capture depicting Validate Configuration wizard with Validating status bar.]

FIGURE 5-8: It’s always a good idea to run the cluster validation tools to ensure there are no issues with creating your cluster.





Your screen should look similar to Figure 5-9 at this point if you’ve been following along.


 [image: Screen capture depicting failover cluster Manager with Hyper-V Replica Broker.]

FIGURE 5-9: The failover cluster has been created and has been assigned the Hyper-V Replica Broker role.







Configuring a witness for your failover cluster

Before I jump into witness types, let’s take a step back and review the different quorum types in Windows Server Failover Clustering (see Table 5-1). Remember each node is treated as one vote.



TABLE 5-1 Quorum Types




	
Type

	
Description






	
Node Majority

	
This type of quorum is used when there is an odd number of nodes. The nodes are divided into smaller subsets and whichever subset has the most nodes has the most “votes.” For instance, five nodes divide into a subset of three and a subset of two; the subset of three will be active because three votes is more than two.




	
Node & Disk Majority

	
This type of quorum works really well when there are an even number of nodes and a clustered disk (disk witness). Each of the nodes gets a vote, and the clustered disk gets a vote, too. The disk witness adds an additional vote to even-numbered subsets so that you know which subset should be active. As an example, say you have four nodes, in two subsets of two nodes each. Whichever subset has the cluster disk has the third vote and is the active subset.




	
Node & File Share Majority

	
This type of quorum is similar to Node & Disk Majority, except instead of a disk witness, you get a file share witness. It provides the same service as the disk witness but is usually placed in a datacenter where both failover clusters can reach. For example, say you have four nodes, in two subsets of two nodes each. Whichever subset has the file share witness has the third vote and is the active subset.






[image: Technical stuff] Quorum in this sense is determined by how many systems must be operational for the cluster to start up and continue to run properly.

Now that you have an idea of what the quorum types are, let me fill you in on the types of witnesses you can use in a failover cluster. Each of these types of witnesses is able to provide a vote to make quorum in a failover cluster: 


	Disk witness: A disk witness is what most system administrators are used to if they’ve worked with Failover Clustering in the past. It’s a small drive that can failover between nodes in a failover cluster.

	File share witness: A file share witness is essentially a file server that has a share configured that stores clustering information. The use case with file share witness was to have the file server with the share in a different datacenter from the other nodes in the failover cluster. If one datacenter went down, the file share witness was able to cast a deciding vote to the existing datacenter.

	Cloud Witness: Introduced in Windows Server 2016, the Cloud Witness allows you to create blob storage in Azure (hence, the reason why cloud is in the name) and use it to store clustering information. Cloud Witness was introduced as a cost-effective means of getting similar functionality to a file share witness, but without the cost of an additional file server in another datacenter.
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Chapter 1

Introduction to Containers in Windows Server 2019
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Virtualization drastically changed the way that IT operated in organizations of all sizes, but containers have had a large impact as well. You may be wondering why someone would want to use containers. They’re just virtual machines (VMs), right? Well, not exactly. The technologies may seem similar, but containers and VMs are not the same. VMs are presenting virtual hardware to the user. Containers don’t expose the hardware or the operating system; they’re meant to run applications in isolation.

In this chapter, I fill you in on containers — what they are, why you would use them, and how the Windows Server implementation will work for you.



Understanding Containers

VMs can be thought of as Infrastructure as a Service (IaaS). Although VMs do present virtual hardware to system administrators, the administrators of virtual servers don’t have to be concerned about the underlying hardware. They can focus on the operating system and applications that they’re responsible for.

Containers take this idea and refine it to where each container is responsible for running an application. The application is baked into the image so the containers can be stood up and torn down constantly. This is great for Platform as a Service (PaaS) scenarios where developers just want to test their code and not worry about getting servers provisioned to test against. Developers don’t generally care about hardware or operating systems; they just want to know that their code works in the way they expect it to.

The main idea behind containers is that the application inside of each container has all the resources that it requires to function within the same container. This means that you can drop the container on any container host, and all the application’s requirements will still be met because those requirements (.NET, for example) move with the application inside the container.


Knowing what a container looks like

You may be wondering what containers look like. Let me use the example of containers in Windows specifically. At a high level, the architecture looks something like Figure 1-1.


 [image: Image described by caption and surrounding text.]

FIGURE 1-1: Container architecture on Windows Server involves several layers and utilizes the Docker Engine to work with containers.





In a Windows Server operating system, after you enable the containers feature, you install the Docker Engine. The Docker Engine is responsible for packaging and deploying the containers. Microsoft partnered with Docker for the first time with Windows Server 2016 to support running containers on a Windows operating system.



Defining important container terms

As with most newer technologies, there are new terms that you need to understand to be on the same page as other system administrators who work with containers. Here are the most important terms: 


	Container host: The container host is the system that is configured with the Windows Container feature. It can be a physical host or, through the joys of nested virtualization, a virtual host. All the containers on the container host share the host’s resources.

	Container image: When you create a container image, you create a deployable image that contains the changes you made to the original image, which were stored in the sandbox. The container image does not contain the operating system (OS); instead, when you deploy custom container images, they’re a layer of customization that is added on top of the container OS image.

	Sandbox: The sandbox saves changes as they’re made to the container image. This can include modifications to the file system and Registry, and any new applications you might install. Changes saved in the sandbox can be saved as container images so they can be reused.

	Container OS image: Not to be confused with the container image, the container OS image can’t be modified. It is the first layer in the container sandwich and provides the operating system that the container will use.

	Container repository: Container images along with any dependencies they may have are stored in a container repository so that they can be reused. They can be stored in a local repository, or if you plan on using the image across multiple container hosts, you can create private or public repositories on Docker Hub. Repositories may also be referred to as registries; Docker Hub, for instance, is often referred to as a container registry.





Seeing how containers run on Windows

You may have noticed that I’ve referenced Docker multiple times. That’s because containers use the Docker Engine to run on Windows Server! Containers were first introduced in Windows Server 2016, but the technology and, of course, Docker itself have been around a lot longer than that.

Docker is the engine that is responsible for packaging and delivering container images. Those container images can be based on Windows or Linux operating systems and can run in your datacenter an Windows Server 2019.

You can find more information on Docker in Chapter 2 of this minibook.




Considering Use Cases for Containers

There are several different use cases for containers. The use cases generally depend on what interests you most. System administrators, for example, will have very different use cases from developers. Thankfully, containers can support the majority of the use cases.


Developers

Because containers have everything your application depends on to run, you can move those containers anywhere (so long as it’s running Windows Server 2016 or newer). This means that you can start your development work from just about anywhere and finish by moving your container image into production. Plus, Docker Hub has more than 180,000 applications already packaged and available, which can greatly speed up your development work!



System administrators

I don’t know many system administrators who enjoy building environments over and over again — pulling out the dreaded checklist to ensure that you don’t forget to install this one thing or configure that one feature.

Rejoice, system administrators! With containers, you have an instant packaged environment for all your teams from the developers to your production support teams. No more dreaded checklist! When you need to make a change or update the containers, you simply update the container image that the containers are built from, and — voilá! — the next time they build their container from the container image, they’re all up to date. Something breaks because of an update or a change? Roll them back to the previous container image.




Deciding What Type of Containers You Want to Use

Windows Server allows you to use two different methodologies to manage your containers: 


	Windows Server containers: Windows Server containers are simple and are good for workloads where security and isolation are not as important as simply getting them up and going.

	Hyper-V containers: Hyper-V containers provide a higher degree of security and isolation and are the perfect choice for when you need to more strongly enforce these on your containers.



You aren’t stuck with your decision. You can create a container as a Hyper-V container, for instance, and change it to a Windows container later on.

I cover the installation of containers in Chapter 3 of this minibook.


Windows Server containers

Windows Server containers provide a simple method of application isolation that leverages process and namespace isolation. Because this type of container shares the kernel of the container host that it’s on, and by extension all the other containers on that host, you don’t get true isolation. If you write code that you think could be destructive, this is not the ideal environment for that. Windows Server containers should be used for trusted or non-impactful code that does not require a strong security component.

[image: Remember] Because the kernel is shared, it’s important to remember that the host and containers must all be on the same kernel version. This may cause issues for developers — you do lose some flexibility for testing because of this requirement.



Hyper-V containers

Hyper-V containers provide a true degree of isolation. Each of the containers is run in its own VM and does not share the kernel with either the container host or the other containers on that same host. These containers are perfect for workloads that require a higher degree of security, or when running untrusted code, because damage is contained in the individual container. If the untrusted code causes damage, you can simply spin up another Hyper-V container and try again after the issue is fixed.

Because the kernel isn’t shared between the container host and the containers that reside on it, you can have different kernel versions throughout all the containers.




Managing Containers at Scale

Even if you’re convinced of the benefit of containers, you may be wondering how difficult it will be if containers catch on at your workplace. How are you going to manage all those containers?!

Dockerfile allows you to automate the creation of your container images. Think of Dockerfile like a script for your containers; Dockerfile specifies which features to install and configures the container.

Microsoft maintains a GitHub repository with tons of examples of Dockerfiles to get you started. You can check it out at https://github.com/MicrosoftDocs/Virtualization-Documentation/tree/master/windows-container-samples. What I love most about this repository is that there are so many use cases represented, and not all are with Microsoft products. There are Dockerfiles for Apache, MongoDB, MySQL, and nginx, as shown in Figure 1-2.


 [image: Screen capture depicting MicrosoftDocs/Virtualization-Documentation screen with Dockerfiles examples.]

FIGURE 1-2: The GitHub repository where Microsoft stores examples of Dockerfiles you can use with Windows Server container implementations.









Chapter 2

Docker and Docker Hub


IN THIS CHAPTER

[image: Bullet] Introducing Docker

[image: Bullet] Getting acquainted with Docker Hub



Before I introduce you to containers in Windows Server, you need a good understanding of the technology that Windows containers are based off of. That would be Docker!

In this chapter, I introduce you to Docker and Docker Hub and explain how you can use them in conjunction with Windows Server to begin your container journey.



Introduction to Docker

Docker is an open-source platform that assists you in packaging and deploying applications. You can run multiple containers on a container host, and because they share the container host’s kernel, they use fewer resources than virtual machines (VMs) because you don’t need the overhead of a hypervisor to manage them.


Docker architecture

Docker is architected to use a client–server model. The Docker client talks to the Docker server component, which is called a daemon. Your Docker client can be on the same server as the Docker daemon, or you can run the Docker client from your workstation.


The Docker server

The Docker server is the brains of the operation. It manages much of what goes on in Docker, including the various objects that are created, and communications with the Docker application programming interface (API). The server component is referred to as a daemon.



The Docker client

The Docker client is where you perform most of your work with containers. Whenever you run a Docker command, you’re running it from the Docker client.



The Docker registry

Docker images are stored in the Docker registry.

[image: Technical stuff] You may also hear this referred to as a repository. Registry is the official word in Docker documentation, but many developers are used to calling this type of construct a repository. Both words work— be aware that you may see them used interchangeably.



Docker objects

Docker objects is a term used to refer to a multitude of different components, like images, containers, and services.




Basic Docker commands

Docker commands always start with docker and include keywords that determine the action that you want to take. Table 2-1 lists some of the more common commands that you should remember.



TABLE 2-1 Common Docker Commands




	
Command

	
Description






	
docker pull

	
Pulls a container image from whichever registry you have configured to store your container images




	
docker push

	
Pushes your container image to whichever registry you have configured to store your container images




	
docker run

	
Pulls the container image if it is not available already and then creates the new container from the container image




	
docker images

	
Lists all the container images that are stored locally on the container host




	
docker login

	
Used to log in to a registry; not required for public registries, but required to access private registries




	
docker stop <name>

	
Stops the running container that was named




	
docker ps

	
Lists all the containers that are running at that time










Introduction to Docker Hub

Docker Hub is a public registry owned by Docker that is available for storing container images in individual repositories. Businesses can use Docker Hub to create their own private repositories to store proprietary container images in as well. Many of the images that are available are from large open-source projects, but there are also plenty of container images from organizations that are not open source. For example, Microsoft has a public repository that has about 68 container images at the time of this writing.

You may be asking, “How do I get to Docker Hub? It sounds pretty cool.” You can access Docker Hub by going to https://hub.docker.com.


Finding public images

Public images are the easiest ones to find. You don't need an account to search for public images, nor do you need an account to do a docker pull on one.

To find an image that you’re interested in, you can simply type your query into the search box at the top. For example, if you want to search for Server Core, just type Server Core and press Enter, as shown in Figure 2-1.


 [image: Screen capture depicting Server Core option in docker hub.]

FIGURE 2-1: The search box on Docker Hub makes it simple to find public container images from hundreds of organizations.





If only one container image matches your query, you’re taken to a page that is dedicated to that container image. If you type the name of an organization, or your search returns multiple results, you’re presented with search results. If I had searched for Microsoft, for example, I could have gotten any container image that has to do with Microsoft. Official Microsoft container images can be filtered on by selecting Verified Publisher from the filters on the left side of the screen, as shown in Figure 2-2.


 [image: Screen capture depicting Verified Publisher option selected in docker hub Container tab.]

FIGURE 2-2: You can filter for just verified publishers in Docker Hub, which ensures that you’re getting an official container image.





One of the really great things about Docker Hub is that you can click a container image to learn more about it. The page that you click into is the same one you get if you search for a product and there is only one result. You’re presented with a description of the container image, which includes available tags and commands needed to use the container image. These commands are often used to accept licensing agreements. The Microsoft SQL Server container image, for example, tells you to run this command to start an MS SQL server instance running SQL Express: 

docker run -e 'ACCEPT_EULA=Y' -e 'SA_PASSWORD=yourStrong(!)Password' -e 'MSSQL_PID=Express' -p 1433:1433 -d mcr.microsoft.com/mssql/server:2017-latest-ubuntu

 

The information on the container image will also cover software requirements and available environment variables, along with a full listing of tags. Tags allow you to choose different versions of a container image. If you don’t specify a tag, then by default you get the container image with the “latest” tag.

You’re also given the command to pull an image if you’re interested in it. For example, to pull this MS SQL container image into Docker, you would run the following: 

docker pull mcr.microsoft.com/mssql/server

One last thing that I find to be really helpful is that you can see how many times a container image has been pulled. This information is useful if you aren’t familiar with the organization that supplied the container image. Underneath the name next to a logo of a down arrow is a number that tells you how many times it has been pulled. Microsoft SQL Server, at the time of this writing, had been pulled over 10 million times, as shown in Figure 2-3.


 [image: Screen capture depicting Microsoft SQL Server page in docker hub.]

FIGURE 2-3: You can see how many times a container image has been pulled.







Creating a private repository

Public repositories make acquiring container images convenient, but if you’re working on container images and you don’t want them to be publicly available, you’ll want to create a private repository. When pulling or pushing container images to your repository, you have to use the docker login command to authenticate before you'll be allowed to work with the repository.

By default, you get one free private repository in Docker Hub. If you need more private repositories than that, you can upgrade to a paid plan. At the time of this writing, you could pay $7 a month for five private repositories.


Creating an account

Creating an account on Docker Hub is simple and free. From the home page, click the Sign Up link in the upper-right corner. Choose a Docker ID, enter your email address and password, accept Docker’s terms, check the box on the CAPTCHA, and then click Sign Up, as shown in Figure 2-4.


 [image: Screen capture depicting Welcome to Docker Hub page with ID and other information.]

FIGURE 2-4: You can get started with Docker Hub with very minimal information — all you need is a Docker ID, an email address, and a password.





You’ll get an email to verify your email address. Click the link in the email to activate your account.



Creating your private repository

When you log in to Docker Hub after creating your account, you’re asked whether you want to create a repository or create an organization. 


	Click Create a Repository.

	Enter a name for your repository and a description.

	Change visibility to Private.

	Click Create.



[image: Technical stuff] You can choose to link your repository to your GitHub or Bitbucket accounts to do automated container image builds. This menu is located in the repository creation menu, though you can go back in later and set it if you need to.

After your repository is created, it will be blank, but it will give you a sample of the command you would need to run to push things to your repository, as shown in Figure 2-5.


 [image: Screen capture depicting General tab in Docker Hub page with empty repository.]

FIGURE 2-5: Your repository is empty when you first create it, but it contains the command to push container images to it.








Using a private repository

To use your private repository, you first have to log in to Docker; then you can push and pull container images as much as you want. To log in, enter the following command: 

docker login

I’m going to pull the standard Nano Server image from Microsoft’s repository. I’ll add the command that will let me push the container image to my repository. You would normally do this after you made changes to the image. 

docker push <mydockerid>/myrepo:nano

The command uses my Docker ID, followed by the name of my repository, and then the tag I used for my container image. In this case, I created a tag with a value of nano. You can see the command line part in Figure 2-6.


 [image: Screen capture depicting docker push command output in PowerShell.]

FIGURE 2-6: You can use the Docker commands to push images to your private repositories after you log in with the docker login command.





After the container image has been pushed, it will show up in your repository in Docker Hub. All your tags that are pushed to Docker Hub show up in your portal. You can't alter the container images from inside of Docker Hub; in fact, the only thing you can do is delete them. To modify your container images, you need to pull them, make your changes, and then push them again. Figure 2-7 shows you what Docker Hub looks like after I pushed my tagged container image.


 [image: Screen capture depicting General tab in Docker Hub page with tagged container image.]

FIGURE 2-7: My tagged container image, nano, shows up in Docker Hub after I push it from my server.





To pull the container image down to modify it, I would issue a very similar command to what I used to push the tagged image: 

docker pull <mydockerid>/myrepo:nano

After I make the changes that I need to make (like updating the container image), I can push it back up to my private repository where it’s accessible to any system from which I can log in to my Docker repository.






Chapter 3

Installing Containers on Windows Server 2019
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[image: Bullet] Testing your containers after Docker has been installed



Containers are a game-changing technology — especially for teams that have developers who need dynamic environments to work from. A developer can launch a container that supports the needs of her application within minutes, and many of the container images are purpose build with the various programming frameworks called out in the title of the container image.

Windows Server 2019 supports two variations on containers: 


	Windows container: The Windows container is the traditional container model. It’s fast, lightweight, and easy to use. The downside is that it shares the kernel with the host operating system (OS).

	Hyper-V container: If you have a workload that requires different versions of the kernel, or highly secure workloads that can’t share a kernel, the Hyper-V container is the better choice. The Hyper-V container has a higher performance hit on the host server, but because it runs each virtual machine (VM) in its own container, you can have containers that have different versions of the kernel, and you have true isolation because the container is not sharing the kernel of the host OS with the host and other containers.



The best thing about this conversation is that you don’t need to decide on one type or the other type. Containers can go from being Windows containers to Hyper-V containers.

In this chapter, I show you how to install Windows containers and Hyper-V containers, as well as how to install the Docker pieces that are needed to make everything work.



Installing Windows Containers

Installing Windows containers is simple. You just enable the feature, and then install Docker. This section covers installing the feature. After you’ve completed the steps in this section, continue with the “Installing Docker” section. 


	From Server Manager, choose Manage ⇒ Add Roles and Features.

	On the Before You Begin screen, click Next.

	On the Select Installation Type screen, click Next.

	On the Select Destination Server screen, click Next.

	On the Select Server Roles screen, click Next.

	On the Select Features screen, select Containers (shown in Figure 3-1), and then click Next.

	On the Confirm Installation Selections screen, click Install.

	Click Close and restart the server.




 [image: Screen capture depicting Add Roles and Features wizard with Containers selected from Features screen.]

FIGURE 3-1: To use Windows Containers, you only need to install the Containers feature and then install Docker.







Installing Hyper-V Containers

To install Hyper-V containers, you also have to install the Hyper-V role. You can install them both at the same time. Follow these steps: 


	From Server Manager, choose Manage ⇒ Add Roles and Features.

	On the Before You Begin screen, click Next.

	On the Select Installation Type screen, click Next.

	On the Select Destination Server screen, click Next.

	On the Select Server Roles screen, select Hyper-V, click Add Features, and then click Next.

	On the Select Features screen, select Containers and then click Next.

	On the Hyper-V screen, click Next.

	On the Create Virtual Switches screen, select your network adapter, and click Next (see Figure 3-2).

	On the Virtual Machine Migration screen, click Next.

	On the Default Stores screen, click Next.

	On the Confirm Installation Selections screen, click Install.

	After the installation is complete, click Close and then restart the server.




 [image: Screen capture depicting Add Roles and Features wizard with Create Virtual Switches screen.]

FIGURE 3-2: When setting up Hyper-V, you can provision the virtual switch at the same time.







Installing Docker

At this point, you’ve at least got the containers feature installed. You may have even installed the Hyper-V role and the containers feature at the same time. Now you need to install the Docker Engine. This is the piece that really ties all the other pieces together.

You’ll need to open PowerShell to run these commands, as well as the commands in the “Testing Your Container Installation” section. To open PowerShell, right-click on Start and select Windows PowerShell (Admin).

After you’ve opened PowerShell, your first step is to install the Microsoft Package Provider for Docker. This is done with the following command: 

Install-Module -Name DockerMsftProvider -Repository PSGallery -Force

Now you can install the latest version of Docker with the following command: 

Install-Package -Name docker -ProviderName DockerMsftProvider

After Docker is installed, you need one more restart. You can do this through the graphical user interface (GUI), or you can just type the following into PowerShell: 

Restart-Computer -Force

These commands are shown in Figure 3-3. If everything went well, you get no output. The PowerShell prompt will simply return, and you can run the next command.


 [image: Screen capture depicting Restart-Computer -Force command in PowerShell.]

FIGURE 3-3: It takes two PowerShell cmdlets to install Docker on Windows Server 2019, three if you count the restart cmdlet at the end.







Testing Your Container Installation

After your server is configured and Docker is installed, you’ll want to test to ensure that your container installation is working properly.


Windows container

There is a simple way to test that your Windows container installation is installed properly: Download and run a container image. One of my favorites is a sample image because it prints out a “Hello world”–style message and then exits.

To run this test, you use the docker run command. Because the container image is not downloaded yet, it will download the container image first, and then run it. If you want to stage the image so you can play with it later, you can use the docker pull command instead of docker run, and it will only download the container image. Here is the command to download the sample container: 

docker pull microsoft/dotnet-samples:dotnetapp

Note that the download may take a few minutes because it's pulling down a copy of Nano Server. You can watch the progress on the screen. See Figure 3-4 for the output from running the command. You can see when I use Docker images that I’ve downloaded the new container.


 [image: Screen capture depicting docker pull command output in PowerShell.]

FIGURE 3-4: Downloading the sample container from Docker Hub is simple using the docker pull command.





[image: Remember] The container images must use the same kernel version as the container host. If you try to run the container with a kernel version that doesn’t match the container host’s kernel version, you’ll get an error similar to the screenshot in Figure 3-5. Notice the first line of the error, which ends in “The container operating system does not match the host operating system.”


 [image: Screen capture depicting error container output in PowerShell.]

FIGURE 3-5: You get an error if you try to run a container image that does not match the container host’s OS.







Hyper-V container

Testing the Hyper-V container is similar to testing a Windows container, but because the kernel isn’t shared, you have far more freedom as far as which container images you want to run. The command itself is similar — you just need to include --isolation=hyperv to tell it that you want it to launch the container as a Hyper-V container rather than a Windows container. 

docker run –-isolation=hyperv microsoft/dotnet-samples:dotnetapp

 

As you can see in Figure 3-6, the container image, which was downloaded previously in the Windows container section, ran and gave us the Hello message with the super adorable .NET Foundation’s robot mascot.


 [image: Screen capture depicting docker run container image command output in PowerShell.]

FIGURE 3-6: The sample container image prints Hello along with the .NET Foundation’s robot mascot.
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Installing containers is the easy part, and you can certainly have some fun while doing it. In an enterprise environment, however, you’ll be asked to configure the containers so that they can do useful things and provide value to the business.

In this chapter, you find out how to configure and customize your containers so that your organization can really reap the benefits of containerization.



Working with Dockerfile

A dockerfile allows you to specify how a container should be built. It identifies the container image that you’ll use and contains any commands that you may want to run. The changes that you make to the container image are saved as a layer on top of the original container image.

When you create a dockerfile on Windows, you need to ensure that it does not have a file extension. You can do this by saving it as "dockerfile" with the quotes and change Save as Type to All Files, as shown in Figure 4-1.


 [image: Screen capture depicting "dockerfile" filename in Save As dialog box.]

FIGURE 4-1: Creating the dockerfile with no extension in Notepad.





Inside the dockerfile, you'll add the instructions that will be used to build your container. These instructions are shown in Table 4-1.



TABLE 4-1 Docker Instructions




	
Name

	
Description






	
FROM

	
Used to specify which container image your image will be built from.




	
LABEL

	
Labels are used to organize your objects within Docker. Labels are stored in key-value pairs as strings.




	
RUN

	
Used to run commands within the operating system (OS) like PowerShell, the Command Prompt, or any other executable that can be called.




	
CMD

	
Used to set a default command that will be run any time the container is created and deployed.




	
COPY

	
Copies files or folders from the specified source to the specified destination. The files or folders must be in a location with the dockerfile or relative to it; otherwise, it won't be able to copy.




	
ADD

	
Similar to the COPY instruction, except it can copy from sources on remote hosts with URLs.




	
WORKDIR

	
Allows you to set your working directory, which may be needed to things with the RUN and CMD instructions.






You may be ready to build your first dockerfile. I'll walk you through creating a simple dockerfile that will pull the Windows Server Nano Image and install Internet Information Services (IIS). Then you’ll create a simple “Hello World” style of page that will be placed in the default website.

[image: Tip] The hash symbol (#)is used to make comments in the dockerfile, which can make it easier to revisit later and make changes if needed.

Open Notepad and type the following, or copy the dockerfile from the GitHub repo for this book, available at https://github.com/sara-perrott/Server2019PowerShell. 

# Sets the base container image to Windows Server 2019 Core

FROM microsoft/windowsservercore

 

# Metadata indicating an image maintainer.

LABEL "version" = "1.0" "Description" = "Core with IIS"

 

# Use dism.exe to install IIS

RUN dism.exe /online /enable-feature /all /featurename:iis-webserver /NoRestart

 

# Creates the Hello World file and adds our message to it.

RUN echo "Hello World – I was created from a Dockerfile!" > c:\inetpub\wwwroot\index.html

When you’re ready to create your container from the dockerfile, open PowerShell and navigate to the directory that your dockerfile is saved in. In my case, it’s saved in a folder named dockerfiles. When you're in the correct folder, type the following command: 

docker build -t coreiis .

This command creates a container image named coreiis, built from the dockerfile you created. Note that the dot (.) tells it that the dockerfile is in the current directory. You can also put a whole path into the command instead. In Figure 4-2, you can see the commands from the dockerfile as they kick off. Note that I have specified the --isolation=hyperv because my preview release of Windows Server 2019 does not have a matching kernel to the container that was downloaded.


 [image: Screen capture depicting docker build -t coreiis . command output in PowerShell.]

FIGURE 4-2: The docker build command allows you to build a container from the instructions in a dockerfile.





[image: Tip] If the container image is not already downloaded, it could take a while to download. At the time of this writing, Server Core is a little over 4GB in size. So, take a break and come back in 15 minutes or so.



Applying Custom Metadata to Containers and Other Objects

When you hear the word metadata in relation to containers, you should automatically think “labels.” You can use labels to organize different kinds of objects in Docker — everything from images and containers to networks and volumes.

A label is a key-value pair. The key of a label is on the left side of the key-value pair and is typically the thing being used to group your objects. For instance, if you've made some special container images for a particular project (and this happens often), you may create a key of Project. The value, which goes to the right side of the key-value pair, would in this case be the name of the project. Let’s call the project “NewApp.” So, the full key-value pair that you would attach to these special container images would be Project = NewApp. Container images can use more than one label so you add a description label with the project stakeholder's name or any other relevant information. The sky’s really the limit on this one.

[image: Tip] If your container image’s parent (specified by FROM in the dockerfile) has labels, your container image will inherit the labels that are set on the parent. If you set a newer value for a label that already exists, your newer value will overwrite the existing value.

Labels are created in the dockerfile that you use for your image. In this section, I walk you through how to set labels and how to view labels after they’re set.


Creating labels

Creating labels within the dockerfile is pretty simple. Here is an example based on the scenario I mentioned in the introduction to this section.


Single label

For the example of a single label, the entry in the dockerfile would look something like this: 

LABEL "Project" = "NewApp"



Multiple labels

If you wanted to create multiple labels, you can follow the same format as the single label — you just use a space to separate labels: 

LABEL "Project" = "NewApp" "Author" = "John Doe" "version" = "1.0"

If you find that your labels are getting too long and are wrapping around the screen, you can increase the readability with the forward slash. This is the same example, just edited to look more readable with the slashes. 

LABEL "Project" = "NewApp" \

"Author" = "John Doe" \

"version" = "1.0"




Viewing labels

If you ever want to view what labels are set on a container image, you can type the following: 

docker inspect <containername>

This command lists any labels that are associated with the container image. In Figure 4-3, you can view the labels attached to the container image that you created in the dockerfile section of this chapter.


 [image: Screen capture depicting docker inspect <containername> command output in PowerShell.]

FIGURE 4-3: The docker inspect command allows you to view the metadata of a container image, including the labels that are currently assigned.








Configuring Containers

At this point, you've played with a dockerfile and deployed a container image. There are some other forms of configuration that you may be interested in as well. I cover a few of these topics in this section.


Starting containers automatically

For containers that are running important services, you may want to make sure that they stay up and running. When a container exits, for instance, you can use restart policies to ensure that the container restarts automatically.

To use the restart policy, you need to manually start the container, and that container has to be up for at least 10 seconds. At that point in time, Docker is able to monitor it. You can still manually stop a container, and Docker will not use the restart policy if you’ve stopped a container.

You can tell Docker that you want to use a restart policy with the --restart flag. The command looks something like this: 

docker run -dit --restart <policy> coreiis

 

You’re telling docker to set a restart policy for the coreiis containers, this is the container image you created previously if you’ve been following along. You’ve also specified that it will run in detached mode (-d), keep a connection open even when it is not attached (-i), and create a remote terminal session (-t). There are four different kinds of restart policies, shown in Table 4-2.



TABLE 4-2 Restart Policy Flags




	
Flag Name

	
Description






	
no

	
Enforces the default behavior in Docker, which is to not automatically restart the container.




	
on-failure

	
Great for error handling. If the container exits due to an issue, it will be restarted automatically.




	
unless-stopped

	
Unless you manually stop the container, it will automatically restart if it exits for any reason.




	
always

	
Use carefully. The container will automatically restart, even if it was stopped manually by an administrator.









Limiting a container's resources

This is possibly one of the most important configurations to understand and know how to implement. When you’re running multiple containers on a container host, you may need to limit what resources the container can use. This prevents the container from taking all the resources and potentially starving the other containers or the container host of resources. In the following sections, I show you how to limit both the CPU and memory.


Memory

When you create a container, you can specify the amount of memory that the container is allowed to use with the --memory flag. For instance, to restrict our coreiis containers to 512MB of ram, the command would look like this: 

docker run -it --memory 512m coreiis



CPU

CPU can be limited in much the same way that memory can. The flag is --cpus. If you wanted to ensure that your container could only use 1 CPU and 512 MB of RAM, the command would look like this: 

docker run -it --cpus 1 --memory=512m coreiis

 





Configuring the Docker Daemon with daemon.json

The last topic that I want to cover is the configuration file for the Docker daemon, which is the server component of Docker. Modifying this file allows you a great deal of customization, but it's worth noting that at the time of this writing, the daemon.json file for the Docker daemon on Windows Server operating systems does not support all the configuration options available. The configuration options available in the daemon.json file are shown in Table 4-3. Note that you don't need to add all these parameters to the daemon.json file. You only need to add the parameters that you want to make changes to. The daemon.json file is located by default at C:\ProgramData\docker\config\daemon.json.



TABLE 4-3 Allowed Configuration Options in the Windows Docker daemon.json File




	
Parameter

	
Description






	
authorization-plugins

	
Allows you to specify the name or location of an additional authorization source by name or by the location of its specification file.




	
dns

	
Allows you to specify specific DNS servers for all the containers.




	
dns-opts

	
Allows you to set options to use with your DNS servers.




	
dns-search

	
Sets the DNS search domain for all the containers.




	
exec-opts

	
Lets you specify options for runtime execution.




	
storage-driver

	
Allows you to select which storage driver you would like to use. Windows Server container hosts support either windowsfilter for Windows containers or lcow for Linux containers running on your Windows host.




	
storage-opts

	
Allows you to set options specific to the storage driver that you've chosen to use. Windowsfilter has one configuration item that can be set with storage-opts and that is related to size. Lcow (Linux containers on Windows) has quite a few more options available.




	
labels

	
Replaces the labels from the daemon with a new set of labels.




	
log-driver

	
The default driver for logs from the containers.




	
mtu

	
Allows you to specify the maximum transmission unit (MTU) that the container network will use.




	
pidfile

	
Lets you set the path for the daemon's pidfile.

Note: The pidfile contains the process identification (pid) number of the daemon. This allows other programs to locate the process id.




	
data-root

	
Tells Docker where you want to store containers and their images. If this is not used, the default location of c:\ProgramData\docker is used.




	
cluster-store

	
Points the container to the system and port it can use to get a certificate to support transport layer security (TLS) communication in the cluster. With the cluster-store-opt flag, you can tell it where the .pem files are located in the file system.




	
cluster-advertise

	
Specifies the IP address and the port number that the daemon should use to advertise itself to a cluster.




	
debug

	
Will swap the daemon into debug mode if it's set to true. You should only do this if you’re actively troubleshooting an issue.




	
hosts

	
Lets you set the IP address and port number of systems for the Docker daemon to connect to.




	
log-level

	
Allows you to change the logging level of the daemon. Valid values are debug, info, warn, error, and fatal.




	
tlsverify

	
Uses TLS to verify the remote connection.




	
tlscacert

	
Tells the daemon which certificate authority it can trust certificates from.




	
tlscert

	
Specifies the location of the of TLS certificate file.




	
tlskey

	
Specifies the location of the TLS key file.




	
group

	
Allows you to change the group used for connections. The default group is docker.




	
default-ulimits

	
Sets the default ulimit for each container. If a ulimit is not specified when a container is built, it will use the setting specified by this parameter. ulimit sets the number of open files allowed at any one time. The default is 1,024 open files in a Docker container.




	
bridge

	
Attaches your containers to a network bridge.




	
fixed-cidr

	
Sets the IPv4 subnet for your containers.




	
raw-logs

	
Ensures that logs have full timestamps and no American National Standards Institute (ANSI) coloring.




	
registry-mirrors

	
Lets you select Docker registry mirrors that you want to use.




	
insecure-registries

	
Allows you to communicate with registries that are not considered to be secure. This is typically because they're only listening on HTTP and don’t support TLS, or because they’re using an untrusted certificate.






[image: Technical stuff] A daemon is a process that runs continuously in the background, whose sole purpose is to fulfill requests from services. Users do not interact directly with a daemon.

Now that you have an idea of which options are available to you, let’s create a simple daemon.json file.

The first thing you’ll need to specify is which port you want Docker to accept incoming communications on. In this example, you don’t care where the connections come from, only the port that they’re coming in on. That line looks like this: 

"hosts": ["tcp://0.0.0.0:2375"]

Next, let’s change the storage location for your containers and your images so that it isn’t on the system drive. You need a second slash in the file location, so don’t forget it! 

"data-root": "D:\\DockerStuff"

When these items are put together into the json file, they look like this: 

{

"hosts": ["tcp://0.0.0.0:2375"]

"data-root": "D:\\DockerStuff"

}

That’s all there is to creating a daemon.json file to configure your Docker daemon. There are a lot of options — the best way to learn is to start playing around, so I encourage you to build out a lab environment and start practicing!
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As you make changes to your container images, you’ll get to the point where you’re happy with where the current container image is and you want to save the changes so that people can simply launch your new container image instead of having to run the image from a dockerfile and configure and tweak the image from there.

In this chapter, I show you how to save changes that you’ve made to your container images. I also explain more about pulling and pushing images to repositories.



Making Changes to Images and Saving the Changes You Make

When you launch containers, you can interact with them on a similar level to a regular system from the command line. You can create users and groups, and you can run PowerShell to install roles and features. After you’ve made these changes, you may decide you don’t need them anymore. The great thing about containers is that when you don’t need them anymore, you can exit out of the container and launch a new one with a fresh container image. But what if you like the changes that you made, and you want to create a new container image that contains those changes? This is where the docker commit command comes in.

The docker commit command creates a new container image that contains all the changes you made from the base container image. When you use the command, you specify the name of the running container that you want to save, and the name of the new container image that you want to create.

In the following sections, I walk you through the steps of creating a Docker container, connecting to the container, making some changes, and then saving the changes.


Create the container

To be able to modify the container, you need to actually create it first. So let's create a container. I’m going to assume that you have Docker installed and have the PowerShell window open. 


	At the PowerShell prompt, run the command docker images.

	
Locate the container image you want to use.

In my case, I’ll use the microsoft/windowsservercore image.


	Type the following command to create the container and a session to it: 
docker run -dit microsoft/windowsservercore


	Press Enter.

	When the PowerShell prompt returns, type docker ps and press Enter.

	
Note the name that was assigned to the container, found in the last row.

In my case, the name of the container is serene_lewin.




You can see the container creation steps in Figure 5-1. Note that I'm using --isolation=hyperv in my command. This is because the kernel of the container that I’m using does not match the kernel of my container host, so I’m having to build this as a Hyper-V container. This will not affect the rest of the instructions.


 [image: Screen capture depicting docker ps --isolation=hyperv command output in PowerShell.]

FIGURE 5-1: Creating the container is as simple as identifying the container image and issuing the command to create the container from that image.







Connecting to the container and making changes

Now that you’ve created your container, you’re ready to connect to it to interact with it. You use the docker exec command in this case to connect to the cmd.exe on the container that you just created. You need the name of the container that you took note of in the previous section. The command should look like this: 

docker exec -it <containername> powershell.exe

In my case, I'll type the following command: 

docker exec -it serene_lewin powershell.exe

After you press Enter, you’re connected to the container. You can validate this by running the hostname command. You get a string of letters and numbers that are randomly generated.

On this container that I’ve run, I want to install Internet Information Services (IIS). So, from inside the container, I’ll run the following PowerShell command: 

Install-WindowsFeature Web-Server

 

After the web server is installed, I’ll type exit and then press Enter, which will drop me back out to the container host. The commands I’ve run in the container are shown in Figure 5-2.


 [image: Screen capture depicting Install-WindowsFeature Web-Server command output in PowerShell.]

FIGURE 5-2: After you connect to a container, you can make changes to it like adding/removing directories, installing roles and features, and so on.







Saving the changes to the container

Now that you’ve installed IIS, the next step is to save the container as a container image so that you don’t have to repeat these steps the next time you need to launch a Server Core with IIS container.

First, you have to stop the container because you can’t do a commit against a running container in Windows. The command to stop the container is similar to the following: 

docker stop <containername>

After the container is stopped, you can do the commit. The command follows the format of: 

docker commit <containername> <reponame>:<imagename>

You can see these commands start to finish in Figure 5-3.


 [image: Screen capture depicting docker commit command output in PowerShell.]

FIGURE 5-3: After you stop the container, you can commit the changes you have made to it.








Pushing Images to Docker Hub

When you issue a docker push command, it’s assumed that you’re targeting Docker Hub unless you specify a different registry. If you ever need to log in to a different registry, you specify the registry address in the docker login command. It would look like this: 

docker login some.registry.com:8000

You're prompted for your username and password, and then you’ll be connected.

If you ever need to rename your images to make them suitable to upload to a repository, you can use the docker tag command. For example, when I’m working with a container image, I use short names so that they’re easier to work with. So my container image may be myrepo:coreiis. When I log in to Docker Hub, I need to specify my repository name, which in this case is a combination of my Docker ID and myrepo and then the image name. The command ends up looking like this: 

docker tag myrepo:coreiis <dockerid>/myrepo:coreiis

 

After this is complete, I can push the container image with a simple docker push command. See “Pushing to a repository,” later in this section, to see how to use docker push to push the image to a private or public repository.


Understanding private versus public repositories

On Docker Hub, you're given the option of creating a private repository or a public repository. For both types, you need a valid login to push images, but when you pull images there are differences between the two.

Public repositories don’t require a login to pull an image. You can simply enter the docker pull command with the proper repo and image name and your container image will be downloaded. Private repositories require a valid login before you can view the contents of the repository or pull an image. Private repos are great for businesses who want to store their container images in a repo but don’t want those images to be available to the public. After you log in with the docker login command, you can do a docker pull to download the image. Assuming that you have permissions to pull the container image, it will be downloaded for you.



Pushing to a repository

Pushing to a repository requires a login for a user who is authorized to upload to the repository; this is true of both private and public repositories. You log in, and then you do the docker push command.

To log in to the repo, type the following: 

docker login

Fill in your username and your password. After you're logged in successfully, you can push the container image to your repository. 

docker push <dockerid>/reponame:imagename

The image in Figure 5-4 shows you what the process looks like from start to finish.


 [image: Screen capture depicting docker push command output in PowerShell.]

FIGURE 5-4: You can use the docker push command to push to your private repository after you’re logged in.








Pulling Images from Docker Hub

Repositories are a great way to make container images available. You may be making container images available to people in your organization, or you may be taking advantage of repositories set up by other companies like Microsoft. Having a central location for container images makes it far simpler to maintain your images and ensure that your customers are always getting the most up-to-date image from you.


Pulling from a public repository

Pulling from a public repository is one of the simplest things to do. One of the things I love about Docker Hub, especially for people just getting started with container technology is that you can click an image, and you’re presented with the docker pull command to get the container image, as shown in Figure 5-5.


 [image: Screen capture depicting Windows IIS page in docker hub screen.]

FIGURE 5-5: Docker Hub makes it easy to get started pulling container images because it gives you the pull command in the container image's page.





For instance, the command to pull down a Windows Server Core container with IIS is available to be copied. It looks like this: 

docker pull mcr.microsoft.com/windows/servercore/iis

You can copy and paste this directly into the PowerShell window of your Docker container host, and it will pull the container image for you.



Pulling from a private repository

A private repository uses the same commands as a public repository does. The only difference is that you must log in first with the docker login command.


Private repo on Docker Hub

When you don’t specify a registry, it’s assumed that you want to connect to Docker Hub. So you log in with the docker login command; then you do your pull just as you would do with a public repository.



Private repo with a different registry

Because the docker login command assumes that you want to connect to Docker Hub, you need to specify which registry service you want to connect to. You can do that with the docker login command as well, with a slight modification, as follows: 

docker login some.registry.com:8000

After that, you can issue the pull command as you normally would and it will be able to successfully pull the image from your repository on the other registry service.





Handling Image Versioning

As you create new versions of your container images, you may want a way to track the version of the container that you're on. One of the most common ways to do this is to utilize tags to track new container image versions. For instance, you may have the first version of your container image in production, and then you need to update a few settings on it. You save the new version of the container image with docker commit, and you want to make sure that people who perform a docker pull get the latest version. This is when you apply a tag to the container image. The syntax of the command is this: 

docker tag <image_id> image/tag

Here's how you can tag an image. First, get the image ID number. To get the image ID, you run the docker images command. 

docker images

Take note of the image ID. In this case, I’m going to use the container image that has an image ID of 34c9cd25cd8f, which is my coreiis container image. Now tag the image as a v1.0 image: 

docker tag 34c9cd25cd8f coreiis:v1.0

Now when you run docker images again, you can see the new tag. This section is shown in Figure 5-6. Using tags for version numbers, build dates, and so on is one of the most common use cases for this feature.


 [image: Screen capture depicting docker tag and images command output in PowerShell.]

FIGURE 5-6: You can use tags to track version numbers on your container images.









Chapter 6

Container Networking
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Foundational to most server concepts is networking, and containers are no exception to that. Containers are configured by default to use a Network Address Translation (NAT) connection, but you can change that to customize your container environment.

In this chapter, you learn the ins and outs of container networking, what types of network connections you can make, why you would use them, and how to configure them.



Considering the Different Types of Network Connections

With Windows container networking, there are five different modes that you can use: 


	NAT: NAT is the default network mode that is configured for your containers the first time that Docker is run on your system. If a different network is not specified when a container is run, it will be assigned to the NAT network and assigned an IP address from the NAT’s internal IP address range, which is 172.16.0.0/16. The NAT connection is useful when you want a container to be able to communicate with the container host, and potentially the other containers on the host. This is typically used by developers or for home labs.

	Overlay: Overlay networks allow containers to communicate with other containers on other container hosts when the Docker Engine has been configured to run in Swarm mode. Your container host must be at least Windows Server 2016 to use this type of network. Overlay networks are required if you’re using Docker Swarm in a multi-node architecture.

	Transparent: Transparent networks give you a more traditional network connection. Containers are given a connection to an external virtual switch, which allows them to connect and communicate directly over a physical network. Transparent networks are good for developers or for small-scale deployments.

	L2bridge: L2bridge networks are an interesting concept. The containers exist within the same subnet as their container hosts, but they’re also connected to the physical network via an external switch. This type of network is typically used for Kubernetes and for Microsoft Software Defined Networking (SDN).

	L2tunnel: L2tunnel networks are a special case. They work similarly to l2bridge networks, but they’re designed with the Microsoft Cloud Stack in mind and can be used in conjunction with SDN policies. This type of network can only be used in Azure.





Viewing Your Network Adapters and Virtual Switches

When you first log on to your container host, you may want to validate that the virtual switches you expect to have configured are there and that the container networks you need are present as well.

By running the docker network ls command, you can list all the networks that you've defined for your containers. If you haven’t configured any, you’ll see the default NAT connection that is created when the Docker Engine is run for the first time, shown in Figure 6-1.


 [image: Screen capture depicting docker network ls command output in PowerShell.]

FIGURE 6-1: When you run the Docker Engine for the first time, a NAT network connection is created; by default, all containers are connected to the NAT network connection.





If you want to see the virtual switches that are on the machine currently, you can run the command Get-VMSwitch. If this is a fresh installation, you’ll only have one virtual switch. It’s an internal virtual switch, and it will be named NAT, as shown in Figure 6-2.


 [image: Screen capture depicting Get-VMSwitch command output in PowerShell.]

FIGURE 6-2: You can check to see which virtual switches are defined on your container host already by running the Get-VMSwitch command.







Configuring a Network Address Translation Network Connection

The network address translation (NAT) network is the simplest to use because one is created by default. But you're limited to the IP range that Microsoft assigns to it, which is 172.16.0.0/16. That is a very large subnet, and you may want to define a smaller subnet. You can do that when you configure your own NAT. Here’s the command to create the NAT connection: 

docker network create -d nat --subnet=<subnet with cidr> --gateway=<network_gwaddress> <nat_network_name>

When you run this command, your NAT connection is created, and you can view it using the docker network ls command, shown in Figure 6-3.


 [image: Screen capture depicting docker network create -d nat --subnet= command output in PowerShell.]

FIGURE 6-3: You can create a NAT network for container hosts with the docker network create command.





In my example, you can see the NAT network called MyNat was created. It was listed after I ran the docker network ls command.



Configuring a Transparent Network Connection

The transparent network connection is similar to the traditional network connection in that your containers can interact directly with the outside world. The command to create a transparent network is simpler than the one used to create a NAT network, because you don't need to define a subnet or default gateway. Here’s the command: 

docker network create -d transparent <network_name>

This creates the transparent network and corresponding external virtual switch if you didn’t have one already. The virtual switch is given a random name of letters and numbers (see Figure 6-4).


 [image: Screen capture depicting docker network create -d transparent command output in PowerShell.]

FIGURE 6-4: Creating a transparent network connection automatically creates the corresponding external virtual switch to support the desired communication to outside physical networks.





You can also choose to bind to a specific network interface if you want to control which network adapter your container traffic is able to go through. 

docker network create -d transparent -o com.docker.network.windowsshim.interface="net_adpater_name" <network_name>

 



Configuring an Overlay Network Connection

Overlay networks are used to support container-to-container communication across container hosts when using Docker Swarm. This book does not cover Docker Swarm; just know that it allows system administrators to manage whole clusters of Docker nodes.

[image: Warning] At the time of this writing, it should be noted that encrypted overlay networks are not supported on Windows. If you put a Windows node on an encrypted overlay network, you won’t get any errors — but you won’t get any communication either. 

docker network create -d overlay <network_name>

To support overlay communications, you need to open the following firewall ports on the container hosts to allow the nodes to talk to one another: 


	TCP 2377: Cluster management traffic

	TCP/UDP 7946: Inter-node communication

	UDP 4789: Overlay network communication





Configuring an l2bridge Network Connection

The l2bridge network creates containers within the same subnet as the container host but also allows them to communicate directly to the outside physical network via an external virtual switch. The command is very similar to the NAT command that you used before. 

docker network create -d l2bridge --subnet=192.168.1.0/24 --gateway 192.168.1.1 BridgeNet

After you’ve run the command, you can verify that the network connection was created properly by running docker network ls and Get-VMSwitch. These commands show you your new network, as well as your new virtual switch, as shown in Figure 6-5.


 [image: Screen capture depicting docker network create -d l2bridge command output in PowerShell.]

FIGURE 6-5: The creation of the l2bridge is very similar to the creating of the NAT connection in that you must specify a subnet and default gateway for your containers to use.







Configuring an l2tunnel Network Connection

The l2tunnel connection is designed specifically for the Microsoft Cloud Stack and Microsoft Azure. It's similar to l2bridge, but there is one big difference: All of the communication between two containers is sent to the physical Hyper-V host. This is the case regardless of whether there are containers in other subnets or on different virtual container hosts.

Configuring the l2tunnel connection is very similar to creating the l2bridge connection: 

docker network create -d l2tunnel --subnet=192.168.1.0/24 --gateway 192.168.1.1 TunnelNet

As usual, you can validate the creation of the new network with docker network ls, and the creation of the new external virtual switch with Get-VMSwitch, shown in Figure 6-6.


 [image: Screen capture depicting docker network create -d l2tunnel command output in PowerShell.]

FIGURE 6-6: The docker network create command can be used to create the l2tunnel network and is similar in structure to the l2bridge command.







Connecting to a Network

You can specify which network you want your container to connect to at runtime with the following command: 

docker run -d --network=<network_name> <image_name>

This command runs the container in detached mode, which allows it to run in the background, and will connect the container to the network specified in the <network_name> field. The container will be launched from whichever container image was specified by the <image_name> field (see Figure 6-7).


 [image: Screen capture depicting docker run -d --network= command output in PowerShell.]

FIGURE 6-7: You can specify your desired network connection at runtime with the --network flag.





[image: Tip] For some types of network connections, you may have to enable Media Access Control (MAC) spoofing because all the containers may be sharing the host’s MAC address. MAC spoofing allows the virtual machine to change the outgoing packets to a different MAC address than their own. In this case, the virtual machine assigns the MAC address of the container host. The modes that typically require this are transparent and l2bridge (if the container host is a virtual machine). To enable MAC address spoofing on the container host, run the following command: 

Get-VMNetworkAdapter -VMName <container_host_name> | Set-VMNetworkAdapter -MacAddressSpoofing On





Chapter 7

Container Storage
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The last chapter of this book covers another foundational topic of computing: storage. Creating containers is fine, but sometimes you need to add storage to your individual container images. Maybe you need to create a new volume inside the container, or maybe you just want to add external storage so that the container has a defined area to copy files from when it’s launching from a dockerfile.

This chapter is all about container storage. I cover what kinds of storage are available and why you should (or shouldn’t) use a type of storage with containers.



Getting Acquainted with Container Storage

Storage in Windows containers is referred to as layer storage because the changes being made to a container are a layer on top of the base container image. Layers are stored by default within the image and windowsfilter directories located under C:\ProgramData\docker.

[image: Tip] You can change the storage location by putting a data-root entry into the Docker Engine's configuration file, daemon.json, and add the path where you want the Docker Engine to store layers. As a best practice, this should be somewhere other than the system volume.

[image: Warning] Don’t make changes to the layers directly through the file system. You’ll most likely break something. Instead, use the Docker commands (like docker images, docker rmi, and docker pull) to manage your layers.



Creating a Volume Inside of a Container

The whole idea of a container is to be a self-contained and easily deployable object that contains all the dependencies to run a particular application. If your application has a dependency that requires its own volume, you can create the volume at run time. This allows you to support the needs of the application and can be used to add additional storage space if needed (which is great if you need to save data from the container to work with later). The volume points to a location on the container host, so the volume doesn't technically live inside the container.

To create a volume inside the container, run the following command. 

docker run -it -v <volumepath> <imagename>

This command creates a symbolic link that makes the container think it has a volume named Data under its C: drive, when in fact the volume lives on the container host. You can still interact with the directory just as you normally would. For instance, if I run the following command: 

docker run -it -v C:\Data coreiis

Docker will create a container for me based on my coreiis container image and will create a symbolic link (symlink) to the physical location on the host within the container. This is visible by running the dir command inside the container when it launches, as shown in Figure 7-1.


 [image: Screen capture depicting dir command output in PowerShell.]

FIGURE 7-1: A symbolic link maps the volume that you created on the container to the physical location on the container host.





The physical location on the host is within Docker's directory. By default, volumes are stored in C:\ProgramData\docker\volumes\volID\_data. As you can see in Figure 7-2, I created the file inside the container while in the symlink C:\Data location, and it appeared on the container host under the _data folder.


 [image: Screen capture depicting hello.txt file location folder dialog in PowerShell.]

FIGURE 7-2: Volumes created for containers reside on the container host within Docker's directories.





If you need to see which volumes are on the container host, you can always run docker volume ls. To get more detailed information on the volume (like its storage location), you can run docker volume inspect <volumeid>, as shown in Figure 7-3.


 [image: Screen capture depicting volume inspect command output in PowerShell.]

FIGURE 7-3: You can get more information on container volumes with the docker volume ls and docker volume inspect commands.





You may have noticed that if you don't specify names for things, they tend to get long, ugly, auto-generated names. That can make keeping track of volumes difficult because you don’t know what a volume maps to. The good news is, you can choose a name. I recommend the name of the container and the drive letter. In my example, I stuck with MyVolume to demonstrate: 

docker run -it -v MyVolume:c:\data coreiis

On the server that the preceding command created, you can see that the symlink looks the same on the container (see Figure 7-4), but now when I check the storage location on the container host, I can see my volume with the name I specified, rather than the long globally unique identifier (GUID) that was assigned to the other volumes.


 [image: Screen capture depicting myvolume file location folder dialog in PowerShell.]

FIGURE 7-4: By using a custom name on my volume, I can more easily know which volume is the one that I just created.







Working with Persistent Volumes

Volumes are the preferred method of making data available to containers. Using persistent volumes can enable multiple containers to potentially share the same volume, and it ensures that the data persists (it’s in the name!) as containers are created or destroyed.


Looking at volume types

There are two types of volumes that you can work with when creating volumes for containers. Volumes can be configured as a bind mounts or as named volumes.


Bind mounts

Bind mounts are great when storage needs the best performance possible. The storage on the host is mounted onto the container. The downside to bind mounts is that they don’t have as much functionality as volumes do.

[image: Tip] Docker recommends using named volumes over bind mounts in any new development work that you’re doing.

Note that in the following examples, C:\ContainerData is the actual location on the host that you’re binding the storage to, and C:\Data is where the symlink will be on the container.

By default, bind mounts are read/write enabled so you don't need to do anything other than specify the binding. Here’s an example: 

docker run -v c:\ContainerData:c:\data

If you only want the containers to have read access, you must specify that as part of the binding command: 

docker run -v c:\ContainerData:c:\data:RO

Figure 7-5 shows an example where I have run both commands. The first command created a read-write binding, and the second created a read-only binding.


 [image: Screen capture depicting docker run -v command output in PowerShell.]

FIGURE 7-5: I’ve created a bind mount at run time for two containers; the first is a read-write binding, and the second is a read-only binding.







Named volumes

Named volumes are the preferred method for storing data outside of containers. Bind mounts are very much dependent on the container host, but named volumes are managed completely by Docker and can be shared across multiple containers.

You can create a named volume without having to start a container at the same time. This is done with the following command: 

docker volume create Volume1

When you run a container, you can specify a volume that already exists by name, or if the volume does not exist it will be created. Previously, you created a volume named Volume1, so let’s look at the command to create a container and tell it to use the volume. 

docker run -d -v Volume1:\C:\Data coreiis

An example of this method is shown in Figure 7-6 along with a listing of the volumes so that you can see that it used the volume that was created earlier.


 [image: Screen capture depicting docker run -d -v command output in PowerShell.]

FIGURE 7-6: You can create a container and attach it to a previously created named volume.








Removing volumes

The day will inevitably come when you need to do some cleanup on your container host. One of the cleanup tasks may be to remove volumes that are no longer in use.

You may want to issue the docker volume ls command to see all your volumes first; then you can issue the rm command using the volume name.

[image: Tip] If the volume names are the long GUID format, I recommend tweaking your PowerShell properties so that you can Ctrl+Shift+C and Ctrl+Shift+V within the windows to copy and paste. You can make this change by right-clicking the PowerShell window and clicking Properties. In the Properties dialog box, select the Use Ctrl+Shift+C/V as Copy/Paste check box.

The command to remove the volume has the following format: 

docker volume rm <volume_name>

So, to remove Volume1 from earlier, I would type the following: 

docker volume rm Volume1







Index



Symbols and Numerics


	# (hash symbol), 507, 553, 677

	$ (dollar sign), 506, 507

	. (period), 514

	2FA (two-factor authentication), 465, 485

	32-bit (Flash Player) item, 151

	32-Bit Number (REG_DWORD), 251

	64-bit Number (REG_QWORD), 251





A


	Access Control, 215–216

	access control entries (ACEs), 400

	access control lists (ACLs), 400–402

	access tokens, 399

	Account Policies, 407

	accounts, user, 194–195, 271–272

	ACEs (access control entries), 400

	ACLs (access control lists), 400–402

	activation of Windows Server, 50–51

	Active Directory
	basics of, 263

	configuring objects in
	Administrative Center, using, 274–276

	domains and trusts, 264–268

	sites and services, 269–270

	users and computers, 270–274




	DHCP server, authorizing, 193–194

	DNS and, 353–354

	integrated zones, converting DNS zone to, 190–193

	records stored in, 353

	restoring, 274

	Server Manager, tools in, 220

	users, adding with PowerShell, 548, 553–558




	Active Directory Administrative Center, 275–276

	Active Directory Certificate Services (AD CS)
	auto-enrollment, configuring, 485–487

	computer certificates in, 466–468

	installing certificate authority
	CAPolicy.inf file, creating, 471–473

	certificates, enrolling for, 478–481

	issuing certificate authority, installing, 477–478

	Online Certificate Status Protocol, installing, 482–485

	root certificate authorities, installing, 473–477

	web enrollment, setting up, 481–482




	issuing certificate authorities, 471, 477–478

	overview, 80–81, 469

	policy certificate authorities, 471

	root certificate authorities, 470–471

	user certificates in, 465–466




	Active Directory Domain Services (AD DS), 76, 81, 174, 188–190. See also domains

	Active Directory Federation Services (AD FS), 81, 420–424

	Active Directory Lightweight Directory Services (AD LDS), 81

	Active Directory Rights Management Services (AD RMS)
	configuring, 425–427

	overview, 82, 424

	rights policy template, setting up, 427–429

	template distribution, configuring, 429–431




	active processes or services, checking, 550

	AD CS. See Active Directory Certificate Services

	AD DS (Active Directory Domain Services), 76, 81, 174, 188–190. See also domains

	AD FS (Active Directory Federation Services), 81, 420–424

	AD LDS (Active Directory Lightweight Directory Services), 81

	AD RMS. See Active Directory Rights Management Services

	Add Hardware Wizard, 112–113

	Add-Computer command, 58

	Additional Administrative Groups group, 176

	Address Hash mode, for NIC teaming, 618

	Address Space Layout Randomization (ASLR), 410

	Admin Center, Windows, 12, 308–310

	Administrative Tools item, 148

	Administrators group, 176

	Advanced Audit Policy Configuration Settings, 407

	advanced functions, PowerShell
	creating, 561–563

	overview, 552, 559

	parameters, defining, 560

	running, 563–565




	Advanced System Properties dialog box, in Windows Server 2019, 444

	Advanced Threat Protection (ATP), 10

	aliases, PowerShell, 507, 508

	AllSigned execution policy, 530, 558

	AlternateSignatureAlgorithm, 472

	always restart policy flag, 681

	American Registry for Internet Numbers (ARIN), 363

	-and comparison operator, 519

	API (application programming interface), 9

	App & Browser Control, 410–411

	App Compatibility Feature on Demand (FoD) package, 8

	application programming interface (API), 9

	applicationHost.config configuration file, 91

	applications
	adding and removing, 289–290

	firewall, allowing through, 455

	network issues in, fixing, 392

	RD Web Access, 372–373

	Remote Desktop Services, 368–372

	secure, enabling, 482

	terminating, 293–294




	archive resource type, 570

	ARIN (American Registry for Internet Numbers), 363

	arrays, PowerShell, 514, 515

	ASLR (Address Space Layout Randomization), 410

	ASP.NET, 538

	assemblies, .NET Framework, 539–541

	asymmetric cryptography, 463–464

	-ato parameter, 55

	ATP (Advanced Threat Protection), 10

	Attestation Service, 85

	Audit Policy, 407

	authentication
	AD FS, 420

	defined, 399

	Network Policy Server, 377–380

	user certificates, 465, 485–486




	authorization-plugins parameter, daemon.json file, 682

	automatic privilege elevation, 435

	automatic start/stop actions, for virtual machines, 604

	automatic updates, 61–62

	AutoPlay item, 148

	availability, defined, 398–399

	Azure Backup, 309

	Azure Site Recovery, 12





B


	Background Intelligent Transfer Service (BITS), 88

	backups
	folder redirection, 242–243

	installing feature, 294

	one-time, 295–296

	restoring data, 297–298

	scheduled, 296–297

	system, 295–297




	bandwidth management, for virtual machines, 613

	bare-metal hypervisors, 583

	basic disks, 114

	Basic EFS certificate, 466

	Basic Input/Output System (BIOS), 22, 39

	Basic test, 30

	BCD (boot configuration data) store, 70

	BCDEdit, 32, 69–72

	bcdedit command, 32

	bcdedit /enum command, 71

	bcdedit /set command, 70

	Binary Data (REG_BINARY), 251

	bind mounts, 709–710

	BIOS (Basic Input/Output System), 22, 39

	BitLocker Drive Encryption
	BitLocker To Go, configuring, 126–128

	configuring, 128–131

	installing, 125–126

	overview, 88–89, 124

	servers with no TPM module, 131–134

	Trusted Platform Modules, 124




	BitLocker Network Unlock, 89

	BITS (Background Intelligent Transfer Service), 88

	Block Edge Traversal, 456

	blue screen of death (BSOD), 28

	boot configuration data (BCD) store, 70

	Boot Diagnostics
	accessing, 21–25

	memory test, performing, 30–31

	modes for, 25–30

	overview, 21

	third-party utilities, resolving issues with, 32–33

	troubleshooting with Command Prompt, 32




	boot loop, 29

	boot order, for virtual machines, 598

	bootcfg.exe utility, 70

	/bootdebug option, BCDEdit, 71

	boot.ini file, 70

	boot.wim file, 46

	BranchCache, 89

	BranchCache for Network Files, 84

	bridge parameter, daemon.json file, 683

	broadcast domain, 611

	BSOD (blue screen of death), 28

	Bypass execution policy, 530, 559





C


	C:\ WINDOWS Windows system directory, 27

	CA. See certificate authority

	cache setting, 31

	CALs (client access licenses), 374, 376

	CAPolicy.inf file, 471–473

	central processing unit (CPU), 28, 36–38, 77, 291, 681

	centralized sharing model, 159

	certificate authority (CA)
	CAPolicy.inf file, creating, 471–473

	certificates, enrolling for, 478–481

	issuing, 471, 477–478

	OCSP, installing, 482–485

	policy, 471

	root, 470–471, 473–477

	web enrollment, setting up, 481–482




	Certificate Revocation List (CRL), 464, 470

	certificate signing request (CSR), 464, 478–481

	-CertificateAssociationData parameter, 498–499

	certificates
	asymmetric cryptography, 463–464

	authentication, 459

	code signing, 466

	computer, 458–459, 466–468

	defined, 461

	enrolling for, 478–481

	SSL, 421

	symmetric cryptography, 462–463

	templates for, 465–468, 485–486

	terminology for, 464

	TLSA, protecting with, 496–498

	untrusted, error message due to, 372

	user, 465–466

	wildcard, 464




	[Certsrv_Server], 472–473

	Check Disk, 32

	checkpoints, for virtual machines, 603

	chkdsk /f /r command, 32

	CIDR (Classless Inter-Domain Routing), 362

	CIFS (Common Internet File System) clients, 95

	cipher text, 462

	Classless Inter-Domain Routing (CIDR), 362

	clean installs, performing, 40–43

	client, Docker Engine, 658

	client access licenses (CALs), 374, 376

	Client for Microsoft Networks, 362, 364

	Client for NFS, 89

	clients, joining to domains, 197–203

	Cloud Witness, 648

	Cluster Sets, 8

	cluster-advertise parameter, daemon.json file, 683

	clustering, 8

	cluster-store parameter, daemon.json file, 683

	CMAK (RAS Connection Manager Administration Kit), 94

	[CmdletBinding()], 559, 560, 561

	cmdlets. See also specific cmdlets

	combining multiple, 545–546

	cycling through, 323

	executing, 544–545

	general discussion, 543–544

	overview, 11, 507–508

	and PowerShell verbs, 324

	running processes or services, checking, 550




	CMPXCHG16b (instruction set), 37

	CN (common name), 464

	code signing, 531–532, 559

	Code Signing Certificate (CSC), 466, 531

	Color Management item, 148

	COM objects, 545, 546

	Command Explorer, PowerShell, 512–513

	Command Prompt. See also PowerShell
	automatic updates, setting, 62

	computer name and domain, setting from, 57

	customizing, 314–319

	defined, 24

	environmental variables for, setting, 319–320

	firewalls, enabling and disabling, 451

	help for, 320–321

	opening, 313–314

	PowerShell versus, 323

	Safe Mode, 27

	server, activating, 278–279

	Server Core, activating from, 54

	Server Manager, enabling, 220

	symbols for, 322

	troubleshooting with, 32, 388–389




	commands. See specific commands

	comments, PowerShell, 507, 553

	Common Internet File System (CIFS) clients, 95

	common name (CN), 464

	comparison operators, PowerShell, 518–519

	computer certificates, 458–459, 466–468. See also certificates

	Computer Management console, 168, 222

	computer name, setting, 52, 56–58

	confidentiality, defined, 398

	Configuration as Code. See Desired State Configuration, PowerShell

	configuration modes, PowerShell DSC, 575–578

	configuration tasks, performing, 78–79, 140–144

	configurations, PowerShell DSC, 568–569

	Configure-SMRemoting command, 68

	congestion control, 10

	connections
	Client for Microsoft Networks feature, 362

	inbound rules, 452

	Internet, troubleshooting, 385

	IP, configuring, 362–364

	managing, 361–364

	monitoring, 452

	outbound rules, 452

	RDP, 367

	repairing, 386–387

	security rules, 452

	specific computers, allowing from, 456

	status of, 356




	constrained delegation, 642

	container images, 653, 672

	changes to, making, 685–686, 687–688

	image versioning, 693–694

	labels for, 678–680

	pulling from Docker Hub, 691–693

	pushing to Docker Hub, 689–691

	saving changes to, 688–689




	container OS image, 653

	container repository, 653

	containers. See also container images; Docker Engine
	architecture, 652–653

	changes to, making and saving, 687–689

	configuring, 675, 680–681

	connecting, 687

	container OS image, 653

	container repository, 653

	creating, 686–687

	Docker daemon, configuring, 682–684

	Docker Hub
	account, creating, 662–663

	overview, 659

	private repositories, 662–666

	public images, finding, 659–662




	dockerfiles, working with, 675–678

	general discussion, 652–654

	host, 653

	installing on Windows Server
	Docker Engine, installing, 670–671

	Hyper-V containers, 669–670, 672–674

	overview, 667–668

	testing installation, 671–674

	Windows Server containers, 668, 672




	labels for, 678–680

	limiting resources of, 681

	managing at scale, 656

	metadata, applying, 678–680

	networking
	connecting to networks, 703

	connection types, 696

	l2bridge networks, configuring, 701

	l2tunnel networks, configuring, 702

	NAT, configuring, 698–699

	network adapters, viewing, 697

	overlay networks, configuring, 700

	overview, 695

	transparent networks, configuring, 699–700

	virtual switches, viewing, 697




	overview, 89–90, 651

	restart policies for, 680–681

	sandbox, 653

	storage
	bind mounts, 709–710

	creating volumes, 706–709

	general discussion, 705–706

	named volumes, 711

	overview, 705

	persistent volumes, working with, 709–712

	removing volumes, 712




	terminology, 653

	type of, choosing, 655–656

	use cases for, 654




	Control Flow Guard, 410

	Control Panel. See also specific items

	accessing, 145–146

	configuring, 146–147

	overview, 145

	Tools menu in Server Manager, accessing via, 220

	troubleshooting utility in, 286

	UAC settings, 289, 435–436




	converted drives, attaching to VM, 632

	ConvertTo-Html cmdlet, 523, 524

	Coreinfo, 37

	CPU (central processing unit), 28, 36–38, 77, 291, 681

	Credential Guard, 439–443

	Credential Manager, 148, 439

	CredSSP authentication, 641

	CRL (Certificate Revocation List), 464, 470

	cryptography
	asymmetric, 463–464

	symmetric, 462–463




	CSC (Code Signing Certificate), 466, 531

	CSR (certificate signing request), 464, 478–481

	CSV files
	Active Directory data, adding, 548–549

	creating, 555

	exporting and importing in PowerShell, 523

	passwords, storing in, 554




	current code page, customizing, 316, 327

	{current} identifier, 70

	cursor size, customizing, 315, 325–326

	customizing
	Command Prompt, 315–319

	PowerShell, 325–330

	Windows Server 2019, 63–70




	C:\Windows directory, storing CAPolicy.inf file in, 472–473

	C:\Windows\System32\CertSrv\CertEnroll, 476





D


	DACLs (discretionary access control lists), 400, 414

	daemon, Docker, 658, 682–684

	daemon.json file, 682

	DANE (DNS-based Authentication of Named Entities), 495–499

	data
	automatic collection, 291

	backing up
	installing feature, 294

	restoring data, 297–298

	system backup, 295–297




	encrypting, 457, 462, 490

	protecting, 424

	types for Registry, 251–252




	Data Center Bridging (DCB), 90

	Data Deduplication, 84

	Data Execution Prevention (DEP), 36, 288

	Datacenter edition, 13, 37

	data-root parameter, daemon.json file, 683

	Date and Time item, 148

	/dbgsettings option, BCDEdit, 71

	DCB (Data Center Bridging), 90

	/debug option, BCDEdit, 71

	debug parameter, daemon.json file, 683

	Debugging Mode, 28

	default gateway, defined, 362

	Default Programs item, 149–150

	default settings, 47–49

	DefaultGateway gateway address, 59

	default-ulimits parameter, daemon.json file, 683

	Defragment and Optimize Drives tool, 222–223, 300

	Delegation Signer (DS) records, 490

	/delete option, BCDEdit, 71

	/deletevalue option, BCDEdit, 71

	demilitarized zone (DMZ), 9

	DEP (Data Execution Prevention), 36, 288

	Desired State Configuration (DSC), PowerShell
	applying script, 573–575

	configuration modes, 575–578

	configurations, 568–569

	creating script, 572–573

	Group Policy versus, 235

	LCM, 568, 571

	overview, 567–568

	pull mode, 577–578

	push mode, 576

	resources, 568, 569–571




	Desktop Experience
	activating server, 50

	configuring server, 51–53

	customizing server, 63–66

	overview, 13–14

	updating server, 59–62




	-Detailed parameter, 529

	Details tab, 110

	Developer Command Prompt for Visual Studio, 539–540

	developers, use of containers by, 654

	Device Health Attestation, 82

	Device Manager
	display of, 104–106

	hidden devices, viewing, 108

	individual device settings, viewing, 109–111

	malfunctioning devices, viewing, 106–107

	older devices, working with, 109

	opening, 104

	overview, 104, 150

	power management, configuring, 111–112

	resources, 106–108

	scanning for new devices, 109

	updating drivers, 111




	Device Security, 411–412

	device-based licensing, 374

	devices, 9, 106–109

	Devices and Printers item, 150

	DFS (Distributed File System) Namespaces, 84

	DFS (Distributed File System) Replication, 84

	DHCP. See Dynamic Host Configuration Protocol

	DHCP (Dynamic Host Configuration Protocol) Scopes, 213–214

	DHCP (Dynamic Host Configuration Protocol) server, 193–194, 213

	DHCP guard, 602

	diagnostics, 77–78

	Dial-in tab, 168

	dial-up connection, 359–360

	Dial-up page, in Windows Server 2019, 344

	differencing disks, 623

	digital certificates. See certificates

	digital signatures, 29

	Direct Play, 90

	DirectAccess, 82, 86

	Directory Services Restore Mode (DSRM), 28

	DirectX API, 90

	Disable Automatic Restart on System Failure option, 29

	Disable Early Launch Anti-Malware Driver option, 29–30

	discretionary access control lists (DACLs), 400, 414

	Disk Cleanup tool, 223–224

	disk witness, 648

	disks
	basic, 114

	defined, 114

	defragmenting, 300

	dynamic, 114, 622

	fixed, 622

	logical, creating, 119–121

	managing, 299

	pass-through, 623, 630–631

	recovering, 311

	VHD, 621–622, 631–632

	VHDX
	converted drives, attaching to VM, 632

	converting VHD disks to, 631–632

	expanding, 629–630

	overview, 621–622




	virtual
	adding to Hyper-V hosts, 623–626

	adding to virtual machines, 626–629

	converted drives, attaching to VM, 632

	default save locations, changing, 625–626

	expanding, 629–630

	formats, 621–622

	pass-through disks, adding, 630

	types of, 622–623

	VHD disk file, converting to VHDX disk file, 631–632







	/displayorder option, BCDEdit, 71

	distinguished names (DNs), 177

	Distributed File System (DFS) Namespaces, 84

	Distributed File System (DFS) Replication, 84

	DMZ (demilitarized zone), 9

	DNs (distinguished names), 177

	DNS (Domain Name System). See Domain Name System

	DNS (Domain Name System) server, 213

	DNS (Domain Name System) zone, 190–193, 214

	DNS Manager administrative tool, 491–493

	dns parameter, daemon.json file, 682

	DNS Security Extensions (DNSSEC), 489–495

	DNS-based Authentication of Named Entities (DANE), 495–499

	DNSKEY, 490

	dns-opts parameter, daemon.json file, 682

	dns-search parameter, daemon.json file, 682

	DNSSEC (DNS Security Extensions), 489–495

	Docker Engine
	architecture, 658

	commands, 658–659

	containers, 653–654

	Docker daemon, 658, 682–684

	dockerfiles, 675–678

	installing, 670–671

	instructions, 676

	overview, 657




	docker commit command, 686, 688

	docker exec command, 687

	Docker Hub
	account, creating, 662–663

	overview, 659

	private repositories, 662–666

	public images, finding, 659–662

	pulling images from, 691–693

	pushing images to, 689–691




	docker images command, 659

	docker inspect command, 679, 680

	docker login command, 659, 664, 689, 692, 693

	docker network create command, 698, 699

	docker network ls command, 697, 698

	docker ps command, 659

	docker pull command, 659, 666, 672, 673, 690, 691–692

	docker push command, 659, 664, 689, 690

	docker run command, 659, 672

	docker stop <            name> command, 659

	Docker Swarm, 700

	docker tag command, 689

	docker volume inspect command, 708

	docker volume ls command, 708

	docker volume rm command, 712

	dockerfiles, 656, 675–678

	dollar sign ($), 506, 507

	Domain Admins group, 176

	domain controller
	Credential Guard enabled on, 440

	encrypting replication traffic between, 478–481

	FSMO roles, 175–177

	functional levels, 178–179

	promoting server to
	configuration prerequisites, 179–187

	configuring, 187–201

	domains, 173–179

	overview, 173

	registered systems, checking for, 202–203







	Domain Name System (DNS)
	Active Directory and, 353–354

	configuring and installing, 180–183

	DANE, 495–499

	defined, 83

	DNS cache poisoning, 489

	DNS Manager administrative tool, 491–493

	DNS zone, creating, 352–535

	DNSSEC, 489–495

	fault tolerant, 354

	fixing error in, 392

	flushing, 388

	function of, 347

	IPAM, managing with
	configuring, 206–210

	installing, 206

	overview, 205

	parts of, 210–216




	overview, 350–352

	queries, 351–352

	record types, 351

	security, 489–499




	Domain Name System (DNS) server, 213

	Domain Name System (DNS) zone, 190–193, 214

	domains
	accounts, 269–270

	computer name and, 52, 55–58

	configuration prerequisites
	DHCP, 183–187

	DNS, 180–183

	overview, 179–180

	unsupported roles and features, checking for, 180




	creating within forests, 263

	defined, 174

	domain profile, 448

	domain trees, 174

	FSMO roles, 175–177

	functional levels, 179

	groups, 176

	overview, 173–174

	preparing to create, 177–179

	privileged domain groups, 175

	second-level domain, 350

	subdomain, 350

	terminology for, 174–175

	top-level domain, 350

	trusts, creating, 264–268




	downloading updates, 62

	Driver tab, 109

	Driverquery, 32

	drivers, 109–111, 254

	DS (Delegation Signer) records, 490

	DSC, PowerShell. See Desired State Configuration, PowerShell

	DSRM (Directory Services Restore Mode), 28

	DVD drive, 39

	DVDs, accessing Boot Diagnostics from, 22–24

	DWORDs, 251

	dynamic disks, 114, 622

	Dynamic Host Configuration Protocol (DHCP)
	duplicate addresses, fixing, 391

	installing and configuring, 183–187

	IPAM, managing with
	configuring, 206–210

	installing, 206

	overview, 205

	parts of, 210–216




	options 66 and 67, 46

	overview, 82–83, 349–350




	Dynamic Host Configuration Protocol (DHCP) Scopes, 213–214

	Dynamic Host Configuration Protocol (DHCP) server, 193–194, 213

	dynamic memory, 595, 599

	Dynamic mode, for NIC teaming, 618





E


	Early Launch Anti-Malware (ELAM), 30

	Ease of Access Center item, 150–151

	ECC (Error Correcting Code)-type memory, 38

	edit options, customizing, 315–316, 326–327

	effective permissions, 403, 405–406, 415–417

	EFS (Encrypting File System), 466

	EFS Recovery Agent, 466

	ELAM (Early Launch Anti-Malware), 30

	EMET (Enhanced Mitigation Experience Toolkit), 10

	Enable Boot Logging option, 27

	Enable Low-Resolution Video option, 27

	Enable-PSRemoting cmdlet, 68, 534

	Encrypted Networks feature, 10

	Encrypting File System (EFS), 466

	encryption, data, 457, 462, 490

	Enhanced Mitigation Experience Toolkit (EMET), 10

	Enhanced Session Mode, Hyper-V, 589, 590

	Enhanced Storage, 90

	Enhanced Virus Protection (EVP), 36

	Enterprise Admins group, 176

	enterprise root certificate authority, 476–477

	Enter-PSSession, 527–528

	/enum option, BCDEdit, 70, 71

	environment resource type, 570

	Environment tab, 168

	environmental variables
	for Command Prompt, setting, 319–320

	and PATH variable, 331

	setting in PowerShell, 330–332

	types of, 330




	EPT (Extended Page Table), 37

	equal to (-eq) comparison operator, 518, 519

	Error Correcting Code (ECC)-type memory, 38

	Essentials Edition, 12

	Ethernet page, in Windows Server 2019, 343–344

	Event Catalog, 215

	Event Viewer, 8, 77, 224

	Events tab, 110

	EVP (Enhanced Virus Protection), 36

	exec-opts parameter, daemon.json file, 682

	Execute Disable (XD), 36

	Execution Policy, 530–531, 558–559

	Expandable String Value (REG_EXPAND_SZ), 251

	expanding virtual disk drives, 629–630

	/export option, BCDEdit, 71

	exporting
	data from PowerShell, 519–520

	Registry elements, 249




	Extended Page Table (EPT), 37

	Extended test, 30–31

	external trust, 265

	external virtual switches, 606–609





F


	Failover Clustering, 90–91, 645–648

	Fax Server, 83

	fiber-optic cable, fixing, 387

	Fibre Channel, 117

	Fibre Channel SANs, 591, 592

	File and Storage Services, 84

	File Explorer Options item, 151

	file resource type, 570

	File Server Resource Manager, 84

	File Server VSS Agent Service, 84

	File Share Witness, 8, 9, 648

	file shares, 546–547

	*file* wildcard search, 67

	files
	auditing, in Group Policy, 402

	CAPolicy.inf, creating, 471–473

	DNS zones, 351

	EFS, 466

	EFS Recovery Agent, 466

	FAT16, 414

	FAT32, 414

	MOF, 573, 574, 575

	ntuser.dat, 253, 256–257, 281

	RDP, 305

	recovering, 297

	.reg, 249–250

	security options
	effective permissions, 405–406

	NTFS permissions, 403–404

	setting, 403

	share permissions, 404–405

	share security, 413–417







	filtering objects, in PowerShell, 524

	firewall. See also proxies
	Admin Center, 309

	application network issues, fixing, 392

	applications allowed through, 455

	basics of, 447–451

	configuring, 65, 67–70

	domain profile, 448

	enabling and disabling, 448–451

	inbound/outbound rules, 453, 454–457

	Internet Protocol blocking, 447–448

	IPSec, 457–460

	logs for, 224

	overlay network settings, 700

	overview, 155–156, 451–452

	profiles, 448, 452–454

	RDP, blocking, 367–368

	remote administration enabled in, 258

	remoting PowerShell, 534

	replication traffic, allowing, 636–637

	RSAT and, 305, 306

	state of, 453

	stateful versus stateless, 447

	troubleshooting network connections, 389–391




	Firewall & Network Protection, 408–409

	firmware, for virtual machines, 598

	fixed disks, 622

	fixed-cidr parameter, daemon.json file, 683

	Flash Player (32-bit) item, 151

	Flexible Single Master Operation (FSMO), 175–177

	FoD (App Compatibility Feature on Demand) package, 8

	Folder Options dialog box, 280–282

	folders
	backing up, 242–243

	shared permissions for, 414–415

	user access, 414, 415

	Windows PowerShell, creating, 330




	fonts
	in Command Prompt, 316–317

	in Control Panel, 151

	in PowerShell, 327–328

	server, 143–144




	foreach loop, 555

	ForEach-Object, 522

	forest functional levels, 178, 179

	forest root domain, 174

	forest trust, 265

	forests, 174, 263

	Format-List command, 525

	Format-table command, 68, 525

	formatting output, in PowerShell, 524–526

	Format-Wide command, 525, 526

	FSMO (Flexible Single Master Operation), 175–177

	-Full parameter, 530

	Fully Qualified Domain Name (FQDN), 464

	functional levels, 178–179





G


	GAC (Global Assembly Cache), 539–541

	gacutil.exe, 539

	gateway address, fixing errors in, 391

	general-purpose input/output (GPIO), 9

	Generation 1 VMs, 595, 627–628

	Generation 2 VMs, 595, 628–629

	Get-ADDomain command, 179

	Get-ADForestU command, 179

	Get-ChildItem command, 331

	Get-Command cmdlet, 332, 507–509

	Get-DscLocalConfigurationManager command, 571–572, 576

	Get-Help cmdlet, 529–530

	Get-LocalUser cmdlet, 171

	Get-Member command, 504, 517–518

	Get-NetFirewallRule command, 68

	Get-Process cmdlet, 524, 525, 526, 550

	Get-Service cmdlet, 504, 550

	Get-SmbShare cmdlet, 547

	Get-VMSwitch command, 697, 698

	Get-WindowsFeature cmdlet, 67

	Get-WmiObject cmdlet, 562

	GitHub repository, 656

	Global Assembly Cache (GAC), 539–541

	globally unique identifiers (GUIDs), 177

	gMSA (group managed service accounts), 9, 423

	gpedit.msc, 61, 234

	GPIO (general-purpose input/output), 9

	GPOs (Group Policy Objects)
	creating, 236–238

	IP addresses, setting with, 260

	IPAM, configuring, 207

	login time, increasing, 241

	overview, 234




	graphical user interface (GUI). See also Desktop Experience
	activating server via, 278

	configuring, 280–288

	firewalls, enabling and disabling, 449–450




	greater than (-gt) comparison operator, 518

	group managed service accounts (gMSA), 9, 423

	group parameter, daemon.json file, 683

	Group Policy
	Administrative Templates, 240–241, 244

	basics of, 234–235

	computer settings, modifying, 239–240

	Credential Guard, enabling, 441–442

	CRLs, distributing through, 470

	delay in applying changes, 234

	DNSSEC configuration, 494

	file auditing in, 402

	firewall rules, merging with, 454

	GPOs
	creating, 236–238

	IP addresses, setting with, 260

	IPAM, configuring, 207

	login time, increasing, 241

	overview, 234




	IP connections, allowing, 260

	overview, 233

	RSoP, viewing, 244–245

	software, deploying with, 238

	software settings, modifying, 238–239

	testing, 240

	user configuration, 241–244




	Group Policy Editor, starting, 235–236

	Group Policy Management, 91

	group resource type, 570

	group sharing model, 159

	groups
	adding to workgroups, 161–162

	creating, 272–274

	managing, 275–276




	-gt (greater than) comparison operator, 518

	guarded hosts, 84

	guests, 582

	GUI. See graphical user interface





H


	hard disk drives (HDDs), 113, 300

	hard drives
	basic or dynamic disks, choosing, 114

	encrypting with BitLocker
	configuring, 126–131

	installing, 125–126

	overview, 124

	servers with no TPM module, 131–134

	TPM, 124




	MPIO, 115–116

	overview, 113

	SANs, 116–117

	Storage QoS, 123–124

	Storage Replica, 123–124

	Storage Spaces Direct, 117–123

	virtual, 595, 596




	hardware. See also specific components

	Add Hardware Wizard, 112–113

	configuration tasks, performing, 140–144

	Credential Guard requirement, 440

	Device Manager, 104–111

	hard drives
	choosing basic or dynamic disks, 114

	encrypting with BitLocker, 124–134

	MPIO, 115–116

	overview, 113

	SANs, 116–117

	Storage QoS, 123–124

	Storage Replica, 123–124

	Storage Spaces Direct, 117–123




	on HKEY_LOCAL_MACHINE, 254

	overview, 103

	printers
	overview, 134

	print options, configuring, 136–137

	print server role, configuring, 139–140

	print server role, installing, 137–138

	print servers, connecting to printers on, 140

	Printer Install Wizard, 134–136




	troubleshooting, 384, 387

	for virtual machines, 598




	hash symbol (#), 507, 553, 677

	hashes, 29, 398, 490

	HDDs (hard disk drives), 113, 300

	heartbeat traffic, 606

	help pages, in PowerShell, 528–530

	HGS (Host Guardian Service), 11, 84–85, 604

	hidden devices, viewing, 108

	HIPS (Host Intrusion Prevention Systems), 10

	hives
	defined, 251

	HKEY_CLASSES_ROOT, 252–253

	HKEY_CURRENT_CONFIG, 256

	HKEY_CURRENT_USER, 253–254

	HKEY_LOCAL_MACHINE, 254–255

	HKEY_USERS, 255–256

	keys within, searching, 250–251

	loading and unloading, 256–257

	permissions, setting, 259




	Host Guardian Hyper-V Support, 91

	Host Guardian Service (HGS), 11, 84–85, 604

	Host Intrusion Prevention Systems (HIPS), 10

	host key attestation, 604

	hosted hypervisors, 583

	hosts, 582

	hosts parameter, daemon.json file, 683

	HTML/XML, exporting from PowerShell, 523

	HyperText Transfer Protocol over Secure Sockets Layer (HTTPS), 461, 463, 467–468

	Hyper-V. See also virtual machines; virtual networking
	configuring, 586–591

	Failover Clustering, 645–648

	Hyper-V Replica, 635–640

	installing, 583–586

	live migration, 640–644

	overview, 581

	storage, adding to host, 623–626

	storage migration, 644–645

	supported guest operating systems, 594

	Type 1 hypervisors, 582–583

	Type 2 hypervisors, 582–583

	Virtual SAN Manager, 591, 592

	Virtual Switch Manager, 591, 592

	virtualization, overview, 581–582




	Hyper-V containers
	installing on Windows Server, 669–670

	overview, 89–90, 655–656, 667

	testing installation, 672–674




	Hyper-V hosts, 37, 84

	Hyper-V Manager, 607–608

	Hyper-V Port mode, for NIC teaming, 618

	Hyper-V Replica, 635–640

	Hyper-V role, 85, 90

	hypervisors, 582–583





I


	I2C (Inter-Integrated Circuit), 9

	IaC (Infrastructure as Code), 551

	icons, used in book, 2–3

	identity provider, 420

	If statement, 521–522

	If…Else statement, 555–556

	IIS (Internet Information Services), 87, 91

	IIS Hostable Web Core, 91

	IKE (Internet Key Exchange), 458

	IKE Phase 1 (Main Mode or Aggressive Mode), 458

	IKE Phase 2 (Quick Mode), 458

	/import option, BCDEdit, 71

	importing Registry elements, 249–250

	inbound rules, 452

	Indexing Options item, 151

	Infrastructure as Code (IaC), 551

	Infrastructure Master, 177

	Input/Output Operations Per Second (IOPS), 113, 601

	insecure-registries parameter, daemon.json file, 683

	Insert Mode, 315

	installing
	AD FS, 421

	CALs, 376

	CAs
	CAPolicy.inf file, creating, 471–473

	certificates, enrolling for, 478–481

	issuing, 477–478

	OCSP, installing, 482–485

	root, 473–477

	web enrollment, setting up, 481–482




	containers
	Docker Engine, installing, 670–671

	Hyper-V containers, 669–670, 672–674

	overview, 667–668

	testing installation, 671–674

	Windows Server containers, 668, 672




	Docker Engine, 670–671

	Failover Clustering, 645

	Hyper-V, 583–586

	IPAM, 206

	licensing role, 374–375

	.NET framework, 538

	network features, 364

	NPAS, 377

	OS, on server, 277

	RDS, 368–369, 374–375

	RSAT, 229, 230

	software, based on user, 241

	TLSA record, 498–499

	UAC, using, 434

	Windows Server 2019
	clean installs, 40–43

	minimum requirements for, 35–40

	network installs with WDS, 46

	updates, 62

	upgrades, 43–45




	Windows Server Backup, 294




	install.wim installation file, 46, 70

	instruction set (CMPXCHG16b), 37

	Integrated Scripting Environment (ISE), PowerShell, 8, 170, 335, 509–510

	integration services, for virtual machines, 603

	integrity, defined, 398

	IntelliSense, 335

	InterfaceIndex index number, 59

	-InterfaceIndex parameter, 59

	Inter-Integrated Circuit (I2C), 9

	internal virtual switches, 606, 609

	Internet
	connecting to
	dial-up, 359–360

	IP address ranges, 358–359

	VPNs, 360–361




	filters for, 358

	options for, setting, 282–284




	Internet Information Service (Management OData IIS) Extension, 92

	Internet Information Service (WinRM IIS) Extension, 101

	Internet Information Services (IIS), 87, 91

	Internet Key Exchange (IKE), 458

	Internet of Things (IoT) devices, 9

	Internet Options item, 152

	Internet Printing Protocol (IPP), 91

	Internet Protocol (IP)
	addresses
	assigning to system, 347, 349

	duplicate, fixing, 391

	non-routable internal, 358

	static, 349, 355




	ARIN, 363

	configuring, 362–364

	defined, 362

	function of, 346

	IPv4, 346, 363

	IPv6, 346, 363–364

	releasing old, 388

	renewing, 388

	stateless firewalls, blocked by, 447–448




	Internet Small Computer Systems Interface (iSCSI) Initiator item, 152

	Internet Small Computer Systems Interface (iSCSI) storage, 115

	Internet Storage Name Server (iSNS) Service, 92

	Invoke-Command cmdlet, 527

	IOPs (input/output operations per second), 113, 601

	IoT (Internet of Things) devices, 9

	IP. See Internet Protocol

	IP Address Management (IPAM)
	configuring, 206–210

	installing, 206

	overview, 92, 205

	parts of, 210–216




	IP Address Space, 211–213

	IP Security (IPSec), 457–460

	IP Version 4 (IPv4), 346, 363

	IP Version 6 (IPv6), 346, 363–364

	-IPAddress parameter, 59

	IPAM. See IP Address Management

	-ipk parameter, 55, 278

	IPP (Internet Printing Protocol), 91

	IPSec (IP Security), 457–460

	IPSec Task Offloading, 602

	IPv4 (IP Version 4), 346, 363

	IPv6 (IP Version 6), 346, 363–364

	IRQ (research interrupt request), 105

	iSCSI (Internet Small Computer Systems Interface) Initiator item, 152

	iSCSI (Internet Small Computer Systems Interface) storage, 115

	iSCSI Target Server, 84

	iSCSI Target Storage Provider, 84

	ISE (Integrated Scripting Environment), PowerShell, 8, 170, 335, 509–510

	iSNS (Internet Storage Name Server) Service, 92

	issuing certificate authorities, 471





K


	KDS (Key Distribution Service) keys, 423

	Kerberos, 9, 642

	kernels, 28

	key, product, 278–279

	Key Distribution Service (KDS) keys, 423

	Key Management Server (KMS), 277

	Key Management Service (KMS) server, 86, 87

	Key Protection Service, 85

	Key Recovery Agent, 466

	Key Signing Key (KSK), 490

	keyboard
	configuring
	in Control Panel, 141, 152

	for Hyper-V, 590




	selecting, for Windows Server, 40

	shortcuts
	enabling on Command Prompt, 316

	enabling on PowerShell, 326

	tab complete in PowerShell, 323

	Task Manager, accessing, 293







	keys
	AlternateSignatureAlgorithm, 472

	cipher, 463, 464

	cipher text, 462

	comparing, 257

	defined, 251, 252

	DNSKEY, 490

	encrypting data, 462, 463

	KDS, 423

	KSK, 490

	PKI, 462, 469

	removing, 257

	RenewalKeyLength, 472

	RenewalValidityPeriod, 472

	RenewalValidityPeriodUnits, 472

	searching within hives, 250–251

	subkeys, 253, 255

	in Windows Registry, setting permissions for, 259

	ZSK, 490




	KMS (Key Management Server), 277

	KMS (Key Management Service) server, 86, 87

	KSK (Key Signing Key), 490

	Kubernetes, 9





L


	l2bridge networks, 696, 701

	l2tunnel networks, 696, 702

	labels, for containers, 678–680

	labels parameter, daemon.json file, 682

	Language setting, 143

	LANs (local area networks), 131, 339

	Last Known Good Configuration, 27–28

	layer storage, 705

	LCM (Local Configuration Manager), PowerShell DSC, 568, 571

	LDAP (Lightweight Directory Access Protocol), 80, 81

	LDAPS (Lightweight Directory Access Protocol over SSL), 467

	LEDBAT (Low Extra Delay Background Transport), 10

	legacy console, customizing, 316, 327

	less than (-lt) comparison operator, 518

	licensing role, 374–376

	Lightweight Directory Access Protocol (LDAP), 80, 81

	Lightweight Directory Access Protocol over SSL (LDAPS), 467

	Line Printer Daemon (LPD), 92

	Line Printer Remote (LPR) Port Monitor, 92

	Live Migration, Hyper-V, 588, 589, 640–644

	load balancing modes, for NIC teaming, 618

	loading and unloading hives, 256–257

	local area networks (LANs), 131, 339

	Local Configuration Manager (LCM), PowerShell DSC, 568, 571

	Local Security Authority (LSA), 440

	Local Security Policy
	creating, 406–408

	overview, 224–225

	UAC, overriding settings using, 436–438




	log resource type, 570

	log-driver parameter, daemon.json file, 682

	logical disks, creating, 119–121

	log-level parameter, daemon.json file, 683

	loops, in PowerShell, 521–522

	Low Extra Delay Background Transport (LEDBAT), 10

	LPD (Line Printer Daemon), 92

	LPR (Line Printer Remote) Port Monitor, 92

	LSA (Local Security Authority), 440

	-lt (less than) comparison operator, 518





M


	MAC (Media Access Control) spoofing, 703

	Main Mode or Aggressive Mode (IKE Phase 1), 458

	MAKs (Multiple Activation Keys), 277

	malfunctioning devices, viewing, 106–107

	malware protection, 288

	Managed Object Format (MOF) files, 573, 574, 575

	Management OData IIS (Internet Information Service) Extension, 92

	mandatory parameters, 560

	Media Access Control (MAC) spoofing, 703

	Media Foundation, 92

	Member Of tab, 168

	memory
	for containers, limiting, 681

	dynamic, 595, 599

	RAM, 37, 38, 155, 291

	startup, 595, 599

	test of, performing, 30–31

	for virtual machines, 599–600




	Memory Weight setting, for virtual machines, 600

	Message Queueing, 93

	metadata, applying to containers, 678–680

	methods, PowerShell, 513–514

	Microsoft Installer (MSI) package, 19

	Microsoft Management Console (MMC), 8, 91

	mirroring, 114

	mmc.exe, 479

	modules, PowerShell, 516–518, 552–553

	MOF (Managed Object Format) files, 573, 574, 575

	monitor, 39–40

	Monitor and Manage, 213–215

	monitoring connections, 452

	mouse, 40, 141–142, 152

	mouse release key configuration, Hyper-V, 590

	MPIO (multipath I/O), 93, 115–116

	MSI (Microsoft Installer) package, 19

	mtu parameter, daemon.json file, 682

	multipath I/O (MPIO), 93, 115–116

	Multiple Activation Keys (MAKs), 277

	Multipoint Connector, 93

	Multi-String Value (REG_MULTI_SZ), 251





N


	Name Resolution Policy, 494

	named volumes, 711

	names
	computer, setting, 52, 56–58

	of virtual machines, 603

	for workgroups, 160–161




	Nano, 15

	NAT (network address translation), 86, 96, 696, 698–699

	NDES (Network Device Enrollment Service), 80

	-ne (not equal to) comparison operator, 518

	Nested Page Table (NPT), 37

	NET 3.5, 88

	NET 4.7, 88

	.NET Core, 542

	.NET framework
	.NET Core, 542

	.NET Standard, 542

	Global Assembly Cache, 539–541

	installing, 538

	new features in version 4.7, 538–539

	overview, 535

	PowerShell Core, 542

	release values, 537

	versions of, 535–538




	network adapters
	bandwidth management, 613

	container networks, 697

	external virtual switches, creating, 607–609

	NIC teaming, enabling, 614–618

	options for, 356–357

	overview, 39

	profiles assigned to, 448, 456

	SR-IOV, enabling, 619–620

	virtual machines, configuring, 602–603

	VLAN tagging, enabling, 611, 612




	network address translation (NAT), 86, 96, 696, 698–699

	Network and Sharing Center, 152, 340–342

	Network Connections tool, 342–346

	Network Controller, 85

	Network Device Enrollment Service (NDES), 80

	network installs, 46

	network interface card (NIC), 26, 38, 87, 384, 387

	network interface card (NIC) teaming, 602, 614–618

	Network Load Balancing (NLB), 93

	Network Policy and Access Services (NPAS), 85, 376–380

	Network Policy Server (NPS), 85, 377–380

	Network Registry, 258

	Network Virtualization, 93

	networking, configuring in PowerShell, 58–60

	networking, container
	connecting to networks, 703

	connection types, 696

	l2bridge networks, configuring, 701

	l2tunnel networks, configuring, 702

	NAT, configuring, 698–699

	network adapters, viewing, 697

	overlay networks, configuring, 700

	overview, 695

	transparent networks, configuring, 699–700

	virtual switches, viewing, 697




	networking, virtual. See virtual networking

	networks
	configuration errors, fixing, 391–392

	connecting to
	dial-up connection, 359–360

	Internet, 358–359

	overview, 357

	VPNs, 360–361




	disabling adapter, 356

	installing features for, 364

	issues, unplugged cable, 384

	managing connections
	Client for Microsoft Networks feature, 362

	IP configuration, 362–364

	overview, 361




	NPAS
	installing, 376–377

	Network Policy Server, 377–380




	properties of, viewing, 355–357

	RDS
	configuring applications, 371–372

	configuring RDS licensing, 373–376

	configuring user-specific settings, 369–371

	installing, 368–369

	overview, 367–368

	RD Web Access, 372–373




	repairing connections, 386–387

	troubleshooting
	adapter, 356

	at command line, 381–382, 388–389

	disabling firewalls, 448–451

	tools for, 392–393

	with Windows Firewall, 389–391




	uninstalling features for, 364–365

	Windows Network Diagnostics, 384–385




	New Technology File System (NTFS), 403–404, 414

	New Virtual Machine Wizard, 594–597

	New-ADUser cmdlet, 556

	New-NetIPAddress cmdlet, 59

	New-PSSession, 527

	NIC (network interface card), 26, 38, 87, 384, 387

	NIC (network interface card) teaming, 602, 614–618

	NLB (Network Load Balancing), 93

	No Execute (NX), 36

	no restart policy flag, 681

	Node & Disk Majority quorum, 648

	Node & File Share Majority quorum, 648

	Node Majority quorum, 648

	nodes, 90–91, 117

	-NoEnumerate, 520, 521

	non-repudiation, 463

	nontransitive trust, 265

	Non-Uniform Memory Access (NUMA) Spanning, 587–588, 600

	not equal to (-ne) comparison operator, 518

	Notepad ++, 510

	NPAS (Network Policy and Access Services), 85, 376–380

	NPS (Network Policy Server), 85, 377–380

	NPT (Nested Page Table), 37

	NSEC records, 490–491

	NSEC3 records, 491

	NSECPARAM/NSEC3PARAM records, 491

	nslookup utility, 192, 320

	NT LAN Manager (NTLM), 9, 439–440

	ntbtlog.txt file, 27

	ntdsutil.exe utility, 272

	NTFS (New Technology File System), 403–404, 414

	NTLM (NT LAN Manager), 9, 439–440

	ntuser.dat file, 253, 256–257, 281

	NUMA (Non-Uniform Memory Access) Spanning, 587–588, 600

	NX (No Execute), 36





O


	Object Cache Extensibility, 538

	objects
	Docker Engine, 658

	PowerShell, 504, 513–514, 523, 524




	OCR (optical character recognition), 101

	OCSP (Online Certificate Status Protocol), 80, 464, 482–485

	offline root certificate authority, 470–471, 473–475

	onboard, defined, 39

	one-way trust, 265

	on-failure restart policy flag, 681

	Online Certificate Status Protocol (OCSP), 80, 464, 482–485

	operating system (OS)
	choosing on system startup, 444–445

	on HKEY_LOCAL_MACHINE, 254

	installing on server, 277

	security
	configuring Startup and Recovery settings, 444–446

	Credential Guard, 439–443

	passwords, managing, 438–439




	UAC, 434–438




	optical character recognition (OCR), 101

	-or comparison operator, 519

	organizational units (OUs), 81, 174, 233, 234, 264

	OS. See operating system

	outbound rules, 452

	Out-File command, 520

	overlay networks, 696, 700





P


	package resource type, 570

	parameters, PowerShell, 508, 560

	parity volume, 114

	partition, 114

	pass count, 31

	pass-through disks, 623, 630–631

	$Password variable, 171

	passwords
	managing, 438–439

	resetting, 272

	storing in CSV files, 554




	patches, checking on installation of, 550

	PATH variable, 319–320, 331

	pathping command, 388

	PDC (Primary Domain Controller) Emulator, 177

	Peer Name Resolution Protocol (PNRP), 94, 172

	performance, measuring, 290–294

	Performance Monitor, 8, 77, 290–292

	Performance Options dialog box, 287–288

	period (.), 514

	permissions
	effective, 403, 405–406, 415–417

	elevating without UAC, 438

	on GAC directories, 540

	on hives and keys, setting, 259

	NTFS, 403–404

	share, 404–405

	shared folder, 414–415




	persistent volumes, working with, 709–712

	Phone and Modem item, Control Panel, 152

	pidfile parameter, daemon.json file, 683

	ping command, 388

	pipeline, PowerShell, 504–505, 514–516

	PNRP (Peer Name Resolution Protocol), 94, 172

	policy certificate authorities, 471

	port mirroring, 602

	port requirements, for Domain Name System queries, 352

	power management, 111–112, 142

	Power Options item, Control Panel, 153

	PowerOn Self-Test (POST), 24

	PowerShell. See also Desired State Configuration, PowerShell; scripts, PowerShell
	Active Directory, joining, 201

	advanced functions, 559–565

	assembly file properties, viewing, 541

	basics of, 504–509

	code signing, 531–532

	Command Prompt versus, 323

	comparison operators, working with, 518–519

	configuring, 325–330

	CSV files, exporting and importing, 523

	Docker Engine, installing, 670–671

	environmental variables, setting, 330–332

	Execution Policy, 530–531

	exporting data from, 519–520

	features of, 323

	filtering objects, 524

	firewalls, enabling and disabling, 450–451

	formatting output, 524–526

	help for, 332–333, 528–530

	HTML/XML, exporting, 523

	ISE, 170, 335, 509–510

	modules, working with, 516–518

	objects, working with, 513–514

	opening as administrator, 324–325

	overview, 503

	pipeline, working with, 514–516

	profile scripts in, 330

	punctuation for, 334–335

	Registry Editor with, starting, 248

	remoting, 527–528, 534

	scripting logic, 521–522

	security issues, identifying, 530–534

	Server Manager, enabling, 220

	sorting objects, 523

	TLSA record, installing, 496

	user accounts, managing, 170–171

	verbs in, 323–324

	VHD disk file, converting to VHDX disk file, 632, 633

	virtual switches, creating with, 608–610

	writing commands and scripts, 509–513




	PowerShell Command Explorer, 512–513

	PowerShell Core, 542

	PowerShell Gallery, 552

	powershell.exe, 58, 201

	Pre-boot Execution Environment (PXE), 39, 46, 87

	PrefetchW, 37

	PrefixLength subnet mask, 58, 59

	Primary Domain Controller (PDC) Emulator, 177

	Print and Document Services, 86

	printers
	print options, configuring, 136–137

	print server role, configuring, 137–140

	print servers, connecting to, 140

	Printer Install Wizard, 134–136

	Printer Properties, 137

	Printing Preferences, 136

	sharing, 418–419




	private assemblies, 540

	private profile, 448

	private repositories, Docker Hub, 662–666, 690–692

	private virtual switches, 606–607, 609–610

	privileged domain groups, 175

	processor, for virtual machines, 600

	production checkpoint, 603

	<productkey> command, 55

	Profile tab, 168

	profiles
	domain, 448

	network adapter assigned to, 448

	private, 448

	profile.ps1 script, 330

	public, 448




	Programs and Features item, Control Panel, 153

	protected networks, 453, 602

	providers, PowerShell, 505–506

	proxies
	AD FS, 421

	RADIUS, 378

	setting up, 358

	settings for, 344–346




	PSDrive cmdlets, 505

	public images, finding on Docker Hub, 659–662

	public key infrastructure (PKI), 80, 462, 463, 469

	public profile, 448

	public repositories, Docker Hub, 690, 691

	pull mode, PowerShell DSC, 577–578

	pulling images from Docker Hub, 691–693

	push mode, PowerShell DSC, 576

	pushing images to Docker Hub, 689–691

	PXE (Pre-boot Execution Environment), 39, 46, 87





Q


	QoS (Storage Quality of Service), 123–124

	quality of service settings, 91

	Quality Windows Audio Video Experience (qWave), 94

	Quick Edit Mode, 315

	Quick Mode (IKE Phase 2), 458

	quorum types, Failover Clustering, 647–648

	qWave (Quality Windows Audio Video Experience), 94

	QWORDs, 251





R


	RADIUS (Remote Authentication Dial-In Service), 377–379

	RAID 5 volume, 114

	random access memory (RAM), 37, 38, 155, 291

	RAS Connection Manager Administration Kit (CMAK), 94

	raw-logs parameter, daemon.json file, 683

	RD (Remote Desktop) Web Access Server, 153

	RD Web Access, 153, 372–373

	RDMA (remote direct memory access), 117

	RDP (Remote Desktop Protocol), 16, 367–368, 589

	RDP file, 305

	RDS. See Remote Desktop Services

	Read-Host -AsSecureString, 171

	realm trust, 265

	records
	TLSA, 495

	types of, 490–491




	Recovery Console, 15

	recovery drives, creating, 311

	Recovery item, Control Panel, 153

	recovery points, setting for replicas, 639

	Recycle Bin, 223, 274–275

	.reg file, 249–250

	REG_BINARY (Binary Data), 251

	REG_DWORD (32-Bit Number), 251

	REG_EXPAND_SZ (Expandable String Value), 251

	REG_MULTI_SZ (Multi-String Value), 251

	REG_QWORD (64-bit Number), 251

	REG_SZ (String Value), 251

	Region item, Control Panel, 153

	Regional and Language Options, 286

	registered systems, checking for, 202–203

	registering RADIUS server, 377–378

	Registry
	Credential Guard, enabling, 442–443

	data types for, 251–252

	exporting elements, 249

	finding elements, 250–251

	hives in, 252–257

	importing elements, 249–250

	network registries, connecting to, 258

	overview, 247, 248–249

	permissions, setting, 259

	security options, 259–261




	registry, Docker Engine, 658

	Registry Editor
	damaging system with, 226

	exporting elements, 249

	finding elements, 250–251

	hives, loading and unloading, 256–257

	importing elements, 249–250

	network registries, connecting to, 258

	opening, 248

	security options, 259–261




	registry resource type, 570

	registry-mirrors parameter, daemon.json file, 683

	relative ID (RID), 176

	relative ID (RID) Master, 176

	reliability, measuring, 290–294

	Remember icon, 3

	Remote Access role, 86

	remote administration, enabling, 64–66, 67

	Remote Assistance, 94

	Remote Authentication Dial-In Service (RADIUS), 377–379

	remote control tab, 168

	Remote Desktop Connection, 305–306

	Remote Desktop Protocol (RDP), 16, 367–368, 589

	Remote Desktop (RD) Web Access Server, 153

	Remote Desktop Services Profile tab, 168

	Remote Desktop Services (RDS)
	applications on server, 368

	installing, 368–369

	licensing role, adding, 374–376

	networking with
	applications, configuring, 371–372

	licensing, configuring, 373–376

	overview, 367–368

	RD Web Access, 372–373

	user-specific settings, configuring, 369–371




	overview, 86

	sharing applications through, 371




	Remote Differential Compression, 94

	remote direct memory access (RDMA), 117

	Remote Server Administration Tools (RSAT)
	connecting to server, 306–307

	enabling, 230

	firewall rules, 306

	installing, 229–230

	managing servers with, 307–308

	overview, 94–95

	using, 230–232




	RemoteApp and Desktop Connections item, 153

	RemoteFwAdmin-In-TCP rule, 69

	RemoteSigned execution policy, 530, 558

	remoting PowerShell
	firewall requirements for, 534

	general discussion, 527–528

	sessions, 506




	Rename-Computer command, 58

	RenewalKeyLength, 472

	RenewalValidityPeriod, 472

	RenewalValidityPeriodUnits, 472

	Replace method, 514

	replication configuration, Hyper-V, 590

	repositories, private, Docker Hub, 662–666

	Representational State Transfer application programming interface (REST API), 85

	research interrupt request (IRQ), 105

	Reset Check Boxes setting, Hyper-V, 590

	Resource Monitor, 77, 292

	resource record set (RRset), 490

	resources, PowerShell DSC, 568, 569–571

	resources, sharing, 419

	Resources tab, 111

	REST API (Representational State Transfer application programming interface), 85

	restart policies for containers, 680–681

	restoring data, 249–250

	Restricted execution policy, 530, 558

	Resultant Set of Policy, viewing, 244–245

	RID (relative ID), 176

	RID (relative ID) Master, 176

	rights policy template, 427–428

	roles
	AD CS, 80–81

	AD DS, 81

	AD FS, 81

	AD LDS, 81

	AD RMS, 82

	configuration tasks, 78–79

	Device Health Attestation, 82

	DHCP, 82–83

	diagnostics, 77–78

	DNS, 83

	Fax Server, 83

	features and, 63–65, 76–77

	File and Storage Services, 84

	Host Guardian Service, 84–85

	Hyper-V, 85

	Network Controller, 85

	Network Policy and Access Services, 85

	overview, 52, 80

	Print and Document Services, 86

	Remote Access, 86

	Remote Desktop Services, 86

	roles and features, 76–77

	Server Manager, 75–76

	storage management, 79–80

	Volume Activation Services, 86

	WDS, 87

	Web Services, 87

	WSUS, 87




	root certificate authorities
	enterprise, 476–477

	offline, 473–476

	overview, 470–471




	rootkits, 29

	router guard, 602

	RPC over HTTP Proxy, 95

	RRset (resource record set), 490

	RRSet Signature (RRSIG) record, 490

	RSAT. See Remote Server Administration Tools

	rules
	connection security, 452

	for firewall
	Admin Center, 309

	custom, creating, 454–457

	enabling, 455

	inbound/outbound, 454–457

	prebuilt, enabling, 454

	RSAT, 306




	for Group Policy, 234, 454

	inbound, 452, 453

	monitoring, 452

	outbound, 452, 453








S


	S2D (Storage Spaces Direct), 11, 117–123

	SA (Security Association), 452, 457–458

	SaaS (Software as a Service) providers, 421

	SACLs (system access control lists), 400

	Safe Mode, 25–27

	SAM (Security Accounts Manager), 254, 440

	SAN (storage area network), 84, 115, 116–117

	SAN (Subject Alternative Names), 464

	SAS (Serial Attached SCSI) storage, 116

	scheduled tasks, 576

	schema, defined, 175

	Schema Admins group, 176

	sconfig EXE file, 53, 55–56, 61, 200

	scopes, 264

	script resource type, 570

	scripts, PowerShell
	Active Directory users, adding, 548, 553–558

	administrative tasks, performing with, 548–550

	code signing certificates, 466

	COM objects, 545, 546

	comments, adding, 553

	creating, 551–557

	CSV files, populating with Active Directory, 548–549

	downloadable samples, 552–553

	executing, 544–545

	Execution Policy, defining, 558–559

	general discussion, 543–544

	overview, 552

	patches, checking on installation of, 550

	PowerShell DSC, 572–575

	profile scripts, 330

	remotely working with data, 546–547

	running, 557–558

	running processes or services, checking, 550

	scripting logic, PowerShell, 521–522

	signing, 531–532, 559

	tools for writing, 509–513




	SCSI Controller, 601

	SDN (software-defined networking), 10, 85, 93

	Second Level Address Translation, 37

	secpol.msc, 406, 436

	Secure Boot, 599

	Secure Boot Control, 24

	Secure Boot Keys, 24

	Secure Sockets Layer (SSL), 80

	Secure Sockets Layer (SSL) certificate, 421

	security
	access control lists, 400–402

	access tokens, 399

	authentication, authorization, and accounting, 399

	confidentiality, integrity, and availability, 398–399

	for DNS, 489–499

	enhancements, 10

	file system, 415

	for files and folders, 403–406

	GAC directories, 540

	on HKEY_LOCAL_MACHINE, 254

	Local Security Policy, creating, 406–408

	OS
	Credential Guard, 439–443

	passwords, managing, 438–439

	Startup and Recovery settings, configuring, 444–446

	UAC, 433–438




	PowerShell, identifying issues in, 530–534

	Registry, 259–261

	security descriptors, 399

	share versus file system, 413–417

	for virtual machines, 598–599

	virtualization-based, enabling, 442–443

	Windows Security, 408–412




	Security Accounts Manager (SAM), 254, 440

	Security and Maintenance item, Control Panel, 153–154

	Security Association (SA), 452, 457–458

	security descriptors, 399

	security groups, 264

	security identifier (SID), 176, 254, 255–256, 399

	Select-Object cmdlet, 524

	Serial Attached SCSI (SAS) storage, 116

	Serial Peripheral Interface (SPI), 9

	server, Docker Engine, 658

	Server Core
	activating, 53–54

	computer name and domain, 55–57

	customizing Windows Server 2019 with, 66–70

	joining domain with, 199

	networking, configuring, 58–60

	overview, 14–15, 52

	time zone, setting, 54–55

	updating Windows Server 2019 with, 61–62




	Server for NFS, 84

	Server Groups, 214–215

	Server Inventory, 211

	Server Manager
	activating server with, 278

	Active Directory Site, creating, 269–270

	AD RMS, installing, 423

	adding server to, 306–307

	administrative tools
	Computer Management, 222

	Defragment and Optimize Drives, 222–223

	Disk Cleanup, 223–224

	Event Viewer, 224

	Local Security Policy, 224–225

	Registry Editor, 226

	Services, 226–227

	System Configuration, 228

	Task Scheduler, 228–229




	configuration tasks, 78–79

	diagnostic tools, 77–78

	disk management, 299

	DNS zone, creating, 352–353

	enabling, 220

	Group Policy Editor in, accessing, 235

	overview, 15–17, 75–76

	Performance Monitor, accessing, 289

	Registry Editor in, starting, 248

	roles and features, 76

	RSAT, 229–232, 306–307

	storage management, 79

	Task Scheduler, accessing, 301

	Tools menu in, accessing, 219–221

	Windows Server Backup via, accessing, 294–295




	Server Message Block (SMB), 11, 547

	Server Message Block (SMB) 1.0/CIFS File Sharing Support, 95–96

	Server Message Block (SMB) Bandwidth Limit, 96

	server roles. See roles

	Server with Desktop Experience, 198–199

	ServerAddresses parameter, 59

	servers. See also specific features

	activating, 277–279

	applications on, 368

	backing up data, 242–243, 294–298

	configuring, 52, 87

	connecting to, 306–307, 309

	domain controller, promoting to
	configuration prerequisites, 179–187

	configuring, 187–201

	domains, 173–179

	overview, 173

	registered systems, checking for, 202–203




	managing
	with Admin Center, 309–310

	with RSAT, 307–308




	Network Policy Server, 377–380

	with no TPM module, 131–134

	OS, installing on, 277

	print, connecting to printers on, 140

	remote access, 305–306

	storage management, 298–300

	UAC, 434

	workgroups, configuring for, 159–167




	server-to-server tunnel, 458–459

	service, defined, 227

	Service Control Manager MMC console, 96

	service resource type, 570

	Services management console, 226–227

	services.msc Service Control Manager MMC console, 96

	sessions, PowerShell, 506

	Sessions tab, 168

	/set option, BCDEdit, 71

	Set-PSReadLineOption command, 330

	Setup and Boot Event Collection, 95

	sfc /scannow command, 32

	share permissions, 404–405

	share security, 413–417

	shared assemblies, 540

	shared resources, adding, 164–167

	shielded virtual machines, 11, 599, 604

	shortcut trust, 265

	SID (security identifier), 176, 254, 255–256, 399

	signing code, 531–532, 559

	simple dynamic disk, 114

	Simple Mail Transfer Protocol (SMTP) Server, 96

	Simple Network Management Protocol (SNMP), 96

	Simple TCP/IP Services, 95

	single sign-on (SSO), 420

	single-root I/O virtualization (SR-IOV), 602, 619–620

	slmgr.vbs, 278

	smart paging file location, for virtual machines, 603

	SMB (Server Message Block), 11, 547

	SMB (Server Message Block) 1.0/CIFS File Sharing Support, 95–96

	SMB (Server Message Block) Bandwidth Limit, 96

	SMTP (Simple Mail Transfer Protocol) Server, 96

	SNMP (Simple Network Management Protocol), 96

	software
	computer, modifying settings of, 238–239

	downloading from Internet, 434

	Group Policy, deploying with, 238

	user, modifying settings of, 241–242




	Software as a Service (SaaS) providers, 421

	Software Load Balancer, 96

	software-defined networking (SDN), 10, 85, 93

	solid-state drives (SSDs), 113, 300

	sometestorg.com domain tree namespace, 174

	sorting objects, in PowerShell, 523

	Sort-Object cmdlet, 523

	Sound setting, 143, 154

	spanned volume, 114

	Speech Recognition item, Control Panel, 154

	SPI (Serial Peripheral Interface), 9

	SR-IOV (single-root I/O virtualization), 602, 619–620

	SSDs (solid-state drives), 113, 300

	SSL (Secure Sockets Layer), 80

	SSL (Secure Sockets Layer) certificate, 421

	SSO (single sign-on), 420

	standard checkpoint, 603

	Standard Edition, 13

	Standard test, 30

	Start-DscConfiguration cmdlet, 576

	startup memory, 595, 599

	startup options, configuring with BCDEdit, 69–72

	stateful/stateless firewall, 447

	Status page, 342–343

	storage
	container
	bind mounts, 709–710

	general discussion, 705–706

	named volumes, 711

	overview, 705

	persistent volumes, working with, 709–712

	volumes, creating, 706–709

	volumes, removing, 712




	Disk Cleanup, freeing with, 223

	managing, 79–80, 299–300

	sharing media, 417–418

	virtual
	Hyper-V host, adding to, 623–626

	overview, 621

	storage migration, 644–645

	types of disks, 622–623

	virtual disk formats, 621–622

	virtual machines, adding to, 626–633







	storage area network (SAN), 84, 115, 116–117

	Storage Migration Service, 11, 97

	Storage Migration Service Proxy, 97

	storage migrations, Hyper-V, 589

	storage pool, creating, 118–119

	Storage Quality of Service (QoS), 123–124

	Storage Replica, 11, 97, 123–124

	Storage Spaces Direct (S2D), 11, 117–123

	storage-driver parameter, daemon.json file, 682

	storage-opts parameter, daemon.json file, 682

	String Value (REG_SZ), 251

	striping, defined, 114

	Subject Alternative Names (SAN), 464

	subnet mask, 362

	Subordinate Certification Authority, 468

	Super Video Graphics Array (SVGA) connection, 39

	switchport, fixing, 387

	symmetric cryptography, 462–463

	Sync Center item, Control Panel, 154

	system access control lists (SACLs), 400

	system administrators
	activating server, 277–279

	Administrative Center, 274–276, 308–310

	applications, adding and removing, 289–290

	backing up data, 294–298

	Command Prompt, opening, 313–314

	containers, use of, 654

	PowerShell, opening, 324–325

	recovery drive, creating, 311

	Registry, accessing remotely, 260–261

	reliability and performance, measuring, 290–294

	remote access, 305–306

	RSAT, 306–308

	running tasks as, 434–435

	storage management, 299–300

	Task Scheduler, using, 301–305

	templates
	Group Policy, 240–241

	rights policy, 427–428

	user configuration, 244




	tools for
	Computer Management, 222

	Defragment and Optimize Drives, 222–223

	Disk Cleanup, 223–224

	Event Viewer, 224

	Local Security Policy, 224–225

	Registry Editor, 226

	RSAT, 229–232, 306–308

	Services, 226–227

	System Configuration, 228

	Task Scheduler, 228–229




	UAC, 288–289

	user interface configuration, 280–288




	system backups, 295–297

	System Configuration, 78, 228

	System File Checker, 32

	System Image Recovery, 22

	System Information, 78

	System Insights, 12, 98

	System item, Control Panel, 154

	system restore, 297–298





T


	tags, adding to container images, 693–694

	Task Manager tool, 292–294

	Task Scheduler Library, 304

	Task Scheduler tool
	creating tasks, 304–305

	overview, 228–229

	preconfigured tasks, 302–304

	task status, 301–302

	UAC and, 435




	Taskbar and Navigation item, Control Panel, 154

	TCP (Transmission Control Protocol) packet, 117

	TCP/IP (Transmission Control Protocol/Internet Protocol), 341, 346–349, 388

	TcpTestSucceeded field, 382

	Teaming Mode, for NIC teaming, 617

	Technical Stuff icon, 2

	Telnet Client, 98

	telnet command, 388

	test mix, 30

	testing installation, 671–674

	Test-NetConnection cmdlet, 381

	text colors, customizing, 318–319, 328–330

	text editors, writing script with, 510

	text selection, customizing, 316, 327

	Text to Speech item, Control Panel, 154

	TFTP (Trivial File Transfer Protocol) server, 46, 87

	TGT (ticket granting ticket), 439–440

	thick provisioning, 622

	thin provisioning, 622

	third-party utilities, resolving boot issues with, 32–33

	ticket granting ticket (TGT), 439–440

	time zones, 51, 54, 55

	Tip icon, 2

	TLS (Transport Layer Security), 538

	TLSA record, 496–499

	tlscacert parameter, daemon.json file, 683

	tlskey parameter, daemon.json file, 683

	tlsverify parameter, daemon.json file, 683

	Tools menu, Server Manager, 219–221

	TPM (Trusted Platform Module), 24, 39, 124, 599

	TPM (Trusted Platform Module) chips, 88, 124, 411

	TPM-trusted attestation, 604

	TraceRoute parameter, 382

	tracert command, 388

	transitive trust, 265

	Transmission Control Protocol (TCP) packet, 117

	Transmission Control Protocol/Internet Protocol (TCP/IP), 341, 346–349, 388

	transparent networks, 696, 699–700

	Transport Layer Security (TLS), 538

	Trinity Rescue Kit, 33

	Trivial File Transfer Protocol (TFTP) server, 46, 87

	troubleshooting
	at command line, 381–382

	with Command Prompt, 32

	in Control Panel, 286

	with Event Viewer tool, 224

	hardware, 384, 387

	Internet connections, 341

	network adapter, 356

	network connections
	at command line, 388–389

	disabling firewalls, 448–451

	tools for, 392–393

	with Windows Firewall, 389–391




	PowerShell scripts, 335

	with Resource Monitor, 292

	utility for, 286




	Troubleshooting item, Control Panel, 154

	Trusted Platform Module (TPM), 24, 39, 124, 599

	Trusted Platform Module (TPM) chip, 88, 124, 411

	Trusted Publishers Certificate Store, importing certificates into, 531–532

	trusting party, 420

	trusts
	domain, creating, 265–268

	external, 265

	forest, 265

	nontransitive, 265

	one-way, 265

	realm, 265

	shortcut, 265

	transitive, 265

	two-way, 265

	types of, 264–268




	two-factor authentication (2FA), 465, 485

	two-way trust, 265

	Type 1 hypervisors, 582–583

	Type 2 hypervisors, 582–583





U


	UAC. See User Account Control

	UART/COM (universal asynchronous receiver-transmitter/communication) port, 9

	UEFI (Unified Extensible Firmware Interface), 24, 39

	Ultimate Boot CD, 33

	UNC (Universal Naming Convention), 140, 414

	Undefined execution policy, 530, 559

	unicast, defined, 454

	Unified Extensible Firmware Interface (UEFI), 24, 39

	unified namespace, 8

	unified storage, 117

	uninstalling network features, 364–365

	universal asynchronous receiver-transmitter/communication (UART/COM) port, 9

	Universal Naming Convention (UNC), 140, 414

	unless-stopped restart policy flag, 681

	unloading hives, 256–257

	Unrestricted execution policy, 530, 558

	unshielded twisted pair (UTP) cable, 339, 387

	Update-Help cmdlet, 528–529

	updates
	automatic, 61–62

	for drivers, 111

	for Windows Server 2019, 59–62




	upgrade installs, 43–45

	Use Setup Script, 344

	User Account Control (UAC)
	automatic privilege elevation, 435

	disabling, 435

	elevating permissions without, 438

	Local Security Policy, 436–438

	maintenance tasks affected by, 288–289

	overriding settings, 435–438

	protecting server with, 434

	running tasks as administrator, 434–435

	Task Scheduler and, 435




	User Account window, 169–170

	user accounts, 194–195, 271–272

	User Accounts item, Control Panel, 154

	user certificates, 465–466

	user Group Policy Object (GPO)
	software settings, modifying, 241–242

	user Administrative Templates, 244

	Windows settings, modifying, 242–243




	user interface. See graphical user interface

	user resource type, 570

	User Rights Assignment, 407

	$UserAccount variable, 171

	user-based licensing, 374

	users
	Active Directory, 271–274, 275–276, 548

	firewall rules, skipping, 457

	groups, creating and adding to, 162–164

	secure internal applications, access to, 482

	SID for, 255–256




	UTP (unshielded twisted pair) cable, 339, 387





V


	validation
	Failover Clustering feature, 646

	parameter, 560




	variables, PowerShell, 171, 506, 507, 514

	versioning, image, 693–694

	VHD disks, 621–622, 631–632

	VHDX disks
	converted drives, attaching to VM, 632

	converting VHD disks to, 631–632

	expanding, 629–630

	overview, 621–622




	View tab, Folder Options dialog box, 281–282

	virtual disk drives
	converted drives, attaching to VM, 632

	default save locations, changing, 625–626

	expanding, 629–630

	formats, 621–622

	Hyper-V hosts, adding to, 623–626

	pass-through disks, adding, 630

	types of, 622–623

	VHD disk file, converting to VHDX disk file, 631–632

	virtual machines, adding to, 626–629




	virtual LAN (vLAN), 602

	virtual local area network (VLAN) tagging, 610–612

	Virtual Machine Queue (VMQ), 602

	virtual machine (VM) Shielding Tools for Fabric Management, 98

	virtual machines (VMs)
	Cluster Sets feature, 8

	configuring
	automatic start actions, 604

	automatic stop actions, 604

	checkpoints, 603

	firmware, 598

	hardware, 598

	integration services, 603

	memory, 599–600

	name, 603

	network adapter, 602–603

	overview, 597

	processor, 600

	SCSI Controller, 601

	security, 598–599

	smart paging file location, 603




	creating, 593–597

	Generation 1 versus 2, 595

	Hyper-V Replica, 635–640

	hypervisors, 582–583

	live migration, 640–644

	NIC teaming, enabling, 615

	overview, 582, 593

	shielded, 11, 599, 604

	single-root I/O virtualization, enabling, 619–620

	startup memory, 595

	storage, adding
	converted drives, attaching to VM, 632

	disk drives, expanding, 629–630

	overview, 626

	pass-through disk, adding, 630–631

	VHD disk file, converting to VHDX disk file, 631–632

	virtual drives, adding, 626–629




	storage migration, 644–645

	VLAN tagging, enabling, 611, 612

	in Windows Server 2019 Datacenter edition, 37




	virtual networking
	bandwidth management, 613

	network interface card teaming, 614–618

	overview, 605

	single-root I/O virtualization, 619–620

	virtual local area network tagging, 610–612

	virtual switches, creating, 607–610

	virtual switches, types of, 606–607




	virtual private network (VPN), 82, 360–361

	Virtual SAN Manager, 591, 592

	virtual storage
	Hyper-V host, adding to, 623–626

	overview, 621

	storage migration, 644–645

	types of disks, 622–623

	virtual disk formats, 621–622

	virtual machines, adding to
	converted drives, attaching to VM, 632–633

	disk drives, expanding, 629–630

	overview, 626

	pass-through disk, adding, 630–631

	VHD disk file, converting to VHDX disk file, 631–632

	virtual drives, adding, 626–629







	Virtual Switch Manager, 591, 592, 610

	virtual switches
	container networks, 697

	creating, 607–610

	external, 606, 607–609

	Hyper-V Manager, creating with, 607–608

	internal, 606, 609

	NIC teaming, creating for, 614–615

	PowerShell, creating with, 608–610

	private, 606–607, 609–610

	single-root I/O virtualization, enabling, 619–620

	types of, 606–607

	VLAN tagging, enabling, 611, 612




	virtualization, 581–582. See also Hyper-V

	virtualization-based security, enabling, 442–443

	Virus & Threat Protection, 408

	Visual Studio Code, 335, 510–513, 557

	vLAN (virtual LAN), 602

	VLAN (virtual local area network) tagging, 610–612

	VM (virtual machine) Shielding Tools for Fabric Management, 98

	VMQ (Virtual Machine Queue), 602

	VMs. See virtual machines

	Volume Activation Services, 86

	volumes
	in containers
	bind mounts, 709–710

	creating, 706–709

	named, 711

	naming, 708

	persistent, working with, 709–712

	removing, 712




	creating, 122–123

	defined, 114




	VPN (virtual private network), 82, 360–361

	VPN page, 344

	VS Code, running advanced functions in, 563–564





W


	WAN (wide area network), 339

	Warning icon, 2

	WCF (Windows Communication Foundation), 100, 538

	WDS (Windows Deployment Services), 46, 87

	web enrollment, setting up, 481–482

	Web Server template, 467–468

	Web Services, 87

	web.config configuration file, 91

	WebDAV Redirector, 98

	While loops, 522

	wide area network (WAN), 339

	wildcard certificate, 464

	window layout, customizing, 317–318, 328

	Windows Admin Center, 12, 308–310

	Windows Administrative Tools, 220

	Windows Biometric Framework, 99

	Windows Boot Loader, 70

	Windows Communication Foundation (WCF), 100, 538

	Windows containers, 667, 668, 672

	Windows Defender Advanced Threat Protection (ATP), 10

	Windows Defender Antivirus, 99

	Windows Defender Application Control, 10

	Windows Defender ATP Exploit Guard, 10

	Windows Defender Firewall. See also proxies
	Admin Center, 309

	application network issues, fixing, 392

	applications allowed through, 455

	basics of, 447–451

	configuring, 65, 67–70

	domain profile, 448

	enabling and disabling, 448–451

	inbound/outbound rules, 453, 454–457

	Internet Protocol blocking, 447–448

	IPSec, 457–460

	logs for, 224

	overlay network settings, 700

	overview, 155–156, 451–452

	profiles, 448, 452–454

	RDP, blocking, 367–368

	remote administration enabled in, 258

	remoting PowerShell, 534

	replication traffic, allowing, 636–637

	RSAT and, 305, 306

	state of, 453

	stateful versus stateless firewalls, 447

	troubleshooting network connections, 389–391




	Windows Deployment Services (WDS), 46, 87

	Windows Forms, 539

	Windows Identity Foundation 3.5, 99

	Windows Internal Database, 99

	Windows Internet Name Service (WINS), 347, 348

	Windows Management Instrumentation (WMI), 49, 100, 561–562

	Windows Memory Diagnostic, 78

	Windows Network Diagnostics Wizard, 384–385, 388

	Windows PowerShell. See PowerShell

	Windows PowerShell ISE, 8, 170, 335, 509–510

	Windows Preinstallation Environment (WinPE), 46

	Windows Presentation Foundation (WPF), 539

	Windows Process Activation Service, 99–100

	Windows Registry. See Registry

	Windows Remote Management (WinRM) service, 534

	Windows Search Service (WSS), 100

	Windows Security
	App & Browser Control, 410–411

	Device Security, 411–412

	Firewall & Network Protection, 408–409

	Virus & Threat Protection, 408




	Windows Server 2019
	choosing editions of, 12–13

	customizing, 63–70

	with Desktop Experience, 50

	new features of, 8–12

	overview, 7

	PowerShell, accessing, 324–325

	preconfigured tasks in, 302

	updating, 59–62

	user experiences, 13–15




	Windows Server Backup
	installing, 294

	one-time backups, 295–296

	overview, 100

	restoring data, 297–298

	scheduled backups, 296–297

	system backups, 295–297




	Windows Server containers, 655

	Windows Server Migration Tools, 100

	Windows Server Update Services (WSUS), 87

	Windows Standards-Based Storage Management, 100

	Windows Subsystem for Linux (WSL), 101

	Windows TIFF IFilter, 101

	WindowsFeature resource type, 570

	WindowsProcess resource type, 570

	WinPE (Windows Preinstallation Environment), 46

	WinRM (Windows Remote Management) service, 534

	WinRM IIS (Internet Information Service) Extension, 101

	winrm quickconfig command, 68, 69

	WINS (Windows Internet Name Service), 347, 348

	WINS Server, 101

	Wireless LAN Service, 101

	witnesses, in Failover Clustering, 648

	WMI (Windows Management Instrumentation), 49, 100, 561–562

	Work Folders, 84

	workgroups
	centralized and group sharing, comparing, 159–167

	defined, 158

	managing, 168–171

	overview, 157, 158–159

	PNRP, examining, 172

	server, configuring for, 159




	WoW64 Support, 101

	WPF (Windows Presentation Foundation), 539

	Write-Host command, 520

	Write-Output command, 520

	writing commands and scripts, in PowerShell, 509–513

	WSL (Windows Subsystem for Linux), 101

	WS-Management (WS-Man), 101

	WSS (Windows Search Service), 100

	WSUS (Windows Server Update Services), 87





X


	XD (Execute Disable), 36

	XPS Viewer, 102

	xPSDesiredStateConfiguration module, 577





Z


	Zone Signing Key (ZSK), 490

	zones, DNS, 190–193, 214







About the Author

Sara Perrott is an information security professional with a systems and network engineering background. She shares her passion for all things information technology by teaching classes related to Windows Server, Amazon Web Services (AWS), and networking and virtualization, as well as other classes when needed at a local community college. She enjoys speaking at public events and presented most recently at the AWS Imagine conference in 2018. Sara also enjoys technical editing and technical proofreading and has had the pleasure to work on a few projects doing this type of work.

When Sara is not working or writing, she enjoys spending time with her husband playing World of Warcraft, building robots, and playing with her ham radio. She also loves playing with her two pugs. Sara has a website where you can see some of the things she has been up to at www.saraperrott.com. You can also follow her on Twitter (@PerrottSara) and Facebook (@PerrottSara).



Dedication

This book is dedicated to my husband, Chris Perrott. I couldn’t have written this book without your support, assistance, and encouragement. Thank you for always supporting me and for always encouraging me to be the best version of me.

I would also like to dedicate this book to my mother, Debbie, who always told me to never give up and to always do the things that I love. Here it is, Mom, my first book!



Author’s Acknowledgments

This book would not have been possible without a fantastic team of people supporting me every step of the way.

I would like to thank my agent, Carole Jelen, who helped me get my foot in the door with Wiley. Carole, you never stopped encouraging me to try, and for that I am eternally grateful!

I would like to thank Steve Hayes at Wiley for taking a chance on me, a first-time author, for this incredibly awesome project.

Huge thanks and shout out to my editor, Elizabeth Kuball, for patiently guiding this first-time author through the ins and outs of authorship, and for helping me keep on track with all the deadlines. I couldn’t have done this without you!

Thanks to everyone at Wiley who helped this book become a reality from the drafts to the layouts, and then the final printed product.

Last but certainly not least, I would like to extend a sincere and heartfelt thank you to my amazing coworkers for supporting me and encouraging me, as well as allowing me to take the occasional extra day off to make this book a reality. Kyle, Jenee, Chris, Brandon, Jeffro, Jeff, and Joe … thank you so much!

Publisher’s Acknowledgments

Executive Editor: Steve Hayes

Project Editor: Elizabeth Kuball

Copy Editor: Elizabeth Kuball

Technical Editor: Timothy Warner

Editorial Assistant: Matthew Lowe

Sr. Editorial Assistant: Cherie Case

Production Editor: Siddique Shaik

Cover Image: © cybrain/Getty Images




Take Dummies with you everywhere you go!


 [image: Dummies] 


Go to our Website



 [image: Facebook] 


Like us on Facebook



 [image: Twitter] 


Follow us on Twitter



 [image: YouTube] 


Watch us on YouTube



 [image: LinkedIn] 


Join us on LinkedIn



 [image: Pinterest] 


Pin us on Pinterest



 [image: Newsletter Envelope] 


Subscribe to our newsletter



 [image: Dummies Book Cover] 


Create your own Dummies book cover



[image: For Dummies, A Wiley Brand]







WILEY END USER LICENSE AGREEMENT



Go to www.wiley.com/go/eula to access Wiley’s ebook EULA.



OPS/images/9781119560715-fg030201.png
esiamioBn

Sy

e
oansonsarete
= boninrte
5 Gty oo
[
o

e

8 g oy g

fiiadsoity

e
S . .

Sty
e

PSS






OPS/images/9781119560715-fg020519.png
= 5 fettcoo e
~ acenan
o e Elbamepueiose) Sty 508 5 s soma e
2 Foongons | Elbwmenpvetione)  NeSora 08 e o e
T | Ellaremprios) o) e [ —
o Flisomocon  houid s ettt
Gttt | ElAS ot i i s
Elnesssac ey e e
Fliovoonoc: oy e [r—






OPS/images/9781119560715-fg030206.png
esl2mcoxa@n

O e hon v
e s ok






OPS/images/9781119560715-fg030207.png
[ Resutant S of Py
S i o o o o
a0 060
B o ety P —r——
.
< v
Y oo
S
e
« 8 v
S,
Fro.
B ety
Sn






OPS/images/9781119560715-fg030202.png
ewi2molaBn
Sy
2 e an
Toasonantote;
% omun o

fiiadsoty






OPS/images/9781119560715-fg030203.png
sl 2fiBa068






OPS/images/9781119560715-fg030204.png
sl 2fE X056 BT

Epr
2 o
e et
anpemiont
st
[ proreen
Sy
3 b
3 ey
vty
iy
rtoten
2 o s
S aiaran

e

Cetgen

e

iy
g
ey






OPS/images/9781119560715-fg030205.png
e iamia xa Bn
T e ver e

“Rles 2005 00
F R o o s
o e T T———ETTT






OPS/images/9781119560715-fg020510.png
Sometestorg.com Properties

Name Servers. [ Zone Transfers
General Start of Authorty (SOA)
Stats:  Rumning Pause
Type:  Active Directory-Integrated Change...
Repication: AllDNS servers n tis domain Change.
Data s stored in Actve Directory.
Dynamic updates: Secure only

A\ Alowing nonseaure dynanic updates i a signfcant seauity
vilnrabilty because updates can b accepted from untrusted

To set aging/scavenging properties, ik Aging. Agng...






OPS/images/9781119560715-fg020516.png
Computer Name/Domain Changes X

You can change the name and the membership of this
‘computer. Changes might affect access to network resources.

Computer name:
[SERVER20130C2

Full computer name:
SERVER20130C2

Member of
® Domain:
[Sometestorg com]

O Workgroup:
WORKGROUP

oK Cancel






OPS/images/9781119560715-fg080702.png
e (=






OPS/images/9781119560715-fg020515.png
System Properties

Computer Name | Hardware  Advanced Remote.

Windows uses the ollowing information to dentfy your computer

onthe network.
Computer descripion: ||
For example: IS Producton Server” or
B Pty
Full computername:  SERVER20190C2
Workgroup: WORKGROUP
To rename this computer or change fs domain or Change.

workgroup, cick Change.

oK Cancel Aoply






OPS/images/9781119560715-fg080703.png
75 C:\Users\deso> docker volume 15

local 4£80212664592727 709400614 118990CTe 1 7eb1BFTIOCTISCE Res2 21T
locs1 CB66A370509feeF7732cC745TebACHIODY 0300114 MacabeTFGcO78SSC

75 C:\Users\demo> docker volume inspect €35¢75a14d7 98 RcBA2fe72c50270c42928003000 1006381 5d6adfa
(
«

“CreatedAt™s “2019-01-20715:22:05.08:00%,

Driver™: “local

“Hountpoint~; “C:\\PrograsData\\docker \\volumes\€35¢753144779€TachA2e72cS50270cA29280339004 106063781
Frsdgoatar\\ data”,

“options™; null,

Scope": "local®

)
)
75 C:\Users\deno>

s






OPS/images/9781119560715-fg020518.png





OPS/images/9781119560715-fg020517.png
orkgroup: onceiows

oisables






OPS/images/9781119560715-fg080701.png
Hicrosoft Windows. (Version 10.0.14305]

(&> 2016 Microsoft Corporation

covaie

Vollume Serial Tusber is. 3656. 7514

Directory of €2\

172012019
o)

2172012019
11/22/2016
1/62/2019
21/02/2019
077162016
01/62/2019
41/19/2019

co\oed date

co\datarn

a o &

1

2bile(s)

data [\\2\ContoinertsppedDirectories\34378959-0229- 4E5C-B450-D9FFOICHECH

inetpu
Progran Files
progran Files (x35)
privn

1,698 bytes
7 0in(s) 21,103,044,09 bytes free

e mma





OPS/images/9781119560715-fg020512.png
CRIPLIRIES

py
B Joinrovarll
Er
5 ot
5 Semn ot
3 focrianapecet

EETREY
jy— o

B ik Pt sty
et e e, sty
Borsronc et St G

e amet e
Er Frms preitane
[ e i
s By e
poms R
L g b
> st -
et B s
- e
& e

Beceen






OPS/images/9781119560715-fg080706.png
75 C:\Users\deso> docker volume create Volusel
75 C:\Users\deso» docker.run -d --isolation-hypery -v Volume1:C:\Dita coreiis
8408 dFbbendas37c520047 ¢ 107 10c 1994166 bea1ed5 1 140a1e oS

emo> docker volume 15
F8021266455272770944b6111840894CTeOB1Teb1BFTI0CTISCETRes 7T
3507514477 T8CRA2 725 50210c4 2926099004 100606 TEL FSaGadal
yvoluse

75 C\sers\deso>

e o € mQ N = et





OPS/images/9781119560715-fg020511.png





OPS/images/9781119560715-fg020514.png
NE
= R °
PR - o x »

P

moe
Wom  Choosepeopleon your network toshare with

F06¢ Trpea nameandthe cick Add o ickth arow o find someone

= v
s <) =
avobn [ e Pemision vt
Ny e—" Resde
*- S8 bt Ouner
S8 Fiewre s Resdive =
Cmbaing ol haing

@shwe || Cancel

Zitems 1 tem seected






OPS/images/9781119560715-fg080704.png
(IRt
e

B

5 e

B vz O






OPS/images/9781119560715-fg020513.png
New Object - User

| QST

Fist name:

nials:

[John
Lastname: [Smith
[John

Fullname:

Userlogon name:
fomith| @sometestorg.com

User logon name (pre-Windows 2000}

[SOMETESTORG\ st

<Back Next>






OPS/images/9781119560715-fg080705.png
75 C:\Users\deso> docker.run —d —isolationshypery v c+\ContoinerData:c:\Dat corelis

?5 C:\Users\deao> dacker.run -d —isolationshypery v c:\Containerata:c:\0ota:AO coreiis
77716048140b6aT 86 3000750814 280¢ 4D ocBabTcec 1890 JebGhat 745

75 CUsers\deno> o

e o € mQ N =0 et





OPS/images/dummies-logo.png





OPS/images/9781119560715-fg020509.png
b Ache Shucteey Semela Suntons Confipuaton Waed -8 X

Prerequisites Check et
ity O g e

@ vemrs
A Vindos e 50 o s v s ety g e o gy Sy e .
T e e e g S e s oy e o it
o o e e s i S5 g AT S TS
A Koo OV e vt e it e ekt o o Wdos
s e S Do o S S 0
© Pt o
© Cieenso s s sy, ket

e e ——————— T ————






OPS/images/9781119560715-fg020508.png
1o

W avos || 18 onee '
D vy © vy






OPS/images/9781119560715-sb030701.png
&

Gl





OPS/images/9781119560715-fg020505.png
New Scope Wizard

1P Address Range
You define the scope adress range by dentiying a set of consecutive IP addresses.

‘Corfiguration settings for DHCP Server
Enterthe range of addresses that the scope distbutes.
Start 1P address: [ 192168 176,

EndIP address: | 192168 176 254

Configuration settings that propagate to DHCP Clent

‘Subnet mask:

<Back Next> Cancel






OPS/images/9781119560715-fg020504.png
o068 8

e
5
2 faa






OPS/images/9781119560715-fg020507.png
New Scope Wizard

Domain Name and DNS Servers
‘The Domain Name System (DNS) maps and ranslates domain names used by clints
on your network

You can specify the parent domain you want the client compters on your network fo use for
'DNS name resolution.

Parent domain: [sometestorg com

To corfigure scope cients to use DNS servers on your network, enterthe [P addresses forthose.

Server name: 1P adress:
I Add

Reole | [12768176.128 Remove

Up

Down

<Back Next> Cancel






OPS/images/9781119560715-fg020506.png
New Scope Wizard

Add Exclusions and Delay
Exclusions are addresses or a range of addesses that are not distibuted by the
sever. A delay i the time durstion by which the server wil dely the transmission of 2
'DHCPOFFER message.

Type the IP address range that you want o excude. f you want o exclude  singe.
address. type an address n Start P address only.

Start IP address: End IP address:

m

Excluded address range:
1571681762

<Back Next> Cancel






OPS/images/9781119560715-fg020501.png
es2@XBabEmian

=t s
[P






OPS/images/9781119560715-fg020503.png
New Zone Wizard X

Reverse Lookup Zone Name
Areverse lookup zone translates [P addresses nto DS names.

Todenty thereverse lookup zone, type the network ID o the name of the zone.
©NetworkD:

sz 168 176

The network ID s the portion of the IP addresses that belongs to this zone. Enter the.
network ID n s nomal (not reversed) order.

1 you use a 7o n the network D, it il appear n the zone name, For exangle,
netiwork ID 10 would create zone 10.1n-2ddr.arpa, and netnork ID 10.0 vould reate
Zone 0. 10.n-2ddr arpa.

OReverse ockup zone name:

176.165. 152.n-addr.arpa

<Back [ MNext> Cancel






OPS/images/9781119560715-fg020502.png
New Zone Wizard X

Zone Name
Vihat s the name of the new zone?

The zone name specifies the portion of the DNS namespace for which thisserveris
authoritative. It might be your organizatins domain name (for example, microsoft.com)
or a portion of the domain name (for example, newzone microsoft.com). The zone name i
not the name of the DNS server.

Zone name:

‘sometestorg.com|

<Back [ MNext> Cancel






OPS/images/9781119560715-fg030305.png
Lo e






OPS/images/9781119560715-fg030306.png





OPS/images/9781119560715-fg030307.png





OPS/images/9781119560715-fg030308.png
| cimon cows
B sia






OPS/images/9781119560715-fg030301.png





OPS/images/9781119560715-fg030302.png
Find

Find what

HANNEL]

O Values
Opata

[ Match whole sting only

4






OPS/images/9781119560715-fg030303.png
B Raguery Edter

o
ey






OPS/images/9781119560715-fg030304.png
B Raguery Edter

< canpe = -
Sty HCS
et O






OPS/images/9781119560715-fg020411.png
R S

€

— o
Make changes o your use st

R gvcorn ey






OPS/images/9781119560715-fg020410.png
. WorkgroupData Properties

General  Sharng  Securty  Previous Versions | Customize
Network Fie and Folder Sharing

WorkgroupData
Shared

Network Path:
\\SERVER2019-DC\WorkgroupData
Share.

Advanced Sharing

‘Set custom pemissions, create muliple shares, and set other
advanced sharing options.

© Pavanced Sharng

Password Protection

Peaple must have a user account and password for this
computerto acoess shared foders.

To change this seting, use the Network and Sharing Certer

Cancel Aoply






OPS/images/9781119560715-fg030309.png
11 Advanced Securty Settings for HKEY_LOCAL MACHINE

Owner  SYSTEM Change

Pemissions | Audng _ fectveAccess

Foraddtionsnformston, doubl-dick s permission ety To iy s pemiion enty,selectthe enty s <ick 4 (f bl

Pemission enties:

Type  pncipsl ecen
S8 aow  sySTEM FullControl
S8 Alow  Administators SOMETESTOR... FulContol
2 Alow Evenone Resd
S8 Alow  RESTRICTED Resd

I Alow  ALLAPPLICATION PACKAGES  Read
50 Alow  AccountUnkown(-1-153-.. Read

Inheted from
None
Hone
None
None
Hone
None.

Appiesto
This ey nd sbkeys
This ey and subkeys
This ey and subkeys
This ey and sbkeys

This ey and subkes
This ey and sk

s Remove | | View

Disble nhetance

3 Repsce i chid bject permision eniewith inhrtsble permiion entes from thi bject

ok ][ cance | [ aly






OPS/images/9781119560715-fg040101.png
View yourbasic neork informaton nd et up connectons

P———
A ——






OPS/images/9781119560715-fg040104.png
@ Home Status

T Network status

. 289

© e Youre connected o the Internet
® roy

Change your network settings

& oo

&, somortons

.






OPS/images/9781119560715-fg080603.png
75 C:\Users\deso> docker network create -4 not --subnet-192.168.175.0/24 --gatewdy=192.168.175.1 ot
75 C:\Usersndeso> docker netuork 15

Tatte1iaer Iyt not Tocal
Sheas21edsa t nat Local

w1 Local

e »o % € mEQ =0 el





OPS/images/9781119560715-fg040105.png
@ Hame Ethernet

Ethernet
[ ] smesasiom
& s

Related settings

= aena g s apas

® roy






OPS/images/9781119560715-fg080604.png
25 C:\Users\deso> docker network créate -d transparent AyTransiet
75 C:\iserstdesos docker netiork 15

Tattosioer Iyt not Toc
wsSobicasscr HyTranstiet transparent Local
shezs2iedssn mt nat Local

75 C:\iser\desos Get Wwitch

wat Internol

HASHb1CAG9CTod0eDcAbe 16bcce1eGSFT1EC1T267CLeS2ea8Aa00835050cb] External  Intel(R) PRO/I000 MT Hetwork Co.

25 C\Users\deso>

e »o % € mEQ =0 el





OPS/images/9781119560715-fg040102.png
R Mebvadk Connontors: o =

B Comunt » b i+ e s £D 5
O+ Dust bt Do hcomcton s coracion Ve o of b cormcion > - a0
© ot oo
13
© o
© e






OPS/images/9781119560715-fg080601.png
PS C:\Users\deno> docker network 1s

NETWORK D e oRIVER score
sbe2521eds2a nat. nat Tocal
297eaea2620 none null local

PS C:\Users\deno>

e »o % € mEQ = el





OPS/images/9781119560715-fg040103.png
@ Hame

Ut 8 secunty

o

Windows Upsse
2 DeeyOptmzton
[r—

o s e

oy

©

Troubleshoot

Getup and running

) Pt

e

73 wincowspase
(2

Find and fix other problems

§ s

[ ——





OPS/images/9781119560715-fg080602.png
PS C:\Users\demo> Get-WSwitch

Name SwitchType NetAdapterInterfacebescription

nat Internal

PS C:\Users\deno>

e »o % € mEQ =0 el





OPS/images/9781119560715-fg020413.png
o






OPS/images/9781119560715-fg040108.png
@ Hame

& s
© e

® oy

Proxy
Atomatc prosy setup

-
- o

seseup st

@ o

p—

son

Manual proxy setup

o P e






OPS/images/9781119560715-fg080607.png
75 C: \Users\deso> docker run -4 —-isolation-hypery --network-lat coreiis
75 C\Usersdeso>

e »o % € mEQ =0 et





OPS/images/9781119560715-fg020412.png
i Chongo on Acoount

ra

Mk changes o ser Numero Une's acount

eyt R User Numero Uno.






OPS/images/9781119560715-fg040109.png
0 Ethemet0 Properties
Networking
Connect using.

& itel(R) 825741 Gigabit Network Connection

Corfigure.

“This connection uses the folwing fems:

et for Microsoft Netwoks

B erae st oot et
3005 Packet Schedier

2. Microsaft Network Adapter Mulplexor Protocol
2. Microsoft LLDP Protocol Drver

2. temet Prtocol Version 6 (TCP/IPY6)

>

nstal
Descrption
Transission Cortrol Protocol/itemet Protocal. The default

i ara network prtocol it provids commncaton
e dvane iceonmeded o

Uninstal Fropetics

oK Cancel






OPS/images/9781119560715-fg040106.png
& e
O Vs v prtection
O hop ool

© st

Firewall & network
protection

)

B Domain network (active)

1 Private network

3 Public network

Windows Communiy veor

o' protecing me?

oy e,






OPS/images/9781119560715-fg080605.png
75 C:\Users\deso> docker netuork create. -0 12bridge --subnet-192.168.175-6/24 --gateway-192.168-175.1 Bridgelet

$983eb32aca 1049130487 200465 3c3639bc 45041410486 2eBAbaachS8ST 0D
75 C:\Users\deso> docker netwrk 15

soB3echszaca Bridgetet Iobridge Local
Patg1f2e1 ot not Local
asbbicasacs PyTeanstct [r— s

heas2iedsza t nat Local
257eaes2620 none. w1 Local

75 Csera\

tome SwltchType Hetadapterinterfacebesceiption

ot Internal
4451469 T0dDe AbeLobc 16655 bO1GC11267CLcS2e0B4aaa 35658k Extr

Intel(8) PRO/1000 MT Hetwork Co.
Intel(®) PRO/1000 HT Hetwork Co.

25 C:\Users\demo>






OPS/images/9781119560715-fg040107.png
@ Hame

& s
© e

® roy

VPN
VPN

] 200 comcion

Advanced Options.
@ o

@ o
Related settings






OPS/images/9781119560715-fg080606.png
75 C:\Users\deso> docker netuork Create. -0 12tunmel --subnet-192.168.175.6/24 --gateway-192.168-175.1 Tunnellet

053661728ce 9604 3ac20F e6030c245326180cGhAS6SAAT2ATI056
75 C:\Users\deso> docker netirk 15

soB3echszaca Bridgetet Iobridge Tocal
Patg1f2e1 ot not Local
taswbicaeaes IyTeanstct Jr— s

ssag61728ce Tonneliet 12tummel Local
heas21edsse ot nat Loca

%5 C:\isersdesos Get-Witch

at Internal
A5 A69CTOdDeDC e 16bcce 16655 OB T267CLCS2e8BA00B35658ck1 External  Tntel(R) PRO/1000 MT Nietwork Co
$98300b32aco 104013008 200465 3¢a69bc 45001410086 2ebAbanchs8S7 10D External  Intel(R) PRO/I000 MT Hetwork Co.
B58661728ce060F4FSac b 36030¢ 42455326190 FGbaS6SFOA4I347211056 External  Intel(R) PRO/1000 MT Network Co

25 C:\Users\deno>

e






OPS/images/9781119560715-fg030310.png
Remote Registry Properties (Local Computer)
General | LogOn Recovery  Dependencies.
Senvicename:  RemoteRegistyy
Display name:  Remote Registy

Descrpton ables remole users to modfy regiy sefngs on
s compuer. s servie s opped. the egty

Pathto executable:

C:\Windows system32\svchost exe  localService

Statuptype:  |Disabled v

Service staus:  Stopped
St Siop Pause Resume

You can spectly the tart parameters that apply when you sta the service:
from here.

Start parameters:

oK Cancel Aoply






OPS/images/9781119560715-fg030311.png
89 Wiadous Dafander Fmesl: Aow inbound remcte sdeiistreton exeption o x

3 oo e o s e o ccnon g [ e

Otercntgues ot
@t
Opuses
N
v v
B ———————— e Cote A s Wose gt varamcumon 0O Tovoms |1
T S e s B o ey Rt
o e ke 50 s st Do et
- ety ey i e SO O s U s

o ot sttt et ot Sy gt
RS —— e e it T O e ety e o ek o
oo comtiionct e Ty p——
ao— e e e T

R S b o 1 kS S5 v s S S8k
A —— o
e
S e e e Ty
e B T e e e e e
S — T e e e

[Ss———— o o b ey

I ———
e e e vy o iy e o e e«

T T
N EIYE ] DT






OPS/images/9781119560715-fg020409.png
i Computer Masagemant

esl2fi006 0
& corpte s o] onchime

iy
- wero 5]
Y
s
e T T S | .
5 oot
et






OPS/images/technicalstuff.png
&





OPS/images/9781119560715-fg020520.png
¥ ovor
s 266/ B
T
B e
B Pt T

e

S
P
2 fae






OPS/images/9781119560715-fg040111.png
Advanced TCP/IP Settings

PSettngs DNS  WINS

1P addresses.
1P address Subnetmask
192.168.176.128. 255.255.255.0
Add Edt.
Defauit gatenays:
Gateway. Metic
192.168.176.2 Automatic
Add Edt.

Automatic metric

Interface metric






OPS/images/9781119560715-fg040112.png
New Zone Wizard

You can select how you want DNS data replicated throughout your network.

X

Vv

Select how you want zone data replcated:

(O To ol DN servers running on domain contrallrsin tis forest: sometestorg,com
(®)To ol DN servers running on domain contrallrs i tis domain: sometestorg,com

(O To o domain contrllers i tis domain (for Windons 2000 compatbiity):

sometestorg.com

To all domain controllrs specified in the scope of this drectory par iton:

<Back






OPS/images/9781119560715-fg040110.png
Intemet Protocol Version 4 (TCP/IPvd) Properties
General

You can get I settings assigned automatialy i your network supports
this capabiity. Otherwise, you need to ask your network adminstrator
for the appropriate I settngs.

(O Obtain an P address automaticaly

@ use the folowing I adress:

P adress: 192168 . 176 . 128
Subnetmask: [255 255 255 . 0 |
Defait gatenay: 2168 175 2

btain DNS server address automaticaly
(® Use the foloning DNS server addresses:

refered oS servers w01
Atermate DS sever [ERCRONT
[vaidtesetngs pon ext ]






OPS/images/9781119560715-fg020406.png
Select Groups

‘Select his object type:

(Groups Object Types.
From this locaton:

[SERVER20190C Locations.
Enterthe object names o select (examoles)

[SERVER2019 0C\Workstaton Users Check Names

Advanced.

oK






OPS/images/9781119560715-fg020405.png
Username: [Usert
Fullname: User Numero Uno
Descipton

Password

Confim password

Jser must change password at nextlogon
User cannot change password
Password never expires

[ Account is disabled






OPS/images/9781119560715-fg020408.png
Customize Permissions ?

‘Share Pemissions  Securty

Group or user names:

82 Workstation Users (SERVER2018-DC\Workstation Users)

Pemissions for Workstation
Users

FullControl
Change

oK Cancel






OPS/images/9781119560715-fg040113.png
s afIXD a5 Bm 8

* oo ooyt st 08 Dt drmas s
0 S b Flosme s puatoider  Namesans 081 9. ot

<8 e






OPS/images/9781119560715-fg020407.png
Browse For Folder X

Picka folder you would ke to share. To add a new folder,
cick Make New Folder.

T Music A
= Pictures
B videos
Local Disk (C:).
i DVD Drive (D:) 555_X64FRE_EN-US_DV9
V' s Volumel (E)
| WorkgroupDsts

WorkgroupData

"Make New Folder 3 Cancel






OPS/images/9781119560715-fg020402.png
System Properties

Computer Name | Hardware  Advanced Remote.

Windows uses the ollowing information to dentfy your computer

onthe network.
Computer descripion: ||
For example: IS Producton Server” or
B Pty
Full computername:  SERVER20130C
Workgroup: WORKGROUP
To rename this computer or change fs domain or Change.

workgroup, cick Change.

oK Cancel Aoply






OPS/images/9781119560715-fg020401.png
L ——

5 ® @-






OPS/images/9781119560715-fg020404.png
New Group

Groupname: | Workstation Users
Descrption: | Access o resources through our workgroup]
Members:

Add Remove

Help Creste. Close.






OPS/images/9781119560715-fg020403.png
‘Computer Name/Domain Changes X
You can change the name and the membershp f ths
computer. Changes might afect access o netwok resources

Computer name:
[SERVER2015.0C

Full computer name:
SERVER20190C

Member of
O Domain:

© Workgroup:
[NOTWORKGROUP

oK Cancel






OPS/images/tip.png





OPS/images/titlepg.png
e

S5

Windows
Server 2019 &
PowerShell

ALL-IN-ONE

by Sara Perrott

diimmies





OPS/images/9781119560715-fg020301.png





OPS/images/9781119560715-fg020307.png
(i Wndons Octunter o with Advonced Suouly
e s Von 4
siamls B

[
vy @ oo v

e
Prurirasipmedim 3
@ ontDec o e 105
@Cintovec s ey Ui
[ et m—————e
et ———
@ ottDe g 4T
@inicve g (95
@ coxteDecs g e 95
@ coxtbece g (055
@ ot Dee g e 15
@ontcDe g 50
@ contoDec g 55
@ cottvec s 5
<O e e DO
@ Coong Desmon e,
@ ooy Desmontmesn.
R —————
ot O ekt
@ty e G
@ U (G0
[y
L
@y Moo

oo

e

pisctnseny
ptited
Contiaroing
Pt
ptisnd
ptimesed
Contiaroiny
pvated

ptsnd

g
i

FIPRRITTRIRIT™ T
S AR

ErrrrrzrEEeg

& e
7 syt
v smbne

5 orontn
e






OPS/images/pinterest-logo.png





OPS/images/9781119560715-fg020306.png
> Securly snd Msienance

PN

Revew recent messages an rescveprems

Seauriy

e ———
© oot

e st s s oy ot
@ St | gt .

poN——






OPS/images/9781119560715-fg020303.png
Aot yourcomputer setings

) Admiisve s
@ ovesnatine

@ oot rcoscemer
& ndeing Optins.

& rose

&) Progams snd esures
W e an e
9 spen

8, v s

sty
g r—
[ e—

@) e Opions

g Nemisneing

& recovery
P somd

Tsktarand Nvigation

Windows Oelender
Frewsl

3 coramgemens
op—

fo—
@, iscs i
Pup—
B resen

& Speech Recogition

@) ttospeecn

@ croerittimager
S Do s
W o
-

B ronecopions

Remotehgp and Deskiop.
Conmecions

@ smece

W Toesoing






OPS/images/9781119560715-fg020302.png





OPS/images/9781119560715-fg020305.png
© Choose default apps by file type

+

+

+

+






OPS/images/9781119560715-fg020304.png
.

LJpe—

P s

Default apps
Choose default apps

] Crooses

e e

[rre———






OPS/images/9781119560715-fg010412.png
lbters\Adsinistrators Set Mt irosalInule Noms “Rensterskdain RSchs tn Ter “Erapled Trve
remminasinizerstons oot e ireialinule ‘remoter | Formatt

kst J—
S e e 0 i 1t e
S B e e 20, 2 S 2
S B R e 12
BT S
gt SR

S ame, Bl
SimgEEmEn, Eimass
S A Emht
e ST
e o W
R Ehe, | EETESE
TR, B T e






OPS/images/9781119560715-fg010411.png
wmoteEventLogSve-In 100
tetventLogove 1510 1G>
e A i 1

oisplapuane

Renore Schaduled Tasks Maragenert (40C)
Rkt Sheaica Tk kg (i o)
Remors ouskton

Remote Event Log harsgement (Roc o)
Remore Sarvice Fonspecert (R56)

Remoxe Sarvice Maragenent (1p-1r)

Remote Sarvice Maragenert (RPC-EPAD)
Windoe Firea Rekoe Nasspenent (R0C)

Schadules Tasks Nanagenent
Sihaiuiea Taiks mansgement
ety

b

o Lo Moot
Service hindgennt

Vindors Fireiall Remoe Nonsgement (35 69) Mindous Fireia Remot Mansgesent






OPS/images/9781119560715-fg010410.png
bty rase e
i Fiie ana storage services. Fileandstorage-services

(1" e TSt sarvtces File servicer
e e s

Ty ——

I Success. (Fi1e and 15651 Services, File Server)

5 C:\usors\hdninstrators Get Mindousfestare 1

9 i e e iz st
Rt fee

5 Cousors\wamintstrstors -

st seate

Aatiapte

nstaiieg






OPS/images/9781119560715-fg030102.png
Server Manager * Dashboard

& =
PR T T

femone 8

-]






OPS/images/9781119560715-fg030101.png
Waoos
1o
rIE—

Manager *

hboard

@ configure this local ser|

' onee

o © oy |

oo
P
Sy biamaion






OPS/images/9781119560715-fg030106.png
2 Disk Cleanup for (C)

Disk Cleanup  More Options

£ Youcan use Disk Cleanuptofree upto 720 MB o isk

space on (C).

Flesto delte

[ vinc fender Antivins 1.26 18 |y
|_| Downloaded Program Fies Obytes
8 Tenporary itemet les 316K8

[ ystem crested Windows Eror Report. TH6KB

0] [ Drectx Shader Cache 88K8

Totalamount o disk space you gan 501MB

Descrption

Non crical ies used by Windows Defender Artivinus

oK Cancel






OPS/images/9781119560715-fg030105.png
% Optimize Drives

Vou can optimize your drvesto elp your computer un more eficenty, or analyze them tofind outf thy need to be-
optimized. Only drives o or connected to your computerar zhown,

o
e e v
e e eew oo ]
e —— e

= ==
on e
Po—
ety

Close






OPS/images/9781119560715-fg030104.png
i Computerumagunant -8 X
o058
[ Corpie i ]
i s
O st
« o
& s
o frmiond
R ease
2 koo
Yy e
e
e
i Gpri
i
[ et
G
P sty
[ et
s
2 f

Smacome






OPS/images/9781119560715-fg030103.png
B St snd Sacely
c re

ro——

sy EC

Secuy and intenance
O oot s e | @ o e o i

o Vst

R Jrenti o A pN——

i Adminsative ook
) Dot sy v @ ottt ks | @i g
@ireisin @ ot sriombes gt

Fash Payr (3250






OPS/images/9781119560715-fg030109.png
B Raguery Edter

e
v
fFvtied
v
b
bttt
St

-
nes
ot
s
ot
s
ot
s
nes
oot
nes
ot
s
ot
s






OPS/images/9781119560715-fg010414.png
e T ——
e operstion compleced successfutly:

\sers\rsmintstratorsbesedit fenm

st ——
SEr i croori\Gaatostrg. i1

Griotatsettings)

{Gorranty
{5neEsan-bana-s1ea-a577-orssapssase)
feoerenty
i

o)
{Bingoustoyseeasatuintond. ot






OPS/images/9781119560715-fg030108.png
I Lot Socuty oty
LTI E]

St pamo
i
ot
bt o et compn e
[ Soeuiatae oviog

et o ot

ettt

T






OPS/images/9781119560715-fg010413.png
R ———

st —
SEr i erotorGastostrg i1
e —

oy

{5neEsain-baoa-1ea-g577-orssavssase)
{eoeranty
i

o)
SHindoustoysceasatutntond. ot
{oaotlondersettings)

(BT e smssamine






OPS/images/9781119560715-fg030107.png
Fitter Current Log
Fiter XL
Logged: Anytime v

Event level: Critical

Error
Eventlogs:  [Security

Eventsources: FopZport Securty, Securfy Account Mmage [«

Includes/Excludes Event IDs: Enter ID numbers and)/or ID ranges separated by commas. To.
‘exclude citeria, type a minus sign firs. For example 1,3,5-99,-76.

<AllEvent s>
Task category:

Keywords:  [Rudit Faure )
User <AllUsers>

Computer(s: <Al Computers>

Clear

oK Cancel






OPS/images/9781119560715-fg020211.png
T New StoragePoot Wamd - 8 x

Select physical disks for the storage pool

e, s g byt o o orly oct s ot e ot e ld ks
o rosame | pysatsas
TR © o o Goen o B e e Owse et

o

Totseescapy. 2068
O seccng e o e s st

[<hroious ] [Net> | [ coewe | [CCamel ]






OPS/images/9781119560715-fg020210.png
s New storage Pl Wawd - o0 x

Specify a storage pool name and subsystem

Sekctth roup o e ks 3 3 el o)t ot
(=T fusosere Suoopien oo

cewe | [CGaneel ]






OPS/images/9781119560715-fg020213.png
P New Virtual Disk Wazard

Select the storage layout

setore

Layout:

Descriptn:

[Smple ] Ostoi stiped across physical ks, masimiing capcity and
Mirer incresing troughput b decesing reiobiy T roge
pary

{syoutrequres st et one i nd des ot pratectyou o
pytetiony






OPS/images/9781119560715-fg020212.png
P New Virtual Disk Wazard - o x

Specify the virtual disk name

Name: D

Creste storage ters o s vitual disk
Storage e enable sutomatc movementof the st frequenty aceseedfes t fster
storsge

00T use storage e th storage pocl reuies  minimom of one automatcaly slocsted
Phycs s of exch medis ype 550 and HOD).

T ] [ e |






OPS/images/9781119560715-fg020219.png
B BitLocker Drive Encryption - o %
€ Be SymemandSecurty > BittockeDrve ncrption V6] Sean Convpane »
[~
ConetPandtome BitLocker Drive Encryption
Helpprtec your e nd e rom unauthorized cces by prtecting yourdives with Bitocker.
Operating system drive.

C:BitLocker off

© Tumonsitocker

<

Fixed data drives.

Removable data drives - BitLocker To Go
Volume? (€9 BitLocker off

© Tomenitocker

© oM Adminiton
© DiskMamsgement

Prvacystement






OPS/images/9781119560715-fg020218.png
@ System 2nd Security

€1 R Comolband > Sptem s secuny >

ControlPone Home

o System andsecurty
Networkand nemet
Harduare
Programs
[—

Appesanceand
Peransizsion

ClockandRegon
-

A% ok ¥

- o

V6] Sean Convpane

Security and Maintenance
Revien your computer ot and e s
1 Chinge Usr Account Cotrl setogs | Trobleshoo comamon compute probems

Windows Defender Firewall

Check el atus

System

ow

o through Windows Frevsl

View smount of RAM and procesor peed | @) Allow rmotesccess
Lounch remote ssisance | Sesth mame o this comps

Power Options

Change whatthe powes butons o | Change when the compute seeps

BitLocker Drive Encryption

MansgeStlocker

Administrative Tools
Detiagment nd optimieyousdives. | @ Crese snd formst had ik pattons

@ View eventlogs

@ Scheduletasks | @ Generatea system heath report

Flash Player (32-bit)

x

»






OPS/images/9781119560715-fg020215.png
s New Volume Waard.

Assign to a drive letter or folder

Selctupether o

Asignte:
® Orive et [ €

The fotowing foder:

foldervitina v, 20ch 3 AUz Dta.

) Dontasign o driveleter orfolder.

1 the vl to »drive lter o flder. When yau ssign s volome 08
older thevoume appears






OPS/images/9781119560715-fg020214.png
| ETrere—

v 5 @ ©






OPS/images/9781119560715-fg020217.png
s Add Roles and Features Wizard

Add features that are required for BitLocker Drive
Encryption?

You cannot instal BitLocker Drive Encryption unless the following
ole services or features are also installed.

Enhanced Storage
4 Remote Server Administration Tools
4 Feature Administration Tools
4 BitLocker Drive Encryption Administration Utiities
[Tools] BitLocker Recovery Password Viewer
[Tools] Bitlocker Drive Encryption Tools
4 Role Administration Tools
4 AD DS and AD LDS Tools
4 AD DS Tools
AD DS Snap-ins and Command-Line Tools

Include management tools (if applicable)

Add Features | | Cancel






OPS/images/9781119560715-fg020216.png
T Add Roles and Festures Wasrd.

Select features.

sefers vou g
Insslaton Type

Server seecton

ServerRoks

Contrmaten

9 Envanced Storage

] FooverCuserng

0] Group ol Management

0] HortGusrdon yper ¥ Sopprt

0] V0 Qusity ofServee

0] 15 Hostable Web Core

5] nternet Prining Clint

(5] 19 Acress anagement (9300 Server
71 isns Semrsence.

Description
BilockerDive Enypton s to
proect dotaonost solen o
mapproprstey decommisioned
computers by ncypting the et
ok and checking e gty f
st oo compenents. Doa oy
ecypted  thos components .
successuly verfed nd he
ancypted drve s ocnted i the
gl computer ntegrty checking
requres a compatle Tusted
Pitorm Moduie (T9M).

o

st | [CGaneal






OPS/images/9781119560715-fg010401.png
Settings

@

Home

Find a setting

Update & Securlty

Q

O % @ B

= O

Windows Update

Delvery Optimization

Windows Securty

Trouieshoot

Recovery

Actvtion

For developers

- o
Activation

Windows

Edton  Windoves Server 2019

Actvstion Windows i actated

Product D
Product Key 0000 10000 X000 XX0O0K72V67

Update product key

To use  different product key o this device, select change product
ey,

[o\PH——

Where's my product key?

Depending on how you got . actvation ill use a d

et more info about actvation






OPS/images/9781119560715-fg030113.png
T Add Servers. - o
ons import Selected
Computer
W sometestorg » @)
. 4 SOMETESTORG.COM (1)
SERVERZ019-DC
Name,or beginningof name
Find Now
Neme perating System
SERVER2019-D... Windows Server 2019 Datacenter
SERVER201O-C... Windows Server 2010 Datacenter
SERVERZ0T6-C... Windows Server 2016 Datacenter
WinlOClent  Windows 10Pro
5 Computers) found TComputers) sdeced
Help oK Concel






OPS/images/9781119560715-fg030112.png
® CreateTask

General Triggers Actions  Conditions _ Settings

Neme: [y Custom Task
Location:  \
Author.  SOMETESTORG\Administrator

Description:

Securtyoptions
When running the tak,use the ollowing usr account:
SOMETESTORG\Adminitator Change Useror Grou..
O Run only when user s logged on
© Run whether useris logged on or ot
(0] Do not store password. The task wil oy have acces tolocal computerresources.
00 Run vith highest prvieges

O Hidden Configurefor: | Windows Server 2019

o] [ o






OPS/images/9781119560715-fg030111.png
System Configuration

General Boot  Services Startup Tooks

Startup selecton
@ Normal startup.
Load al device drivers and services.

O biagnostic startup
Load basic devices and services orly

O Selective startup
Load system services
Load startup items

Use original boot configuration

3 Cancel Aoy






OPS/images/9781119560715-fg030110.png
Server Properties (Local Computer)

Descpton: sl pint, and named-pipe sharing overthe &
forthis computer | this servce i stopped.

Pathto executabl:
C:\Windows\System32\svchost exe  smbsvcs.

Statuptype: [ Automatic &

Service staus:  Running
St Siop Pause Resume

You can spectly the tart parameters that apply when you sta the service:
from here.

Start parameters:

oK Cancel Aoply






OPS/images/9781119560715-fg010409.png
@ Allowed apps. -

T M <« Windows OcfederFrewall 5 Allwed 9y vo

Allow apps to communicate through Windows Defender Firewall
o dd,chang, o remave alowed apps and port,cick Change setings.

Wit aethe ks of showingan app to commuricate? ©change seting:
Alowed apps and estures
Neme Piate Public A
BDeskop Agp Vi Viewer

Bigick
0L protocel sever

DDitrboted Tansaction Coordimtor
D andsccounts

Dl and PrintrShring over SMEDiect

pesooofecsss
peeooofsocss

O senice
Dkey Mamagement Senice
@mons.
Namor uicstan
DOlNeoaen senvice v
Dot || ok
Alow sncthropp..

oK Concel






OPS/images/9781119560715-fg010408.png
i Add Roles and Festures Wizard

Select server roles

Select on or more rols o nstall o the selectedsever

seforeYousegn
nsaiston ype Rotes
Sk cecon D) Acive Drecon Cerfcate Sevces
IEEDTN | O o oo Serensenis
p—— (3 ctve DrectonFecrsion Sevees
5] Actve Dector ighmmeioht Dty Sence:
Contrmsten 5 ctveDiecany s anagament S

0] Device el Aestation
0] 0GP semer

D onssener

O fexsener

8 Fie and Strage Senics (1 of 2insaled)
4 ] Pl 3 505 Servces

] ErancCache for Network e
5] DutaDedupication

5] 0FS Namespaces

5] 0FS Replcation

51 e Semer Resaurce Manager
5] e Ser VS5 Agent Semce

71 505 et Semer

Descripton
FleSever manages shered oders
and nsbie a1 cces s on
s computer fom the netwrk.

[<rrevous |

ot | [ ]






OPS/images/9781119560715-fg010407.png
\indoes\systemszone. stop wususery
e Windous Upiace Service 15 ot searced.

e help 55 suatlsble by typing NET HELPHSG 3521

\indoen\systemspocseript scragedit st /A0 4

\indous\systemszonet start wissers
e inaoes Tposte service 13 Storeing.
e iniors Updste sorvice vas searted soccessfly.

-






OPS/images/9781119560715-fg030115.png
s @ @~

pm——
podon






OPS/images/9781119560715-fg010406.png
& Configure Automatic Updates

5] Configure Automatic Updates

4~ Auto download and schedule the nstall

The folowing sttings are only required and
spplcablef 4 i selected.

0] sl curing sutomstic maintenance
Scheduled installdoy:

0-Everyday. E

Scheduled nstll ime: (0300 v

1fyou have selected "4 - Auto dowioss and
“chedulethe insal for your scheduled nsal .
3nd speciied aschedule you also have the option
<o limit updsting t 2 weekly, bi-weekly or monthly
occurrence,using thecptions below:

Previous Setng | | Next etting
O NotConfigured Comment:
@ Enabled.
O Dissles
SUPPOrIed O [ Windows XP ProfessionalService Pack 1 or At lsst Windows 2000 Sevice Pack 3
Options: Help:
Configure automatic updating: Speciies whether this computerwil receive securty updates and

otherimportant downioads thiough the Windows automatic
updating semice.

Note: Thi polcy does not apply to Windows .
This seting e you specity whether automatic updates are

enabled onthis computer. I the senviceis enabled,you must
electone o the four options nthe Group Polcy Setting:

Notify before downioading and installng any updtes.

‘When Windows finds updates that apply to this computer,
wsers will e noifed thet updatesare resdy o be downloaded.
fer going to Windows Update, users can download and install
any svaiable updates.

(Defaul seting) Downiosd the updates automatically
and notiy when they ar ready o be insaled

‘Windowsfinds updates thet apply to the computer and

Apply

e






OPS/images/9781119560715-fg030114.png
W ho0s

o

S o st

a6 10 s W Mo S i ———






OPS/images/9781119560715-fg010405.png
(C\Usars\Administrators Sat-OniCHantSeruerAIrg2s -IntanFSCeInGEn 3 -SAVTAIIROTEeS 193 168.3-3, 102-160.3.3






OPS/images/9781119560715-fg010404.png
Iotersaceouscription Setnden seatus

[ — e Wi e

prefixtength 2 -oofauitcatonsy

o
Infinite ((risespon): haxialue)
vinhd (e i)






OPS/images/9781119560715-fg010403.png
Windows Script Host

Activating Windows(R) ServerDatacenter edition

(3bac02-e65b-48bc-a61e-e14befbdd6T4)
Product actvated successfull.

ok






OPS/images/9781119560715-fg010402.png
Intemet Protocol Version 4 (TCP/IPvd) Properties
General

You can get I settings assigned automatialy i your network supports
this capabiity. Otherwise, you need to ask your network adminstrator
for the appropriate I settngs.

(O Obtain an P address automaticaly

@ use the folowing I adress:

P adress: 92165, 2 . 1

Subnetmask: [255 255 255 . 0 |
Defait gatenay: w2 6.2 . 1

btain DNS server address automaticaly
(® Use the foloning DNS server addresses:

refered oS servers [ERC I
Alternate DNS server: 192.168. 2 . 3
[vaidtesetngs pon ext ]






OPS/images/9781119560715-fg020202.png
Customize View
Select or dear the check boxes to show or hide items in the
console window.

MvC

[console tree
Standard menus (Acton and View)
Standard toolbar






OPS/images/9781119560715-fg020201.png
A Device Manager
Fie Adion View Hep

s nEn e

<A sevERnoc
) @ Bncies
> 8 Computer
= Diskdives
15 Diply sdopters
3 2 DVD/CO-ROMarves
I Homan nefce Deices
108 ATAJATAP| comtrotr:
= Keghourts
0 Micesnd cther pinting deices
Monitor:
2 Netork sdoptess
© Y Otherdeices
Bl Base System Devce
> @ Pots (COMaLPT)
3 2 Prqueves
O processrs
3 4 Sound,video snd gome contoes
> G Stoage contollers
B System deces






OPS/images/9781119560715-fg020208.png
T Add Roles and Festures Wasrd.

Select features.

sefers vou g
Insslaton Type

Server seecton

server Roes

Contrmaten

Seect e o more festures o nstall on th slctd s

Feoures

0] ennanced stoage

0] FoverCuterng

0] Group oty Manogerment

0] Host Guaron Hypar ¥ Soppert
0] VO Quaty of Seve

0] 15 Hostable Web Core

5] internt Proting lent

(5] 19 Adress Mansgement (201 Server
0] 58S Semrsemice

0] PR Por oniter

0] Management s IS Ecersion
) Medi Foundston

o Queuing

=
] Mot Conmector

5] Network Losd Belancing

0] Nevork Viuaizaton

) Peer Name Resoution Potocs

7] Qualty Windows Audo Vdeo Bverience

Description
Mulipath VO, slong it he
Nicrosoft Deve Spcic Mode
(05M) o thrd-party OSM
pravces sppert for uing mtle
Gt paths 1. trsge dvie on
Windows.

<Prevous






OPS/images/9781119560715-fg020207.png





OPS/images/open-book-icon.png





OPS/images/9781119560715-fg020209.png





OPS/images/9781119560715-fg020204.png
LS! Adapter, SAS 3000 seris, &-port with 1068 Properties
General Drver Detals Everts Resources

LS| Adapter, SAS 3000 series. Bport with 1068
<

Devicetype:  Storage controlers

Manfacturer: LS|

Locaton FCI Siot 160 (PC1 bus 3, device 0, function 0)
Device status

[his device is working propery.

oK Cancel






OPS/images/9781119560715-fg020203.png
[ rr——
e
iy

B tncienoesce
§ boniconas
- fashy
oo R—
P——
B s
(s —






OPS/images/9781119560715-fg020206.png
Add Hardware

Welcome to the Add Hardware Wizard

This wizard helps you install driver software to support older
devices that do not support Plug-and-Play and which are not
automatically recognized by Windows.

Vou should only use this wizard if you are an advanced user or
you have been directed here by technical support.

If your hardware came with an installation CD,
recommended that you click Cancel to close this wizard
and use the manufacturer's CD to install this hardware.

To continue, click Nex:

[ Cancel






OPS/images/9781119560715-fg020205.png
1 Updiate Drvers - LS Adspte, SAS 3000 seie, &-port with 1058

How do you want to search for drivers?

> Search automatically for updated driver software

Windows willsearch your computer and the Internet for the ltest driver software.
for your device, unless you've disabled thi feature in your device installtion
seffings.

> Browse my computer for driver software
Locate and instaldriver software manualy.

Cancel






OPS/images/9781119560715-fg050210.png
] et iewand moaty s s polcy tempaes o hs e,

P

A oy Ve ™

S e e et e

oo e e e, ko D sy et
e e AT Y
Rk e

P

Mo
CE

| tectromme o
& oot
[pus—
3
[rphe—






OPS/images/9781119560715-fg030602.png
188 *Command Prompt" Properties

Options  Fort  Layout  Colors

Cursor Sz Command Hstory

Osmal Buffer Se: ENE

Qe Number of Bf e

© Large A A -
[ Discard Old Duplicates

Edt Options

QuickEde Mode

nser Mode

EncbleCi key shortuts

Fiter clipboard contents on paste:
[ Use Cu«Shift=C/V s Copy/Paste.
Text Selection

 Enable fine wrapping selection
Extended text selection keys.
Curent code page

437 (OEM - United States)

[ Use legacy console frequires relaunch, affects al consoles)
Leam more aboutlecact console mode

Find out more about new console features:

oK Cancel






OPS/images/9781119560715-fg050211.png
Create Distibuted Rights Policy Template.

st Custom R

2 G ovmer fauthor)ulcontrol it wih o expiaton

Rgtsrequest URL:

<Prevous || Net>






OPS/images/9781119560715-fg030603.png
B “Command Prompt” Properties

Opfions | Font | Layout | Colors

Sze Window Preview

Fort
T} Courer Now ] TeType fonts are
¢ DotumChe reconmended forigh DPI
7 GuinChe dislays a8 rasterforts may.
Ciods o deply cleay
VingliU v
Dlboidforts

Selected For: Lucids Consoe

C: \WINDOWS> Each characeris
SYSTEM PH 11 creen e e
SYSTEM32 P 15 creen el i

oK Cancel






OPS/images/9781119560715-fg050212.png
2 s 6 mEbk[H @ G @





OPS/images/9781119560715-fg030604.png
B “Command Prompt” Properties
Options  Font | Layout  Colors

Soreen Buffer Size Window Preview
Width 125
Height

Wisp text utput on resize

Window Size

Width 5 B
Height CEE
Window Postion

Lot + E
Top: + E
Letsystem postion window

oK






OPS/images/9781119560715-fg050213.png
Rights Policy Templates

Templates File Location

‘Specty a il locaton fo storing copies f this cluste’ ights polcy
templates. Templatesfrom the corfiguration database are mirored to this
ocation.

“This location must be avaiableto the adminstrator who distrbutes these:
tempistes o client machines and the path must be in UNCfomat

Curent tempistesfie location

[Not set

‘Specty tempiatesfile location (UNC):
[\server2013-dc2\ADRMS_Templates| Browse.

oK Cancel Aoy Help






OPS/images/9781119560715-fg030605.png
B “Command Prompt” Properties

Options  Fort  Layout | Colors

‘Selected Color Valves

O Soreen Text

® Screen Background Red
O Popup Text Green:
O Popup Background Boe

Selected Popup Colors

C: \WINDOWS> dir
SYSTEM <DIR> 10-0:
SveTEm> ontes in-n’
Opacty

an ¥ oo [

oK Cancel






OPS/images/9781119560715-fg050214.png





OPS/images/9781119560715-fg030601.png
(@3~ server Manager » Local Server

=
& s

] ot
B e

o [

s e m b

&

]

3

> z

- o

Ly rr—

[ -






OPS/images/9781119560715-fg030606.png
Users\administrator>set | more

KLLUSERSPROFILExc: \Prograndata.

APPOATASC users\Admms(ri\:w\prBiu\xnimn‘

ConmonProgranF: les=C:\progran Files\Common Files

ConmonerogranFiles (186)=C*\progran Files (xae3\Comon Files

ConmonProgramWe4s2=C:\Progran F11as\Common Files

CONPUTERNAVE=SERVER2019-0C.

Conspec=C: \Windows\systen32\cud. exe
\Windows\systens2\orivers\DriverData

WOMEPATH= \Users\adminstrator

OCALAPPDATASC: \Users\adminss trator\AppData\Local
\SERVER2019-DC

UVER_OF_PROCESSOR:

>S=iindows NT

Pathc: \Windons\systen32;C: \windows ;C: \Windows\Sys ten32\ubem; C: \Windows \Sys ten32\windowson|

erSheTT\V110\:C: \Windows\Sys ten32\OpenssH\;C: \Progran F1les\Powershell\6-preview\previen;

\Users\Adninis trator\AppData\Local \Wicrosott \WindowsApps

PATHEXT=. COM EXE  (BAT: CHD; VBS: -VBES - 355 - JSE: -WSF 1 -WBH: .MSC

PROCESSOR_ARCHITECTURE D64

PROCESSOR_IENTIFIER=Inte164 Family 6 Model 42 Stepping 7, GenuineIntel

PROCESSOR_LEVEL=6

PROCESSOR_REVISION=2207

ProgranDATa~C: \Progranbata.

Progranti1es=c: (Pragran Files

ProgranFi1es (x86)=C: \Progran Files (x86)

Programye43z=C: \progran Files

PROUPT=SPSG

PStoduTePath=xProgramF les¥\windowsPowershell\Hodules ;C: \Windows\systen32\windowsPonershell
(V1-0\Modules

PUBLIC=C: \Users\Public

systenorive=c:

5ystemoot=c: \Windows
TEMP=C: \Us ers \ADMINI-1\AppData\Local \Tenp
TWP=C:\Users \ADUINI-1\Appbata\Local\Temp.
USERONSDOMATN=SOME TESTORG, COM
SERDOMATN=SOVE TESTORG
USERDOUATN_ROAMINGPROFILE=SOMETESTORS

acrn embFl g 2 O





OPS/images/9781119560715-fg030607.png
(5" 3018 ‘Wicrosof Corporation. All rights’ reserved.

\Users\administratorsecho 3PATHY

1 \Windons \oystensz\uber C \winders \ovsensz\indonsronershe
4 e rogran Files\Povershel1\6-preview\preview;C:\User
s\Adwin15trator \ApRDAta\Local WHErosoF E\Windows AppS

Tools

\Users\AdministratorsSET PATHSXPATH

\Users\administratorsecho APATHY
C: \Windons \Sys cam32: C-\Windows :C: \Windows \Systen32\wbem: C: \windows\System32\windowspowershe
TI\V1,00:C: \Windows | Systam32\0penSSH\ -/ \Progran #11es\Powarshel 1\6-previ ew\preview: c: \User
s\Adaini3trator\AppData\Local\1crosof £\WindowsApps ;¢\ TooTs

c:\Users\adwinistrator>

AW 2N O

s e m





OPS/images/9781119560715-fg030608.png
c:\users\adninistratorsnslookup /7
Usage
nslookup [-opt ...] # nseractive mode using defauTe server
} server ¥ interactive mode using 'server

\Users\administratorsil

a s e uF

-2 Bvieilis]





OPS/images/9781119560715-fg030609.png
Users\adzinistratorshelp
For more infornation on a Specific comand, type WELP comand-name

S0 BispTays or hodiFies £11e exteneion sasociations.

\TiRie Displats or changes f1le atrihutes.

SREAK Set2 o claars axtended CTRLLC checiing.

sCoeorT SSE2 Bropertias in boot databsse to coviral boot Toading.

cacts BIEB13yc or modifies sccess control T1ats (ACLE) of 1165

cALL Gifs“ane bateh progran from another.

o Ssplays “the name of or changes. the current directory.

chce BIEBIAY: orsettdf SceflarSode pioe musber:

cHbia BISDIaVs the name of or changes. the current directory.

cHKDSK Checks’3 dHsk and displays. a status Feport.

CHRNTES DiSplays or modifies the checking of disk &t boot time.

s Gehrsine sereen:

i SISPES 3'ne Tnstince of the windows comsand interpreter.

coton SER5"She Gatauls consola foregroundang backgraund colors

cow ompares the contenta of two 116 of sets of Files:

DupACT Bi5piays or aiters the compression of Files on NTFS partitions.

CoNVERT Contatt Fhrotines Lo WAL 150 Cannot comvert the
Sorrentdrive.

copy Eopies one or more files o another Tocation

Sart BeEbTaye orTets the date.

dEL DeiBter one or more fiies:

oI Displays 3 195t of F1les.ind subdirectories in a directory.

DISeART  DIsblays or configures Disk Partition properties.

BoSEY E67%: Comand Tinds, recails Windows. commands, and

Creates nacros.
RIVERQUERY  Displays current device driver status and properties.

20 Dishiass messages, or furns conmand schoing on.or off.

ENDLocAL End Jocalization’of enviranment changes 1n & batch file.

ERaSe Beletes one-or more fifes.

Xt QT GTeRE broorae (comand nteroreteny.

F Comparas tuo F11es’ or cats of Files, and drspiays the
iFFerances betneen than:

v Searches for 3 fext string in a file or files

FINGSTR Searches for strings in Hies.

For Runs 3 specifiad comand for sach File in a set of Files.

FoRMAT Fornats 5 disk for use with windows.

a s € mF Apw 2N O





OPS/images/9781119560715-fg040401.png
@ Hame

& s
© e

® roy

Wt type of networking prblems are you hving?

5 Fmtying toesch spcifc website or folderon 3 network

=5 fm havinga iferet prbiem

A Wi






OPS/images/9781119560715-fg040402.png
@ Hame

Ut 8 secunty

o

Windows Upsse
2 DeeyOptmzton
[r—

o s e

oy

©

Troubleshoot

Getup and running

09 Pt

e

73 wincowspase
<

Find and fix other problems

§ s

[ ——






OPS/images/9781119560715-fg040405.png
S oner -8 x
e s Vo i
S | Onemeen  eenom wodsaree "0t = opesrests
S |omem e e 0t ¥ oot
S et || @ WWAIOM oo B0t
Swow || Dnemeen  whmzen oo gy g e -
G | Domeen  wbamizeom o ol contes
Smians | @riemien SO Wodmater ey ¥ rwomtn.
st | WM Ve 0 e sy
[l | emeici i e 0 sny
vt e s s gy 5 ros
wason G Wwmesnsm Ve 0 o [Fps—
e s || Do Wi e R | ey
et Ve .
o o e Pt e, = [, -
Voo ||| S e e ,
—— it e e A e~ | et Wi 4 |
e g v . o
9 st
Loathne Vi s W e Wi bt Sy ot - ,
Some | Witk loggt TR AT
ey an ek Category None. ) S it b
oy e Py @ oen
e oo e e Sa— e ,
oniese o
Mo, tics s






OPS/images/9781119560715-fg040403.png
0 comimt

L e

The remaiin repairs equive admiistor pemissions

[ —

> Give feediack onthis wubeshooter

o e






OPS/images/9781119560715-fg040404.png
] w32 bytes of g

A s e mhom

Apw a0





OPS/images/9781119560715-fg060120.png
(0 cowtide - Notwped -8 x
poin - 1 B

C
stareing 100y rmper seyines

eyire

oine.s

o o it 13 Seyines

) ite oyt e 3

| Sic's Sepin sigmature slock

| L1y oL T HOCCCOMAEC BRI OCGEAAGCLSGA00
e e e
| A GEAA AR DT AR kUi Smc Ll
| gL g AT AN Y AAAUAABEEGHE LS
| RSO In P QUG 5 GO RSN
| AR ohven O AT ST T nO O QAT o
e e e
| 2 gt 21032 ALV A S IVATCLR I
1 Ve CCAST QT Ko AR A ARG EEAC LD
St o s v e g
T e s
| ElpaSQTISTC TN S GIGEO iy odor 10y TSRACS )
| oReraaOoirTUSies 8 b2y AIRAES UG OMITEAS 5.
| RS T iy, TSNS B el
S A0 A P OO BV
e e
T e e S
| DRSS BTV X9 STErSR ARSI PRSAFS L
IS OGD.31 TS Bt copE QU CgbgghuGanhZ
TR0 1TSS MmO TR ARAAIIRGL)
' TSSOSO
| QL1060 Q120 Y2 VS TS TGOS
| 0231 e TERp Sy 1115 S5 SR
| S 8o BB s 01D DT OGO IS
¢ QIS VS T D004y dn DOISEASRESiEm i
| GOnGi Q211 VE GO Dy 20 VO ODORAIRTSLTSNAIL

Vi ) Lot






OPS/images/9781119560715-fg050201.png
7 Permissions for Software

Share Pemissions

Group or user names:

82 Administrators (SOMETESTORG\Adriristrators)

Add Remove

Pemissions for Everyone Deny.
Ful Cortrol [m]
Change [m]
Read o

oK Cancel Aoply






OPS/images/9781119560715-fg060121.png
a s emBER™ e AR O





OPS/images/9781119560715-fg050202.png
1| Permissions for Software X

& Demo Demo (demo@sometestorg com)
& Adniistrator
82 Administrators (SOMETESTORG\Adriristrators)

Pemissions for Kay Smith
Mody

Read & execute.
Listflder cortents
Read

Wite

oK Cancel Aoply






OPS/images/9781119560715-fg050203.png
O it SOMETSTORG ) @

B

S ————

e e prrTy
x =l Tobamns
- [om—

- [Eom——

-« "

« [—

x ey [r—
x sttt icbamins
x pe——" icbamins
x [oam—— icbamins
x [eo——. icbamins






OPS/images/9781119560715-fg050204.png





OPS/images/9781119560715-fg050205.png
58 Fle s Stoagesenices >
s
s

erver Manager »

shboard

weicome Toserven managy A " SPTC0

@ <L
© e
P tieandSorage
2 nofs ' e
@ Manageaity. @ Manageabisty.






OPS/images/9781119560715-fg050206.png
Specify Service Account

fi, Sioup enages seic ccounts e ot e because

the KDS Root Key has not been set. Use the following

“EffectiveTime (Get-Date) AddHours(-10)”

PowerShell command to create the key: “Add-KdsRootKey

ok






OPS/images/9781119560715-fg050207.png
S e 6] s

5 5 3

SOMETESTORG ADFS.






OPS/images/9781119560715-fg050208.png
= s
55 Fle s Stoagesenices >
s

Manager *

shboard

A oy

@ <L
e
tieandSorage
B a0Rvs ' e
@ Manageaity. @ Manageabisty.






OPS/images/9781119560715-fg050209.png
Acte Dvectiey ights
e e Ve,

%28
2 semeoc
& i s

Configu setings for 3 cster, Al seers i 3 clser shre comenoncofigaton 1o

logging daabases.
e P —

mytnenese &

T s g e s sy
vl o
e

e snonsiroc:
. [t e ——

., snrsnoc:
ot [ e ————

D s

X ocee
g






OPS/images/9781119560715-fg060117.png
a s emnin P =)





OPS/images/9781119560715-fg060118.png
a s cmia e w2 O





OPS/images/9781119560715-fg060115.png
a s ena Apw M O





OPS/images/9781119560715-fg060116.png
a s emnin P i)





OPS/images/9781119560715-fg060113.png
a s n cmEa AWM O





OPS/images/9781119560715-fg060114.png
Srmana

10017481001

conbot esNomal pgioon st

e sisssio sisot

e 10017481001

inbid 160101 0500) ™

10017481001

550 190






OPS/images/9781119560715-fg060111.png
a s ceulfa

e R e






OPS/images/9781119560715-fg060112.png
a s e mbiE ApwW O





OPS/images/9781119560715-fg030701.png
Apps and Features
Power Options

Event Viewer

System

Device Manager
Network Connections
Disk Management
Computer Management
Windows PowerShell

Windows Powershell (dmin) )

Task Manager
Settings

File Bplorer
Search

Run

Shut down or sign out

Desktop





OPS/images/9781119560715-fg050310.png
Startup and Recovery

System startup.
Default operating system:
Windows Server

e to isplay s o opersting systems:
[ Time to cisplay recovery options when needec:

System failure

Wiite an event to the system log

utomatically restart

Wiite debugging information
Automatic memory dump. v

Dump file:
9ESystemRoot 7\ MEMORY.DMP.

Ovenwrite any existing file

[ Disable sutomstic deleton of memory dumps when disk space s fow

oK

Cancel






OPS/images/9781119560715-fg030702.png
£ “Windows Powershell" Properties

Options  Fort  Layout  Colors

Cursor Sz Command Hstory

@®smal Buffer Se: ENE

Qe Number of Bf e

Olarge A A -
[ Discard Old Duplicates

Edt Options

QuickEde Mode

nser Mode

EncbleCi key shortuts

Fiter clipboard contents on paste:
[ Use Cu«Shift=C/V s Copy/Paste.
Text Selection

 Enable fine wrapping selection
Extended text selection keys.
Curent code page

65001 (UTF-8)

[ Use legacy console frequires relaunch, affects al consoles)
Leam more aboutlecact console mode

Find out more about new console features:

oK Cancel






OPS/images/9781119560715-fg060110.png
a s emblE D o





OPS/images/9781119560715-fg030703.png
£ “Windows Powershell" Properties

Options Fot  Layout  Colors

Sze

Window Preview

Fort
onsolas A TrueType forts are
T recommended for igh DPI
DotumChe. displays 3s raster forts may
I GuimChe ot display cleart.
I Lucida Console 2
OBoldforts

‘Selected Font: Courier New

Each characteris:

10 screen pixes wide
18 screen pixls igh

oK Cancel






OPS/images/9781119560715-fg030704.png
£ “Windows Powershell" Properties
Optens | Fort | Lavot | Colons

Soreen Buffer Size Window Preview
Widh,
Height

Wisp text utput on resize
Window Size
Widh, 143

Height 50
Window Postion
Lef: n

Top n

Let system postion window

oK






OPS/images/9781119560715-fg030709.png
[ R - IN-T" B}





OPS/images/9781119560715-fg030705.png
£ “Windows Powershell" Properties

Options Font  Layout | Colors

O Sereen Text
creen Background Red
opup Text Green:

Popup Background Blee:

Selected Popup Colors
C:\WINDOWS> dir

SYSTEM <DIR>
Opacty.
0%

‘Selected Color Valves

10-01-9
¥ oo [

oK Cancel






OPS/images/9781119560715-fg030706.png
s € mE Apw o o





OPS/images/9781119560715-fg030707.png
a s e mull IN-T" B}





OPS/images/9781119560715-fg030708.png
ke comps 1om) strngo) (L drpmereoe) ofectt) (A1) -Commetyge o | iction | it | caet | txermserios |
] et el o et ot e T S {Symen Lrcescon ey

oty cmsettpy

a s e ulF Tl






OPS/images/9781119560715-fg060119.png
A s e mEhe ApwW O





OPS/images/9781119560715-fg060106.png
4 Setup - Visual Studio Code

Select Additional Tasks
Vibich additonl tasks shod be performed?

elect the aditon tasks you would ke Setup to perform whi nstaling Visual Studo
Code, then clck Next.

‘Add "Open with Code” acton to Windows Explorer fl context menu

] Add "Open with Code” action to Windows Explorer directory context menu
Register Code as an editor for supported fe types

‘Add to PATH (avalable afterrestert)

<gack |[ Next> Cancel






OPS/images/9781119560715-fg060107.png
9 Fle Gt Seecion View Go Debug Temal Hep Wekome - Vol S Code ot - o x

T —— -
o =
T y
Y - Ccustomize
I . .
(] m_""“‘v_l"""'""'*mw_ Add workspace flde.. st suppont or s, e, .
= S it ot ‘Stigs and ks
S - R
Eofme o, [
=] = .
R,
e S
a— @ team
e et e e
s e ——
==
EN e s
= b
= I EES
ok for Vst S Gt wsl ovetay ghbghtn he magr com.
e —
o - 1B Show welcome page on startup.
e

AW s W





OPS/images/9781119560715-fg060104.png
a s embE T o)





OPS/images/9781119560715-fg060105.png
& cnasom

L]

~pa






OPS/images/9781119560715-fg060102.png
ol Byt
e et ek seeserice()

a s e mbE - K]





OPS/images/9781119560715-fg060103.png
a s e mbiE Apw o O





OPS/images/9781119560715-fg060101.png
Ao





OPS/images/9781119560715-fg050301.png
User Account Control

Do you want to allow this app to make

changes to your device?

ég Notepad-++ Installer

Verified publisher: Notepad++
File origin: Hard drive on this computer

Yes

No






OPS/images/9781119560715-fg050302.png
R S

€ R Cumsind i s ED

Make hangest your user scount

R B






OPS/images/9781119560715-fg050303.png
Choos when o be ot sbout changes oyourcomputer

T ————————

[ram—s






OPS/images/9781119560715-fg050304.png
[ Lot Socuty botey -8 x

el nmbin
-h:-:'m:- Pobey - secury Setsng. g
e N =3
e B apssos  rmisaioms
e il ot it s
e M ety oo
ey | rar ool e
josiriont it ey bt g ot Nesodont
Herermlil] i o o BN oo
e oo
et in o
o s et B Y o
st eoly
ettt .
e s o™ Sty
e e e e
U et ConokOny e et o e s e ki Ooies
ot s e o bt o
e iyttt e
e e o
T e et =






OPS/images/9781119560715-fg050305.png





OPS/images/9781119560715-fg050306.png
9 Yum On Wovshtion Suved Soculy. B

2 o ettion ey o

Oteccntgueg Gommes:

@t
Opuses
RS [t A oo
peT———— S| [ eSS b
P — oo sty s v o et e st et s
o b o rbny b b ke
s g D e e D

vy e e

i ot g TR ————1

iyt gt or e ot
A I

PR ===

T ——
B ot e ey

S

e o st e ey s s Pty st e
e s g o Toer et

(o] e | o
T Y T






OPS/images/9781119560715-fg050307.png
B Raguesy Edter

e =
Eheosetonen DR
5 (reiseneteseon, DR
[ty






OPS/images/9781119560715-fg050308.png
Startup and Recovery

System startup.
Default operating system:
Windows Server

e to isplay s o opersting systems:
[ Time to cisplay recovery options when needec:

System failure

Wiite an event to the system log

utomatically restart

Wiite debugging information
Automatic memory dump. v

Dump file:
9ESystemRoot 7\ MEMORY.DMP.

Ovenwrite any existing file

[ Disable sutomstic deleton of memory dumps when disk space s fow

oK

Cancel






OPS/images/9781119560715-fg050309.png
2 Sy -oe
€t B o » ittty » e e s
. °
e Viewbsicinformation sbout your compier
pL——— [—
O oty <ot o Windows Server 2019
o
econ S —
rentpe e —
[P
ot SISO Lne—
NSRS ——— —






OPS/images/9781119560715-fg060108.png
9 Fle Gt Seecion View Go Debug Temal Hep @ Ut Vol S e it - o x
[ P O o )
x 1 b centralccessliceber T

BE®<v
B

ZED e o - —". @ 8~ x
o -

A s W






OPS/images/9781119560715-fg060109.png
a s e mbiE Apw % O





OPS/images/9781119560715-fg030520.png
o iml@m
@ mksainioat
fpeoeebar

B ——
T S T S s

[ a

[ Err—

S 53t 29 e St

Tokrune ECIT =Ty
PR —
[opeitovetioresy
[—

T —

D Cosetcan
5 gy
6 Dt Ty
& e






OPS/images/9781119560715-fg030404.png
New Trust Wizard X

‘Sides of Trust
fyou have approprite permissions in both domains. you can create both sdes of
the trust elationship.

To begin using a tust, both sides ofthe trus relatonship must be created. For example,
#you create  one-way incoming trust inthe local domain, @ one-way outgoing tust
must alo be created i the specfied domain before authentication rafic wil begin
lowing across the trus

Create the tust for the folowing:

O This domain oriy
s opton creates the trust elatonship i th local domain

(® Both tis domain and the specid doman
This option reale st reationsips i b he ocaland the specied domains.
You must have tust creston prvieges 1 the specfied doman

<Back Next> Cancel






OPS/images/9781119560715-fg030525.png
W ho0s
1 onc

A






OPS/images/9781119560715-fg030405.png
New Trust Wizard

Completing the New Trust
Wizard

You have successfuly completed the New Trust Wizard

Status of changes:

[he trust relationship was successfully created and
lconfimed.

To close this wizad, click Fish.

Back Frish Cancel






OPS/images/9781119560715-fg030526.png
Windows Admin Center

All Connections

ads S Commect B Mansgeds @ Remove  More - . 1o o v »
0 s s e i






OPS/images/9781119560715-fg030406.png
New Object - Site:

[ coten: s com ot ses

Name: [Newste

‘Select a se ik objec or this ste. Ste ik objects are located inthe
Stes/ter-Ste Transports container.

Link Name: Transport
DEFAULTI

oK






OPS/images/9781119560715-fg030527.png
B 8 O server Oetas-Overve X | ¥ o

€50 6 |B v # L@
server2019-de
Tools < Overview
O O St @ G DskMetis 2 G ComputerlD e
3 oever

D omsn o

250






OPS/images/9781119560715-fg030407.png
New Object - Subnet

]ﬂﬂ Crsstein: _sometestorg com/Corfiquraion/ Stes/ Subnets

Enterthe adress prefix using network prefx notaton (adress /prefc
length), where the prefix length inccates the number o fixed bis. You
can enfer ether an IPv4 or an IPVE subnet pref

Leam more about ertering address prefxes.

IPvd example:  157.54208.0/20
1Pv6 example:  3FFE-FFFF0.C000:/64

Pref

152.168.178.0/24

Prefix name in Active Diectory Domain Services:

192.168.178.0/24

Select  ste object fortis prefi

Stetome
et st St Nome

oK Cancel






OPS/images/9781119560715-fg030521.png
&Sy oy e ——

o g Aios bt S oty
N s
U e ———

P e

S,
ey etk oo s it
Jorra——
[ ————
[ ——

et s

D cosetmcon.
R
1 Dumt e Ty
2 ot
& e
|somton o]
& v

-
X sec
e






OPS/images/9781119560715-fg030401.png
New Trust Wizard X

Trust Name
You can create atust by using a NetBIOS or DNS name.

Type the name of the domain fores, o ream forthistrust. F youtype the name of a forest. you
must type a DN name.

‘Example NetBIOS name: supplerdTint
Example DNS name: suppierdTantemal microsof com

[someotherorg com|

<Back Next> Cancel






OPS/images/9781119560715-fg030522.png
@® SilentCleanup Propertes (Local Computer)

General Triggers  Actions Conditions Settings  History.

When you create »task, you can speciy the conditions that willtrigger the task.

Tigger Detsls Status
Daiy ALT00PM every day. Enabled
New. Edit. Delete
oK Cancel






OPS/images/9781119560715-fg030402.png
New Trust Wizard X

Trust Type
“This domain'is a forest oot doman. | the specfied domain qualfes, you can
create a forest st

Selectthe type o trust you want to creste.

©® Eemaltnst
An extemal tust s a noiranstive tus between  domain and anather domain
outside th forest. Anoiransive st is boundd by the domains n e rlatonsp.

OForest st
Aforest tust s a ranstive tust between two frests that allows users i any of the
domeins i one foest o be authericated inany of the domains i the iherforest.

<Back Next> Cancel






OPS/images/9781119560715-fg030523.png
% Remote Desktop Connection

| Remote Desktop
») Connection

Computer: |server2019c2|

Username:  None specfied
You will e asked for credentials when you connect.

=) Show Qptons






OPS/images/9781119560715-fg030403.png
New Trust Wizard

Direction of Trust
You can create one-way or two-way tusts

Select the drecton fo this trust

©Twonay
Users i domain can be aLthentcated nthe specfied domai, eam, or
foret and users i the specied domain, feam. orforet can be authentcated n
this domain

O Oneay:nconing
Usersinis domain canbe authentcated i the specied domain reai, orforest

O Oneay: adgong
Usersin the specied domain, ream, orforest can be authentcated i tis domain

<Back Next> Cancel






OPS/images/9781119560715-fg030524.png
W ho0s
o

fn

P






OPS/images/9781119560715-fg030408.png
New Object - User

ep——

Fist name: —

Kay.
Lastname: [Smith
Kay.

Fullname:

Userlogon name:
smith

@sometestorg com <

User logon name (ore-Windows 2000}
[SOMETESTORG\ st

<Back Next> Cancel






OPS/images/9781119560715-fg030409.png
Kay Smith Properties

P ———

e | ey s

et et |

R

- e

—

Display name: |Kay Smith

-

e

Telephone number: Other.

e o=
3 Cancel Apply Help






OPS/images/9781119560715-fg040203.png
@ Hame

& s
© e

® roy

Proxy
Atomatc prosy setup

© -

son

Manual proxy setup

o o conecions






OPS/images/9781119560715-fg040204.png
& 4 Connectto the Intemet

Type the information from your Internet service provider (ISP)

Dial-up phone number:

Username:

Password:

Connection name:

555-555-1234

Disling Rules

someperson

e

[ show characters
[ Remember this psssword

Dial-up Connection

® [ Allow other people to use this connection
This opton allows anyone with acess to this computer to use this connection.

L s

[ e






OPS/images/9781119560715-fg040201.png
AR Mehvadk Cone
"8

= - a0






OPS/images/9781119560715-fg040202.png
U Ethemetd Properties
Networking

Connect using.

& itel(R) 825741 Gigabit Network Connection

Corfigure.

“This connection uses the folwing fems:

5B File and Prnter Sharing for Microsoft Networks
5005 Packet Schecier

1 Intemet Protocol Version 4 (TCP/IPv4)

& Mirosoh Network Adater Muperor Protocol
"4 Micosch LLDP Prtocol Drver

& temet Poocal Version 6 (TCP/IPv6)

>

Install. Uninstall Properties
Desciption
Allows your computerto access resources on a Microscft
netiwork.

oK Cancel






OPS/images/9781119560715-fg040207.png
Intemet Protocol Version 6 (TCP/IPv6) Properties

General

You can get IPv6 settings assigned automatically if your network supports this capabilty.
Otherwise, you need to ask your network adminstrator for the appropriate Pv6 settings.

(O Obtain an 1Pv6 acress automaticaly

©Use the flowing IPvs addess:

s adress:

Subnet prefix length: [s+]

Oefaulgatenay: FES0:000:0000/0000:02028FFFEE G320

btain DNS server address automaticaly
(® Use the foloning DNS server addresses:

Preferred DNS server:

Alternate DS server:. |

[valdate settings upon exit






OPS/images/9781119560715-fg040208.png
U Ethemetd Properties
Networking
Connect using

& Intl(R) 825741 Gigabt Network Connection

Corfgure.
“This connection uses the folwing fems:

o sl Nevors

i an e Shang for ol et
oS Pcket Schdier

2. temet Prtocol Version 4 (TCP/1Pu4)

2. Microsaft Network Adapter Mulplexor Protocol
1. Microsot LLDP Protocol Drver

>

ntal

Uninstal

Propetties
Descrption

ool Mics: Foiocl A mplemeronof e Pragatc
Muticast Protocol (Pam) for adding a dearee of
relabiey to micast applcatons.






OPS/images/9781119560715-fg040205.png
Add a VPN connection
VN it

Save e s

F]
Ii‘

Tpeotsn-nio

s rme eptonsy

I
‘i‘






OPS/images/9781119560715-fg040206.png
Intemet Protocol Version 4 (TCP/IPvd) Properties
General

You can get I settings assigned automatialy i your network supports
this capabiity. Otherwise, you need to ask your network adminstrator
for the appropriate I settngs.

(O Obtain an P address automaticaly

@ use the folowing I adress:

P adress: 192168 . 176 . 128
Subnetmask: [255 255 255 . 0 |
Defait gatenay: 2168 175 2

btain DNS server address automaticaly
(® Use the foloning DNS server addresses:

refered oS servers w01
Atermate DS sever [ERCRONT
[vaidtesetngs pon ext ]






OPS/images/9781119560715-fg030410.png
New Object - Group

Createin:  sometestorg.com/Users.
82

Group name:

New Group

Group name (pre-Windows 2000):

New Group

Group scope Group type
@ pomainlocal @seauity
Oiobal Oistribution
Ouniversal






OPS/images/9781119560715-fg030411.png
ative Center

B oo G Dt o o pesees

e I et Comson Dt ey A
B o roves Pees—
- Core ooty [P
- rtesons ottt bann e o [roeb——
I et S s ot Ot e
o P b ’
- P —— s
e e el
- Pl V—
Fovmmy—— Mt 0 2






OPS/images/9781119560715-fg030412.png
p—

Create User: Larry Smit

[ P
P, = *

e pae——

Vit P s e .

e






OPS/images/9781119560715-fg040308.png
New RADIUS Client

Setings  Advanced

Enable this RADIUS client

Select an existing template:

Name and Address.
Frendy name:
[SW1 sometestorg com

Address (P or DNS):
15216317650 Very.

Shared Secret
‘Select an exsting Shared Secrets templste:
None v

“To manualy type a shared secret, cick Manual. To automaticaly generate a shared
secret,clck Generate. You must corfigure the RADIUS client withthe same shared
Secret entered here. Shared secrets are case-sensiive.

© Manual O Generate:
‘Shared secret

oK Cancel






OPS/images/9781119560715-fg040309.png
© Hoowor Posicy Server
eslaEl@

o
LA o T————————

1 reows G ik s 8 bl vt i oo e ot
& enenipis o]

O Cecion e e P Sae e fem e o
[Elretay eT—— s 1 ke
e ormarvboo ars st o ot 990 oy et

D N |- Setbererniy I DI

[ ——






OPS/images/9781119560715-fg050110.png
«

o

®

[T

o Firewall & network
protection

B Domain network (active)

5 Private network

@ Public network

Widows Community videos

Who's protecting me?
[re—

Change your prvacy setiogs






OPS/images/9781119560715-fg050111.png
& e
[SR—
[y Te—

© suiog

55 App & browser control

Ao potction s o sy,

Check apps and files

Exploit protection

et prtcon s
p—

Widows Community vidos

I ———

Who's protecting me?
Manage rovoes

Change your prvacy setiogs

Yo Windows 10






OPS/images/9781119560715-fg030503.png





OPS/images/9781119560715-fg050112.png
& e

0 v

B soperconwol

® se

Exploit protection
e et poecion st oo

ysem and prorams. You on cstomize the
setiogsyouuan

System settings Program setti

oot ow gurd (€56)

e gt

Data Becution Preventin 0%9)

[

Force randonizaton for Images (andatry
ey

et

Change your rivacy et

Viewan change prvacy stings

[rs—






OPS/images/9781119560715-fg030504.png





OPS/images/9781119560715-fg050113.png
& e
[SR—

© suiog

2 Device security

£ Coreisolation

Sundsd hrdvaresecunty not s

Widows Community vidos

Lo more st Deven sty

Change your prvacy setings






OPS/images/9781119560715-fg030505.png
v+ s "
S o
@ e






OPS/images/9781119560715-fg030506.png





OPS/images/9781119560715-fg030501.png
Settings

@ Home

Find  seting

Update & Security

Q

Windows Update

[

Deivery Optimization

Windows Security

Troubleshoot

0 S e

Recovery

]

Actvation

T For developers

Activation
Windows
Editon  Windows Server 2019 Dacenter

Actvation  Windows is actvated

Product D
Product Key  X0000€ 100000000 Y0000

Update product key
o use a ifernt product ey ontis dvice.slectchange product
.

@ Crange oty

Where's my product key?
5 .

et more info about actvaton






OPS/images/9781119560715-fg030502.png





OPS/images/9781119560715-fg030507.png
@) Internet Properties RS

General | security  Privacy | Content Connections  Programs  Advanced
T
(? To create home page tabs, type each address onits onn ne.

g

Use current Use defauit | | Usenewtab

Startup
Ostartwith tabs from the last session
@ start with home page

Tabs
Change how webpages are displayed n tabs. Tabs

Browsing history

Delete temporary fles, istory, cookies, saved passwords, and web
form nformation.

[oelete browsig history on ext
Dekte... Setings
Appearance
Colrs Languages Fonts ‘Accesshity

3 Cancel Aoy






OPS/images/9781119560715-fg030508.png
@ Courier New

Regular

Bold
Bold Italic
Italic

Metadata

g






OPS/images/9781119560715-fg030509.png
P

Revew recent messages an rescveprems

0 okt iy

R ———
© o et

e ot s s oy ot
@ St | gt .

poN——






OPS/images/9781119560715-fg040302.png
T Add Roles and Features Wizard - o X
View progress pratc
I 1 ot Descop Senvicesceployment s s bingnsalea
e = S

o Do Srvcs e s

senvenors. — i

Sosomacsorom

Scsion colecion

p— — i

2ok

Semaagp posams

[ — s

DC2sometesorgom

Connect o RD Web Acces: it/ /SERVERZ019-0C2somtestorgcomlchet

<reson | [ N> =]






OPS/images/9781119560715-fg040303.png
Kay Smith Properties 70X

Member OF Diin Envionment Sessions
General | Address | Account  Profle  Telephones | Organization
Remote cortrol Remote Desktop Services Profle com+

Use thistab o configure the Remote Desktop Services user profe.
Setings in tis profle apply o Remote Deskiop Services.

- Remote Deskiop Services User Proie

Profle Path;

- Remote Deskiop Services Home Folder

© Localpath

& Comect: i

<] To: [\SERVERZ01SDC\Homek

I~ Denythis user pemissions tolog on to Remote Desktop Session Host

oK Cancel Aoply Help






OPS/images/9781119560715-fg040301.png
i Add Roles and Festures Wisard - o x

Select installation type =

efor You B Seect th nstltion tpe You can st s and fstureson 3 ruing physica computsor it
T e e
) Role basedorfesture. bsed instalation
Coniure il ssver by s e, role seices, and fetres.

® Remote Desktop Sevicesinstalsion
nsalrequired e senvces or Vil Desktop Infastrctre (VD) to et il mchin sz
orsesion bsed st deployment.

[<omions | o>






OPS/images/9781119560715-fg020611.png
Far Add or Edit Role - o

Specify the value to update or add a role:

* Name: DNS Zone Administrator
Descrption [An scministrator who only get t play with zones.
Operstions: [ OHCP senver sperations

] DHCP scope perations

] DHCP superscope operations

] DHCP reservation operations
DNS zone operations

Reset DNS zone status

Set access scope on DNS zone

Create Forward look-up DNS zone:
Delete DNS zone

Modify DNS zone

Invoke DNS zone transfer

Unselect all

oK Cancel






OPS/images/9781119560715-fg040306.png
%5 RemoteApp.

Starting your app

Configuring remote session.






OPS/images/9781119560715-fg020610.png
s @ @~ ©






OPS/images/9781119560715-fg040307.png
@ oo onwn oo sun

©

R0 Web Acces 0 Gatenay






OPS/images/9781119560715-fg040304.png
s Publich RemteApp Programs.

Select RemoteApp programs

Confimaton

Selctthe Remtepp programs o publsh t the QuikSessionCollecion collecton o 3443
Remetetop progrom t the st ick Add.

The RemoteApp programs ar populsted fom SERVER2019-DC2 SOMETESTORG COM.

1 remotene Progam Locaton
0] witeps Recorder HSYSTEMDRNEWINDOWS sstem32iprexe
) @system confguaton SYSTEMDRNESWINDOWS aytem32imscon..
) Wsstem information HSYSTEMDRIVESWINDOWS sstem32msino..
) samseManager HSYSTEMDRNEWINDOWS system32\asio..
1 1 Windows Media Payer HSYSTEMDRIVESrogram Fies 638) Windows.

£ @iWindows Memory Dignostc SYSTEMORIVESWINDOWS aytem32MdSch..
] Windows Spesch Racogriton  4SYSTEMORIVEX\WINDOWS Spech Comman..

0 Eordpag HSYSTEMDRIVESrogram Fies\Windous NTL..
) adnotepace Program Fies Notepad - ntepade exe
g

Verythatth program s instaledon a the KD Session st servers i he collection.

<previous | [Thet>, pusish | [ Cancal






OPS/images/9781119560715-fg020612.png
o

B






OPS/images/9781119560715-fg040305.png
[ Work Resources

SO Corain

P

=]

s e et






OPS/images/9781119560715-fg020608.png
mﬂm = 0N Zons | Ever Casog.






OPS/images/9781119560715-fg020607.png
servenmveToRy Pl

e B ... .. [er—






OPS/images/9781119560715-fg020609.png
B T






OPS/images/9781119560715-fg030514.png
remone Ercsanas. Renes H
ey e H
st by (] ¢
(SR — oot M H
[EEe ; H
ot s J H
R frottomie N ‘
o B et in

Nt B o e

emory = s






OPS/images/9781119560715-fg050101.png
Confidentiality

Integrity Availability





OPS/images/9781119560715-fg030515.png
15 Task Manager - g X%
Fie Optons View
Proceses performance Users Details Senices

% 35%
Name sttus | | memoy
Apps (2)

> i ServerManager

> 2 Tosk Manager

Background processes (31)
> [ Antimabuare Sevice Executable
5 Applction Frame Host
> [ COMSumogate
B CTF Losdr
) Device Assecation Framenork ..
>[5 Distrbuted FileSystem Replicati..
>[50 Domain Name System (ONS) Se..
5 Host Process for Windows Tsks
> (5 Microsoft Distibuted Trnsacti...

> [ Microsoft Network Realtime ...

) ewerdess






OPS/images/9781119560715-fg050102.png
11 Advanced Securty Settings for Home o x

Hame: Eviome
Owner Dem Demo (demogsemetestorgcom) @ Change
pemisons | Shae Auding_ Effctve Access

Foraddiionsnformaton,double-cick pemisson ety To ey a pemission enty,select the entey and ik Ed (F sl

Pemizsion entes:

Type _ pincipsl cces Ihrted fiom ppiesto
S8 Allow Administators SOMETESTOR.. Fullconrol Hone. “This felde, subleder nd les
8 Alow  SYSTEM Follconol Hone This folde, subleders nd s
s Remove it
Ensblemhetance.

3 Repsce i chid bject permision eniewith inhrtsble permiion entes from thi bject

o ][ cance | [ apmty






OPS/images/check.png





OPS/images/9781119560715-fg030516.png
 whodien.- (ndous Suver ochp Gocoloce Bechup) -8 x

[l T
M o canpertoma sl cer s g i il seamioe
[
SRR |
e o
e - - - .
e

[ T |






OPS/images/9781119560715-fg050103.png
7 Advanced Secury Settings for Home. o x

Hame: Eviome
Ouner Deme Demo (demo@sometestorgcom) Change
pemissions  Shore Auditing _ Effctive Access

Foraadiionsnformaton, doube-cickan audt enty. To meddy an aust eny selectthe ety and clckE (f avalable).

Audting entes:
Type  prncial Acces Ionerteafiom Appiesto

2fsi Demo Demo (@emo@somee... Fullconol None “This flde, subloders nd les
s Remove it

Disble nhetance

3 Repsce i chid bject audtingentes ithnhertabe sustingente from thi bject

[






OPS/images/9781119560715-fg030517.png
= Select Items to Recover
Getgsaed s h e Al et el o ods v o o Cikanfem
e Tt sy
ottty | Aot I
| | seRverzois-oc Nome Date Modied
‘Specity Recovery Options A0 Thisson €6 sytem patiion, | [pjcpecvcie 1/8/201882..
- [iWdowsboueshsl 10201852,
. 8 desmin wsotnes.
Recovery Progress. [Fhiddenfileot 11/9/201894.
[somemoretestat 11/9/201892.
[someten 1/9/201892.

Semichmeiiomai]
£l trepecumens
& 1] Administator
1
e
1 idowpone
2] wert

1] Workgrougbata

<previous | [_Ne> e Cancel






OPS/images/9781119560715-fg050104.png
Audit File System Properties

Polcy | Explain

Audt Fle System

Configure the folowing audt everts:
[ Success

oK






OPS/images/9781119560715-fg030510.png
Performance Options
Visual Effects | Advanced | Data Execution Prevention

Select the settings you want to use forthe appearance and
performance of Windows on this computer.

(® Let Windows choose what's best for my computer

O Adjust for best appearance

O Adjust or best performance

O Custom:

[ Animate controls and elements inside windows
0] Animate windows when minimizing and masimizing
[ Animations in the taskbar

[ Enable Peek

[ Fade or slide menus into view

(0] Fade or side ToolTips nto view

(0] Fade out menu items ater clcking

(0] Save taskbar thumbnil previews

(0] Show shadows under mouse pointer

O Show shadows under windows

O Show thumbnails instead of icons.

0] Show translucent selection rectangle

0] Show vindow contents while dragging

0] Side open combo boes

Smooth edges of sreen fonts

O Smooth-scrolllist boxes

0] Use crop shadows for icon labels on the desktop

3 Cancel Aoy






OPS/images/9781119560715-fg050105.png
. Files Properties

General  Sharing  Securty  Previous Versions  Customize
Object name:  EA\Fies

Group or user names:

B2 CREATOROWNER
S2SYSTEM
82 Fie Share Users (SOMETESTORG\Fie Share Users)

2 brtvictran
< >

To change pemissions, lick Edt Gea

Pemissions for Fle Share Users

§
g

Fullcontrol
Modfy

Read & execute.
Listflder cortents
Read

Wite v

AN NN

For specil permissions or advanced settings.
ik Advanced.

oK Cancel Aoply






OPS/images/9781119560715-fg030511.png
® User Account Control Settings

Choose when to be notified about changes to your computer

User Account Cotrol elps prevent potentialy harfulprograms rom making changes o your computer.

Tmem " o et

Ay noty

Notiy me only when apps try to make changes to my.
computer (defaul)

«Don'tnotfy me when | mske changesto Windows
astngs

© fecemmendedtyeuctosiorspp ndist

Never nty

ok

Concel






OPS/images/9781119560715-fg050106.png
7 Permissions for Files.

Share Pemissions

Group or user names:

3

82 Administrators (SOMETESTORG\Adriristrators)

Add Remove

Pemissions for Kay Smith Hlow  Deny
Ful Cortrol a [m]
Change [m]
Read o

oK Cancel Aoply






OPS/images/9781119560715-fg030512.png
© vome Apps & features

L o o
sopsesres Moo Vs oo 201 et G0 278

LJpe—

o vosy | [ommar |

Mo Vs oo 20 st a5 0200

Change app defaults

[ —






OPS/images/9781119560715-fg050107.png
1 Advanced Securty Setings for Fils o
R
oo At SOUETSTOROmsr) e
e e
s oy ity i
g S| (W]
et [ =
i
e e P
x e free
x o e Teremie
x Ceicsesonn e
o] [ o |






OPS/images/9781119560715-fg030513.png
L B A 5 i 0 s 2 o -
o s ot e v O =
e e T o e RS

o opm e = g






OPS/images/9781119560715-fg050108.png
I Lot Socuty oty

s mXis BT

s s
vl
et

[ttt
[y,

st

tocrroion

v IR—
[y
iy e

[t et
Ssepcnoncomitacor

8 ey s Comp
[T sy

P s s
g sty g

sopcncomipecis
it sty ) s






OPS/images/9781119560715-fg050109.png
o e
[SRR—

© suiog

Virus & threat
protection

S Current threats

ks

e Virus & threat protection
settings

. Virus & threat protection

Widows Community vidos

Who's protecting me?
[re—

Change your prvacy setiogs






OPS/images/9781119560715-fg030518.png
b Sovw brage

pecs——






OPS/images/9781119560715-fg030519.png
6 Optimize Drives

You can optimiz your dives to help your computer run mre eficent, or analyzethem o ind outf they need to be
optimized.Only dives on or connected o your compute are hown.

Stotus

Drive

= Volume! (€) Tin provisioned space  11/9/2018311PM  OK (100% space eficiency)
o SERVERZ 2018111, Hord disk drve Neverrun OK (0% ragmented)
Analyze Optimize
Scheduled optimizstion
on Change sttings
Diives re being optimized automatcaly.
Frequency: Weekly

Close






OPS/images/9781119560715-fg040310.png
a s e mbiE Apw 22 O





OPS/images/9781119560715-fg020604.png
Far Add or Edit Server

Provide server details and other custom field mapping details:

Basic configurations
Field

* Server name (FQDN)
Server forest name.

* 1P address

Server type

Manageabilty status
Owner

Description

Custom Configurations

Value
SERVER2015-DC somet]
sometestorgcom
To2168176.128

DC
DN server
DHCP server
[ NP server
Managed

Unspecified
Unmanaged

P

Verify

Managed

«

oK

Cancel






OPS/images/9781119560715-fg020603.png
Fa Configure Servr Discovery - o x

Selectthe forest:
sometestorg.com o] [ Getforess
Select domains to discover:
- Add
Selectthe server roles o discovers
Domsin Domsin controller DHCP server DS server

| root domain) sometestorg.com

Remove

© orGroup Polcy based prosioning, crste the GPOs for each domain i the st using the
Windows PomwerShellcmle nvoke-IamGpeprovisoning: on PAM sever.

Lear more about Group Policy based provisioning,

Details of server discovery schedule

Next scheduled run time: 10/29/2018 4:14:35 PM

i Discovery schedule can be changed by eding \MicrosofeWindows\[PAM
\ServerDiscovery located inthe Task Scheculer on the PAM server with administrator
prvieges.

oK Cancel






OPS/images/9781119560715-fg020606.png
5o






OPS/images/9781119560715-fg020605.png
5«






OPS/images/9781119560715-fg020602.png
& Provision IPAM

Select provisioning method

sefore you begn
Contgure dabase

Summan

Managed servers st e coniured it settings tht o PAM 1o sccess remote mansgerment
functans 3nd event nformation.

Selct proviioning method for managed serves:

O Mancal

The manual provisioning method equies hatyou configure e requred networcshares,
securty groups, and rewall s mancallyon e managed sever.

Group oty Bosed
The Group Plc based prosioning method reqites Group oty Objcts (90) o be
Creted ineschdomain thet you manage with this IPAM sever, PAM il sutomaticly
Confiqur settings on managed seners by adding the snver foappropriate GRO. s canbe
especialy useulna lage network with many managed sever GPOs that you creste must
follon narmingconventions used b AN, homever you can custore the GPO name wih
pree o your choia Th GO name preiyou specly snoud b une for each PAM s
inthe Actie Drectryforest.

RE—

@ Yo an crete GPOs inesch 1AM managed domain sing th ke pamGpoProvisiong.
1PAM Windows PowerShel cmdie.

Lesm mre about accessprovisioning on managed senvers

<previos | [ Ne> sery | [Cconenl






OPS/images/9781119560715-fg020601.png
erver Manager » Dashboard

[ @ configu

L ——

al server

B o .
Fleondsoage | ot
sonices
Viarsgessy © vy






OPS/images/9781119560715-fg050610.png
ECIET L]

2 host b
Eoeriva
Epe






OPS/images/9781119560715-fg050611.png
‘Add Revocation Configuration

:l Select Signing Certificate

Getting stated with adi..
Name the Revocation Co..
Select CA CertfcateLoca...
Choose CA Certfcate
Select Signing Certficate

Revacstion Provider

Revocation information i sgned before i< zent o  client. The Onfine Responder can
select s signing centficate automatcaly, or you can manually select 3 igring
certficae for ach Oniine Responder.

© Automsticlly seect s signing cetfiate

A Auto-Envoll for an OCSP sgning cetficate
Certfication authority: [SERVER201S-DC3 sometestorg com\ISSUECAT
Browse..

CertficateTemplate: | OCSPResponseSigning v

O Manully selct a signing certficate
Note:You will ned t specty a signing cetificatefor each membern the.
Online Responder Arsy.

(O Use the CA certficate for the revocation configuration

<previous | [_Nea> Finish Cancel






OPS/images/9781119560715-fg050612.png
Certiicate Services Client - Auto-Enrollment Properties 2 X

Enroliment Polcy Configuration

Envol user and computer certificates automatically

Configuration Model: Enabled <

Renew expired certificates, update pending certifcates, and remove:
revoked certicates.

Update certiicates that use certicate templates.

Log expiry events and show expiry notfications when the percentage of
remaining certicate fetme s

Additonal stores. Use °,” to separate mutple stores. For example:
“Storel, Store2, Store3"

[ isplay user notifications for expiring certificates in user and machine.
W store

3 Cancel Aoy






OPS/images/9781119560715-fg060403.png
9) Fle Gt Seecton View Go Debug Temeal Hep @ Untte - Vol S Code udmitotor]

e Evae o
B o
L

¥
®

e Hponesten

g © 2436 Wcrso. Crporsian. AL ighs resevs.

B O Typeneretosemen Lo e m@ s

Tema A x

Apw 2





OPS/images/9781119560715-fg060404.png
9 Fe Gt Seecton View Go Debug Temeal Hep geracondua! - Vil S Code Udmitt)
B > et x

i .

3 cntetnon
o[ &=
Bl | T e
N
@] ;| e
b | P ctrto et on st
I
3| =g
2 b e
3 it e o gy oy s

o Scomp < Get miChjec -c1ass MT32 Compitarysten <ompiteine Scmpiter
F Spro B Computera wScomputers

o omecoas o ot gt
[ ——p—

5 Cotsrs o SHRTESTORD €8 tcamrts
2 Cira i SoeTSToRimts - -\ttt

2 Cibre e STSTORN sG-St cptarme Mriclent
Catering oo cn asriot

i n
Comrene | it

*

+ma A

O/ tpeheeiozmsen X E Y EL amw i





OPS/images/9781119560715-fg060401.png
Leam

come to the PowerShell Gallery

pR —

and 5C e

0 25764

Top package dowrloads (32 wecks)

Pt Dovrioss

Loy th P Gty s h st s e
S

e i e o dourcsd pacages fom e Gl






OPS/images/9781119560715-fg060402.png
bt Pl formis Oua B Vet Tebmemtyouwantodo

Bt = B R

L —

S rue- Eoaeacons - | § % 3 0| Sttt fetm 4

5 oo Stoge Msooge iooge semeisorg o 55551534 Sl Canpendl S Sesan OU-SlsC-ortesog E-COM
5 iy Stooge sooge RoogeBrommerarom 555513 Sl Cargedl Sl OU-Sl O<omREROG 0CCOM
ity Stoop Cooogs conpe e o555 1216 Sl Changeml e U<l DA OC-COM






OPS/images/9781119560715-fg070206.png
B4 Setings for VM1 on SVR2013-HYPERY.

i EREIL)
v =
¥ siirainae o
& e Sty o st o ey e i can
oo rom ardorve - 1o
@ seorty [
oo i N
ot o e oy vk o s e i e
st oottt
"B [ e T—
[—— il 1e
e )

) PRO/ 1000 MT etwoek o
|2 Mansgement
1) teme
Inegaton servies
Sore servces offe

81 checpons

Speoty the percentage o mamery ht s shoud byt reserve 3. uffer.
Fiper s e percetage nd he st demand fo ey 1 dtermee
omountofmerry for the b

Mooy buffr: 2] %
[rm—

Speofy ow to rritze the avalabity f memoryfor ths vl machne
Compare o s el machnes on 1 computer.

Lon ] Hoh

@ 5oe0ting s lower setongfr 5 vl madhios it reventi fom
St b s Vel madines reruring and vl ey o






OPS/images/9781119560715-fg050601.png
® s
55 s S senices >
tos

B

erver Manager » Dashboard

” ocs
® vy

A sosmomescotgen

Gt e ey Gt s

B AR '

D ooy






OPS/images/9781119560715-fg070207.png
B4 Setings for VM1 on SVR2013-HYPERY.

i IR
A Farduare pryrres
F e
2 rrmare Yaucan charge b s el s attached o e el e e
e et onve oy e o P i b isd et s et e
aaimasie i s
hg— g oot
m remory scstcontoler | o)
o =

5 § Netvork acapter
It ) PR/ 1000 MT Netvork o
2 Hansgement
1) e

Integraton erves

Somesenices offered

55 snatpagngrietocaton

Cprogrardotaracsofindo

You can conpact,convert, expand, merge reconect o ik et hrd ok
by eding e asiocated fe Specty e Al pah o he e

® virtual hard dsk:
[P Vo Ve b e

New e pect | | Browse..

© 159 syt ord ko vt s ot ke s e
302 . Lot O Mmoo e Ay comr o mansge
v rrd .

o remove te vtuahad dk, ik Remone. Th dscomnects the dek bt does ot
i e esocoted e

Remove.






OPS/images/9781119560715-fg050602.png





OPS/images/9781119560715-fg050603.png





OPS/images/9781119560715-fg050604.png





OPS/images/9781119560715-fg070202.png
0 New Virtual Machine Wizard

= Configure Networking

Before Youseon e vrtus madine ncides  network adspter. You can configrsthe etk adptertouse s
SpectyNomesdlacaton | ¥R, o Lcanrenan dcaecid
Specy Ganarston Comnecton: Ite) PRO/1000 T Network Cannecton - Vet Swtch <

s erery

ComectvrualHord Dk
Instalaton Optons

<prevans | (o> Fnsn Concel






OPS/images/9781119560715-fg050605.png
Select Certification Authority

elect a certication authoriy (CA) you want to use.

Computer






OPS/images/9781119560715-fg070203.png
New Virtual Machine Wizard

= Connect Virtual Hard Disk

Before Youseon A vetal machine recuresstorage o tht you can st operatn sstem. You o specy the.
Spectyame andlocason | 190 o it by mofyng the el machns’s rpertes.
e — © Creste s venslhrd sk
Y Use thsopton o reate VDX dymamicaly expandng vetal had k.
Names Wi
Locaton: [C:sers P Document Hyper Vil Fard st Bronse.
Sae: ) 68 Qi 5475)
(O Use n exstog vetal had sk

Use ths apton o attach an existng O vetal hrd k.

Ci\serspublcPocuments Hypes-¥\VitualHard D

O Attacha vtualhard dk st
Use ths cpton o skip i tep o nd atach anexsting vetal hard diklter.

<prevans | (o> Fnsn Concel






OPS/images/9781119560715-fg050606.png





OPS/images/9781119560715-fg070204.png
I8 Hypee- Manager
a2

B v

B o
o o

a
x

B
o
@ com






OPS/images/9781119560715-fg050607.png
eslaimolasBm

B oy [T

T R e

Eia G g

sy reren

5 s kot = ) iy >
[Epestiing

5 Gee s g >

5 bwigrons [t

ey






OPS/images/9781119560715-fg070205.png
B4 Setings for VM1 on SVR2013-HYPERY.

5§ Netork st

IneR) RO/ 1000 MT Hetwork .

.
1) teme
o Descpton: 1S Devee
) neaton Servces Ve e otk ocments s Vil Hard DM
o Femare device pat: ApEX\MBUS 0 NGB ITESAZ 0991 208653
Tedoons oS0 S A T DRRDSTEE o DO CIECD D EReaast
9 snartoorg etocaion RIS

Crrogarbaspasssoink
B Aot sor Acon
B Avomsecstprcon






OPS/images/9781119560715-fg050608.png
ReauestCerticates

e Oy ke Py
[ prTy—"
Dot pr—
[EL S Pr—
[ D —

o] (s






OPS/images/9781119560715-fg050609.png
O 5 i o 5 S

wetcome.

s s Wil st request cetca o your Wb browser, o mad cn, o othr rgram. By usng a carticale, you can vy your
donty o pocpl you communicats i ovor 1 Wb, i1 and ncry! messagos, and, depandng upon h typo of crtfcats you fguest,
Dero othe secuy a5k

Youcan s us s Wob st downioad  crticale authoriy (CA) corifcate, corficatachan, o cotfia evocaton s (CRU), oo
Ve ha stalus of  pondng roquest

For mors ormation sbout Actve Dictary Cerficata Sonics,see Ac Diecor Corfcte Savices Documentaion

Selecta sk
Reauest o corficte
View the st of o panding ceticatsreuest

Downond  CA coral, cotfcatechan, or CRL






OPS/images/9781119560715-fg070201.png
I8 Hypee- Manager

(oI
R T
UM Ve e gty U e

i s






OPS/images/9781119560715-fg060405.png
o e mAaAaNE AT





OPS/images/9781119560715-fg070312.png
B Setings for VM1 on SVR2019-HYPERVZ

i CREAL)
2 _harduare Hordnore Accerovon
[T
= e Speotynetnrkng ks st canbe offoded 03y ntvork soptr
o et e

Seare Soot st

& [0 rocessr

= 0 scstContler

1) et senees
et

{8 Chedgonts
o

58 Smatpaeg e Locaton
CProymbvaVacemonod:

B Autamate ot pcon
Resart Fxevoty o

Vel machine cueue (M) requres sl netcrk adaptr tht perts
e fesnre.

D Erblevralmachne qveve

s takoffoscng
Support fom gy netork adter and the st cperatg system's
reared o offasd Brec ok

hensffisent hardyar resuces v ot yalal, the seauty assocators
are ot offoaded nd re handed i sofvare by e st cperat system.

) b stk ffondng

S 00t 10 weuskzston

‘Sege100110 vruaizaton (.10V) equresspechc hardware. 1t 850 bt

e dtvers o be taed  the gues peratng sysen.

e sffdent v resoscesare ot valale,netvork comectty -
iy

B Ensle sior






OPS/images/9781119560715-fg070310.png
o
[—

PRr——

2 i @

ot 12 @ e
e s






OPS/images/9781119560715-fg070311.png
58 Virtual Switch Manages or SYR2019-HYPERV2. -

& Vituai Switches
2 e etk i
o 2ot
st oy
0 2. swov
InciR) PRO 1000 HT networ.
2 Globaictwork ettings
G v hctess e
0155220010 015501

e Ve Swtch ropertes
Hame:

fsiov

rotes:

Cormecton toe
What o you want o comec e et swich to?
© Extmalnetvork:

InteR) PRO/ 1000 MT Network Cornecion Y]

2 Ao o hare th netwrk apter
20 Evsble s 100t 10 veustzaton (10

O wiema et

O prvte netwrk

W

00 Ertieveal Lt ensicton formansgement cperai system.

Remove.

© 5210 can oy e canfured e o e s et At
T i SR i ot b oo e o e
=%

3 Canc oy






OPS/images/9781119560715-fg060502.png
ar €6 mh B AT e O





OPS/images/9781119560715-fg060503.png
a s € mh B e It





OPS/images/9781119560715-fg060501.png
World Wide Web Publishing Service Properties (Local Computer) X
General | LogOn  Recovery  Dependencies

Servicename:  [IESIE
Display name:  Word Wide Web Publshing Service:

Descpton: vides Web conneciviy and administraion
E; the Intemet Infomaton Services Manager

Pathto executabl:
CAWINDOWS\system32\svchost exe % issvcs.

Statuptype: [ Automatic &

Service staus:  Running
St Siop Pause Resume

You can spectly the tart parameters that apply when you sta the service:
from here.

Start parameters:

oK Cancel Aoply






OPS/images/9781119560715-fg070309.png
NIC Teaming x
New team

Team name:

MyTeam
Member adapters:

InTeam  Adater | Speed State Reason

Ethemet 1 Gbps
V] Ehemet2 1Gbps
V] Ehemet3 1Gbps

@ aditions properies

Teaming mode: Switch Independent
Load balancing mode: | Address Hash
Standby adapter: None (sll adapters Active) v

Primary team interface:  MyTearm: Default VLAN

‘Some settings are ot available for servers running in 2 guest virtual machine.






OPS/images/9781119560715-fg070305.png
Settings for VM1 on SVR201-HYPERV

i E 0
o T etk rdm
[ i PR R —————
@ seory

5 § network adapter
Pstxtemalswitch
2 Hanagement
1] e

D
A Erblevrual i enticaton

The VAN dentfir speciesthe v AN tha i et mochine vl for o






OPS/images/9781119560715-fg070306.png
Settings for VM1 on SVR201-HYPERV

i v o
e e e

5 § network adapter
Pstxtemalswitch

Specty the confsation of the netwrk dapter o remove th netark aaptr
Vet s

wnp
00 Erblevrsal L enticaton

@ Toleovethe mium or i uvesticted, pecfy .25 the vake.

Torenare e etk s o e WA g, S8 Renare.






OPS/images/9781119560715-fg050701.png
-
e [l

I e e
= E
= = mm mmm






OPS/images/9781119560715-fg070307.png
52 Virtual Switch Manages or SUR2019-HYPERY

% VirtuatSwitches
2 New vetal etvork st

= 2. psextemasuicn tome:
(R PRO/1000MT NetwockCo.. | [raamt

5 2. psitemsntch
temstony fm=

= 2. psomateswicn

Comecton e
Whatdo you want o comect s v svch 67
© Exemalnetiork:

o) PRO/ 1000 MT etk Cornecion 22

2] Ao management ceratngsysem t share s etk adapter

O ot netrk
O prvate etvork

i
D) i v i et for mansgement cperatg system

Remove.

© 510 concry b o hen the e v . At

i st i S10) e ot o comyrted . el o rvate
o

hooy






OPS/images/9781119560715-fg050702.png
New Key Signing Key (KSK)
Guid

Guid:

Key Generaton
(© Generte new sgning keys.
Olse pre generatedkeys

Key Propertis
Cryptographic algritm:

Key length (Bits):

Selctakey sorage povider togenerate and store keys:

DNSKEY RRSET signature vaidity period (hours)

(applcable only to AD inegrated zones)

Key Rolover

Enable automatic rolover
Rolover frequency (days):
Delay the frst ollver by (days):

RSA/SHA-256
24

Microsoft Software Key Storage Prov
[es

Repicate ths private key to al DS servers authoriative for this zone.






OPS/images/9781119560715-fg070308.png





OPS/images/9781119560715-fg050703.png
Zone Signing Wizard

‘Signing and Polling Parameters
Configure values for DNSSEC signing and poling.

D5 record generaton algorithm:
DS record TTL (seconds):

DNSKEY record TTL (seconds):

Secure delegation poling period (hours):

Signature inception (hours):
Offset from current tine when the signature is Greated.

SHA-256

3600

3600

<Back [ MNext>






OPS/images/9781119560715-fg070301.png
52 Virtual Switch Manages or SUR2019-HYPERY

[EXTwpr—

xtemaswcnGu
2_Global etwork settings
§ wac Addess Range sl

Comecton e
Whatdo you want o comect s v svch 67
© Exemalnetiork:

It ) PRO/ 1000 MT etk Cornecion

2] Ao management ceratngsysem t share s etk adapter

O ot netrk
O prvate etvork

i

D) i v i et for mansgement cperatg system

Remove.

© 5101 con oy b contired hen the vl ch s e, xternl
e i S8 10 bl ot b comeed 030 e e
ft=s






OPS/images/9781119560715-fg050704.png
e dcin Vi
s X066 @m0
3 smmoc
2 vt toiup s

St 508 (18 s s
S 50 Mo 216 e
B0 USimenTO W e
i 50 oo
S50 NSDcpionT0-
S0 DUSDagionT0-
e gy

ot R s gy
e e -

Nt et (AT
gt 50 Dot
oo e R gy
g 50 DO e
Nt O ol
i 50 DT
oo o R e el
o 56 DT e
Jeschoset e ey ot
e 50 DT
Nt 30D [ OO
g 56 DR g






OPS/images/9781119560715-fg070302.png
a s €M B N AT it O





OPS/images/9781119560715-fg050705.png
eslafEn

3 a5
< Conpeontgntn
o
[y
iy
e retser
st
Ot
5 sy e
P
Fy ot

e e o

R e

BEE e B

B

e —
"






OPS/images/9781119560715-fg070303.png
52 Virtual Switch Manages or SUR2019-HYPERY

te(R) RO/ 1000 MT etk .
® 2 psimemsch

temstony
= 2. psomateswicn

2_Global Network settings

WAC Addes Range

% Create venslowtch

it type of vt s o you want o reste?

el
prvate

Creste vensi e

Crestes a vt swch ht st the pysia network adapter o hat vl
madhines can cces sl ek,






OPS/images/9781119560715-fg050706.png
Generate TLSA Record

Ganora ONS TLSA oo ocord o  caticat and ven pramotrs

Usage Fila:
0" PRIX TA: Caticats Authrty Consiran
1 PKICEE: Sonico Crticato Cosiant
2 DANE TA Trust Anchr Assarbon

3 DANE £E- Domain ssued Caricate

Selectr Fied:
0 Cart. Use tl caricte
1. 5PKI Uso suyec ublc oy

Matching Type Fied
0-Full No Hash

1 SHR256 SHA256 hash
2. SHAB12 SHA 512 hash

Enteripase PEM format X509 cortffcate here:

Portumber (65— |(00 443)
Transport Prtocsl [55___ (¢ kp,udp, scp, decp)
Dorain Nan






OPS/images/9781119560715-fg070304.png
52 Virtual Switch Manages or SUR2019-HYPERY

% VirtuatSwitches

2 New vetal etvork st
. pseutemalswitch

2. Extensons
CEIp—

Intel(R) PRO/1000 HT Hetwor...

RO p—

Poextemssich

totes:

Comecton e
Whatdo you want o comect s v svch 67
© Exemalnetiork:

It ) PRO/ 1000 MT etk Cornecion
2] Ao management ceratngsysem t share s etk adapter
O it etk
O prvate etvork
D
7 Enbie v i et for mansgement cperatg system

The VAN densfer spees the sl AN that he narsgenent

cperstng
ystem i use foral nork comuncations Frough s netork daptr. The:
et does ot ffect v mchne e,

3

Remove

© 5101 con oy b contired hen the vl ch s e, xternl

i st i S10) e ot o comyrted . el o rvate
o






OPS/images/9781119560715-fg050707.png
Generate TLSA Record

Ganora ONS TLSA oo ocord o  caticat and ven pramotrs
Corticate Informaton:

Seral 7500000012265100644041625000000000012
{ssuer DC=com. DC-sometesorg, CN-ISSUECAT
Sutjact CN=w somalestog o

Cortcat ncopion: 2018-12.15 05.3328+0000 UTC.
Coicata Exprabon: 2020.12-14 0,00 1440000 UTC

TLSA Paramters
Uso0e 3. OME £ Doman s Contcte

cor 1./SPICSubjct Publc Koy
Vot Ty 3 SHA5 S S0 s

Service Parameters:

Pt 443
Taansport tcp
Domain name: sometesorg com

Generated ONS TLSA Recorc:






OPS/images/9781119560715-fg050708.png
_443 Properties

Unknown Resource Record | Securty

Record name:

Fully qualfied domain name (FQDN):

[ 243 top www sometestorg com sometestorg com

Ofset

Type: 52(034)

Hex Value

Szeinbytes: 35 (0:23)

Char Value

0000
00y
0008
o00c
0010

[
a3
2f
15
79

00
1
uo
ab
£

o1
8y
2f
£
uo

99
8f
w7
%
25

ar7?

oK






OPS/images/9781119560715-fg060504.png
s € mb N sl et





OPS/images/9781119560715-fg080101.png
App1
App 2
App3
App 4
App5
App 6

2
Docker
e
'

N
Windows Server 0S
.

J
->|b)>bBD

Infrastructure






OPS/images/9781119560715-fg080102.png
MicrosofiDocs / Virtuslization Documentation

s+ | Vituaizaton Documentaton windows-continer.samples

Owaar [ 15w o0






OPS/images/facebook-logo.png





OPS/images/9781119560715-fg060203.png
PN EREY A D





OPS/images/9781119560715-fg060201.png
Fle Gt Seecton View o Dsng Temisl hep Vi S o dmirshntod - o x

B E®<dvO-

e oY 4 T 8 A x
5 Cosrs o SORTESTOS [syston st 51

5 Crrnis sowsTons |

*

® |O/Tpebee e Jo e m@a s Ama s






OPS/images/9781119560715-fg060202.png
Copyrigh () 2017 Mierosot coraration

cprogeam £iles (x09) Wicrosos visu
HrosSes (h) S Clmal Resensly Cache KELity. Verson £.0.36538.0

Corign (6) Microsort Corporseiin. A1 rignet reseres

RN eERrY P






OPS/images/9781119560715-fg050401.png
@ Hame Windows Security

P— [
PR Protectionsress
[em— R T
® Windows Secrty Fuewst & network protecton
4 -
8 I S
PR——
oy
© o
© et =
L Keep your PC safe






OPS/images/9781119560715-fg050402.png
B Domain network

& e doman.

Change your pracy setings

Viewsnd crange gy setngs

° v

Active domain networks

= somamogeon [s—
O hop ool S

Windows Defender Firewall

@ o
3
Incoming connections

D0 ks coming conectons,inchuing
hosein e st of siowed 35

© st






OPS/images/9781119560715-fg050403.png
MR it e e i

D ooy o s s oty o
0 it e

S ot ot e et

[ oe————
[
[-Qinthupeu—

[ oe——————

0 O e

[ Qietepeu——

[ se———————

[ R——

oy

[ ———
e ]
[ RE————

4 ottt
4 st






OPS/images/9781119560715-fg050404.png
Windows Defender Firewall with Advanced Security on Local Com...
Domain Profle  Prvate Profle  Pubc Profle _ [Psec Seftings

‘Specy behaviorfor when  computeris connected to a publc network
ocation.

Sate.

Pl On focommendsd)
bound comectons: | Bock k)
Ot comectons: | Alow o)~
Prtectednetvok comectons: | Customizs,

‘Specly setings that control Windows [ ¢ o
Defender Frewal behavir.
Logging
‘Speciy logging setngs for e
| oubleshocting

oK Cancel 2oply






OPS/images/9781119560715-fg050405.png
siamls @

gy
vl
B Comenacrty
I freve
e
B Cormtnscvmy
s
[t

D Tt G (50

@ s e e
Orems e
omns O o
Orins v et
o
DY 5

et e 0 e )
Pitidintundotoit}
O s e )

e e v e -

o
et s W Vs
Dt e e s
et o e
et o S
preeeretieny

et s
e arte g
e ate ey
i s
e rate g
e arte ny
T aters
e arte g

ot g

GiFFEisissiassssisiMisisaaaaaig

i et
¥ ety
¥ ety e

-
o e

[ r—
© twwersc

e

X ooec
e
G






OPS/images/9781119560715-fg050406.png
@ Coianetg. Drameen Contgtin -

e o e
O T T
Gioms =
@ tnsipcion H
8 SRS 0 L s SUrAMOS A Som
St adom e K01 S oo Oons
8 oo o 705 e Sl o A
@ et 17 oty e
Pt o o oo
Bk oS M) iMoo 2
e -y e
@ ottty e T2 Coto ety Pt
0 ont ek oy it 5.0 o
9 ot e 09t 1001, pretsoumonndiiven
8 ort e g T Sy ) Gt ettty Ptk
8 Cort e T Sty ) Gt et Do
0 ont e g G Seencgi) Gt ettty Soman
8 ont e e G e ) Gt ettty Pt
8 ottt e G S ) Gt Dttty Pk
0 ottt o e A5 S ) ot Dttty Pt
8 ont D 5 g ) Gt ettty Pt
O Contters b Contoexetionty e
o e e OO o
@ oD sl . G H
O o haratg Detm i . Co vt N

S EFEFIFIAFIFAFIAEEEIAFAIAA

i et
¥ ety
¥ ety e

g
o e
| Ferrrmm—
pee
X ooec
e
G






OPS/images/9781119560715-fg050407.png
Allow MySQL Inbound Properties X

General Programs and Services Remote Computers
Protocols and Ports | Scope  Advanced | Local Pincipals  Remte Users

Protocols and ports
s Protocal type: i3 <

Protocol number:

Loca e

Remote pott Py Frag

Itemet Control Message|
(ICHIP) setings:

oK Cancel 2oy






OPS/images/9781119560715-fg050408.png
‘Customize Advanced Authentication Methods

[ —,

St oot stbwtton nabstto e g P
Toss e o e e

[ r————

s e
s — e
s =

- User (Kedberos VS)
== _

r———

e
0 S bercntins

{Asmcond st b socid vhen s v
fropp s






OPS/images/9781119560715-fg050409.png
esiamls@

e

I freve =

e =

B ot sty ks =
B sy tmenan, T






OPS/images/twitter-logo.png





OPS/images/dummies-wordmark.png
dummies





OPS/images/9781119560715-fg060304.png
Fle Acion View Hep
e 2D £0[XE

'3 Actve Direcory Uses and Computers

EEIV IR S R 2-KY

3 Active Dirctoy Users and Com)|
> 2 Swed Queies
< 83 sometetorg.com
2 Buitin

= Compuers
> & Domain Contolers
5 ForegnsecurtyPrincpa:
3 2 Mansged Senice Accour
> 3 e

& s

e Tiee Descripion

B GeorgeSmith User






OPS/images/9781119560715-fg060305.png





OPS/images/9781119560715-fg060302.png
2 s 6 m@E AQw 2 O





OPS/images/9781119560715-fg060303.png
2 o m 6 P






OPS/images/9781119560715-fg060301.png
eseo a oo EIECE
5 ot @ et E3 W i 3 vt 3 et ot Bty By 3o 0T 3 s ED

B Microsoft | Powershell Gesines o Gy conmnty

[ryp— [SPS

Powrshell 51 Connect-PSSession

Reconnects o disconncted sesions.

> ot Someste S
= s serogrs
{eorsieist o)
P — Fioany
fy {eorirn
i [l —
sssrssnon fome e
[ o riseion | Csesion) ossestents
{rteeciae arest]
ong o i)
o— Camrirn
[Ri—






OPS/images/9781119560715-fg050501.png
KEY A

KEYA





OPS/images/9781119560715-fg070107.png
=% Create virtual switch

What type of virtual switch do you want to create?

Internal
Private

Create Virtual Switch

(Creates a virtual switch that binds to the physical network adapter so that virtual
‘machines can access  physical netnork.






OPS/images/9781119560715-fg050502.png
—_ [ ] —
- | U <«

PRIVATE KEY PUBLIC KEY





OPS/images/9781119560715-fg070108.png
. Virtual SAN Manager for SVR2O1S-HYPERY

% Virtuai Fibre Chamnel SAts
"% New Fbre Cramelsav

2 Gt nmmmmi

B viodd e tomes

ou can dfine e range of i Vi Port e (W) scikesses tatcne
ssgned dymamicaly . vt Fbre Charrel prt.

Mo [covsraamoE000 |
e [coorRaIErTe |

ot e e e o e (100 s it cne e
mamicly 0 vetal e ChamelPort

e [coosPranooeeeroo |

(© G th et does ot e Crarmel s it hve sy b
onbared o s e it S e Chone s s b
e o by e 20 35300 2.

3 Conel =






OPS/images/9781119560715-fg050503.png
User Properties
General

Cetficate Template:

Cetficate Puposes:

Encypting Fie System
Secure Emal

Other nformation:

Include emal address Yes.
Publc Key Usage Lt Digtal Sgnature

Key Enciphement
Publc Key Usage Crical Yes.

oK Cancel






OPS/images/9781119560715-fg050504.png
Computer Properties
General

Cetficate Template:

Cetficate Puposes:

Other nformation:

Include emal address No
Publc Key Usage Lt Digtal Sgnature:

Key Enciphement
Publc Key Usage Crical Yes.

oK Cancel






OPS/images/9781119560715-fg070103.png
18 Hype-¥ Manager

CEF]
R [ =
St Sece. 2 :":M






OPS/images/9781119560715-fg070104.png
) Hyper-V Settingsfor SYR2019-HYPERY.

% server = o
T Vet vrd Dk P
e o henmentayper. | Youcan confure Hyper to sk vetal madins o 5580 o anfrm memory
£ wasivecies rchtncure QUIMA) nodes. Viven th physial conputes s NLA odes, s ety
" prograndstayaassoftinds... | Provs Wi machineswith sl computng resources.

0 Ao vt mchnes t s sl Mt s

@ Soer s canet yourin e v s e et
o sy gk e erory oot o on s
SN Vv o of o gy s
e

2 Evonced sesson e rley
B e e
B Reictin ot
5 veer
s e
o e e i
0 Mo et

2 Reset Check Bores.

3 Conel hooy






OPS/images/9781119560715-fg070105.png
") Hyper-V Settings for SRZOIS-HYPERY

18 storageMgratons
" Smansous rstons

2 EhanceSesson ode oy
o EancedSessanode

B roencongron

e 2 3 Replcs sever

2 vser
B Keyposd
e on the vl machios
5 VeuseReesserey
awon

 Server T
AT b
Gl oo | e neomng andutgong e matins
£ venaivces
o e oo, | Smaneousive migatons
Specty o manystanos e it e soved
P — [
icanng e migatons

(© Useany avatole et for e it
(O s tese 1 acresss o v it

)

Vore Dovn

Renove

Aosly






OPS/images/9781119560715-fg070106.png
1 Hyper-V Settings for SYR201S-HYPERY.

= B e mgatons

Tomburosiyatons
2 Enhanced Session Hode Policy
‘Nlow Enhanced Session Hode
8 Replcation Confuration
Cnabld 0. Replca server
2 user
B Kepourd
st on e vl mchine
£ ouse s e
CTRLAT REFT 3020W
2 ervonced sesson e
U favise
2 ResetCreckones
et crck b

R S———

& server ~
psemver | B Resicaton Confiurotan
T2 Vrtus Hord Dk Li
Cises i Dosument per-.. | (2] Enable ths compuer s a Repca server.
Tl wasthdns o Authentcaton sndports
CoprogranDataacosoftnd.
‘Spectythe authentaton types toabow forncoring repicatin taffc. Ersre.
B s sparnng thatthe pors you sy areopen n the frewal.
o NA Spaming

[ Use Kerberos (4TTP):
[ —
sty pegers [___o9]

(0] Use certficate besed Authenticaton (HTTPS):
e o
Sty et -

Specy thesevers that v alowed o esiate vetal madines o ths
coneuer.

(© Ao reicationfom sy tpentecated serves
Speoty th defut ocaton t stoe Repkca fes:

[CAUsersbicPoments Fper ¥l Hard ks
onse..
(O o repicatonfom the spected senvers:
prrary Server_ Storage Locavn Trust G

3 Conel Aovly






OPS/images/9781119560715-fg070101.png





OPS/images/9781119560715-fg070102.png
ual Machine Migration






OPS/images/9781119560715-fg080302.png





OPS/images/9781119560715-fg080303.png





OPS/images/9781119560715-fg080301.png





OPS/images/warning.png
&

WARNING.





OPS/images/9781119560715-fg020233.png
B Add Roles and Festures Wizard

Select server roles

ek vou g
sttt e
Sonesecion

TR
[P

ol s
Gonkimatin

Seloct o0 o mors st stllon theslacted saver
Roles

0] Actwe iecton Cartcae Services
5] Actve Diectory Domai Sevices

5] Acte Diecton Federatin Srvies

5] Actve Dircor Lightweight Dirctor Seies
5] Actve iecton Righs Mansgement Services
0] Device ol Aestaton

5] o semer

0] ons sener

0 foxsoner

(8] Fie and Storage Senics (1 f 12instaled)
3] Host Guardonservce

0 tpecy

0] Network Conoller

et
2] Remote Accss

53 Ramote Deskop senicer

53 Vokame Acttin Sovices

0] web Sever15)

53 Windows Deployment servces

Descipion

Prinand Document Saices anses
you o centralze prin sever nd
netwerk penter managerent s

<prevows | [ o>

Concl






OPS/images/9781119560715-fg020232.png
8 HP Officelet Pro 6960#:1 Properties x

Color Management Secuty Device Setings
General Sharing Ports Advanced

=

Location:

Comment:

Model: TP PS Driver BD10241738FC46acB78B784FACAOFC3B

Features
Color: Yes Paper available:

Double-sided: Yes Letter
Staple: No

Speed: 18 ppm

Maximum resolution: 600 dpi

Preferences... Print Test Page

oK Gancel Aoply






OPS/images/9781119560715-fg020235.png





OPS/images/9781119560715-fg020234.png
B Add Roles and Festures Wizard

Select role services

Sefoe You Begin
Instalaton Type
Servr Roes
Featres

prinand

Seec th e seices o st fo Prinand Document Sanicer

prossone]
) interns pr
0 wosenice

- o

Descipion
printsarver icidesthe Pt
Management nap-n, which s sed
o managng gl prter o
et s gt

x

<prevous

et

|






OPS/images/9781119560715-fg020231.png
TP PS Driver BD10241738FC46acB78B784FACA9FC3B Advanced Options X

= TP PS Driver BD10241738FC46acB785784F4CA9FC3B Advanced Documer

=/t Paper/Output
T .

Copy Count: 1.Copy
=9 Graphic
©Image Color Management
ICM Method: ICM Disabled
ICM Intent: Pictures
Scaling: 100 %
TrueType Font: Substitute with Device Font
= Document Options
Advanced Printing Features: Enabled
Pages per Sheet Layout: Right then Down
Booklet Binding Edge: On Left Edge
‘= PostScript Options.
=% Printer Features
Color Mode: Color
Quality: Normal

oK Cancel






OPS/images/9781119560715-fg020230.png
2ad

e

e

it

n
=

¥ o & sapimer

Type a printer hostname or IP address

Devicetpe
Hostname o P sdres:

portname:

uodetect

]

[AEER]

ey the pinter s sutomaticay s th v o s

T0ems






OPS/images/9781119560715-fg080306.png
® o5 € m N sl e





OPS/images/9781119560715-fg080304.png
® o5 € m N i P (T





OPS/images/9781119560715-fg080305.png
® o5 € m N e





OPS/images/9781119560715-fg020237.png
Characterrepeat

Repest dely:
& Long [ Shot

Repeat rate:
I-A Srm,—UFal

Cick here and hold down a key o tes repeat ate:

oK Cancel ] [ #oply






OPS/images/9781119560715-fg020236.png
89 Network Printer Installation Wizard

Printer Name and Sharing Settings

Printer Name: Meain Office Printer #1
Share this printer
Share Name: Meain Office Printer #1
Location: Main Office - Next to Bob's Desk|
Comment:

<Back

‘You can give the printer a fendly name and specily whether other people can use the priter.

Next>






OPS/images/9781119560715-fg020239.png
B Power Options

Advanced seftings.

then choose seftings that reflect how you want your

Select the power plan that you want to customize, and
g ‘computer to manage power.

High performance [Active] <

5 Hord disk ~
& Tum off hard disk after
Setting (Minutes): [0 |1+
Internet Explorer
Desktop background settings
Sleep
USE settings
Power buttons and lid
PCl Bxpress
Processor power management

Restore plan defaults

oK Cancel Aoy






OPS/images/9781119560715-fg020238.png
& Mouse Properties

Buttons  Pointers Pointer Options Wheel _ Hardware.

Button configuration
] Switch primary and secondry butons

‘Select this check box to make the button on the
tight the one you use for primary functions such
5 selecting and dragging.

Double-click speed
Double-cic the foder o testyour setiing. f the
folder doss not open or ciose, ry using a sower.
satting,

N

CiekLock
[ Turn on Gl ock Satings
Enables you o ighightor crag wihout hoding down the mouse

button. To set, briefly press the mouse button. To releass, cick the
‘mouse buton again.

oK Cancel Aoply






OPS/images/9781119560715-fg010302.png
Windows Server: 2019

B ]

e g s s et






OPS/images/9781119560715-fg010301.png
Copprighe (©) 2008- 301 Nk Ressinavith L T Ty fopelo®y

el o) Core( 473680 0 3.00 .






OPS/images/9781119560715-fg010307.png
Choose what to keep






OPS/images/9781119560715-fg010306.png
Get updates, drivers and optional features






OPS/images/9781119560715-fg010305.png
P






OPS/images/9781119560715-fg010304.png





OPS/images/9781119560715-fg010303.png
Windows Server: 2019






OPS/images/9781119560715-fg020101.png
erver Manager » Dashboard

PR —

@ Configure ths local server

and

iy Fleandsinge

e ' Loca erver
© ey © ey






OPS/images/9781119560715-fg020222.png
€4+ > Conl ot > e and Sty > s rv oo~ & Sench Gl o »
Control P * o
€ K stecerOmetrrpion )
k.
Are you ready to encrypt this drive?
cpton itk e epnding o e o e dive
Yo cnKeepwing i the e i ncyped,hugh ot it e .
IR
T ——————
g e e
[ R ——
Mot Th chack it ke e, b scomnded s thayour slctdlock
mthd ot i e b oy .
© s T
© o

Frvacy stotement






OPS/images/9781119560715-fg020221.png
e BitLockes Drve Encryption. - o x
€ Be SytemamdSecty » BitocrDiv ncopion 6] [sahconirmd 5
o
ContrlPanelHome, BitLocker Drive Encryption
el prtectyous s and s o uhrzedccs by protecting your dives wih
i
Opersting system drive
Cittocker off
Tumen itocer
- L4
—
Fived data drives
Removable datadrves - BitLocker To Go
Volumet (€) Bitlocker on
& [T ——
3 Changepomors

© oM Adminiton
© DiskMamsgement

Prvacystement

[P —

© asasmancas
A —

© T o Betocker






OPS/images/9781119560715-fg020103.png
Manager » Dashboard

PR —

g e andSorge
B senices
© vsgesiny

Qe @ configure this local ser|

and

' Loca server
T vy

[
spumiamion






OPS/images/9781119560715-fg020224.png
e BitLocker Diive Encryption - o

& o B SytemandSecurty > BatockerDrveEncoption o
Conelpand teme BitLocker Drive Encryption

Helppotectyou s andfoldrs from unsathriced sces b preecting your v it Btocker

‘Operating system drive.

C:Bittocker on

© Supend potection

a$ | oo
o
i dta ives

Removable data drives - BitLocker To Go
E:itLocker on (Locked)
sees
© oM Adminiaton
© DiskMamagement
Prvacysttement






OPS/images/9781119560715-fg020102.png
ok = -






OPS/images/9781119560715-fg020223.png
€ o B SytemandSecurty > BatockerOrveEncoption 1] | Sesch Cotrt Pane 2

Goneloneeme BitLocker Drive Encryption

Helppotectyou s andfoldrs from unsathriced sces b preecting your v it Btocker
‘Operating system drive.
C: Restart required
=
~

8% BitockerDive Encypton

S The computer mustbe restarted
Reme any CO/DVD disks tha i the computer

[t | st

© oM Adminiaton
© DiskMamagement
Prvacysttement






OPS/images/cover.jpg
Windows Server: 2019
& PowerShell

ALL-IN-ONE

- dummies

Sara Perrott





OPS/images/9781119560715-fg020220.png
« ~ 4 B¢ « System and Securty > BitLocker Drive Encryption V& | Search Control Panel »
x
ot °
e Bitlockes e Encryption (E)
-
Choose how you want o unlock this drive
[ Use a password to unlock the drive
PO —
o ps (s
P
(] Use my smart card to unlock the drive.
[ N ——
© s ==
@ kMg
JS—






OPS/images/9781119560715-fg020229.png
it

5 addpinter

Find a printer by other options.

My pnteris e s Help e ind .
(OSdecashced it by ame.

Erample\computemamepntemame o
g compemame prnte prtemame/piter

(© 8643 prine sing 3 TCOP e o hstrame
(O 64 3 it s o network discoverabe priner

(O 6o pite o netwerk priter it ol seting:

T0ems






OPS/images/9781119560715-fg020105.png
i Sovw borage

5 - ®- ®






OPS/images/9781119560715-fg020226.png
& Configure use of hardware- based encryption for fixed data drves. a

5] Configure use o hardwere-based encryption for fixed data drves

Previous Setng | | NextSetting

@ Enabled

O NotConfigured Comment: ’
O istles

SuPPOried o [ Atleset Windows Server 2012 or Windows &

Options:

Help:

5 U Biocker softre-based encypton
when herdvare encryption i not avaiable

| Restict encrypionsgoritms nd cipher
suites sllowed for harchare-bazed encryption

Restric rypto lgorithms or cipher sutes to the
folloning:

[216840;

i34

68401,

This policy seting llows you to manage BtLockers se of
herdware.based encryption on fd data rivs and specify
hich encryption sigorthms  can use with hardwsre based
encryption. Using hardware-based encryption can improve
performance of drve operatons that involv frequent rading or
rting of data to the drve.

1£0u enable this polcy setting, you can specify additions!
options that controlwhether BLocker software-based
encryption i used instead o harchare-based encryption on
computers that o not support hardware-based encryption and
hether you want t restnct the encrypton sigorthms snd
cipher uite used vith hrdware based encyption.

1 you disable ths polic seting, BitLocker cannot use
hardware based encryption vith operating 5ystem drives and
BiLocker software-based encrypton willbe used by defaut
hen the drive is encrypted.

1fy0u do not configure this plicy settng, BitLockerwilluse

hardware-based encryption with the encrypton algoithm st or

o] et |[






OPS/images/9781119560715-fg020104.png
B
L —

soen

1530 Wy M oo S, iaion OB 3900






OPS/images/9781119560715-fg020225.png
e e

koot
¥ B8 oy gt
Py
= Ve
© 3 ki e
[y

S s
Ep o
fEpeesmens
ot
gl
oo
5

esiaims@n Y

pr e~ o
rn o e 5ttt o bt et o
. N £ S e e oy Sk crigens o
s l

st ottt ot e o Nt -

e ey
o s s ety
e
I e

——
Eerachri g
ot et

o ]






OPS/images/9781119560715-fg020228.png
& Require additional authentication at startup.

5] Reauie adsitionsl authenticaion at statup.

Previous Seting

Next Setting

O NotConfigured Comment:
@ Enabled
O istles

Supported o
Options:

Atlesst Windows Server 2008 R2 or Windows 7

Help:

Alow Bitbocker without  compatble TPM
2 (requies a password ora strtup ey on s
USB fiaah cve)

Setings for computer ith I
Confgure oM sartup:

Alow oM g

Confgure TM sartup PN

Allow statup P with M. 5]
Configure ToM starup ke

Allowstrtup keywith TOM g
Configure TPM sarup ke and PN

Allow startup key and PIN with TPM

This policy seting llows you t configure whether BiLocker
requires additionalauthentication each ime the computer tats
and whether you ae using BtLocker with orwithout s Tusted
Platform Module (TPM). This policy settng is applied when you
turn on BitLocker.

Note: Oy one ofthe addiional authenticaion options can be
requird at startup, otherwise a policy eor occurs.

1£y0u want o use BitLocker on  computer without s TOM,
sciect the "Allow BitLocker without » compatible TPM” check.
bos. I this mode ether 3 pazoword or s USB driv s required for
tat-up. When wsing a startup ke, the key information uzed to
encrypt the drve i stored on the USB dive,creting a USB key.
When the USB key i inseted the accesstothe drve s
uthenticated and the driv s ccessible f the USE key i ozt or
unavaiabl or if you have forgotten the password then you wil
e o use one o the BitLocker recovery ptions o access the
v,

On a computerwith » compatibl TPM, fourtypes of

ok Cancel






OPS/images/9781119560715-fg020227.png
B s Vo i
esiaims@n Y

B e e

[r——— e Commnt
= ha— etccts e
rostmtim s o

Bl

e st atrcston o O S et ot o
Dottt vuem g e Wt soes Mot cbnd o
oo e gt i 5T ot - bt .
R o e
g stetysts || 5 b st ot s ctas e
il | Contpoemomm it oo s o
st mraronce [ 4 comen s vt ot ooy . Wk ipend .
o o || £ tee e e cnpenrg s ot cigond e
et it || 5 Cotparuectpasmtenonyaenines et cwbpos e
et T ik 13| e et ptete g s ot gt e
e ot Tt bion il B0 e Mttt .
ot Tt on b it it s
ot Tt in bt i U oot e
e ——— et o
et putem b bos i ey bt .
et Cotpvten s ol bt "






OPS/images/9781119560715-fg080203.png
.. Microsoft SQL Server

By Microsoft
Offcimages forMicroso S Srver o forDocer Engine

Featured Tags

ockepu mr sl comimsalsener 2017 et s

ke mr O Conv AT 2015.TF2 2ot






OPS/images/9781119560715-fg080204.png
Welcome to Docker Hub.

mysoceend

e o Dok Texms f e,
et Dockers Py Pl and D Procesing Terms.

ol e o e emal upctes o ocker kg s
Vit Sces oS

e e

Aresdyhae s Doce 0 Lagin






OPS/images/9781119560715-fg080201.png





OPS/images/9781119560715-fg080202.png
@ docerus [

ouerte @oserce  Dconnes  Mrgns

A ceicat
Docter ented ©

© oocrcentea

mages

i S—

o mages ©

—
soapes
[rn—
opaton masicre
ra——
s mages
ouseses
Devops oo

125 168 resuts o microst. i seach

X blercontent

ikrosot s sever

|1
[ ——

ffclmages for Moot s serveron L forDocker e

Ootnet ramewerk cpret
[T —

W viriowssevercrets






OPS/images/linkedin-logo.png





OPS/images/envelope-icon.png





OPS/images/9781119560715-fg080207.png
Repostos I

et s s

8 el . Imyrepo
Wyreotorcolsutt £

© st ushes 3 mintes og0

Togs
i repostory conains 1 g

FullDesciption #
sty ssrpins enpy. Ok et s

wsing ot et s

seangs

Docker commands

Topusha newtag o s repostor.






OPS/images/9781119560715-fg080205.png
Tags

Tes s Tmene  Colboors

/myrepo

[ ——

© ustushes e

FullDescription #
sty ssrpons npy. ik e

wsingaof 1 pvate ey

seungs

Docker commands

Topusha newtag o s repestory.






OPS/images/9781119560715-fg080206.png
® o5 € m N e e L





OPS/images/9781119560715-fg010203.png
Choose an cperating systen to start, or press T  select 3 tol
e e arro ko 0 ighl bt our chotcs, the press DYIER )

s Server 2013 Dtacenter

To specify an adancel option for ths choice, press Y.

Taal:

Vindous ory Dagrostic





OPS/images/9781119560715-fg010202.png
®© Advanced options

System Image
Recovery
o Wt g

Command Prompt
et et ot
et

UEF Firmware Settings
e






OPS/images/9781119560715-fg010201.png
Windows Server- 2019






OPS/images/9781119560715-fg010205.png
Test mix:

Basic

Extended

Description: The Standard tests include all the Basic tests, plus LRAND,
strides (cache enabled), CHCKR3, WMATS+, and WINVC.

cache:

Default
on
off

pescription: Use the default cache setting of each test.

pass count (0 - 15): 2

Description: set the total number of times the entire test mix will
repeat (Max = 15).






OPS/images/9781119560715-fg010204.png
Advanced oot Options

Choose Advanced options for: Windows Server 2019 Datacenter
(Use the arrow keys to highlight your choice.)

safe Hode
safe Hode with Networking
safe Hode with Command Prompt

Enable Boot Logging

Enable Tow-resolution video

Last Known Good Configuration (advanced)
Debugging Mode

Disable automatic restart on system failure
Disable priver signature Enforcement
Disable Early Launch Anti-Halware Driver

start windows Normally

Description: View a 1ist of system recovery tools you can use to repair
startup problems, run diagnostics, or restore your system.






OPS/images/9781119560715-fg020240.png
@ Home

@ ouesume
® regon

2 e

Language
Languages

Windowsdsiotangage

et e g s

Rops s bt sops i ot e
oo rs g ol o sc g,

PR

@ o Vs r@sma

Related settings

P ——






OPS/images/9781119560715-fg020241.png
@ Home

& b
® cen
-
@ e
A o
e

Fonts

Available fonts

Overthe Acool summer
horizon comes  breeze
thebreakof  awakensthe.
dawn.

The fanfareof  They waltzed
birds announces  gracefully
themorning.  through the air

“The aroma of
baking bread flls
the ar

The fanfare of
birds announces
the morning






OPS/images/9781119560715-fg080501.png
a s € mh B Sl e I





OPS/images/9781119560715-fg080504.png
" Co\Users demos docker. push mpreposcoretis
T ush retors % repostiory Ldotte-to/ mresol

s € m b B G =) el





OPS/images/9781119560715-fg080505.png
Windows I1S

By Micrasoft
Maroson1s msges

Featured Tags
it s ok s ks W TS
PR S —————

B T ——————

o inboasarvercore-18scants docker pulmr mirosof comvindowservercorewndOWSSEIVErcre.






OPS/images/9781119560715-fg080502.png
s € m b B

G I





OPS/images/9781119560715-fg080503.png
2 C\bserindeno dcher nsfes

s € m b B G I





OPS/images/9781119560715-fg080506.png
e »o % € mEQ e





OPS/images/9781119560715-fg010104.png
i Sovw borage

B Oubons

[Trr—r—

s @ @~ °

ot Tamey






OPS/images/9781119560715-fg010103.png
@ Configure this local server

and

© ey © ooy






OPS/images/9781119560715-fg010102.png
R——






OPS/images/9781119560715-fg010101.png





OPS/images/9781119560715-fg070408.png
PR . TR





OPS/images/9781119560715-fg070404.png
B4 Setings for VM1 on SVR2013-HYPERY.

wn SRR
o N [T =
prr—
Boos You cn add hard rves and COIDND dives o your I controler.
oot rom o Select the tye f e you want o atach o the corole and ten ik A
@ searty

OWDDme

You can confureahard v 1 e et hd ko 3 physeal e dk sfer
You attach the dve o the onvoler.

3 Conel sopy






OPS/images/9781119560715-fg070405.png
‘Settingsfor VM2 on SVR201-HYPERY.

we R

% Hardware BEs
F sdrdnae

B Avtomate strt cten
£ Automote St Acson

You can ange how i et hrd ik s atachd to the vetual machie,Ifan
opersting sy s rstaled on thsdek, changng th atachment mht prvent the
Pl e o s,

Conoler

scst Convoler
edo

Locatan:

] [1use)

You can conpact,convert, expand,erge econec o ik vt k-
by eding the aiocated fe Specy e Al poh ot .
© vensinard gk

[t

New 3 Tpect | [ mromse..

© 15 sy orddk o vt s otk et v
52 i, s Dk oot o he Ay ot o manse
v hrd .

Toremave the vetual e dek, ik Remove, Th dscannects th dek bt dos ot
e e sesocted e

Remove.






OPS/images/9781119560715-fg010106.png
B 8 O server Oetas-Overve X | ¥ - 8 x

< ) -

Tools < Oveni

O Resart O Shutdown © EnsbleDik Metis  More

8 oot






OPS/images/9781119560715-fg070406.png





OPS/images/9781119560715-fg010105.png
B 8 03 windows Admin Cemer X [k
€ > O |8 b

Windows Admin Center
All Connections

+ada

0 s s

Microsoh






OPS/images/9781119560715-fg070407.png
B4 Setings for VM2 on SVRZO13-HYPERY.

e BRI
3 Hordware ~ e
§ rcariae
8 e o can cange b il kst o e el e Fen
T s ot sy & el s s o g e st e e
y dhnges ey it pcas
g — =
BT

= HardDrive

© 15ttt o ot e e vt
302 . Lot O Mmoo e Ay comr o mansge
v rrd .

o remove te vtuahad dk, ik Remone. Th dscomnects the dek bt does ot
i e esocoted e

Remove.






OPS/images/9781119560715-fg070401.png





OPS/images/9781119560715-fg070402.png





OPS/images/9781119560715-fg070403.png
) Hyper-V Settingsfor SYR2019-HYPERY.

-

8 wemgotans
18 St igrators
B Erhanced Sesson Mode Pokcy
B RepkatonConaten
2 user
B rerbond
et T—

2 Reset ChackBores

{2 VirtualHord Dk
Specty thedefult st stoe v hard ik ls.

B






OPS/images/9781119560715-fg080401.png
) saveas

Cancel

©  « 4 [« Documents > Dockeries V& | Search Dockerie: »
Organize = Newfolder )
Neme Dste modifed .
o Quick access. e
Woskop Noitems match your sesrch
3 Downlosds #
% Documents #
= pictures ”
This PC
o Network
<
Filename: [“dockeri B
Save sstype: | Alliles 9
A tide Folders Encoding: | ANSI g






OPS/images/9781119560715-fg080402.png
e e





OPS/images/9781119560715-fg080403.png
e e T





OPS/images/youtube-logo.png
You





OPS/images/9781119560715-fg070507.png
0 Hype-¥ Manager
CEIIL ]

x






OPS/images/9781119560715-fg070508.png
3 Validste a Configuration Wizard

i Votcotng

B YouBeon o foowing vakdaton tets s neving. Depending on th tet slcton iy ke a srfart
anout o .
Seect Sevesora
Quter Poges Tex Rent B
Tesing Optons 00 Lt g and Py D Thetes passed
Cortmaten 0L L Rrring Processes The st pased.
TR | 0 e Seves omsen Thetes passed
0L L Sowere Updses Thetes passed
Sy 0L U Sydem O Thetes pased.
0L s Sy Ffomaion The test pased.
0 L TP omaten The test pased.
0% List Unsigned Divers Test is currdly rnvi v
< >

Teatis curenty g,






OPS/images/9781119560715-fg070509.png
o -Tid -1






OPS/images/9781119560715-fg070503.png
7 Enable Replication for VM1

‘Specify Connection Parameters

Recasener:  [EREISHERVE ot cnl

Repcaseerpors [ ]
Apersaten e
@ Use Kerberos authentication (HTTP)
PSR ————

1 Conpres the dta thtis ransmited over thenetvork.

<orevos | [hexts Fren






OPS/images/9781119560715-fg070504.png
7 Enable Replication for VM1

Choose Initial Replcation Method

Before Youseon Before repicaton can start,an it copy of o vt hard dk that you selcted st be
e ansfred o the Replcasever.
Size of the it copy of sected vetual hrd diks: 86965
sl Repicaton iethod

© send it copyoverthe network
O send it copy s extemal meda
Specty e caton o export e copy.

(O Use an it vl machineon the Reica server 2 the il copy.

‘Choose this ptonif you have restored acopy ofth vl machine o the Repca server.
e restred v machne i be sed 8 e it copy.

‘Schedue Tt Repteaton
© Start reicaton immedately
O startrehcaton on:
w201 ooom 3

<orevos | [hexts Fren cancel






OPS/images/9781119560715-fg070505.png
Enable Replication for VM1

o Replication enabled successfully

Replica virtual machine VM1 was successfully created
on the specified Replica server SVR2019-HYPERV2.

The network adapters for the Replica virtual machine
are not connected to any network. You can manually
configure the network adapter setfings for the Replica

virtual machine.

Seftings...

Close






OPS/images/9781119560715-fg070506.png
‘SVR2D19-HYPERV Properties ?

General Operating System  Member OF  Delegation  Location  Managed By,

Delegtion s a securty-senstive operaton, which alows senvices to act on
behalf of ancther user.

O Do not trust this computer for delegation
O Trust this computerfor delegation to any service (Ketberos only)
® Trust this computer for delegation to specied services only

O Use Ketberos orly

(® Use any authentication protocol

Services to which this account can present delegated credentias:
Service Type.

Opanded Add Remove

oK Cancel Aoply

Diain






OPS/images/remember.png
uuuuuuuu





OPS/images/9781119560715-fg070501.png
73 Hyper-V Setings for SYR2019-HYPERV2

& server
T2 rbalrordoss
CilkersbicDoamentsper
1 wnsivadhnes
CProgandetaacossfving
5 raasparng
o s S

B Repkcaton Confiuraton
A bl i computr a5 2 Repkc sevr.
Autentcaton sndports

‘Specty the authentcaton types t alow fr coming replcaton vaffc Enare
at the ports you pecly o1t open e reval.

2 s Kesberos (TP
Dt sentover the network il ot be encyptd.
Specty thepert: )

00 s crtcte-bosed Authntecatin (TTPS):

o Ernancedsessanode atasentove th ek vl b enrptd.
B Replcaton Confouration
Enabled a5 a Replca server U =
s vser Specty he crtcte:
B Kehomd

st o the vl mchie
s Mouse Rease ey
P Ernanced Sessan ode
U Foviat
% RestCrecknes
e crckbores

Select Conpne

R S———

Specy thesevers that v alowed o esiate vetal madines o ths
coneuer.

(© Ao reicationfom sy tpentecated serves
Speoty th defut ocaton t stoe Repkca fes:
[CAUsersbicPoments Fper ¥l Hard ks

(O o repicatonfom the spected senvers:

Frrary Server Steage Lovon st

3 Conel Aovly






OPS/images/9781119560715-fg070502.png
P @ Comnttma  spaomsntscct »

Al apps 0 commuricate g indows et Firewall

[ -
Dt g v UGB

ssooso
ssooso

e
o oo
o o o
Bl 2 8 2 -






